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A B S T R A C T

Today world’s dependence on the Internet and the emerging of Web 2.0

applications is significantly increasing the requirement of web robots crawling

the sites to support services and technologies. Regardless of the advantages

of robots, they may occupy the bandwidth and reduce the performance of

web servers. Despite a variety of researches, there is no accurate method for

classifying huge data sets of web visitors in a reasonable amount of time.

Moreover, this technique should be insensitive to the ordering of instances

and produce deterministic accurate results. Therefore, this paper presents a

density-based clustering approach using Density-Based Spatial Clustering of

Applications with Noises (DBSCAN), to classify web visitors of two real large

data sets. We propose two new features based on the behavioral patterns of

visitors to describe them. What’s more, we consider 12 common features and

use the significance of the difference test (T-test) to reduce the dimensions

and overcome one of the disadvantages of DBSCAN. Based on the supervised

evaluation metrics, the proposed algorithm has the 95% of Jaccard metric

and produces two clusters having the entropy and purity rates of 0.024 and

0.97, respectively. Furthermore, from the standpoint of clustering quality

and accuracy, the proposed method performs better than state-of-the-art

algorithms. Finally, it can be concluded that some known web robots through

imitating human users make it difficult to be identified.

© 2014 ISC. All rights reserved.

1 Introduction

T he internet regarded as one of today’s most impor-
tant technologies is a massive information reposi-

tory and a new medium for communication and col-
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laboration. Undoubtedly, to manage and update this
repository and gain some knowledge, appropriate so-
lutions are needed. Web robots one of these solutions
send requests to web servers and analyze the received
data to fulfill their specific purposes. Organizations
tend to use these active researchers to collect the
statistics of the dynamic content generated by users
of their websites. People’s favorites, opinions, require-
ments, and their reactions are noteworthy for web
robots. Also, site maintenance and checking for bro-
ken hyperlinks are in the realm of these web robots.
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According to a statistical report [1], web robots can oc-
cupy more than half of network bandwidth on several
different domains and reduce the performance of web
servers. So, the web robot detection not only leads us
to design websites more effectively, but also it causes
to configure web servers more efficiently. Yet, negli-
gence, failure to follow instructions on how to design
robots, and changing their characteristics in order to
imitate human behavior are some hinders to solve this
problem [2]. Today, there are many websites provid-
ing the information of known web robots. However, in
the emerging era of sophisticated and ever-evolving
web bots, gathering and updating this dynamic infor-
mation is impractical and far-fetched [3]. Therefore,
relying on the syntactical log analysis using merely
some usual characteristics of web robots cannot be
very accurate and applicable. In contrast, based on
analytical learning techniques focusing on web robot
behavior and its navigation pattern can provide a
boarder perspective on real nature of web visitors [4].

Some related studies for web robot detection con-
centrate on behavioral details of web visitors and in-
troduce some attributes to distinguish robots from
human users. Also, they use supervised learning meth-
ods to classify them. One of the same latest researches
is the first study employing the SOM and ART2 clus-
tering algorithms as the unsupervised learning tech-
niques [3]. The authors inform that the visitors label-
ing necessary for classification techniques suffers from
the lack of accuracy and cause the non-generalized
results in practice.

In this paper, DBSCAN (Density-Based Spatial
Clustering of Applications with Noises) is used to
distinguish the robot traffics on two real websites.

Due to the dynamism and diversity in behavior and
operation of web robots, using features that enable
us to fully distinguish them is important. Hence, the
significance of the difference test (T-test) is utilized
and the distribution pattern of 14 features is consid-
ered in order to reduce the dimensions and surmount
one of the disadvantages of the DBSCAN algorithm.
Finally, 4 features are just selected as the appropriate
attributes two of which are the new features proposed
in this paper. These new features are based on the be-
havioral patterns of web visitors and remain invariant
over time.

According to data mining concepts [5], if we can
demonstrate the efficiency of a clustering algorithm
by using supervised evaluation metrics, we will be
able to have more confidence in clustering method in
question. Therefore, in one of the preprocess steps,
the label of instances (web visitors) are identified and
substantially, some popular supervised metrics are
utilized to evaluate the proposed method.

Results show that by solving the curse of dimen-
sionality problem and choosing the appropriate fea-
tures, the proposed algorithm can be very effective
to distinguish robot traffics. Furthermore, from the
standpoint of clustering quality and accuracy, the pro-
posed method performs better than state-of-the-art
algorithms. Finally, it can be concluded that some
known web robots through acting like human users
make it difficult to be identified.

The content of this paper is organized as follows:
In Section 2, a survey of web robot detection is pre-
sented. Section 3 formulates the web robot detection
problem while Section 4 presents the proposed algo-
rithm to solve this problem. In Section 5, the details
of the DBSCAN algorithm is covered. In Section 6,
the proposed method is evaluated and compared with
state-of-the-art algorithms. Eventually, Section 7 fi-
nalizes our conclusions and future works.

2 Related works

To date, several studies have looked at the use of differ-
ent techniques to detect web robots. In one of the latest
of such studies [6], the authors provide two schemes
(TSSNB and ABS algorithms) to fight against un-
wanted automatic web crawlers. TSSNBS (Too Simple
Sometimes Naive Blocking Schema) presents a quick
and relatively inaccurate method to detect malicious
web spiders based on syntactical log analysis while
ABS (Adaptive Blocking Schema) is a combination of
machine learning techniques and some advanced met-
rics introduced for malicious crawlers. Another sim-
ilar study [7] uses four syntactical analysis methods
and integrates the results by intersection and union
operations to confirm a request as a robot or human.
User-Agent check, IP-Address Check, Count of HTTP
requests and HTTP requests with unassigned referrers
are the syntactical log analysis utilized in this paper.
The research provided in [8] discusses the robots ex-
clusion protocols helping to detect and control the
behavior of web crawlers. The authors use the syntac-
tical log analysis to detect the web robots and utilize
the .htaccess file to find the spam bots.

According to [4], the researches mentioned above are
based on the information recorded in the server access
log, and in fact they syntactically analyze each entry
in that log while some other studies employ analytical
learning techniques using behavioral pattern analysis
and characteristics of web visitors. These techniques
are stronger than syntactical log analysis ones [4].

In one of such studies [1], the types of resources
requested by web robots and human users are consid-
ered by using recent web logs from an academic web
server. The distribution of response sizes, response
codes, and the popularity of resources for requests are
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another metrics discussed for web visitors. Accord-
ing to this research, it is clear that why web robots
severely handicap the ability of web server caches to
operate with high performance. Based on analytical
techniques used in [9], the authors present a Bayesian
approach to crawler detection and declare a dynamic
threshold for session identification. Also, they com-
pare their results to the obtained results with the de-
cision tree and achieve very high recall and precision
values in web robot detection. Hidden Markov model
and neural network employed in [10, 11] are another
classification model used for web robot detection. In
our earlier work [12], we have proposed a fuzzy in-
ference system based on decision trees to detect the
traffic of web robots on a real web server. The pro-
posed system uses a decision tree to fuzzify features
describing web users and facilitate the designing of
fuzzy inference system.

Based on our recent searches, the studies presented
in [13] and [3] are the first works that apply unsuper-
vised learning to the problem of web visitor categoriza-
tion. In [13], the authors utilize K-means clustering
algorithm to detect the focused web crawlers visiting
pages related to a particular subject by using general
crawling mechanisms. In [3], the authors use SOM and
ART2 clustering methods for web robot detection and
explicitly point out that the previous works based on
classification techniques are effective and accurate if
and only if preceded by a reliable data-labeling process.
On the other hand, an accurate web session-labeling
strategy relies on an expert who is sufficiently familiar
with the sophisticated and dynamic web robot’s na-
ture [3]. As a result, the authors postpone the session
labeling to the supervised evaluations of the clustering
algorithms to facilitate the understanding and validat-
ing of the final results and obtain a better perception
of the cluster’s nature and concepts.

According to the reasons mentioned, a clustering
algorithm is utilized and appraised by supervised eval-
uation metrics.

In the comparison of the previous works, the con-
tribution of our research is twofold:

(1) Our research is the first study utilizing a popular
clustering algorithm used for spatial databases,
DBSCAN, in the field of web robot detection.
This algorithm has received a lot of attention
in KDD (Knowledge Discovery in Databases)
and several studies have found it to be very ef-
fective at clustering the data sets of adequately
more than just a few thousands of objects [14].
Despite previous works using the SOM, ART2,
and K-means clustering, DBSCAN can produce
deterministic clusters of huge databases in a
reasonable amount of time. It helps the user to

determine the values for its two input parame-
ters and it is insensitive to the ordering of in-
stances [14, 18]. This potential encouraged us to
organize web users as the instances of a spatial
space and utilize the capability of the DBSCAN
algorithm in clustering them.

(2) In this paper, two new features are proposed
to describe web visitors and distinguish robots
from human users. These attributes are based
on the navigational patterns of visitors and the
resources requested by them. An attempt is
made to select these features in a way that not
change over time in order to keep the techniques
effective across server domains and encountering
of evolving robot traffics.

3 Web Robot Detection Problem

According to the requests stored in an access log file
of a web server, the problem of web robot detection
tries to identify the traffic of web robots [4]. In such
a file, for each received request, some information is
stored as an individual record. A session is a collec-
tion of all requests from a user during a single visit.
The principle of this paper concentrates on web ses-
sions rather than individual records and formalizes
the session identification as follows:

Given a set of HTTP records R = {r1, r2, · · · , rn} ;
find the set of sessions S = {s1, s2, · · · , sm} such that:

S = {Si|si ⊆ R,
m⋃
i=1

si = R,

m⋂
i=1

si = ∅} (1)

Where: n shows the number of http records stored in
the original access log file and m is the number of all
sessions in S. Finally, f function is declared to detect
the type of each session and assign 0 to it if it belongs
to a human visitor and vice versa. In this paper, the
f function is the DBSCAN clustering algorithm.

f : S → {0, 1}, f(si) =

 0 if si is Human

1 if si is Robot
(2)

4 The Proposed Method

In this section, the method proposed for web robot
detection is presented. Figure 1 shows the flowchart of
the general procedure which is used in this paper and
involves two steps: preprocess and clustering. Before
using the DBSCAN algorithm, the preprocessing step
prepares the necessary backgrounds for the clustering.

As mentioned earlier, the clustering instances are
the sessions belonging to web visitors. As a result, the
web server access logs should be analyzed to extract
all sessions and define some features (attributes) to
describe the visitors. On the other hand, it is needed
to identify the label of sessions and utilize them for
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Figure 1. The flowchart of the process used in this paper.

supervised evaluations of clustering algorithm. In steps
1 and 2, an implemented java-based log analyzer is
employed to preprocess the web server access logs.

4.1 Session Identification

It is essential to note that most web robots and even
conventional web browsers tend to parallelize and
divide their tasks among multiple threads to accelerate
and facilitate achieving their goals. So, it is common
that a session contains different user agent strings or
IP addresses [4].

According to what mentioned above, two consec-
utive HTTP requests having the same IP addresses
or same user agents will belong to a same session if
the time-lapse between them is within a pre-defined
threshold (30 minutes in the majority of web-related
literature).

4.2 Feature Extraction

In this step, four attributes are extracted for each
session to identify and distinguish automated and
human visitors. Maximum rate of browser file request
and Penalty are the new features proposed in this
paper.

(1) Trap file request: a binary feature demonstrating
whether a session contains a request for trap files.
These files are the resources that should never
be requested by human users because there is no
link from the website to these files and moreover
most users are not aware of them. Therefore, a
strong feature to distinguish human users from
web robots is the access to such resources [15].
Typical files used in security attacks like cmd.exe
and robots.txt are some of these resources [2].

In this paper, sitemap.xml is regarded as
another trap file guiding most search engine
web robots. This file contains a list of all web
pages and URL addresses of a website that can-
not be discovered easily by search engine web

robots [16]. Accordingly, the presence of a trap
file request in a session will have a greater im-
pact on it to be classified as web robots. In this
paper, this feature is used as a basic attribute
for session labeling.

(2) The Maximum rate of browser file request: a
numerical attribute proposed based on the re-
sources requested in a session and it is not ex-
pected to change over time.

When a human user types a URL address in
the address bar or clicks on a link to visit a
new page, the browser analyzes the requested
web page and then automatically starts sending
a barrage of requests to the server to achieve
all embedded files on the page, such as videos,
images, sounds, and client side scripts [2]. In this
paper, these resources are called browser files
and regarded as an index for patterns of human
users because in contrast to humans, web robots
can freely decide which resource is suitable to
be requested. In addition, the majority of web
robots do not need the files like client side scripts,
and actually do not have the ability to interpret
and implement them. However, a small number
of robots are able to understand the meaning
of these scripts, and substantially request them.
BingPreview web robot, the malicious robots
responsible for SQL injection attacks, and some
spam bots are such these robots [17].

As mentioned above, it is reasonable to expect
that the Maximum rate of browser file requests
would be relatively high in human sessions and
low for web robots.

Figure 2 shows the total requests in a ses-
sion the Maximum rate of browser file request
of which is equal to 50. The arrows show the
requests from the client to the server, and the
dashed ones are the responses of these requests.
It is important to note that, image robots are so
interested in images and do not download other
files such as client side scripts. So, the images
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Figure 2. An example of a session the Maximum rate of browser file request of which is equal to 50.

are regarded as the browser files just when they
are associated with other browser files such as
scripts. Thus, the Maximum rate of browser file
request for such robots will be equal to zero.

(3) The Penalty: a numerical attribute proposed
based on the navigational patterns of humans
involving a large number of frequent back-and-
forward movements and loops. Having a view
restricted by the links structure of a website to
find the required information, back and forward
option in web browser’s history, and disorient-
ing the humans during their visits are some rea-
sons that cause such navigational patterns. In
contrast to humans, after the first crawl of a
site, robots can detect where the required infor-
mation resides and restrict their next requests
to specific areas of that site. Moreover, robots
never need to curb their crawls only to those
areas specified by the links structure of a site.
So, the navigational patterns of web robot are
so simpler than human’s [2].

The Penalty attribute penalizes each back-
and-forward navigation or loop, and it is reason-
able to expect a larger value of this attribute
among human users.

If the sequence shown in 3 demonstrates the
order of the pages visited by a client, the Penalty
of this client can be calculated by a tree shown
below:

S = a, b, a, c, d, c, d, e, d, a. (3)

To create such a tree, a new node is assigned for
each page visited for the first time. The parent
of such a node is the node having exactly been

Figure 3. The tree that shows the sequence of the pages
visited by a client.

visited in the previous step. The relationship
between such these child and parent nodes is
shown by the edges. However, if a page is visited
again, a dashed arrow is appointed from the
previous page to the current node, and obviously
the Penalty attribute is equal to the number
of such these edges (in Figure 3, the Penalty is
equal to 5).

(4) Percentage of 304 response codes: a numerical at-
tribute calculated as the percentage of responses
with status code 304 in a session. A response
sent with this code indicates that the resource
has not been modified since the version specified
by the request headers. This means that there is
no need to retransmit the resource because the
client has still a previously-downloaded copy.

Since the information caching can save the
server resources and also increase the processing
speed of clients, it is clear why most web browsers
usually cache web resources while web robots
rarely use information caching.
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It can be concluded that web browsers tend
to have higher percentage of 304 response code
than humans.

4.3 Session Labeling

As previously mentioned, the goal of this step is to
identify the label of each session in order to utilize
them for supervised evaluation of clustering algorithm.
Since our data set contains thousands of sessions and is
excessively large to be labeled manually, an automatic
multistage method is implemented and described as
follows:

(1) The first stage is performed by observing
whether a web visitor has attempted to access a
trap file. As previously mentioned, the presence
of a trap file request in a session will have a
greater impact on it to be classified as web
robots.

(2) In this step, the WebLog Expert [4, 18], a fast
and powerful access log analyzer, is utilized so
as to create a database that contains the IP ad-
dresses and the user agent strings of web robots
known by this analyzer. Therefore, each session
is compared against this database and if the IP
or user agent string matches, the session will be
labeled as a web robot.

(3) All the remainder sessions having not been la-
beled yet are identified as human users.

In the following, the DBSCAN clustering algorithm
is described in details.

5 DBSCAN Clustering Algorithm

DBSCAN [19] regards clusters as dense regions of
instances in a data space. The noises are the regions
with low density separating the clusters from each
other. Each cluster contains at least MinPts objects
placed in a neighborhood with a radius ε of a given
object named ’core‘. Indeed, each core forms an initial
cluster, MinPts, and more importantly, ε are input
parameters defined by the user. The most common
distance metric used to calculate the neighborhoods
is Euclidean distance. For given two objects, p and q,
and with respect to MinPts and ε, it can be said that:

• The object p is directly density-reachable
from the core object q if p is within ε-
neighborhood of q.

• The object p is density-reachable from the core
object q if a chain of direct density-reachable
objects p1 · · · pn can be found.

• The object p is density-connected to object q
if there is an object o such that both p and q are
density-reachable from o.

Algorithm 1 DBSCAN

Input: a set of objects D, the parameters MinPts
and ε

1: for each o ∈ D do
2: if o is not yet classified then
3: if o is a core object then
4: Collect all objects density-reachable from

o and assign them to a new cluster.
5: else
6: assign o to NOISE.
7: end if
8: end if
9: end for

Algorithm 1 shows the pseudo-code of DBSCAN.
This algorithm searches for clusters by checking the
-neighborhood of each point in the database. If the ε-
neighborhood of a point p contains more than MinPts,
a new cluster with p as a core object is created. Then it-
eratively, DBSCAN collects directly density-reachable
objects from these core objects which may involve the
merge of a few density-reachable clusters. The process
terminates when no new point can be added to any
cluster. As it is clear, every object not contained in
any cluster is considered to be a noise.

6 Experimental Results and
Comparisons

In the experimental section, two access log files, one
generated from an academic website 1 (from 26 Oc-
tober 2013 through 26 November 2013) and another
from a commercial website 2 (over a one-month period
in September 2013) are used to evaluate the proposed
method. To do so, two different experiments are con-
ducted in this section. Table 1 shows the number of
sessions and class label distributions in the data sets
mentioned above. It is important to note that the
sessions with less than 6 and 8 requests containing no
access to trap files are eliminated from both data sets.
Such sessions are the meaningless ones which do not
contain any useful information to detect the visitors.

6.1 Experiment 1

In this section, one of the disadvantages of DBSCAN
is discussed and a solution is offered.

As a point to this detriment, DBSCAN may not
work well for high-dimensional spaces where the dis-
tance metric (Euclidean distance) can be rendered
almost useless due to the curse of dimensionality mak-
ing it difficult to find an appropriate value for the
parameter.

1 www.imamreza.ac.ir
2 www.torghe.com

ISeCure



January 2014, Volume 6, Number 1 (pp. 77–89) 83

Table 1. Class distribution in the data sets.

Website
Data set

Name

Number of

requests

Number of

sessions

Number of

robots

Number of

humans

Imamreza

International
University

D1 311633 17969 1170 16799

Torghe D2 500781 21553 6093 15460

Figure 4. T-test for all features.

To solve this problem, a solution is offered trying to
select the relevant and proper attributes and reduce
the diminutions. Table 2 shows a list of 10 features
used in other related papers to distinguish web robots
from human users. The goal is to explain why the 4
features proposed in this paper are preferred to these
10 attributes. So, the distribution of the values of all
features, between humans and robots, are considered
and a T-test (significance of the difference test) is used
to show that which attribute is significantly different
between these two groups. Equation 4 shows how to
calculate the T-test:

t(fi) =
|mean1(fi)−mean2(fi)|√
var1(fi)/n1 + var2(fi)/n2

(4)

In this equation, mean1 and mean2 are the mean val-
ues of ith feature (fi) in robot and human groups,
respectively. Also, var1 and var2 are the correspond-
ing variances. The total numbers of robot and human
classes are respectively shown by n1 and n2. Also in
this test, the degree of freedom is defined as n1+n2−1.
It is important to note that for the degree greater than
100, the ith feature will be considered significantly
different between humans and robots if the t(fi) is
greater than 1.96 [20].

Undoubtedly, for a given attribute, the greater re-
sult shows that the relevant feature is more different
between two groups [20]. Figure 4 shows the T-test
results of all 14 attributes: According to Figure 4, ex-
cept for the html-to-image ratio, other features can
pass the test with a value greater than 1.96. Although,

of all 13 remaining features, 6 attributes have signifi-
cantly different values than the others. Moreover, the
Maximum rate of browser file request and the per-
centage of 304 response codes are the features that
outshine others and their values are zero for most web
robots. So, up to this point, they are selected as the
final features. Additionally, the trap file request at-
tribute used in session labeling is another attribute
selected in the first consideration

Now, the distributions of the values of 3 remain-
ing features are considered to select other final at-
tributes. Figure 5 shows how the values of these at-
tributes have been distributed between robots and
humans. In these figures, the vertical axis show the
robot or human class while the horizontal one is the
values of each attribute extended in [0,1] interval.

According to Figure 5, the upper part of each dia-
gram shows how the values of the relevant feature have
been distributed between robots and vice versa. Cer-
tainly, the less similarity between these two parts, the
more appropriate to distinguish robots from humans.

As it is clear, the similarity between two parts of Max
Depth’s diagram is more than the others. Moreover,
according to Null Ref’s chart, for most web robots
this feature is equal to 1, so it imprecisely makes some
humans to be similar to the most of web robots. As
a result, the Penalty attribute is selected as another
final feature.

In the following, the similarities between instances
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Table 2. Common Features used in other relevant papers.

Remark Feature name Remark Feature name

The volume of data

transmitted in a session
Volume Duration time of a session Length

Ratio of switching the type

of files requested

Switching factor of file

type ( SF(File Type) )

% of consecutive sequential

HTTP requests
% CSRequests

% of requests with

status=404
Error 404

Number of HTML page
requests over the number

of image files requests

HTML-to-Image

Maximum depth of all

requests
Max Depth

% of requests with

unassigned referrer
Null Ref

Standard deviation of

requested page’s depth
stdevDepth

% of requested made

between 12 am to 7 am
Night

(a) Max depth

(b) Null refrence

(c) Penalty’s value

Figure 5. Distribution of the values of 3 remaining attributes,
between robots and humans.

within a same class are considered when the 4 proposed
attributes and 10 mentioned ones are used.

According to Figure 6, based on these 4 attributes,
the similarities between web robots are just equal to
1 or 0 while the similarities of humans extend in [0,1].

So, since humans and majority of web robots are not
similar to each other, the proper can be easily found
(default ε=1). In contrast, for those 10 attributes, the
similarities between robots or humans are spread in
[0,1] and it is hard to find ε because for each candi-
date value of this parameter, many web robots can
incorrectly resemble to some humans. Although the
similarities of humans based on these 10 attributes
are stronger than one’s based on 4 features. So, the
effect of the curse of dimensionality can be neutralized
by utilizing the T-test and considering the distribu-
tion of values of attributes. In second experiment, the
DBSCAN algorithm is exerted on two data sets in-
troduced above and compared with state-of-the-art
algorithms.

6.2 Experiment 2

In this experiment, the implementation of DBSCAN
provided in WEKA data mining software 3 and the
default set of parameters specified in these tools (ε =
1 , MinPts =6, and Euclidian distance as similarity
formula) are used. The results of the study show that
for both data sets, two final clusters and some noises
are produced. Figure 7 demonstrates the recall metric
for each data set and the Equation 5 shows how to
calculate this metric. nij shows the number of elements
from the category i in cluster j while the total number
of all instances in this category is ni [21].

recall(i, j) =
nij
ni

(5)

In both data sets, the noises are the robots which
are not similar to others.

Now, some supervised evaluation metrics listed
in Table 3 are used to evaluate the performance of the
proposed method.

3 WEKA 3.6.6
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Table 3. Evaluation metrics for the DBSCAN clustering algorithm.

Evaluation metric
Metric value for
data set D1

Metric value for
data set D2

Average value of
the metric

RI = TP+TN
TP+TN+FP+FN

0.997 0.98 0.988

Jaccard = TP
TP+FP+FN

0.94 0.951 0.945

Entropy =
∑nc

j=1

nj

n
ej , ej = −

∑nL

i=1

nij

nj
log2

nij

nj
0.025 0.023 0.024

Purity =
∑nc

j=1

nj

n
pj , pj = maxi

nij

nj
0.982 0.95 0.966

Table 4. Some samples of web robots trying to imitate the human’s behaviors.

Robot name
Trap file

Req
Maximum rate of
browser file Req

Status
code 304

Penalty User-agent string

BingPreview 0 57 0 0

Mozilla/5.0(Windows NT 6.1; WOW64)

AppleWebKit/534+ (KHTML, like Gecko)
BingPreview/1.0b

Google Web
Preview

0 66 0 0.530

Mozilla/5.0(X11; Linux x86 64)

AppleWebKit/537.36(KHTML, like Gecko;
Google Web Preview)

Chrome/27.0.1453Safari/537.36

Huawei
Symantec

Spider

0 10 0 0.33

HuaweiSymantecSpider/1.0+DSE-
support@huaweisymantec.com+(compatible;
MSIE 7.0; Windows NT 5.1; Trident/4.0;

.NET CLR 2.0.50727; .NET CLR

3.0.4506.2152; .NET CLR ;)

Rand Index shows the number of correct detections
and the accuracy of a clustering method. TP and
TN are the number of robots and humans correctly
identified, respectively; while FN shows the number
of robots detected as humans and FP is the number
of humans seen as robots [23].

The entropy of a cluster reflects how the members of
the two categories are distributed within each cluster.
Obviously, a good clustering algorithm has a small
value for this metric. In the equation of entropy, n
is the total number of instances while nc means the
number of categories, humans and robots. Moreover,
nij is the number of elements from the category i in
cluster j which has nj elements [23]

One of the most popular measures for cluster evalu-
ation is purity. This metric focuses on the frequency of
the most common category into each cluster and it is
computed by taking the weighted average of maximal
precision values [5].

Jaccard coefficient is an important metrics used
for data mining problems having asymmetric binary
classes. Web robot detection is one of these issues in
which the robot’s class is more noteworthy than the
human’s. In fact, the Jaccard metric is derived from
the Rand index equation TN of which is eliminated
to emphasize the importance of TP [21].

As an interpretation of the final clusters, some web
robots placed in human clusters have none-zero val-

ues for the Maximum rate of browser file request and
in this respect they behave like humans. Moreover,
sometimes they have none zero values for the Penalty
attribute and undoubtedly, zero for the Trap file re-
quest. It is clear that these robots are trying to imitate
the human’s behavior and hide themselves. Table 4
lists some samples of such web robots. It is impor-
tant to note that these robots are some known ones
working for search engines.

According to the definition of the Maximum rate of
browser file request, the robots interested in resources
like video or flash files have none-zero values for this
feature, and substantially are regarded as humans.
Fortunately, both data sets used in this paper have
little number of such files.

According to the recall metric for robot cluster in
data set D1 (shown in Figure 7a), some humans are
incorrectly placed in robot cluster. Since these humans
requested ‘robots.txt’ file, they have been clustered as
web robots. So, the mislabeling caused this mistake. It
shows why the conventional methods used for session
labeling can be untrustworthy. Robot clusters contain
robots having nonzero value for Trap file request and
zero for other 3 attributes. So, the similarity between
these robots and humans placed in the same cluster
is equal to 1.

Finally, noises are the robots interested in other
types of files (like compressed or text files) and have
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(a) The similarities between robots based

on 4 features

(b) The similarities between humans based
on 4 features

(c) The similarities between robots based
on 10 features

(d) The similarities between humans based
on 10 features

Figure 6. Distribution of the values of 3 remaining attributes,

between robots and humans.

zero values for all 4 features. So, they are not like
other instances.

Table 5 summarizes the specifications of all in-
stances placed in final clusters.

After the interpretation of final clusters, the pro-

Table 5. Summary of the specifications of all instances placed

in final clusters.

Instances
Trap file

Request

Maximum
rate of

browser file

Request

Status

Code 304
Penalty

Robots

incorrectly
detected

as Humans

0 Non-zero 0
Zero or
non-Zero

Humans

correctly
detected

0 Non-zero
Zero or

non-Zero

Zero or

non-Zero

Robots

correctly
detected

1 0 0 0

Humans

incorrectly

detected
as Robots

1 Non-zero
Zero or

non-Zero

Zero or

non-Zero

Noises 0 0 0 0

posed method is compared with state-of the-art algo-
rithm containing SOM (S elf Organizing Map), ART2
(Modified Adaptive Resonance Theory 2), and K-
means clustering. SOM is a type of artificial neural
network trained using competitive unsupervised learn-
ing. It is used to map the multidimensional input data
to a lower dimensional subspace where geometric re-
lationships between points indicate their similarity
(usually Euclidean distance) [24]. To employ SOM
algorithm, the MATLAB’s Neural Network Toolbox
with a network comprising 100 neurons in a 10-by-10
hexagonal arrangement is used (epochs=200). Simi-
lar to SOM, ART2 is an unsupervised neural network
algorithm, and at the same time, it is based on com-
petitive learning mechanism. Its network is trained
by the input data and winning neurons are found by
means of minimum Euclidean distance. Unlike SOM,
ART2 is based on the winner’s weight vector deemed
sufficiently close to the training sample and relies on
the so-called winner-takes-all rule causing different
results in practice [25]. To employ this algorithm, an
implemented MATLAB code base on the pseudo-code
introduced in [25] is used and the ρmax,∆ρ, and nmax

are set to 1.5, 0.1 and 5, respectively.

K-means is one of the simplest unsupervised data
mining methods used to classify numerical data sets
into a certain number of clusters fixed prior [26]. To
exert this method, the implementation of K-means
provided in WEKA data mining software is used and
the K parameter is set to 2.

As in the case of DBSCAN, in all these clustering
methods, the Euclidian distance is used to calculate
the similarity between input instances.
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(a) The recall metric for data set D1

(b) The recall metric for data set D1

Figure 7. The recall metrics.

Table 6. Evaluation metrics for state-of-the-art algorithms.

Evaluation metric
Metric value for

data set D1

Metric value for

data set D2

Average value of

the metric

RI = TP+TN
TP+TN+FP+FN

0.7 0.86 0.61

Jaccard = TP
TP+FP+FN

0.36 0.82 0.25

Entropy =
∑nc

j=1

nj

n
ej , ej = −

∑nL

i=1

nij

nj
log2

nij

nj
0.38 0.034 0.42

Purity =
∑nc

j=1

nj

n
pj , pj = maxi

nij

nj
0.85 0.91 0.63

Table 6 shows the average values of supervised
evaluation metrics for these 3 clustering algorithms.

In addition to the results shown in above table, Ac-
cording to [27], if ART2 network is trained by the
same data set but with different input orders, it may
exhibit great different classification results. Moreover,
it can cause a drift of cluster center in practice [28].
As one of the disadvantages of SOM, the randomized
initial weights of neurons can cause different results
for per clustering on the same input data. The lack
of any specific standard to specify the number of neu-
rons (input parameter) is another drawback of SOM.
Moreover, the interpretation of the final clusters can
be difficult and time consuming. To gain more accu-
rate results, the number of iterations of learning step
must be increased, and subsequently it requires much
time to be done [29, 30]. Providing non determinis-
tic results caused by randomly initial cluster centers
and weakness against noises and local optima of the
squared error function are the known basic disadvan-
tages of the K-means algorithm [23].

As for the benefits of the DBSCAN algorithm, it
requires only two input parameters and helps the user

to determine the values for them. Moreover, it can
handle the noises well and is mostly insensitive to the
ordering of the instances. As previously mentioned, it
can discover the clusters having arbitrary shapes and
be very effective at clustering the data sets of signifi-
cantly more than just a few thousands objects [14, 19].

7 Conclusion and FutureWorks

Web administrators should pay special attention and
closely inspect web sessions that correspond to web
robots because the traffic of these autonomous systems
occupies the bandwidth, reduces the performance of
web servers, and in some cases, causes misunderstand-
ing about the number of real visitors of websites.

In this paper, the web visitors are regarded as the
instances of a multi-dimensional space and DBSCAN
is used as a density-based clustering algorithm for two
real large data sets. By focusing on one of the dis-
advantages of DBSCAN, 14 features describing web
visitors are considered and the T-test is used to over-
come the curse of dimensionality problem. In addition,
it is demonstrated that considering the distribution of
values of features between robots and humans can be
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useful in order to choose the appropriate attributes. Fi-
nally, 4 attributes are just selected as the final features
two of which are the new ones proposed in this paper.
These attributes are based on the behavioral patterns
of web visitors and remain invariant over time.

The supervised evaluation metrics used in the ex-
perimental section show that the proposed method
has the 95% of Jaccard metric and produces two clus-
ters having the entropy and purity rates of 0.024 and
0.97, respectively. Furthermore, from the standpoint of
clustering quality and accuracy, the proposed method
performs better than state-of-the-art algorithms. Fi-
nally, it can be concluded that some known web robots,
through acting like human users, make it difficult to
be identified.

In future works, it would be interesting to focus
on the behavior of malicious web robots and try to
find the features enabling us to make a distinction
between them and others, especially the non-malicious
web robots. So, we intend to consider the behavioral
patterns of web visitors in order to cluster them into
four groups: human users, well-behaved web robots,
malicious robots, and unknown visitors.
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