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Line-Level Vulnerability at different development stages. Security researchers are always seeking
Detection, Multi-granularity

Detection, Static Analysis, Deep . . . . .
Learning, Graph Neural Network there are many static and dynamic methods for detecting and discovering

new methods to detect vulnerabilities more precisely in a short time. While

vulnerabilities, many of these approaches come with a high computational cost,
which leads to inefficiencies, particularly in large-scale codebases. In recent
years, deep learning has gained prominence in extracting vulnerability features
from code without requiring direct intervention from cybersecurity experts.
This paper proposes a multi-class vulnerability detection scheme at both the
line-level (LLVD) and function-level (FLVD) using graph neural networks,
based on node-level and graph-level prediction models, respectively. Moreover,
by combining LLVD as a fine-grained approach with FLVD as a coarse-grained
one, we propose a multi-granularity scheme called Function/Line-Level
Vulnerability Detection (FLLVD) scheme. More specifically, it uses FLVD to
detect the type of vulnerability while employing LLVD to identify its location
in the source code. Our scheme’s variants work with any abstraction graph
extracted from incoming source code, such as Data Dependency Graph (DDG)
and Program Dependency Graph (PDG). We evaluate our schemes using both
man-made and real-world datasets: SARD and BigVul. Particularly, LLVD and
FLLVD achieve performance gains of 0.90 and 0.94, respectively, in terms of
Fy metrics for a subset of SARD with 20 vulnerability types. In contrast, for
the combination of SARD and BigVul with 6 vulnerability types, LLVD and
FLLVD have F; scores of approximately 0.76 and 0.82, respectively.
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1 Introduction

Software vulnerabilities are the major source of secu-
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ficult and likely infeasible for developers to exactly
determine the vulnerable parts of the source code in
large-scale software systems. Thus, the main problem
is to design an automated tool to detect efficiently
and accurately vulnerabilities of a given source code.
Traditional solutions for automated detection are
mainly rule-based obtained by human experts. Re-
cently, numerous research has been dedicated to
using data-driven solutions for automated detection
tools that take advantage of data mining and machine
learning to predict the presence of software vulner-
abilities. However, this approach is not straightfor-
ward and encounters many challenges in algorithm
design and implementation such as selection of ma-
chine learning algorithm, proper representation of
source code and fitting it to a constant size vector
for feeding to the input layer of learning model.

1.1 Problem motivations

An important issue is detection level of vulnerability
that refers to the extent of vulnerability localization.
The first option is a coarse-grain algorithm that de-
tects vulnerable functions in the given code. Other
interesting options include fine-grain algorithms that
perform detection at the code segment, statement, or
line-level. The concept of line or statement level detec-
tion may be criticized by researchers who define vul-
nerability as a group of statements, neither a single
statement nor a line, which their execution provides a
situation that can be exploited by attackers. However,
line-level detection is interesting as it aims to help de-
velopers identify vulnerabilities through appropriate
warnings from the vulnerability verification system.
There is a trade-off between accuracy and localiza-
tion. That is the detection accuracy in a fine-grained
algorithm is likely higher than a coarse-grained algo-
rithm due to the likelihood of incorrect detection of
line or statement.

Regarding this trade-off, we seek for a collaborative
solution that takes the benefits of both coarse grain
approach such as function-level and a fine grain ap-
proach such as line-level to find the optimum point
for precision and localization. The former makes us
to find the type of vulnerability with a high probabil-
ity while the latter enable us to close more identify
the code segment that contains the vulnerability.

1.2 Limitations of existing work

The most important challenges in the state-of-the-art
of vulnerability detection using machine learning are
as follows:

e Detection level: The schemes in [1-7] are
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function-level, i.e., only identifies vulnerable func-
tions. While the schemes in [8-11] detect a code
segment with vulnerability, the work in [12-16]
perform detection at the line-level and the schemes
in [17-19] aim to detect vulnerability at statement
level. The detection accuracy in a fine-grained
algorithm is likely reduced compared to a coarse-
grained algorithm due to the likelihood of incorrect
detection of line or statement.

Further, some schemes can detect vulnerabilities
at multiple level, e.g., both line and function-level.
This feature referred as multi-granularity aims to
detect the type of vulnerability at the function-
level while simultaneously identifying the location
of the vulnerability through line or statement-level
detection. Although, most prior schemes are single-
granularity, some of them such as [12-14, 18] are
multi-granularity.

Detection the type of vulnerability: Most of
the prior researches focus on identifying a function
as vulnerable or not-vulnerable regardless of vul-
nerability type. For instance, [1, 7-9, 15] are sim-
ple binary classification methods while the schemes
in [2, 4, 10] are multi-class vulnerability detection
algorithms. The performance of multi-class algo-
rithms is usually lower compared to binary classi-
fication due to factors such as unbalanced vulnera-
bility datasets and the similarity between different
vulnerabilities.

Efficient processing in large scale source code
: Due to efficiency reason, it is necessary to focus
on important parts of the code for embedding and
passing to the neural network and thereby ignoring
unnecessary details. For example VulDeePecker [§]
uses code attention concept for choosing important
parts of source code. It focuses only on parts of a
given code that is related to code attentions. This
refinement removes excessive parts of code and
thereby restricting the input size of training model
as well as decreasing noise during training.
However, the extraction of code attention is
not straightforward. Currently, VulDeePecker
only detects vulnerabilities caused by C/C++ li-
brary/API function calls, as it generates code
attention specifically around an API system call.
Identifying the rest of code attentions has been
left as an open problem. Similarly, the schemes in
[3, 814, 17, 19] perform some type code slicing
prior to word embedding or vectorization phase.
Inter-function detection: Inter-function detec-
tion refers to identifying vulnerabilities that origi-
nate from flaws in multiple functions. Indeed, this
vulnerability type cannot be detected by examining
just a single function. Thus, a given inter-function
algorithm should extract features from different
functions and aggregate them to classify the sam-
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ple as either vulnerable or non-vulnerable.
Although most of the prior work, such as [1, 4, 7,
8, 13, 15, 17, 19], focuses on intra-function vulner-
ability detection, the schemes presented in [2, 9—
12, 14, 18] offer an inter-function approach for vul-
nerability detection.

e Transforming to an intermediate language:
Intermediate language, e.g., Java bytecodes, is
more closer to the hardware than a high level lan-
guage like C+-+ and thus has more environment
and runtime information which can help to detect
software vulnerabilities more accurate or at the
opposite increase noise in source data. Most of the
work, such as [1, 7-9], does not utilize intermediate
languages and instead analyzes the main source
code directly. However, some approaches do em-
ploy intermediate languages as the basis for feature
extraction during training. For example, ISVSF
[17] utilizes a custom intermediate representation
of the source code, as does [12].

Table 1 summarizes the state-of-the-art literature on
vulnerability detection along with our scheme con-
cerning the aforementioned features.

1.3 Contributions

In this paper, we focus on a multi-class and fine
grained vulnerability detection algorithm. To solve
this problem, we utilized a node level prediction
model of graph neural networks in addition to graph
perdition model. Further, we take a combination of
node and graph prediction model into account to get
higher precision. Below are our contributions.

e We propose a multi-class Line-Level Vulnerability
Detection (LLVD) scheme using GNN node predic-
tion level, which not only detects the type of vul-
nerability but also locates its line within the source
code.

e Further, we propose a multi-class Function-Level
Vulnerability Detection (FLVD) by means of GNN
graph prediction level. By combination of LLVD
and FLVD through an algorithm so-called update
prediction, we propose FLLVD that outperforms
LLVD in terms of accuracy for detection both type
and location of vulnerability without any redesign
or retrain of learning models.

e Our schemes operate on any desired abstraction
level of the source code like CFG, DDG and PDG.
However, our evaluations show that DDG obtains
the best results in terms of precision, recall and F7-
score.

Our work is different from the schemes in [4, 8-10, 12,
15] which we use a graph neural network for learning
model.

Unlike most schemes, such as Devign [1], which func-

tion as binary classifiers, our scheme addresses multi-
class vulnerability detection.

Further, our algorithm tends to detect the vulner-
ability at line-level of source code while most of the
schemes like [4] find it at function or code segment
level. More specifically, few schemes including [2,
4, 10] which address multi-class vulnerability detec-
tion, are coarse grained algorithms where the vul-
nerability is identified at function or code segment
level. Moreover, like [12-14, 18], our scheme has multi-
granularity in which vulnerability is detected at both
function and line level .

1.4 Paper organization

The rest of this paper is organized as follows: Section 2
provides a comprehensive literature review for vulner-
ability detection using deep learning approach. Sec-
tion 3 introduces the system model and problem for-
mulation. We present three algorithms which respec-
tively detect vulnerability at function-level (FLVD),
line-level (LLVD) and combination of function and
line-level (FLLVD). The evaluation results are pre-
sented in Section 4. Finally, Section 5 concludes the

paper.
2 Related work

In this section, we review the related work in four sub-
sections: Code slicing, graph neural network (GNN),
Image processing as well as Lexical analysis and
large language models (LLMs). This categorization
is mainly originated from source code embedding.

2.1 Code slicing approaches

Li et al. introduced VulDeePecker [8], a DL-based
multi-class vulnerability detection approach using
code gadgets to represent programs. This method
extracts code slices from source codes based on code
representation graphs like CFG. Finally code slices
are converted to code gadgets and feed to BLSTM
neural network.

Saccente et al. developed a prototype tool [20] us-
ing Long-Short Term Memory Recurrent Neural Net-
works (LSTM-RNN) to automate vulnerability detec-
tion in source code.

Fidalgo et al. proposed a deep learning method [21]
for classifying PHP SQL injection (SQLi) vulnerabili-
ties. It utilizes an intermediate language to represent
code slices and applied NLP techniques.

Zou et al. introduced pVulDeePecker [10], a deep-
learning-based system for multi-class vulnerability de-
tection. It focuses on a specific part of source code,
namely code gadget, and then transfers it to a binary
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string to feed relevant information to a BLSTM net-
works. Each code gadget is mainly created around a
line of source code containing vulnerable system call
such as strcpy.

Li et al. introduced SySeVR [9], a framework
for DL-based multi-class vulnerability detection in
C/C++ programs. It focuses on extracting semantic
and syntax features from the source code and com-
bining them before feeding to neural network. They
used 5-fold cross-validation to train eight standard
models, including LR (Logistic Regression), MLP
(Multi-Layer Perception), DBN (Deep Belief Net-
work), CNN (Convolutional Neural Network), LSTM
(Long Short-Term Memory), GRU (Gated Recurrent
Unit), BLSTM, and BGRU (Bidirectional GRU),
thereby identifying the model with the highest F}
measure.

Li et al. introduced VulDeeLocator [12] a fine
grained vulnerability detection system works at
statement level. This work uses intermediate code
for feature extraction. It can find the approximate
location of a vulnerability across multiple files.

Zhang et al. proposed ISVSF [17], a framework for
self-detecting statement level vulnerabilities in Java.
Each sentence is defined as an intermediate represen-
tation of the sub-block obtained from control flow
abstract syntax tree (CFAST). It counsiders the syn-
tax characteristics of Java and adopts sentence-level
method representation and pattern exploration.

2.2 GNN based approaches

Zhou et al. proposed Devign [1], a graph neural
network model tailored for graph-level classifica-
tion tasks for multi-class vulnerability detection. It
leverages diverse code semantic representations and
uses a Conv module to effectively extract valuable
features from node representations. Devign detects
vulnerability at function-level as a result of using a
graph-level prediction model.

Haojie et al. introduced VULMG [2], a vulnera-
bility detection approach framed as graph classifica-
tion. It utilizes VecG as a code property graph to
extract lexical, grammatical, and semantic features
from source code as well as adjacency matrix captur-
ing structural, control, and dependency information.

DeepWukong [22], proposed by Cheng et al., is an-
other GNN-based approach vulnerability detection
in C/C++ programs. It embeds code fragments into
compact representations preserving programming
logic.

Renjith and Aji focused on Android Java vulnera-
bilities from 2015 to June 2021 [23]. Both vulnerable
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and fixed code snippets are transformed into graphi-
cal representations using intermediate graph formats
and a GNN-based vulnerability detection mechanism
is developed to analyze them.

BGNN4VD |24] extracts syntax and semantic infor-
mation from source code using abstract syntax trees
(AST), CFG and data flow graphs (DFG). It employs
a Convolutional Neural Networks (CNNs) to classify
vulnerabilities.

Hin et al. proposed LineVD [18], a statement-

level vulnerability detection, utilizing GNNs and
transformers to identify vulnerable statements. The
feature extraction component utilizes CodeBERT, a
transformer-based model, to generate a total of n+ 1
feature embeddings: one for the overall function and
n embeddings for each statement.
Yang et al. [3] proposed an algorithm to detect vul-
nerable sentences within a function using different
code representation graphs including CDG, AST and
DDG. The initial vectors, constructed using a pre-
trained Word2Vec model, are fed into a vulnerability
detection model based on a heterogeneous graph
transformer.

Zou et al. introduced mVulPreter [13], a multi-
granularity vulnerability detection model that com-
bines function-level (coarse-grained) and slice-level
(fine-grained) detection approaches. It tries to pro-
vide interpretable results.

SedSVD, proposed by Dong et al. [19], is a graph-
based statement-level detection which leverages a
Code Property Graph (CPG) to capture semantic
and syntactic information. The important parts of
the CPG, extracted by so-called central nodes, are
used to construct subgraphs. They are embedded
and trained using a Relational Graph Convolutional
Network (RGCN) and a MLP.

Wu et al. introduced SlicedLocator [14], a dual-
grained model detection that predicts both program-
level and statement-level vulnerabilities. It incorpo-
rates a sliced dependence graph to preserve inter-
procedural relations while filtering out vulnerability-
irrelevant statements. It creates attention-based code
embedding networks and employs a new LSTM-GNN
model for fusion of semantic and structural modeling.

Zhang et al. introduced SDV [6], a static method
for detecting function-level vulnerabilities in C/C++
programs. It utilizes a code property graph with Jump
Graph Attention Network layers and convolutional
pooling for feature extraction.

Tang et al. introduced CSGVD [5], another
function-level vulnerability detection. It integrates a
PE-BL module for semantic feature extraction which
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consists of CodeBERT as embedding layer and a
BiLSTM layer with GNNs to extract the structured
information.

RGAN [7], proposed by Tang et al., addresses the is-
sue of code imbalance in vulnerability detection, par-
ticularly in node-level graph prediction, where the
proportion of non-vulnerable nodes is relatively high.
RGAN utilizes a residual graph attention network
with a mean bi-affine attention pooling mechanism to
eliminate this issue.

Nguyen et al. introduced CodeJIT [11], a code-
centric approach for just-in-time vulnerability detec-
tion that focuses on code changes, specifically com-
mits in Git. It employs a graph-based representation,
along with GNNs, to distinguish dangerous code
changes from safe ones based on semantic encoding.

2.3 Image processing approaches

The schemes in [15, 25] employ DL-based image classi-
fication in vulnerability detection. The former, called
VulCNN, addresses scalability and accuracy in de-
tecting vulnerabilities within large-scale source code.
It converts each function of source code into an im-
age while preserving program intricacies. The latter,
called VulGAI, extracts degree, closeness and second
order metrics from the source code to build an image.
Both schemes use a CNN model to detect vulnerabil-
ities. performance.

Russell et al. proposed a vulnerability detection us-
ing deep representation learning that directly inter-
prets lexed source code[26]. The scheme uses a cus-
tom C/C++ lexer to create a generic representation
of function and explores both CNNs and RNNs for
feature extraction from the embedded source repre-
sentation.

2.4 Lexical analysis and LLM based
approaches

Wartschinski et al. introduced VUDENC [27], a DL-
based vulnerability detection tool that automatically
learns features of vulnerable code from a large Python
codebase. It applies a Word2Vec model to identify se-
mantically similar code tokens and to provide a vec-
tor representation. Then, these vectors are fed into a
LSTM network to classify vulnerable code token se-
quences.

Fu et al. introduced VulExplainer [4], a transformer
based vulnerability classification for addressing diver-
sity challenges. First, based on CWE abstract types,
it redistributes labels into sub-distributions to reach
a set, of groups with more balanced label distribution.
Then, it trains TextCNN teachers on simplified dis-

tributions and a Transformer student model for gen-
eralization across different CWE-IDs.

Steenhoek et al. [28] conducted an empirical study
replicating state-of-the-art deep learning models
on vulnerability detection datasets. They analyzed
model capabilities, training data impacts, and inter-
pretability challenges across different vulnerability
types and dataset compositions.

Li et al. [16] proposed a DL-based approach for line-
level vulnerability detection. It uses Clang to tokenize
each line of function to get the tokens and their types.
Further, position information for each token is added
using positional encoding. Then, these vectors are fed
into a hybrid neural network consisting of memory
networks and multi-head attention mechanisms.

Zhang et al. worked on ChatGPT prompts [29]
to develop a vulnerability detection engine based on
Large language model (LLM). It integrates struc-
tural and sequential auxiliary information, optimizes
prompt configurations for vulnerability detection
tasks, and leverages ChatGPT’s ability of memoriz-
ing multi-round dialogue.

Cho et al. [30] proposed LLM based vulnerability
detection called RoS-Dex which consists of two main
components: Code Understanding (CU) and Vul-
nerability Encoder (VE). The former is developed
using code embedding techniques and a transformer-
based architecture, captureing the semantic features
of source code, while the former focuses on encod-
ing vulnerability-related features, thereby improving
classification performance.

Abdechakour et al. [31] introduced SecureQwen, an
LLM based vulnerability detection in large-scale
Python codebases. It Utilizes a decoder-only trans-
former architecture to captures complex relation-
ships between code tokens, enabling classification of
vulnerable code sequences across 14 CWEs.

Aleksei et. al [32] leveraged WizardCoder, a recent
LLM StarCoder, and adapt it for vulnerability de-
tection through further finetuning. They modified
WizardCoder’s training procedure to overcome im-
balanced dataset and further explored different tech-
niques to improve classification performance.

3 Proposed algorithms for
vulnerability detection

3.1 Problem Formulation

We need to design a scheme that identifies the type
of vulnerability among a set of possible vulnerability
types, as well as its location within a given source code.
Let N.j,ss denote the number of different vulnerabil-
ity types. Further, assume that the target program
source code contains a set of functions or procedures.
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Table 1. Comparison summary of
(F: Function, C: Code segment, L: Line and S: Statement)

existing
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DL-based vulnerability detection schemes

Feature

ours [8] [1] [9] [12] [10] [2] [17] [3] [18] [13] [19] [14] [15] [4] [5] [16] [6] [11] [7]

Graph neural networks v X v X X X

Detection level L ¢ F C L C F
Multi-class vV X X o x o ox vV
Inter-function X X X v v v
Code slicing X v X v oV v X
Intermediate language X X X X X X

Multi-granularity vV X X o x v X

X

v v v v Vv X XV v oV v v
¥ s L s L L F F L F C F

X X X X X X v X X X X X

X X

The objective is to label each line of any function with
a number from set 0, 1, 2, . . ., Ngqss , where type-0
identifies non-vulnerable code while type-i (1 < i <
Neiass) corresponds to a Common Weakness Enumer-
ation IDentifier (CWE-ID).

Note that both type and location of vulnerabil-
ity must be predicted accurately. That is we will en-
counter a false alarm by detecting either a wrong
type or an incorrect location. The problem is quite
general, but under specific assumptions, it becomes
a well-known problem. For example, in the case of
Neiass = 2, it reduces to a binary classification prob-
lem that distinguishes between vulnerable lines and
non-vulnerable ones. Moreover, if we assign the same
label to each line of a function in the given source
code, it transforms into a file-level vulnerability de-
tection problem.

3.2 System Model

The overview of the proposed framework is shown in
Figure 1. The primary objective of design is to ensure
a high degree of flexibility. For instance, the frame-
work supports both fine-grained and coarse-grained
vulnerability detection by operating at the line and
function levels, respectively. Further, our scheme is in-
dependent of programming language, supporting var-
ious source codes, including Java and C++. It con-
verts these source codes to graph abstraction levels,
such as Control Flow Graphs (CFG) or Data Depen-
dency Graphs (DDG), preparing them for input into
the neural network model.

According to Figure 1, our scheme composed of the
following steps occurred in sequence:

e Preprocessing

e Embedding

e Training

e Test and Update prediction

The first step deals with primary input as a latest
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patch of software package and its previous vulnera-
ble version to create a clean dataset as labeled source
code. It contains a set of source files categorized into
vulnerable and non-vulnreable files. It is supposed
that each vulnerable file at least contains a line of
code that is labeled as a specific vulnerability. Basi-
cally, these files are gathered from the latest patch of
a software package which eliminate a set of specific
vulnerabilities. Thus, for each vulnerable file, there is
a non-vulnerable version which leads to a balanced
dataset.

For efficiency, in each vulnerable file, we select only
a set of functions that contain at least one vulnerable
line, removing the rest of the functions. In summary,
we will have a set of function pairs (fs, f,), where f
is the secure version and f, is the vulnerable version.
Now, we extract a desired abstraction graph model
for each function pair like CFG or DDG depending on
our configuration with a suitable software tool. The
output of this stage is graph pairs (Gs,G,), where
the former is the secure version and the latter is the
vulnerable version. The label of each node in G is set
to 0 while some nodes of G,, is marked with 1 denoting
that these nodes are corresponding to a vulnerable
line.

The second stage performs graph embedding in
which each G5 and G, generated in previous step
are transformed to a proper format which is suitable
for feeding to neural network model. Basically, this
step encounters word embedding where each node or
edge containing string labels, i.e., part of source code,
will be converted to a vector using a word embedding
technique. The embedded has a specific data struc-
ture representing nodes, edges, adjacency matrix and
nodes vulnerability labels.

The third step involves training where in each em-
bedded graph of training set is fed into a customized
neural network. More specifically, GatedGraphConv
[33] model is used for training CFG graphs while EC-
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Figure 1. System Model Big Picture.

CConv [34] is used for the graphs with edge-label like
DDG. The result of this step is a trained model.

The final step performs testing to evaluate the
trained model’s performance. First, each graph of
test set is fed into model to predict node or graph
label. Then update prediction is done in which pre-
dicted node labels are further processed. This func-
tion alters the predicted output in order to improve
the evaluation metrics. The basic idea of this phase
is that unified the prediction labels to a set of nodes
relating to a single line of source code. We will show
that this step increase the precision of the model
even for real-world applications.

3.3 Line-Level Vulnerability Detection

The first scheme (LLVD) is a fine-grain method which
predicts vulnerabilities at node level using GNN.

3.3.1 Preprocessing

Since this step is highly tied with the incoming
dataset, we will describe it in more detail in Section 4.

3.3.2 Embedding

As mentioned earlier, we deal with a set of pair (fs, fy)
denoting the safe and vulnerable version of a given
function, respectively. Without loss of generality, we
use the following abstraction graph models for con-
verting a desired f; or f, into a graph model:

e CFG (Control Flow Graph)
e DDG (Data Dependency Graph)
e PDG (Program Dependency Graph)

The first item focuses on the flow of control through a
program while the second concentrates on the flow of
data and dependencies between operations. Further,
PDG maintain some control dependency information
in addition to data dependencies. The output of CFG
is denoted by a pair (x, a) while the output of DDG
and PDG is represented by a triple (x, a, e) where :

e x denotes the set of nodes,
e a denotes the adjacency matrix which illustrates
the transition between nodes and

e e denotes the set of edges which describes data de-
pendency between nodes.

Each statement in source code converts to a single
or multiple nodes, based on its complexity. A sim-
ple assignment statement is mapped to a single node
while complex instruction like if-else or function call
is transformed to multiple nodes. Each node has a
code field which corresponds to a whole or part of a
statement. Further, as each edge label in DDG corre-
sponds to data dependency, it contains a variable or
an expression.

To feed x and e into the learning model, the source
code related to each node or edge, represented as
an ASCII string, must be converted into an array of
floats. This process, known as word/code embedding,
is mainly implemented by means of either Word2Vec
or BERT.

We examined both methods, but we disregarded
Word2Vec due to its poor results. The second solution,
which is based on the pre-trained model CodeBERT
for the C++ language [35], yields better results. The
output length of this model is 768. Let n and m de-
notes the number of nodes and edges, respectively.
Thus, x and e are embedding to array of nx768 and
mx 768 float numbers. Moreover, a is embedding into
array of n? elements. In CFG each element is 0 or 1
while in DDG it can 0 or a positive integer larger than
1 denoting the number of edges between two distinct
nodes. In both cases,a will be a sparse matrix which is
efficiently handled by suitable structure to optimize
memory usage.

3.3.3 Training

We design two distinct neural networks for LLVD
shown in Figure 2 and Figure 3, respectively. The for-
mer is used for graphs without edge like CFG while
the latter is used for graphs with edge label like DDG.
In the first model, the input x after normalization
along with a are feeding to a 4-layer gated graph
convolution networks. The input part a is not up-
dated and is feeding to each hidden layer without any
change while the input part z is gradually update in
each hidden layer. After the hidden layers, the out-
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Figure 2. The node level prediciton model for graphs without
edge labels like CFG.
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Figure 3. The node level prediciton model for graphs with
edge labels like DDG.

put is forwarded into a Dropout layer with rate 0.5
to avoid over-fitting. After that, the output is feed-
ing into a Dense layer which reduces the output to
n X Ngjgss where Nggss denotes the number of vul-
nerability classes.

In the second model, the input x as well as input e
is passed through a normalization layer and a Dense
layer with scale factor 768 to 128. Then, both of them
along with a are feeding to an ECCConv layer. After
that, the output is forwarded into a Dropout layer
with rate 0.5 to avoid over-fitting. Finally, the output
is feeding into a Dense layer which reduces the out-
put to n X Nejgss-

3.3.4 Update Predictions

As mentioned above, during CFG or DDG extraction,
a single statement can be mapped into multiple nodes.
Since LLVD detects vulnerabilities at the node level,
it can be very fine-grained; that is, it may mark a part
of a statement as vulnerable while leaving the rest
as non-vulnerable. To address this issue, we consider
a new stage as Update-prediction which aggregates
predicted label for multiple nodes corresponding to a
single statement of source code. It ensures that the
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Prediction 0ooco002000 00002220

——~Update Predictions-

Line Numbers 11234445 11234445

Figure 4. A simple example for update-prediction.

nodes extracted from a single statement share the
same prediction.

For better understanding, consider the example in
Figure 4, where a single vulnerability was detected in
a node extracted from line 4 of the source code. Since
two more nodes (6 and 7) are associated with line 4 of
source code, UpdatePrediction will replace their labels
with vulnerability class 2 which is currently assigned
to node 5.

Algorithm 1 outlines the procedure for updating
node-level predictions. It begins by initializing an in-
dex variable, «, at the first node. Then, a while loop
iterates through the nodes, aggregating predictions
for contiguous nodes associated with a specific line of
code. Once these nodes are identified, the algorithm
checks for the maximum predicted value among them.
If a non-zero value is found, it will be assigned to all
nodes in this segment. Then, « is updated to the be-
ginning of next segment, and the loop iterates until
all nodes have been processed.

Algorithm 1 UpdatePrediction
Input: P,..,P,,Ly,..,L,
Output : Py, .., P,
a+1
while (o < n) do
b+ «
while (5 <nand Lgy, = L, ) do
B++
end while

Y = mﬁaxR-

if (y > 0) then
(Pa, . P/;() —

end if

a+—pf+1

: end while

: return (P, .., P,)

(5 +57)

— = = =
w NN = O

Algorithm 1 describes the procedure for updating
node-level predictions in the FLLVD model. Simi-
lar to the LLVD algorithm, this method also begins
by initializing the index « at the first node. The al-
gorithm iterates over the nodes to identify contigu-
ous segments corresponding to the same line. How-
ever, instead of summing the prediction scores, this
algorithm assigns each node the maximum predic-
tion score within the segment. This approach ensures
that all nodes in a segment reflect the highest level
of predicted vulnerability, thereby aligning with the
function-level predictions of the FLLVD model.
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3.4 Function-Level Vulnerability Detection

Function-Level Vulnerability Detection (FLVD) is
our second scheme based on graph-level prediction.
It is a coarse-grain method and useful for enhancing
other methods to create a multi-granularity vulner-
ability detection. It predicts the vulnerability class
for the entire source code of a function without any
localization. The training model for FLVD is the
same as that for LLVD, except that the final Dense
layer reduces the output to Ngjss bits in a one-hot
encoding format. Note that FLVD can utilize both
CFG and DDG abstractions during the embedding
and training phases.

3.5 Function/Line-Level Vulnerability
Detection

The third scheme is Function/Line-Level Vulnera-
bility Detection (FLLVD. It is a multi-granularity
method obtained through the combination of FLVD
and LLVD models. This scheme prioritizes FLVD
in order that if FLVD does not detect any vulner-
abilities in a function, all nodes will be labeled as
non-vulnerable, regardless of the LLVD predictions.

Otherwise, if FLVD detects a specific vulnerability
Yg, we will take the LLVD prediction into account.
More specifically, the nodes that LLVD indicates as
vulnerable are marked with y,, regardless of the type
of vulnerability predicted by LLVD. Briefly, LLVD is
used for the localization of vulnerabilities while the
type of vulnerability is identified by FLVD. The de-
tails of FLLVD is depicted in Figure 5 as well as ex-
plained in Algorithm 2.

Algorithm 2 FLLVD-Prediction
Input: G, Ly,..,L,
Output : Py, .., P,

ya < FLVD-Prediction(G)
(P1,..,Pn) < (0,..,0)
if (yo = 0) then
return (Py,.., P,)
end if
(@1, .., Qn) < LLVD-Predict(G)

for i + 1 ton do
if (¢; > 0) then
P+ ya
end if
: end for
: return (P, .., P,)

— = = =
w NN = O

(g1, .-, q@n) < UpdatePrediction(Q1, .., Qn, L1, .., Ly)

Vulnerability Type

>
LLVD
Input Vulnerable Lines
Sample Vulnerable Line
| e e

FLVD

Figure 5. FLLVD as the combination of node-level and
graph-level prediction model.

4 Evaluations

4.1 Data preparation
4.1.1 Data gathering

We examined different variants of our scheme with
both man-made and real world datasets : SARD
and BigVul. SARD (Software Assurance Reference
Dataset) is a collection of test programs with doc-
umented vulnerability which vary from small syn-
thetic programs to large applications in C, C++,
Java, PHP, and Csharp, and cover over 150 classes
of weaknesses. We selected a relatively balanced set
of SARD datases which summarized in Table 2. We
will explain more details of process in Section 4.1.2.
For BigVul, the available samples are very limited in
both vulnerability types and the number of samples.
Therefore, we combined BigVul samples with SARD
to achieve a sufficient number of samples while also
ensuring a balanced set of different vulnerabilities

4.1.2 Graph generation

The preperation of dataset along with graph gener-
ation is show in Figure 6.In SARD, both vulnerable
and non-vulnerable code are included in a single file,
with comments detailing each vulnerable statement.
Therefore, we first separate the vulnerable code from
the non-vulnerable code by creating two distinct
file, effectively doubling the number of samples in
the dataset. Each sample is then processed with the
Joern tool [36] to extract the desired graph. The out-
put of Joern can be further processed and converted
into various abstraction graphs. By default, the CFG
graph is extracted for each function and is used to
ensure that the given code is a patched version of
the existing code. It is done by applying the DotDiff
algorithm to extracted graphs of both safe and vul-
nerable code (f; and f,) to verify that f, is a patched
version of fs by comparing respective nodes and
edges. It detects changes by comparing DOT files of
each function in the vulnerable and non-vulnerable
versions while ignoring non-affecting characters such
as spaces and tabs during comparison.

Although CFG is generated by default, other abstrac-
tion formats, such as DDG and PDG can be created
upon request. All extracted graphs are saved in DOT
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format. Each non-trivial line of code can be mapped
to one or more nodes in the code graph. Since com-
ments are omitted in the extracted graph, we label
the nodes corresponding to a vulnerable line as vul-
nerable nodes and leave the others as non-vulnerable.
Against SARD, in BigVul, patched functions are
located in separate files. By comparing a desired
function in the patched file with the one in previous
file version, we can identify the vulnerable function.

After identifying patched functions, we can mark a
specific node in the extracted graph as either vulner-
able or non-vulnerable, as well as labeling the whole
graph accordingly. Now, labeled graphs are ready for
the next stage, i.e., embedding. The output of SARD
preparation and graph generation is show in Table 2.
The second column denotes the number of samples for
each vulnerability class. The number of function ex-
tracted from each class samples is shown in third col-
umn. The fourth column identifies the number of du-
plicated functions in each class. Subsequent columns
G, and G denote the number of vulnerable and non-
vulnerable graphs, respectively.

Figure 7 shows extracted dot files for a simple C++
program. The source code, shown in Figure 7a, de-
fines a main function consists of 9 lines. For simplic-
ity and efficient use of space we removed some un-
necessary details from DOT files. The DOT file for
CFG, DDG and PDG are showin in Figure 7b, Fig-
ure 7c, Figure 7d, receptively. Moreover, the corre-
sponding graphs are depicted in Figure 7e, Figure 7f,
Figure 7g, receptively. DOT file consists of two main
parts : nodes and edges definitions. Each node corre-
sponds to a statement in source file. The related line
of source code is identified by the phrase L; at the end
of node definition. We see that trivial line such as "",
"else" and "" does not mapped to any node. Against,
complex source codes, such as if-condition in line 5,
are mapped to more than one nodes. Further, most of
non-trivial code lines (such as 4, 6 and 8) are mapped
to a single node. Nodes in DDG and PDG is almost
the same as CFG with a slight difference that some
declarations such as argument passing are considered
as nodes.

The edges in a CFG strictly represent control depen-
dencies between nodes, while in a DDG, they reflect
data dependencies among nodes. In contrast, edges
in a PDG may represent both control and data de-
pendencies among nodes.The control and data depen-
dencies for edges in the PDG DOT file are discrimi-
nated by the keywords CDG and DDG, respectively.
Further, in graphs represented in Figure 7, control
and data dependency are distinguished by solid and
dashed line, respectively. Each data dependency edge
is labeled by a variable or expressions which caused
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data dependency among nodes. There can be multiple
edges between the same pair of nodes due to various
variables that create data dependencies.

4.1.3 Data leakage prevention

After creating dot file, we do an additional checking
for finding duplicated functions:

e The hash for each dot file is computed using SHA-1.

e We seek for the similar items in calculated hash
values.

e For each set of dot files with with the same hash
value, all instances except one of them are removed
form datasets.

This process ensures that no duplicated functions are
fed into learning model and accordingly avoid data
leakage between train and test sets. Note that we can
do this checking in previous stage directly on source
file. However, we ignore it since working on functions
may create false result. First, renaming any variable,
function name or argument, string literal creates a
different function. Second, difference in style of pro-
gramming like as additional space, tab or end of line
generates a different function body text. As stated
before, the number of duplicated functions for each
class of vulnerability in SARD is shown in Table 2. In
average, each class has 75 duplicated functions out of
them, 19 entries are vulnerable while 56 items are cor-
responding to non-vulnerable functions. It is worth
noting that in the BigVul dataset, no duplicated func-
tions are found. Just, we checked the potion of SARD
records adding to BigVul. Regarding these policies,
ensures prevention of data leakage in which a given
sample does not, appear in both train and test sets.

4.2 Training setup

To demonstrate the efficiency and accuracy of our
scheme, we implemented it as python program. For
graph and node prediction, we utilized library tensor-
flow??. The program runs on a laptop system with
Intel Core i7 12700 CPU and 16 GB of RAM. Fur-
ther, the system utilizes an Nvidia GeForce RTX
3060 GPU to accelerate training process. The learn-
ing parameters are summarized in Table 3.

The number of convolution layers is empirically set
for both models. For the first model, Figure 2, it
is set to 4 as the best choice. For 1, 2 or 3 layers
the accuracy of the model is significantly lower than
the model with 4 layer. However it is faster in train-
ing phase. Against, for the models with 5 or higher
number of convolution layers no significant gain is ob-
tained although they are very slow in training phase.
For the second model, Figure 3, which convolution
layer is set to ECCConv with a single layer. We
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Figure 6. Preparation of dataset.

Table 2. SARD dataset used in our evaluation.

CWE Samples  Functions #Dup |Gy |Gs|
23 4100 11850 104 3680 8066
36 4100 11850 101 3686 8063
78 8200 23700 44 7395 16261
121 8177 24503 41 7287 17175
122 10116 30452 62 9068 21322
124 3456 10500 102 3057 7341
126 2388 7518 63 2113 5342
127 3456 10500 104 3047 7349
134 5160 24630 13 5092 19525
190 6660 27140 19 5885 21236
191 4854 20211 36 4350 15825
194 1968 5688 92 1752 3844
195 1968 5688 106 1750 3832
369 1548 5940 45 1315 4580
401 2812 10917 36 1643 9238
415 1724 6581 147 1465 4969
590 4355 12663 159 3011 9493
690 1640 4740 59 1454 3227
762 6388 24552 110 5471 18971
789 1720 6600 57 1465 5078
Average 3784 14311 75 3700 10537

checked more than one layer of ECCConv. But sur-
prisingly, we found that no significant gain is obtained.
Further, we examined other type of convolution such
as CrystalConv. But, all of them has accuracy less
than ECCConv. Thus, we fix it to single layer of
ECCConv. The running time of the algorithm for

training phase is about 75 minutes for SARD dataset.
Moreover, for SARD+BigVul, it takes about 20 min-
utes. During the testing phase, processing a set of
10 batches took approximately 1 second. Since each
batch consists of 32 embedded graphs, the average
inference time for a single function is approximately

3.1 milliseconds.
We use the following metrics for evaluations:
TP
ll= ———— 1
Reca TP IFN (1)
. TP
Precsion = 7TP—0—FP (2)
2Precision x Recall 2TP

I = = (3)

Recall + Precsion ~ 2TP+FP+FN
Where TP, FP and FN denote the number of true
positive, false positive and false negative, respectively.
For multi-class evaluation, we use macro average F}
which is computed by taking the arithmetic mean of
all the per-class F} scores as :

1 Neciass

Nclass

Fl = Fl (C) (4)
i=1

Where F(c) denotes F score for class ¢.This ensures
that classes with more samples contribute more sig-
nificantly to the overall weighted F) score, reflecting
a realistic performance measure across imbalanced

classes.

4.3 Results for SARD

The result of binary classification for SARD is shown
in Figure 8. Note that all F} scores were evaluated
over multiple runs using the average results from 5-
fold cross-validation. For each vulnerability type, we
trained a specific model with a dataset containing
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Figure 7. A simple C++ source file, corresponding DOT files and schematics for CFG, DDG and PDG configurations.
that vulnerability along with its non-vulnerable sam- e The performance of DDG is better than CFG re-
ples. We examined both CFG and DDG with LLVD gardless the detection algorithm. More specifically,
and FLLVD. The results indicates that: the gain of DDG over CFG is about 15% for LLVD

as well as 10.3% for FLLVD. It demonstrates that
data dependency provides more information about
vulnerabilities than control dependency.

e In most cases, FLLVD has better performance in
terms of Fy for both code representation graph.
More specifically, the improvement is about 1.6%

for DDG and 6.2% for CFG. Since FLLVD only However, some exceptions are observed. Ftimeor ex-
updates the type of prediction made by LLVD, it ample, FLLVDppg outperforms other methods ex-
demonstrates that graph-level prediction is more cept for CWE-127. Further, the performance for DDG
accurate than node-level prediction in detecting is approximately higher than CFG in terms of Fj
vulnerability types. metric. FLLVD¢gg exhibits the same performance as
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Figure 8. Results of our binary classification in terms of F; metric

Table 3. Recommended parameters for training

Parameter Value

Learning rate 1072
Weight decay 1.3 x 10—6
Loss Lambada 1.3 x 10~6
Activation ReLU
Epochs 100

Batch size 32
Drop-out 0.5
Optimization Adams
Aggregate Mean

loss CategoricalCrossEntropy

FLLVDppg for CWE 23 and 36. These vulnerabilities
correspond to relative and absolute ’Path Traversal.
It seems that the code embedding for file-system calls
(e.g., open) is sufficient to catch this vulnerability, re-
gardless of its dependency on previous or subsequent
statements.

We examined our multi-class vulnerability detec-
tion algorithms using DDG and PDG on a subset
of SARD, as shown in Table 2. For each vulnera-
bility class, 1,000 graphs were randomly chosen, re-
sulting in a balanced dataset across all vulnerabil-
ity classes. However, the imbalance between vulner-
able and non-vulnerable instances still remains. The
results are shown in Figure 9. In contrast to binary
classification, this experiment analyzes all vulnerabil-
ities simultaneously. In addition to the 20 vulnerabil-
ity types, a separate class for non-vulnerable cases
(referred to as 'Benign’) is also included in the detec-

tion process. The overall F (macro average) is 0.833,
0.902, 0.787 and 0.938 for LLVDppg, FLLVDppg,
LLVDppg and FLLVDppg, respectively. The impor-
tant issues that we observe are :

e Except a few cases, FLLVD has better perfor-
mance in terms of F; for both code representa-
tion graph. Further, the improvement for PDG is
higher than DDG. More specifically, the gap be-
tween LLVDppe and FLLVDppg is about 0.07
while the gap between LLVDppg and FLLVDppg
reachs to 0.15. Similar to binary classification,
we find that graph-level prediction operates more
precisely than node-level prediction in detecting
vulnerability types.

e The performance of PDG is better than DDG for
FLLVD and vice versa for LLVD. More specifi-
cally, the gain of PDG over DDG is about 3.6%
for FLLVD while it becomes -1.5% for LLVD. It
demonstrates that control dependency in PDG
improves FLLVD performance comparing to DDG
while it provides some noise for LLVD.

e The detection rate of FLLVD for non-vulnerable
code is approximately 100%, while for LLVD, it is
about 99%. It is mainly originated from the fact
that non-vulnerable portion of the dataset is larger
than the vulnerable portion. Table 2 shows that
vulnerable functions in SARD account for approxi-
mately 26% of the total functions. This imbalance
ratio worsens at the node level, with the proportion
of vulnerable nodes constituting about 2% of the
total number of nodes

In summary, we can argue that FLLVDppg) out-
performs other variants except for CWE 369, which
corresponds to ’divide by zero’ where FLLVDppg
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demonstrates better performance by about 2%.

4.4 Results for SARD+BigVul

As mentioned above, BigVul samples are very limited
in both types and number. More specifically the avail-
able vulnerability types are CWE-ID 78, 134, 191,
369 and 415. Therefore, we combined BigVul samples
with SARD to achieve a sufficient number of samples
while also ensuring a balanced set of different vulnera-
bilities. In this way, we arrive at a dataset containing
approximately 600 graphs for each vulnerability type.
It is worth noting that the graphs are randomly se-
lected from both vulnerable and non-vulnerable sam-
ples. Further, F} scores were obtained using the aver-
age results from 5-fold cross-validation.

The results for both LLVD and FLLVD, are repre-
sented at Table 4. We can see that :

e Similar to SARD result, Except CWE 369, FLLVD
has better performance in terms of F; for both
DDG and PDG. More specifically, the gap between
LLVDppg and FLLVDppg is about 0.06 while the
gap between LLVDppg and FLLVDppg reachs to
0.1.

e In contrast to SARD results, the performance of
FLLVDppg is better than FLLVDpp¢ in terms of
overall Fj. It is mainly originated from the ppor
performance of FLLVDpp¢ in detection of CWE
415 corresponding to "Double free". It seems that
control dependency in PDG provides some noise
for FLLVD in detecting CWE 415.

Table 4. Results for SARD + BigVul dataset in terms of Fj.

CWE ID LLVDppg FLLVDppg LIVDppg FLLVDppg

0 0.99 0.99 0.99 0.99
78 0.83 0.85 0.79 0.87
134 0.69 0.96 0.68 0.88
191 0.73 0.82 0.27 0.78
369 0.78 0.62 0.84 0.76
415 0.56 0.73 0.36 0.26
Fi 0.76 0.82 0.66 0.76

4.5 Comparison to previous schemes

Table 5 presents comparative results for the state of
the art in vulnerability detection. Although this is
not a fair comparison, mainly due to the use of dif-
ferent datasets in the evaluations, it provides a brief
overview of the specifications, strengths, and limita-
tions of each scheme. This table highlights the respec-
tive datasets, classification variables, detection levels,
and average F1 scores. The third column indicates the
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datasets on which the respective schemes are trained
or tested, including various combinations of existing
datasets such as SARD, NVD, and BigVul, or a cus-
tomized dataset, demonstrating the breadth and con-
textual focus of the datasets. The forth column in-
dicates the number of distinct classes used in each
scheme. A higher value suggests a more complex clas-
sification task that the model is designed to handle.

We can see that most of the work involves binary
classification, just distinguishing between vulnera-
ble and non-vulnerable code, regardless of the type
of vulnerability. This limitation may restrict their
applicability in scenarios with diverse codebases or
various vulnerability types that must be accounted
for. VulDeePecker+, pVolDeePecker, and VULEX-
PLAINER are the only schemes that provide multi-
class vulnerability detection. However, these schemes
are coarse-grained, detecting vulnerabilities at the
function or code segment level and leaving ambiguity
about the exact location of the vulnerabilities.

Here, FLLVDppg demonstrates a superior per-
formance with an Fj; score of 0.938, indicating a
strong balance between precision and recall. This
performance is very close to the performance of
VulDeePecker+ and pVolDeePecker as multi-class
detection schemes by regarding that they are more
coarse grained than our scheme.

The analysis distinctly emphasizes the trade-off be-
tween the number of classes, detection level and de-
tection performance. Our proposed methods demon-
strate that a higher number of classes can still achieve
high detection accuracy relative to others in the same
category. Overall, our schemes provide evidence of
state-of-the-art effectiveness in vulnerability detec-
tion when compared to various alternatives across dif-
ferent detection levels and datasets, particularly in
the context of software vulnerability detection, where
precise and contextual detection is crucial.

5 Conclusions

We proposed a novel multi-class vulnerability detec-
tion scheme leveraging graph neural networks to ad-
dress the pressing need for effective vulnerability iden-
tification in software systems. By integrating Line-
Level Vulnerability Detection (LLVD) and Function-
Level Vulnerability Detection (FLVD), we established
a comprehensive multi-granularity approach known
as the Function/Line-Level Vulnerability Detection
(FLLVD) scheme. This method not only enhances
detection accuracy but also enables us to find both
the type and location of each vulnerability within
the given source code. The evaluation demonstrates
promising results, with LLVD and FLLVD achieving
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Figure 9. Performance of our multi-class detection in terms of Fi metric
Table 5. Comparison of our schemes with prior work in terms of N ;,ss, detection level and Fj metric.

Scheme Cite Dataset N.iass Detection level Fy
FLLVDppa This work SARD 21  Line 0.938
FLLVDppG This work SARD+BigVul 6 Line 0.828
SlicedLocator [14] SARD+NVD+CVEFixes[37] 2  Line 0.687
MAVLD [16] SARD+Draper 2 Line 0.99
VULGAI [15] SARD+NVD 2 Line 0.845
LineVD [18] BigVul 2 Statement 0.360
ISVSF [17] SARD+NVD 2 Statement 0.965
SedSVD [19] SARD+NVD 2 Statement 0.951
mVulPreter [13] NVD 2 Code segment 0.581
VulDeePecker [8] SARD 2 Code segment 0.934
VulDeePecker [8] NVD 2 Code segment 0.905
VulDeePecker+ [8] SARD+NVD 41 Code segment 0.936
pVulDeePecker [10] SARD-+NVD 41  Code segment 0.946
CODEJIT [20] Custom 2 Code segment 0.84
Devign [1] NVD 2 Function 0.557
VULMG [2] SARD 2 Function 0.944
VDRG [3] SARD+Deving+Reveal 2 Function 0.812
VULEXPLAINER [4] BigVul 45  Function 0.639
CS-GVD [5] CodeXGLUE 2 Function 0.603
SDV [6] CHRDB 2 Function 0.396
RGAN [7] Reveal 2 Function 0.473

substantial improvements in their F; metrics.
Our findings underscore the significance of employ-

ing a multi-granularity perspective in vulnerability
detection, effectively bridging the gap between fine-
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grained and coarse-grained analyses. The proposed
schemes can serve as foundational tools for further
advancements in the field, paving the way for more re-
liable and secure software development practices. Fu-
ture work should focus on expanding the dataset vari-
ations, refining the graph representations, and explor-
ing the adaptation of our scheme to emerging vulner-
ability types, thereby enhancing its applicability in a
continuously evolving threat landscape.

Finally, this work contains numerous assumptions
in design model that provides an opportunity for im-
provement regarding practicality. We suggest to con-
sider different conditions to eliminate some assump-
tion of the current work:

e Detection of multiple vulnerabilities within a
function : Although FLLVD sets a single label on
all detected vulnerable lines, LLVD can set multiple
lines as vulnerable with a different set of labels.
It needs a new dataset containing functions with
multiple point of vulnerabilities.

e Multi-granularity with different set of labels
: Although FLLVD supports multi-granularity, it
lacks from setting different labels on vulnerable de-
tected lines. Fully supporting of multi-granularity
demands for redesigning FLLVD and accordingly
improving update-prediction stage.

It is worth noting that each of the above assumptions
changes the existing model and will be subject of an
independent work.

Appendix A. My Appendix

CRediT authorship contribution statement

Hamidreza M. Taheri: Algorithm Implementa-
tion, Software, Data curation, Writing - Original
draft preparation. Alireza Shafieinejad: Concep-
tualization of this study, Methodology, Verification.
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