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1 Introduction

The rapid expansion and interconnectivity of dig-

Existing cybersecurity frameworks suffer from static threat assessment,
inadequate modeling of system dependencies, oversimplified risk propagation,
and inflexible countermeasure selection. This study presents a data-driven,
multi-agent decision-support framework that optimizes countermeasure
selection under operational constraints. The approach employs a dynamic
graph structure representing relationships among missions, tasks, assets,
threats, vulnerabilities, and countermeasures, with weighted dependencies
across confidentiality, integrity, and availability dimensions. The framework
comprises a modular architecture of ten specialized agents—namely
the Main (serving as the Environment Controller agent), Node, Edge,
Mission, Task, Asset, Threat, Vulnerability, Countermeasure, and Mapping
Agents—organized into four functional categories (Control, Structural,
Mission-Centric, and Security-Focused). These agents collaboratively operate
through four sequential phases: (1) Data Gathering and Graph Construction,
(2) Weight Propagation and Risk Assessment, (3) Multi-Criteria Optimization,
and (4) Implementation and Reassessment. Experimental results demonstrate
substantial improvements in risk mitigation efficiency and resource allocation
compared to conventional approaches, enabling organizations to dynamically
align security investments with evolving threats, mission priorities, and budget
constraints while maintaining operational continuity.

© 2026 ISC. All rights reserved.

ital infrastructures have enabled unprecedented
operational capabilities but also exposed organiza-
tions to increasingly sophisticated, multi-vector cy-
ber threats. Static defenses, uniform control assess-
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ments, and inadequate modeling of complex depen-
dencies leave critical gaps in protection. Vulnerabili-
ties in a single asset can propagate across intercon-
nected missions, tasks, and resources, threatening
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continuity and increasing systemic risk. In mission-
critical environments—such as defense operations,
critical infrastructure, and enterprise systems—such
propagation can compromise not only individual
components but entire operational objectives, mak-
ing context-agnostic security measures insufficient.

Modern cyber-physical systems integrate IT and
OT infrastructures, creating complex interdepen-
dencies where vulnerabilities can propagate across
missions, tasks, and resources, threatening continu-
ity and increasing systemic risk, making context-
agnostic security measures insufficient. Our previ-
ous work [1] addressed this challenge by extending
RiskMAP with a mission-centric countermeasure se-
lection framework that evaluates security measures
based on mission alignment and operational impact.

Existing cybersecurity approaches often fail to
adapt to evolving threats, to model system compo-
nents contextually, and to apply control metrics that
account for mission relevance, operational cost, and
contextual effectiveness. Although advances in multi-
agent systems and graph-based risk modeling have
improved detection and visualization, they often
remain reactive and lack integrated, mission-aware
countermeasure optimization. Specifically, while ex-
isting multi-agent systems have enhanced distributed
detection, they frequently lack the systemic perspec-
tive needed for mission alignment. Similarly, while
graph-based models capture dependencies, they of-
ten fail to offer multi-criteria decision support for
countermeasure selection under operational and bud-
get constraints. This gap necessitates a framework
that combines structured dependency modeling with
collaborative, mission-centric optimization.

To address these limitations, we propose the
Graph-based  Multi-Agent  Security  Optimizer
(GMASO), a decision-support framework combining
structured dependency modeling with hierarchical,
specialized agents. The architecture employs a di-
rected, CIA-weighted graph—where CIA denotes the
classical Confidentiality, Integrity, and Availability
dimensions of cybersecurity—to capture fine-grained
relationships among missions, tasks, assets, threats,
vulnerabilities, and countermeasures. These CIA
weights quantify the relative impact of each connec-
tion along these three security dimensions, guiding
agent-level reasoning in prioritizing and selecting
optimal countermeasures. Ten agent types operate
collaboratively for risk assessment, prioritization,
and dynamic countermeasure selection under opera-
tional and budget constraints. This design directly
addresses the identified gap: the CIA-weighted de-
pendency graph provides the systemic perspective
needed to model propagation across missions, while
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the ten specialized agents enable modular, collabo-
rative risk assessment and automated multi-criteria
optimization that existing approaches lack.

GMASO integrates real-time adaptability, mission-
centric prioritization, multi-criteria optimization,
and bidirectional impact analysis, enabling precise
mapping between threats and countermeasures. This
improves resource efficiency and operational align-
ment compared to conventional methods. The frame-
work, including simulation tools and datasets, is
publicly available for reproducibility and extension.

The key contributions of this work are as follows:

e Mission-aware countermeasure selection:
GMASO explicitly incorporates mission ob-
jectives and task criticality into the counter-
measure selection process, directly addressing
the inadequacy of static, context-agnostic de-
fenses. This ensures that security investments
and responses are aligned with operational
importance.

e CIA-weighted dependency modeling: A
directed graph that quantifies inter-entity re-
lationships using Confidentiality, Integrity,
and Availability weights, enabling granular
assessment of propagation and criticality
across interconnected missions, tasks, and as-
sets—addressing the gap in systemic vulnera-
bility modeling.

e Hierarchical multi-agent architecture:
A ten-agent structure that collaboratively
performs contextual risk evaluation, weight
normalization, and adaptive countermeasure
optimization under operational and budget
constraints, bridging the gap between reac-
tive detection and proactive, mission-aligned
decision support.

e Bidirectional impact analysis: A mech-
anism that models both forward (threat-to-
mission) and backward (mission-to-asset) de-
pendencies for accurate impact propagation
and prioritization of security actions, over-
coming the limitations of unidirectional risk
assessment in prior work.

The remainder of this paper reviews related
methodologies, details the GMASO system architec-
ture, presents empirical validation in an enterprise
scenario, and discusses implications and future work.

2 Related Work

The dynamic and interconnected nature of modern
cyber systems has exposed significant limitations in
existing cybersecurity frameworks, particularly in
their ability to adapt to evolving threats and model
complex system interdependencies. Static threat
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assessments, oversimplified risk propagation, and
generic countermeasure evaluations often result in
inefficient resource allocation and persistent security
gaps. Recent advancements in multi-agent systems
(MAS), graph-based security modeling, probabilistic
risk assessment, multi-objective optimization, game-
theoretic modeling, and real-time risk assessment
have attempted to address these challenges, but
critical limitations remain.

Multi-agent systems, as explored by Viduto et
al. [2], Kotenko and Doynikova [3], and Shameli-
Sendi et al. [4], offer distributed risk assessment
and adaptive control strategies. However, scalabil-
ity challenges, coordination overhead, and limited
mission-aware countermeasure selection hinder their
practical deployment in large-scale environments.
Graph-based security models, such as those by Ne-
spoli et al. [5], Tariq et al. [6], and Roy et al. [7],
provide valuable dependency visualization and at-
tack propagation mapping. Yet, static representa-
tions and computational inefficiencies limit their
ability to address dynamically shifting threats and
evolving system configurations. A broader survey
of attacker—defender game models by Hausken et
al. [8] further highlights recurring gaps across these
paradigms, including incomplete information struc-
tures, limited resilience modeling, and the absence
of mission-aware countermeasure selection in both
MAS and graph-based approaches.

Probabilistic frameworks, including Wang et
al. [9], introduce quantitative metrics for security
hardening but often fail to capture real-time threat
dynamics or layered system dependencies. Multi-
objective optimization techniques, such as those by
Dewri et al. [10] and Granadillo et al. [11], balance
risk reduction, cost, and service quality but struggle
with scalability and nuanced threat-specific effec-
tiveness in resource-constrained enterprise contexts.
Game-theoretic approaches, such as the Stackelberg
security game proposed by Ait Temghart et al. [12]
for cloud environments, model bounded rational-
ity and preference uncertainty through a modified
quantal response formulation; however, their de-
fender strategies remain confined to cloud-specific
interaction models and do not generalize to mission-
critical, graph-structured enterprise systems. Real-
time adaptive risk assessment, as demonstrated by
Shameli-Sendi et al. [13] and Sonmez and Kilic [14],
enables dynamic response to emergent threats but
is limited by computational bottlenecks and incom-
plete modeling of propagation effects. More recently,
Goel et al. [15] applied reinforcement learning within
a Stackelberg attacker—defender framework to op-
timize edge-blocking strategies in dynamic Active
Directory graphs; while this advances scalable cyber

defense, it does not address mission-centric depen-
dency modeling or multi-criteria countermeasure
selection under operational constraints.

Despite these advancements, existing methodolo-
gies lack an integrated approach that dynamically
represents mission objectives, quantifies layered de-
pendencies, incorporates a multi-agent approach,
and robustly adapts to new threat vectors in real
time. While our previous work [1] introduced mission-
centric countermeasure selection using RiskMAP
extension and multi-criteria evaluation, it did not ad-
dress dynamic graph-based dependency modeling or
hierarchical multi-agent coordination. The proposed
GMASO framework addresses these gaps by unify-
ing graph-based modeling, hierarchical multi-agent
coordination, and dynamic optimization.

3 Methodology

This section presents the GMASO framework’s sys-
tematic approach to mission-centric cybersecurity
optimization, detailing the multi-agent architecture,
weight propagation mechanisms, optimization crite-
ria, and performance evaluation metrics.

3.1 Overview

GMASO combines risk assessment, weight propaga-
tion, and multi-criteria optimization across the con-
fidentiality, integrity, and availability (CIA) dimen-
sions.

System entities are modeled as nodes and their de-
pendencies as CIA-weighted edges, quantifying criti-
cality and propagation strength. This structure cap-
tures organizational security relations in detail while
maintaining computational efficiency. Specialized au-
tonomous agents collaboratively perform risk evalu-
ation, normalize dependency weights, and optimize
countermeasure selection to support mission-centric
decision-making.

3.2 Multi-Agent Architecture and
Operational Phases

This subsection describes the hierarchical agent
structure and the four-phase operational workflow
that enables dynamic risk assessment and counter-
measure optimization.

GMASO employs ten specialized agents—namely
the Main (Environment Controller), Node, Edge,
Mission, Task, Asset, Threat, Vulnerability, Counter-
measure, and Mapping Agents—grouped into four
functional categories under the supervision of the
Environment Controller Agent, which serves as the
Main coordinating agent type, as illustrated in

Figure 1. The four categories are:
@
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Figure 1. Graph-Based Multi-Agent System Architecture. The Environment Controller (top, highlighted) serves as the main
supervisory agent coordinating ten specialized agents organized into four functional categories: Control (Environment Controller),
Structural (Node, Edge), Mission-Centric (Mission, Task, Asset, Mapping), and Security-Focused (Threat, Vulnerability,
Countermeasure). Arrows indicate hierarchical supervision and inter-agent communication flows.

e Control: Main Agent (supervisory coordina-
tion)

e Structural: Node and Edge Agents (CIA-
weighted graph construction)

e Mission-Centric: Mission, Task, and Asset
Agents (mission modeling and asset tracking)

e Security-Focused: Threat, Vulnerability, and
Countermeasure Agents (risk assessment and
mitigation)

The architecture operates through four phases re-

flecting the GMASO workflow as depicted in Fig-
ure 2:

Phase 1 — Data Gathering and Graph Con-
struction: Agents initialize mission, task, asset, vul-
nerability, threat, and countermeasure entities, form-
ing CIA-weighted dependencies that represent orga-
nizational structures and relationships.
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Phase 2 — Weight Propagation and Risk
Evaluation: CIA weights and mission importance
values flow across hierarchy layers using RiskMAP
relationships. Bidirectional propagation quantifies
how vulnerabilities influence mission outcomes,
while normalization ensures consistent scale and
comparability.

Phase 3 — Multi-Criteria Optimization: The
optimization framework evaluates each countermea-
sure c¢m; through four complementary criteria that
collectively address both security effectiveness and
operational feasibility. Each criterion captures a dis-
tinct aspect of countermeasure value, enabling holis-
tic decision-making under resource constraints:

Phase 4 — Implementation and Reassess-
ment: Selected countermeasures are applied in sim-
ulation; residual risks are recalculated across graph
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Phase 1 - Data Gathering and Graph Construction )

Collect mission objectives, tasks, assets,vulnerabilities,
(hreats, and countermeasures

v

Apply RiskMAP to define dependencies between missions,
tasks, and assets

v

Link vulnerabilities to threats and associate threats
with relevant countermeasures

v

Use AHP to compute relative weights of mission objectives

v

Load gathered data into the simulation environment and
construct the hierarchical security graph

N N N YN Y
/2 N N/ N

Phase 3 - Threat Risk Evaluation and Countermeasure )
Selection

Calculate threat risks using CVSS metrics and
MITRE ATT&CK mappings

v

Compute risk values for assets, tasks, and missions through
hierarchical propagation

v

Determine each threat priority score from its risk and
normalized weight, then select the most critical threat

v

Retrieve relevant countermeasures using MITRE
D3FEND knowledge base

v

Apply the SAW method to assess countermeasures and identify
the optimal choice

N N N N Y
N N N/

Y
Phase 2 - Relative Weight Propagation (RiskMAP) )

Propagate relative weights from mission to task,
asset, and threat levels

v

Normalize values between 0 and 1 ensuring weighted
sums equal to one at each layer

Phase 4 - Simulation and Impact Analysis __/

Simulate deployment of the selected countermeasure
within the multi-agent model

v

Recalculate residual risks for affected assets,
tasks, and missions

v

Measure overall mission-level risk reduction and
record feedback for further optimization

Figure 2. GMASO framework illustrating the four integrated phases. High-level architecture of the GMASO framework, illustrating
the integration of four phases: graph construction, threat modeling, multi-criteria optimization, and countermeasure deployment.
Detailed mathematical formulations for each phase are provided in Section 3.2.

layers, producing refined indicators for system per-
formance and mission-level improvement.

e Threat Risk Mitigation (TR): Quanti-
fies the direct reduction in threat exposure
achieved by implementing the countermeasure.

e Cost Efficiency (C): Normalizes countermea-
sure costs to enable comparison across differ-
ent price ranges, with higher values indicating
more cost-effective solutions.

e Quality-of-Service Impact (Q): Assesses
both direct and indirect operational impacts
of countermeasure deployment on system per-
formance.

e Lateral Risk Reduction (LRR): Measures
how effectively a countermeasure prevents
threat propagation across network boundaries.

The following subsections formalize each criterion

mathematically.

3.2.0.1 Threat Risk Mitigation (TR).

This criterion quantifies the direct reduction in
threat exposure achieved by implementing counter-
measure cm;. Let TH(cm;) denote the set of threats
addressed by cm;. The threat mitigation score aggre-
gates the normalized threat weight, the inherent risk
level of each threat, and the mitigation effectiveness
of the countermeasure:

DS

z€TH (cmy) de{C,I,A}

TR(cmy) = W RThMIh, (1)

where W denotes the normalized weight of threat
z in dimension d, RZ& denotes the inherent risk level
of threat z in dimension d, and M Jtl'j denotes the mit-
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igation effectiveness of countermeasure cm; against
threat z in dimension d.

3.2.0.2 Cost Efficiency (C).

This criterion normalizes countermeasure costs to en-
able comparison across different price ranges. Given
the cost C'(cm;) of countermeasure cmy; [16], the nor-
malized cost efficiency is:

A C(emy)

C(emj) =1-— (2)

max; C(emyr)’
Higher values of C(cm;) indicate more cost-effective
solutions.

3.2.0.3 Quality-of-Service Impact (Q).

This criterion assesses both direct and indirect oper-
ational impacts of countermeasure deployment [16].
Direct service quality (DSQ) measures immediate
performance degradation on affected systems, while
indirect service quality (I.5Q) captures cascading ef-
fects on dependent systems. The overall QoS impact
is computed as:

Q(emy) = - DSQ(em;) + (1 — a) - 1SQ(emy), (3)

where a € [0, 1] balances direct versus indirect ser-
vice quality considerations, DSQ(cm;) denotes the
direct service quality impact of em;, and ISQ(cm;)
denotes its indirect service quality impact.

3.2.0.4 Lateral Risk Reduction (LRR).

This criterion quantifies how effectively a counter-
measure prevents threat propagation across network
boundaries. Let N(z) denote the set of threats reach-
able from threat z through lateral movement paths.
The lateral risk reduction LR.(cm;) is calculated as
the relative reduction in risk across reachable threats,
where Rf,’ff st represents the post-deployment risk
level of threat z:

> €T H(em;) 2oz'eN( RzTZ_RZ,thSt
LR.(cm;) = €T H(emy) e()( : , )

ZZGTH cm ZZ/GN z RZ—:Z
(em;) (2)

(4)
which measures the proportional reduction in lateral
threat diffusion potential.

3.3 Hierarchical Weight Propagation

This subsection establishes the mathematical founda-
tion for quantifying mission-to-threat dependencies
through normalized weight propagation across orga-
nizational layers.

1S¢0ured)
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Before detailing the weight propagation mech-
anism, we briefly introduce the foundational
methodologies employed in our framework:

RiskMAP [17] is a mission-aware risk assess-
ment methodology that aligns security priorities
with organizational mission objectives. It con-
structs dependency graphs linking missions to
tasks, assets, and threats, enabling risk calcula-
tions that reflect mission criticality rather than
treating all assets uniformly. Our previous work [1]
extended RiskMAP with a mission-centric coun-
termeasure selection framework that evaluates
security controls using multi-criteria decision-
making based on mission alignment, CIA triad
impact, and operational constraints.

Analytic Hierarchy Process (AHP) [17] is
a multi-criteria decision-making technique that de-
composes complex decisions into pairwise compar-
isons. In our context, AHP is used to elicit expert
judgments on the relative importance of CIA at-
tributes for each mission.

Consistency Ratio (CR) [17] measures the
logical consistency of pairwise comparison matri-
ces in AHP. A CR value below 0.1 indicates accept-
able consistency, ensuring that expert judgments
are coherent and reliable. Matrices with CR > 0.1
are flagged for re-evaluation to maintain the in-
tegrity of the weight elicitation process.

Our framework integrates these methodologies
as follows: RiskMAP provides the architectural
foundation for mission-aware risk modeling, AHP
elicits mission-specific CIA weights from domain
experts, and CR validation ensures the reliability
of these weights before propagation through the
dependency graph.

The dependency graph is organized into four hier-
archical layers, each containing a finite set of enti-
ties:

e Mission layer: M = {j e N | 1 < j <
Nuo }, where Nyio is the total number of mis-
sion objectives.

e Task layer: 7T = {i e N | 1 < i < Np},
where N7 is the total number of tasks.

o Asset layer: A = {k e N| 1<k < Na},
where N4 is the total number of assets.

e Threat layer: TH = {z ¢ N | 1 < 2z <
Nrp}, where Npp, is the total number of
threats.

We denote the set of all layers as L €
{M, T, A, TH}. For a generic entity X in layer L,
we use X € L to represent an arbitrary element
(e.g., 7 € M for a mission, i € T for a task). The
notation Wfé 4 denotes the weight of entity X in
layer £ for dimension d € {C, I, A}.

To ensure comparability across layers, we nor-
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malize weights within each layer using:

Weights are derived using the Risk-to-Mission
Assessment Process (RiskMAP) [17] and the An-
alytic Hierarchy Process (AHP). Experts perform
pairwise CIA comparisons ...producing the weight
vector wora, where we,wyr, and w4 represent the
relative weights of the Confidentiality, Integrity, and
Availability dimensions, respectively:

wora = [we,wr,wal, we+wr+wa =1, (5)

where we, wr, and wya represent the relative impor-
tance of confidentiality, integrity, and availability re-
spectively. Eigenvector consistency is verified with
consistency ratio CR < 0.1 to ensure judgment relia-
bility.

Table 1 provides comprehensive definitions for all
variables and notations used throughout the weight
propagation formulas in this subsection.

Table 1. Notation Definitions for Weight Propagation

Notation Definition

WzT d Weight of task ¢ for CIA dimension d

WMO Weight of mission objective j for dimension d

R;\;[g Relationship strength from mission j to task ¢ in
dimension d

Nyvio Number of mission objectives

Wlf d Weight of asset k for dimension d

RZ;gAd Relationship strength from task ¢ to asset k in di-
mension d

Np Number of tasks

WTh Weight of threat z for dimension d

R?ZTQL Relationship strength from asset k to threat z in
dimension d

Na Number of assets

Wf( d Normalized weight of entity X in layer £ for dimen-
sion d

As defined in Table 1, these weights form the
quantitative basis for hierarchical propagation across
mission (M), task (7), asset (A), and threat (7H)
layers. The propagation follows a top-down approach
where mission criticality flows to lower organiza-
tional layers:

Nwmo
WhH=>_ whe - R, (6)
j=1
Nt
Wia =Y Wl R, (7)
i:l
wrh —Zwkd RTh (8)

Equations (6)—(8) compute aggregated weights at
each hierarchical level by multiplying parent-layer
weights with corresponding relationship strengths (as
defined in Table 1) and summing across all parent
entities. This captures how mission priorities cascade
through organizational dependencies.

The normalization process scales unadjusted
weights into unit intervals to enable consistent com-
parison across layers:

L
WX,d

maXX/GL:(W)Lé/’d) ’

9)

N
Wha=

where entity X belongs to layer £, and the denomi-
nator represents the maximum weight value within
that layer for dimension d (refer to Table 1 for
variable definitions). This normalization, defined in
Equation (9), provides numerical consistency across
all hierarchical layers and CIA dimensions, ensuring
that weights from different organizational levels can
be meaningfully compared.

3.4 Example: Weight Propagation from
Mission to Threat

To illustrate the weight propagation mechanism,
consider a simplified scenario with three missions
(MO1, MOz, MOs3), three tasks (T3, Ts, T3), three as-
sets (A1, Ag, As), and three threats (Thy, Tha, Ths).
We demonstrate the propagation for the Confiden-
tiality dimension (d = C'); the same process applies
to Integrity and Availability.

Step 1: Mission Layer (Initial Weights)

Expert judgment assigns normalized mission weights:
)/VMO1 c = 0.500, VVMO2 c = 0.300,
VVMO3 c = 0.200

ZWMO o = 1.000

Step 2: Task Layer (Propagation and
Normalization)

Relationship strengths R between missions and
tasks are defined (e.g., v1a RiskMAP dependency

1S¢0ured)
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Weight Propagation Example (Confidentiality Dimension)

Mission () MO, MO: MO:

Legend
w=0.500 w=0.300 w=0.200

I:I Entity node

——» Dependency

R: Relationship strength

Task (9) Ti T Ts
w=0.477 W=0.360 w=0.162

Raw: 0.530 Raw: 0.400 Raw: 0.180

> Nornjalize — Sum=1.000

R=1.0 R=09 R=0.7

Asset () A A As

Raw: 0.657 Raw: 0.324 Raw: 0.113

Sum=1.094 — Nornjalize — Sum=1.000

R=0.8 R=0.7 R=0.6
Threat (F56) Th Th, Ths
w=0.458 w=0.483 w=0.059
Raw: 0.481 Raw: 0.508 Raw: 0.062
Sum=1.051 — Normalize — Sum=1.000
Each layer: compute raw weights via summation, then normalize to sum=1.0

Figure 3. Weight propagation example for the Confidentiality dimension across the four-layer hierarchy (Mission — Task — Asset
— Threat). Each node shows its raw weight (computed via summation) and normalized weight. Edge labels indicate relationship
strengths (R values). The normalization step at each layer ensures weights sum to 1.0, preserving the hierarchical priority structure
while enabling consistent threat ranking.

analysis). Using the propagation formula: W%l,c = 0.500 x 0.9 + 0.300 x 0.0
+ 0.200 x 0.4 = 0.530
Wi, ¢ = 0.500 x 0.8 + 0.300 x 0.0
4+ 0.200 x 0.0 = 0.400
5 W1, ¢ = 0.500 x 0.0 + 0.300 x 0.6
Wz'T,C = Z Wj%o R%g -+ 0.200 x 0.0 = 0.180
J=1 Raw sum = 1.110

Normalized task weights:

" 0.530
T
=——=04
Wrie = 1179 = 0477
" 0.400
For example, assume: Wﬂ’c =110 0.360,
* Riib, om0 = 0.9, Ryth, om0 =08 WE = 0180 _ 0.162
° RMT =0.6 3 1.110
MO;—Ts,C 3
® Riib,r.c =04 S WE o = 1.000
Raw task weights: i=1

ISeﬂur@
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Step 3: Asset Layer (Propagation and
Normalization)

Using task-to-asset relationships Rg;;‘c
10 RT24>A1 O 5 RT2*)A2
0.7)

= 0.9, RTB%A?’C—

3
A AT TA
Wic = E Wic - Ric

i=1
Raw asset weights:

WA, ¢ = 0477 x 1.0+ 0.360 x 0.5
+0.162 x 0.0 = 0.657
W4, ¢ = 0.477 x 0.0 + 0.360 x 0.9
+0.162 x 0.0 = 0.324
W4, ¢ = 0.477 x 0.0 + 0.360 x 0.0
+0.162 x 0.7 = 0.113
Raw sum = 1.094

Normalized asset weights:

W4 ¢ = 0.601,
W4, ¢ =0.103

3

N
E Wih,c=
k=1

WA, o = 0.296,

1.000

Step 4: Threat Layer (Propagation and
Normalization)

Using asset-to-threat relationships RQZTC}E (e.g.,

ATh _ ATh _ ATh
RA1—>Th1 c =08, RA1—>Th2,C = 0.5, RA2—>Th2,C =

0.7, RAgﬁThg o =0.6):

3
Th __ ArA ATh
Wit =Y Wile- Rilt

Raw threat weights:

V\/Th1 ¢ = 0.601 x 0.8 +0.296 x 0.0
4+ 0.103 x 0.0 = 0.481

WTh2 ¢ = 0.601 x 0.5+ 0.296 x 0.7

4+ 0.103 x 0.0 = 0.508

= 0.601 x 0.0 + 0.296 x 0.0

4+ 0.103 x 0.6 = 0.062

Raw sum = 1.051

Wi, e =

Normalized threat weights:

TA _
(e-g., RT1—>A1 c =

WHE o = 0.458,
WTh3 C == 0059

WIh o =0.483,

th = 1.000

Interpretation

The final normalized threat weights indicate that
Thy (weight 0.483) poses the highest confidential-
ity risk, followed by Thy (0.458) and Ths (0.059).
This hierarchical propagation ensures that mission-
level priorities cascade through tasks and assets to
inform threat prioritization. The same process ap-
plies independently to Integrity and Availability di-
mensions, with final threat scores computed using
the CIA weight vector wera = [we, wr, wal.

3.5 Multi-Criteria Countermeasure
Optimization

This subsection formulates the multi-objective opti-
mization problem that balances threat mitigation,
cost constraints, service quality, and lateral risk con-
tainment.

The optimization framework evaluates each coun-
termeasure cm; through four complementary criteria
that collectively address both security effectiveness
and operational feasibility. Each criterion captures
a distinct aspect of countermeasure value, enabling
holistic decision-making under resource constraints.

Threat Risk Mitigation (TR): This criterion
quantifies the direct reduction in threat exposure
achieved by implementing countermeasure cm;. Let
T H(cmj) denote the set of threats addressed by cm;.
For each threat z € TH(cm;) and each security di-
mension d € {C, I, A}, let WTh denote the normal-
ized threat weight and RTh denote the corresponding
mitigation effectiveness. The threat mitigation score
aggregates these terms as follows:

TR(cm;) = Z Z

2€T H(emy) de{C,1,A}

Th th
Wl - RLY - M,

(10)
where RZTQ represents the risk level of threat z in
dimension d, and M ]t('i’ denotes the mitigation effec-
tiveness of countermeasure cm; against dimension d
(typically derived from CVSS scores or expert assess-
ments). Equation (10) computes the weighted sum
of risk reductions across all threats and CIA dimen-
sions. These symbols are also summarized in Table 1.

Cost Efficiency (C): This criterion normalizes
countermeasure costs to enable comparison across
different price ranges. Given the cost C'(cm;) of coun-
termeasure cm; [16], the normalized cost efficiency
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is: A Clems)
C(emj) =1—

: (11)
where the denominator represents the maximum
countermeasure cost in the candidate set. Higher
values of C(em;) in Equation (11) indicate more
cost-effective solutions.

max;: C(cmy;)

Quality-of-Service Impact (Q): This criterion
assesses both direct and indirect operational impacts
of countermeasure deployment [16]. Direct service
quality (DSQ) measures immediate performance
degradation on affected systems, while indirect ser-
vice quality (I5Q) captures cascading effects on de-
pendent systems. Let s;; represent the dependency
strength from countermeasure cm; to system ¢, and
¢; denote the service quality metric of system 4. The
direct impact is:

> Sij - di

DSQ(em;) = =2—— 12
Qem;) = S (12)
which computes the weighted average quality across
directly affected systems. Similarly, let r;, represent
the dependency from cm; to downstream coun-
termeasure cmyg. The indirect impact propagates

through dependency chains:

B >k ik - DSQ(emy,)

ISQ(ecm;) = S e , (13)

where 7;; > 0 indicates that deploying cm; trig-
gers or affects downstream countermeasure cmy. We
assume acyclic dependencies: if cyclic relation-
ships exist (e.g., cma — cmp — cmyu), they are
treated as a single composite countermeasure pack-
age. Dependencies may overlap—multiple counter-
measures can share a common downstream control.
In such cases, Equation 13 aggregates effects in-
dependently for each countermeasure, which may
overestimate total system impact when multiple
countermeasures are deployed simultaneously. This
conservative approach provides an upper bound on
individual countermeasure costs during the selection
phase.

Ezample: Consider three countermeasures with de-
pendencies:

e cm; (Firewall Rule Update) — cmg (Network
Latency Increase)

e cmy (IDS Signature Deployment) — cmg (Net-
work Latency Increase)

Both ¢m; and cms induce indirect degradation
through emg. If 713 = ro3 = 1, then:

ISQ(emy) = DSQ(emg), ISQ(ems) = DSQ(ems).

The impact of ¢mg contributes to the service quality
cost of both ¢my and cmso independently. While this
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may double-count shared effects when both are se-
lected, it ensures that each countermeasure’s worst-
case impact is captured in the optimization model.

capturing secondary effects on interdependent con-
trols. The composite QoS metric combines both com-
ponents with weighting parameter « € [0, 1]:

Q(cmj) =1—a-DSQ(ecm;)—(1—a)-ISQ(cm;), (14)
where higher Q(¢m;) values indicate minimal service
degradation. Equations (12)—(14) collectively quan-
tify operational impact across direct and indirect sys-
tem dependencies.

Lateral Risk Reduction (LRR): This criterion
quantifies how effectively a countermeasure prevents
threat propagation across network boundaries. Let
N (z) denote the set of threats reachable from threat
z through lateral movement paths. The lateral con-
tainment effectiveness is:

Th,pos
ST H(emy) oren(s) (Bet = Roi™™)

Ijl\%(cm ) =
! DT H(emy) Sowent(s) i

)

(15)
where RZT,{LfOSt represents the residual risk at threat
2 after implementing cm;. Equation (15) measures
the proportional reduction in lateral threat diffusion
potential.

The multi-objective utility function combines
these four criteria with user-defined preference
weights:

U(emy) = wrg - TR(emj) + we - Cemy)

R — (16)
+wg - Q(em;) + wrr - LR(cm;),
where wrgr, we, wg, and wrr are non-negative
weights satisfying >, w; = 1. This formulation in
Equation (16) enables flexible prioritization based on
organizational security policies and operational re-
quirements. The optimization algorithm iteratively
selects countermeasures maximizing U(cm;) subject
to budget constraint -, cc . C(em;) < Cmax
until risk reduction saturation or resource exhaus-
tion.

This iterative selection is implemented as a
greedy algorithm that operates as follows: at
each iteration, the countermeasure with the highest
utility score U(cm;) that fits within the remaining
budget is selected and added to Cgelected- The pro-
cess continues until either risk reduction saturation
is achieved or budget resources are exhausted. The
computational complexity is O(nlogn) for sorting
countermeasures by utility, followed by O(n) for the
greedy selection, where n is the number of candi-
date countermeasures. This greedy approach pro-
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vides near-optimal solutions for the multi-criteria
optimization problem while maintaining efficiency
suitable for real-time security response scenarios.

3.6 Post-Implementation Risk
Reassessment

This subsection describes the dynamic recalculation
of residual risks following countermeasure deploy-
ment, enabling continuous security posture monitor-
ing.

After countermeasure deployment, residual risks
are recomputed to reflect the new security state. For
each threat z addressed by countermeasure cm;, the
updated risk level is:

RIW"Y = RTh(1— TR.(cm;)), (17)
where TR, (cm;) represents the mitigation effective-
ness specific to threat z. Equation (17) applies pro-
portional risk reduction based on countermeasure ca-
pability.

These updated threat risks propagate upward
through the organizational hierarchy using the nor-
malized weights established in Equations (6)—(8):

RA,new Z RTh new Th7 (18)
RT:new Z RA newwléd’ (19)
MO new

Z RT new (20)

Equations (18)—(20) sequentially aggregate residual
risks from threats to assets, tasks, and finally mission
objectives, mirroring the forward propagation struc-
ture but incorporating post-mitigation risk values.

Global risk after mitigation is computed as the
weighted sum of mission-level risks:

Nno

new MO ncw
Global,d — Z R . (21)

The difference Raiobal,d — R&jobal ¢ duantifies the ab-
solute risk reduction achieved across each CIA dimen-
sion through the implemented countermeasure port-
folio.

3.7 Performance Metrics

This subsection defines quantitative indicators for
evaluating the effectiveness and efficiency of the
countermeasure selection strategy.

Overall effectiveness is measured through mission-
level indices that capture both security improvement
and resource optimization.

Mission-Level Risk Reduction Percentage
(MLRRP): This metric quantifies the proportional
decrease in global risk for each CIA dimension:

Raiobal,d — RGlobal.a

MLRRP, = x 100%.  (22)

Raiobal,d
MLRRP values approaching 100% indicate near-
complete risk mitigation, while lower values suggest
residual vulnerabilities requiring additional coun-
termeasures or acceptance decisions. Equation (22)
provides dimension-specific assessments enabling
targeted security investments.

Resource Utilization Efficiency (RUE): This
metric evaluates cost-effectiveness by measuring risk
reduction per monetary unit invested:

> a(Raiobal,d — REShar a)

Zcmj ECselected C(ij)

RUE = , (23)
where the numerator sums risk reductions across all
CIA dimensions and the denominator represents to-
tal countermeasure expenditure. Higher RUE values
signify superior cost-benefit ratios, indicating that
the optimization strategy efficiently allocates limited
resources to maximize security improvements. Equa-
tion (23) enables comparative analysis across differ-
ent countermeasure portfolios and budget scenarios.

Collectively, Phases 1-4 establish a dynamic cyber-
defense ecosystem. GMASO integrates weighted
graph modeling, agent-based coordination, and
multi-objective optimization to transform raw
data—assets, threats, wvulnerabilities, and con-
trols—into adaptive decision support for mission-
focused security enhancement. Continuous propaga-
tion and reassessment sustain an intelligent, data-
driven approach to risk-aware, resource-efficient,
and mission-aligned cybersecurity management.

4 Experimental Results

The proposed GMASO framework was validated
within an infrastructure of the university’s Infor-
matics comprising three mission objectives, nine
business tasks, and twenty-three assets spanning
the CIA dimensions. The simulated environment in-
cluded nineteen countermeasures addressing fifteen
threats via twelve vulnerability pathways. Implemen-
tation was carried out in AnyLogic, with all artifacts,
datasets, and simulation models publicly available
at https://github.com/sajious/SA_System for
reproducibility.

Figure 4 illustrates the institute’s network architec-
ture, highlighting hierarchical security domains and
critical components. The topology highlights inter-
dependencies among components and demonstrates
how failures at boundary devices can cascade into
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higher levels, forming the basis for dependency mod-
eling and quantitative analysis of threat propagation
and countermeasure effects.

Figure 4. Informatics Network Topology Overview showing
security domains, critical infrastructure components, and in-
terconnection pathways used in the case study validation.

Table 2 summarizes key parameters guiding coun-
termeasure selection. The budget cap was set at 5000
monetary units, and the multi-criteria weighting
scheme reflected operational priorities: availability
(ya = 0.5), integrity (y; = 0.4), and confidentiality
(ye = 0.1). Secondary utility weights emphasized
Threat Risk Reduction (wrgp = 0.4), Deployment
Complexity (we = 0.2), Quality-of-Service Impact
(wg = 0.3), and Lateral Risk Reduction (wrr = 0.1),
defining optimization constraints and objectives for
cost-effective resource allocation. All weighting coef-
ficients and parameter values listed in Table 2 were
elicited from domain experts within the university’s
Informatics Department, based on their operational
experience and assessment of asset criticality.

Table 2. Parameterization for Optimal Countermeasure Se-
lection in the Informatics Case Study

Parameter Value
Max Budget ($) 5000
Confidentiality Weight, v¢ 0.1
Integrity Weight, ~r 0.4
Availability Weight, v4 0.5
Threat Risk Reduction Weight, wrp 0.4
Deployment Complexity Weight, we 0.2
QoS Impact Weight, wq 0.3
Lateral Risk Reduction Weight, wrr 0.1
Manually Selected Countermeasure Null

The optimization produced a portfolio of five coun-
termeasures with a total cost of 1400 units, reducing
risks across all missions while preserving 72% of the
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budget. Nineteen candidates were scored using the
utility function, revealing notable performance vari-
ations across threat contexts and underscoring the
need for threat-specific effectiveness modeling.

Figure 5 presents the comparative Multi-Layer
Risk Reduction Profile (MLRRP) across confiden-
tiality, integrity, and availability. CM5 achieved
balanced peak values above 47% in all dimensions;
CM6-CM10 delivered strong, cost-effective perfor-
mance; CM1-CM4 provided moderate, targeted pro-
tection; while CM11-CM19 exhibited lower overall
impact, indicating limited applicability. This quanti-
tative comparison supports informed prioritization
aligned with mission-specific CIA requirements.

Comparative Effectiveness of Countermeasures

CM4

CM3

CcM9
CM2
gM10 30 40 50
‘ I oMt
cM11
cM19
CI\;IIQ
N
CM18
/
CM13
) CM17
CM14

CM15 CM16

—e— MLRRP Confidentiality
—a— MLRRP Integrity
—a— MLRRP Availability

Figure 5. Radar chart showing the comparative effectiveness
of countermeasures (CM1-CM19) across the MLRRP criteria
of Confidentiality, Integrity, and Availability.

Figure 6 depicts the Resource Utilization Effi-
ciency (RUE) radar comparing each countermea-
sure’s effectiveness-to-cost ratio. CM6 achieved
the highest efficiency (31.8%), followed by CM4
(11.0%) and CM10 (7.0%). High-performing controls
CM5-CM10 maintained RUE between 5.8-31.8%,
while CM11-CM19 remained low (0.4-6.1%). This
ranking supports investment decisions based on mea-
surable return on security expenditure, vital under
constrained budgets.
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Resource Utilization Efficiency Comparison
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Figure 6. Radar chart showing Resource Utilization Effi-
ciency comparison across all countermeasures (CM1-CM19),
displaying normalized effectiveness-to-cost ratio metrics.

Overall, GMASO significantly improved both risk
mitigation efficiency and cost precision compared
to conventional static methods. The MLRRP quan-
tifies the relative decrease in aggregated mission
risk after deploying optimized countermeasures, rep-
resenting the percentage improvement in overall
mission assurance. In this study, mission-level risk
reductions ranged between 26-39% across the three
CIA dimensions — availability (28-38%), integrity
(28-39%), and confidentiality (26-35%) — indicating
substantial enhancement of system resilience under
the defined budget constraints. Detailed evaluation
datasets, risk propagation matrices, and analytical
scripts are available in the supplementary repository
for independent replication and further research.

4.1 Sensitivity Analysis

Since the proposed GMASO framework relies on
weighted criteria in the multi-objective utility func-
tion, a sensitivity analysis was conducted to evaluate
the robustness of the countermeasure selection pro-
cess with respect to variations in these weights. The
baseline configuration assigns weights wrr = 0.4,
we = 0.2, wg = 0.3, and wrr = 0.1 to the four op-
timization criteria: threat risk mitigation (TR), cost
efficiency (C), quality-of-service impact (Q), and
lateral risk reduction (LR).

To assess robustness, each weight was indepen-
dently varied by £10% and +20% while proportion-
ally adjusting the remaining weights to maintain
normalization. For each scenario, the utility score of
the candidate countermeasures was recalculated and
the selected optimal countermeasure was recorded.

Table 4 summarizes the results of the sensitivity
analysis. As shown, the optimal countermeasure re-
mains unchanged (CMG6) across all tested scenarios,
while the utility scores exhibit only moderate vari-
ations. This indicates that the proposed GMASO
framework demonstrates stable decision outcomes
under reasonable perturbations of the weighting
parameters, supporting the robustness of the multi-
criteria optimization process.

5 Conclusion

This study presented the GMASO framework, ad-
vancing cybersecurity optimization for mission-critical
systems through graph-based dependency modeling
and multi-agent intelligence. Empirical validation
confirmed significant gains in risk mitigation effi-
ciency, resource utilization, and mission alignment
over conventional approaches.

The CIA-weighted dependency model enables
granular quantification of inter-system security re-
lationships beyond binary assessments, accurately
capturing breach propagation across confidentiality,
integrity, and availability dimensions. This preci-
sion supports targeted countermeasure selection and
strengthens organizational resilience against cascad-
ing risks.

By incorporating threat-specific countermeasure
mapping—an approach introduced in our previous
mission-centric framework [1]—GMASO departs
from uniform effectiveness assumptions, achieving su-
perior resource efficiency through context-aware pro-
filing and hierarchical multi-agent decision-making.

Dynamic risk assessment mechanisms allow con-
tinuous recalibration and adaptive countermeasure
recommendations under evolving threat conditions,
overcoming limitations of static security models.

Future work will address several key directions.
Refined dependency modeling will explore
graph partitioning techniques and shared-node
weighting schemes to eliminate redundant summa-
tion when multiple countermeasures share common
downstream controls, improving accuracy in cas-
cading effect estimation. Additionally, scalability
optimization for large-scale enterprise environ-
ments, domain-specific calibration of risk and
service quality parameters, and the integration of
machine learning for predictive threat modeling
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Table 3. Comparison of GMASO with representative cybersecurity optimization approaches

Method Approach Optimization Domain Key Feature / Result
Type Objective
Viduto etal. [2] Static Risk—cost trade-off Enterprise network Fixed weighting; limited adaptability
Kotenko [3] Multi-agent System survivability Simulated network Cooperative agents; moderate risk

Shameli-Sendi [13]  Adaptive Dynamic mitigation

GMASO (This Hierarchical

work) multi-agent reduction

Cloud environment

Mission-level risk Informatics case study

reduction (12-18%)

Real-time risk update; higher computation
cost

26-39% MLRRP improvement;
mission-aware and cost-constrained
optimization

Table 4. Sensitivity Analysis of Key Decision-Making Criteria
in Selecting the Countermeasure

Scenario WTR WLR WTC WQos Selected CM Utility Score
Baseline 0.400 0.200 0.300 0.100 CM6 0.849
S1 (wrr +20%) 0.4800.173 0.260 0.087 CM6 0.862
S2 (wrg -20%) 0.3200.227 0.340 0.113 CM6 0.835
S3 (wr,r +20%) 0.384 0.240 0.288 0.088 CM6 0.851
S4 (wrr -20%) 0.416 0.160 0.312 0.112 CM6 0.846
S5 (wre +20%) 0.3750.188 0.360 0.077 CM6 0.838
S6 (wpe -20%) 0.424 0.2120.240 0.124 CM6 0.859
S7 (QoS +20%) 0.3920.196 0.292 0.120 CM6 0.852
S8 (QoS -20%)  0.408 0.204 0.308 0.080 CM6 0.845
S9 (wrr +50%) 0.600 0.133 0.200 0.067 CM6 0.870
S10 (wrr -50%) 0.200 0.267 0.400 0.133 CM6 0.828
S11 (wr,r +50%) 0.360 0.300 0.240 0.100 CM6 0.854
S12 (wr,r -50%) 0.440 0.100 0.340 0.120 CM6 0.843
S13 (QoS +50%) 0.380 0.190 0.280 0.150 CM6 0.855
S14 (QoS -50%) 0.420 0.210 0.320 0.050 CM6 0.841

and automated parameter tuning will enhance the
framework’s adaptability and operational efficiency.
As cyber threats intensify, frameworks like GMASO
provide essential, data-driven decision support for
maximizing security effectiveness within operational
constraints.
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