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Abstract

Advanced fingerprint spoofing attacks often threaten biometric authentication
systems, such as the presence of non-contiguous minutiae to form a
double-identity fingerprint. This research paper offers a deep learning system
based on MobileNet to differentiate between authentic and anomalous
fingerprints. The SOCOFing dataset (in the public domain) with real
fingerprints and synthetically deformed samples at three levels of difficulty
(easy, medium, and hard) was experimented with, which is used as a reference
point in assessing the performance of spoof detection. In order to enhance
the generalization, data augmentation and transfer learning were utilized,
which helped in increasing the resilience of the model to different fingerprint
modifications. The overall test accuracy of the MobileNet-based model was 88%,
which declined with the case of medium and hard alterations, which suggests
the inability to detect extremely complicated spoofing patterns. However, the
model is efficient and has low computational expense, thus it can form a viable
yet lightweight real-time biometric verification architecture. The future research
ought to cover more sophisticated architectures, cross-dataset testing, and
feature-level analysis in order to enhance the detection of difficult forms of
spoofing.

© 2026 ISC. All rights reserved.

1 Introduction

Biometric systems can easily and exactly authen-
ticate a person’s identity; they have become an

essential part of verification today. Fingerprint recog-
nition is the system chosen most for all types of ap-
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plications because it is accurate, less expensive, and
people find it easy to use [1, 2].

The whole idea behind fingerprint recognition is
that certain points, known as minutiae, at the ends of
ridges and the places where they split, are unique to
each person and never change [3]. Even so, fingerprint-
based systems are not fully protected against different
kinds of security risks. The double identity attack
is quickly becoming a concern because it allows a
fraudulent fingerprint to represent more than one
identity [4].
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With this type of attack, attackers directly take
advantage of weaknesses in the system’s representa-
tion of fingerprints, bypassing both traditional live-
ness detection and various spoof materials[5]. In these
cases, cyber-attackers may generate phony fingerprint
images that seem realistic and meet the matching
criteria for diverse individuals, thus putting the Au-
tomated Fingerprint Identification Systems (AFIS)
at risk. Despite improvements made to protect fin-
gerprint data, many systems still have stored unpro-
tected minutiae, making them vulnerable to attack
and fake fingerprints [6].

Studies have revealed that it is possible to coun-
teract existing minutiae and produce templates that
allow for imitation or cancellation of biometrics, all
while preserving the appearance of authentic features
and enabling adversarial matching[7]. Minutiae-based
fingerprint matchers depend on the fact that the un-
expected arrangement of minutiae indicates a real
fault in the ridge structure. Still, these approaches
often do not have ways to confirm if the groupings
of minutiae make sense in space or tend to be realis-
tic. So, systems could be fooled by carefully prepared
composite templates that blend a part of two individ-
uals’ fingerprint data to create a false identification
[8][9]. If there is no defense in the minutiae templates,
a fingerprint database can be compromised by inver-
sion attacks and unauthorized use. It is also suggested
that cancelable biometrics may help mitigate such
problems [10].

The effects of people having two successful iden-
tities are very serious. Not only are access control
and identity management systems penalized, but
biometric evidence cannot always be trusted in
courts. If fingerprints stay unchanged over time, they
have long supported large-scale identity management
systems[11]. Yet, the possibility of making synthetic
fingerprints that can easily deceive these systems
puts at risk the whole system of biometric authenti-
cation. The use of a fake fingerprint match on official
IDs like CNIC in Pakistan and biometric passports
in the EU may cause someone’s identity to be stolen,
and this may result in false court cases and issues
with data quality [12].

Whereas conventional spoofing can be found out
through hardware or material checks, non-contiguous
minutiae-based attacks are harder to spot because
they function on the digital side of things. Conse-
quently, attackers can still manipulate fingerprint tem-
plates, even in an encrypted form, so new strategies
are needed to check and prevent such anomalies [13].

This paper aims to venture into the complexi-
ties of double identity fingerprint attacks and under-
stand the mechanisms involved, the consequences for

Figure 1. Attacks on Fingerprint

biometric security, and the efficacy of the existing
solutions. Based on the review of current research
and state-of-the-art technologies, we aim to give an
overview of the topic under examination and sug-
gest some research directions to strengthen finger-
print recognition systems against such sophisticated
threats.

Figure 1 demonstrates several areas where an at-
tacker can compromise a fingerprint recognition sys-
tem. Attack can happen at the sensor (1) with syn-
thetic fingerprints, in feature extraction (2-3) by
eavesdropping on data, at the matcher (4-5) by in-
jecting false features or manipulating comparators,
and at the database (6-7) by stealing or corrupting
stored templates. Even the application device (8) can
be subjected to an attack to abuse the authentication
result.

The current paper has three contributions: (1) it
shows how a lightweight MobileNetV2-based pipeline,
trained on the publicly available SOCOFing dataset,
can be fine-tuned to detect non-contiguous attacks
against minuteiae-based double-identity biometric au-
thentication; (2) it presents an experimental proto-
col, where multiple independent experiments are con-
ducted and statistical measures (mean +- standard
deviation) are reported to ensure the stability and con-
sistency of the results; (3) it evaluates the efficiency of
the model itself: in terms of model size, and inference
time This way this work builds upon previous stud-
ies on fingerprint-spoof detection (e.g., dual-model
networks of VGG16 and ResNet50, feature-fusion ap-
proaches of CNN and handcrafted descriptors) by
combining accuracy, computational-efficiency, and re-
producibility and solving the understudied problem
of minutiae-level double-identity attack.

2 Related Work

Fingerprint biometrics are commonly used in identity
verification because they are distinct and last for a
long time. Still, improved spoofing and other attack
methods have made it very challenging for fingerprint
recognition systems. The double identity fingerprint
attack is a growing problem because it can create
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fingerprint images by piecing together the data from
two distinct persons’ fingerprints.

For more than a hundred years, fingerprints have
been used to identify people. In modern systems,
there are mostly two steps when using fingerprint
recognition. The next stage is to locate the charac-
ter’s points of minutia (endings and bifurcations) and
match them with a template in a set database.

Most commonly, minutiae-based systems are used
because they can separate individuals very well. Ridge
orientation maps, local minutiae descriptors (such as
Minutiae Cylinder-Code), and alignment algorithms
are commonly used in this part of biometrics [2]. How-
ever, they can still be broken if printed or unusual
fingerprints are made to match the variations in le-
gitimate prints.

The first method used to spoof biometric security
was to make false fingerprints with materials such
as gelatin or silicone. Presentation Attack Detection
(PAD) methods have been made using texture analy-
sis, deep learning, and multi-spectral imaging [14].

Since image synthesis and adversarial attacks have
improved, other more advanced methods were created,
such as fingerprint morphing and double identity
attacks. This means it is becoming necessary to move
beyond physical spoof detection and begin examining
major differences in the architecture of the network.

Double identity fingerprinting is the process of mak-
ing a fake fingerprint that matches both identities on
file. Thus, impostors may use different identities to
get unauthorized access, which weakens the assump-
tion of biometric systems that every person has a
unique biometric trait.

With the rise of digital applications and biomet-
ric authentication technologies, the need for reliable
verification methods has become essential, and tra-
ditional passwords are no longer secure enough to
withstand the risks of attack. Fingerprints are one
of the most commonly used biometric factors and
are not easily borrowed, stolen, or forgotten, as are
passwords or RFID cards. But unlike popular belief,
fingerprint recognition is not an indomitable method,
and the ability to detect fingerprint presentation at-
tack is thus vital [15].

The weaknesses of fingerprint authentication
systems have posed serious security issues in high-
security-based access control applications, whereas
Fingerprint Presentation Attack Detection (FPAD)
is a crucial solution for secure authentication. The
traditional handcrafted approaches based on features
have failed to offer good generalization, and the deep
learning approaches have dominated the FPAD field

and have performed extremely well in the last decade
[16].

Liveness detection for fingerprint impressions is
a crucial part of the prevention of unauthorized ac-
cess and phishing attacks. With the development of
unique identification based on biometrics, it has be-
come more accessible, and deep learning technology
with computer vision has shown great performance in
fingerprint image recognition and detection applica-
tions. One recent work suggested a methodology that
was based on spatial attention and channel attention
models applied in sequence with ResNet convolutions
on the LivDet-2021 dataset and tested it against the
state-of-the-art CNNs such as DenseNet121, VGG19,
InceptionV3, and ResNet50 [17].

The LivDet competition series has been a key to
assessing the performance of the PAD fingerprint
method, where the contest scenarios and materi-
als were changed every time. LivDet 2019 for the
first time featured multi-material combinations, and
LivDet 2021 had a new pseudo-consensual method,
ScreenSpoof, added to the new fabrics. For LivDet
2023, four datasets were used for two known sensors
and two unknown capture devices, thus increasing
the difficulty of the existing FPAD approaches for
generalization [18].

Fingerprint morphing allows someone to use parts
of two different fingerprints to make a combined print
that might fool a scanner. In contrast to face morph-
ing, which is a common risk in border security, fin-
gerprint morphing must carefully integrate each set
of details, usually to maintain the usefulness of the
fingerprint [19].

With non-contiguous techniques, almost all the
points from different parts of the fingerprint images
are blended to create a single image of the fingerprint.
Attackers may pick up more useful points based on
ridge flow, location mask, and topological mixture to
match two templates and raise the score [20].

It is much more difficult to detect such attacks
than contiguous ones since they do not have clear
breaks and may appear like normal ridges.

It is only recently that detecting double identity
fingerprints created from sparse minutiae has become
a challenge. Many techniques have been considered
for dealing with this task.

Verifinger and Bozorth systems determine the qual-
ity of a fingerprint through the repetition of minute
details. Differences in ridge flow, strange angles of
the minute features, and variations in the pattern can
point to a double identity in these cases [21].

These approaches may still not be able to catch an
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attacker who fine-tunes the image to match globally.
Reaching the level of knowledge required for detec-
tion has pushed researchers in the direction of using
machine learning.

Deep learning has made significant progress in fin-
gerprint recognition as CNNs have proven effective
in solving the task of visual pattern recognition. Nu-
merous studies have harnessed the promises of CNNs
and transfer learning to classify and detect spoofs
in fingerprint images drawn from datasets such as
SOCOFing.

Researchers have found that CNNs show useful
results in handling PAD and spoof detection cases,
and suggested the use of a CNN discriminator on real
and changed fingerprints to detect small variations
in ridge lines and the way minutiae are placed [22].

To address hybrid attacks, researchers extended
the model to include scenarios where minutiae are
not connected by training it on datasets made using
GANs.

In a thesis, Aseel H. Aloweiwi developed a CNN
model that achieved 81% accuracy when trained on
the SOCOFing dataset in detecting faults in recorded
fingerprints. The researchers applied transfer learn-
ing to a smaller dataset (ATVS-FakeFingerprint) and
realized improved accuracy. This highlights the use-
fulness of transfer learning in biometric systems that
can benefit from access to only limited amounts of
labelled data[23].

Another study published in the IIETA Digital
Library presented a methodology that combined
Gabor filters, HOG, and two machine learning al-
gorithms—Random Forest and Naïve Bayes [24].
Nonetheless, the authors highlighted that enhancing
images before analysis and ensuring high-quality
fingerprint data contribute significantly to achieving
higher accuracy in detecting merged minutiae.

Another study examined distinguishing gender
based on fingerprints taken from the SOCOFing
dataset. The accuracy rate improved from 77% to
90% as the number of fingers employed for classifica-
tion by the model increased. However, these results
demonstrate the usefulness of fingerprint ID and
how robustly CNNs analyze such data to distinguish
between individuals[25].

Although the latest frameworks, including the Dual-
Model Synergy method dually using VGG16 and
ResNet50 in performing PAD tasks [26], or fusion-
based models that use CNN features and handcrafted
ridge/texture descriptors [27], have demonstrated
impressive results on traditional fingerprint spoof-
ing datasets, they do not explicitly consider non-

contiguous minutiae-based double-identity attacks.
Also, most of them are based on computationally
intensive networks, making them unapplicable in
resource-constrained or real-time systems. Domain-
adaptation methods (e.g., GRU-AUNet) have already
started to tackle cross-domain fingerprint spoofing
problems, though they, once again, aim at contactless
or sensor variability issues and not identity-merging
attacks[28]. We do not overlap in that we explicitly
consider the problem of double-identity spoofing with
a lightweight and efficient model, which can be re-
garded as a fresh and applicable addition to the bio-
metric security literature.

SOCOFing has become a popular choice among
researchers due to its collection of both genuine and
fake fingerprints for evaluating security-aware finger-
print classification systems.

These publications, as shown in Table 1, show the
pros and cons of using SOCOFing. Distinct finger-
prints can be successfully identified using SOCOFing;
however, this method sometimes fails when normal-
ized images are insufficient. SOCOFing is an effective
resource for evaluating approaches to double identity
detection, including situations involving discontinu-
ous minutiae.

Table 1. Comparison of Studies Utilizing the SOCOFing
Dataset
Study Title Methodology Dataset Accuracy (%) Epochs Notable Findings

Fingerprint Classification
Using Transfer Learning
Technique

CNN + Transfer
Learning

SOCOFing 81 50 Effective for small datasets; im-
proved accuracy on ATVS.

Comprehensive Method for
Fingerprint Classification

Gabor Filters + HOG
+ ML (RF, NB)

SOCOFing 81 (CNN w/o
enhancement)

30 Emphasized the importance of
preprocessing for better accu-
racy.

Enhancing Fingerprint
Forensics: Gender Classifi-
cation

CNN-based Gender
Classification

SOCOFing 77 (single fin-
ger), 90 (multi-
ple fingers)

25 Multiple fingers improve accu-
racy, but are less practical for
real use.

3 Methods

3.1 MobileNet: A Lightweight Convolutional
Neural Network for Efficient Image
Classification

MobileNet represents a deep learning model created
for effective image classification tasks within mobile
and edge devices[29]. This network design reduces
costs while maintaining its accuracy rates. Depthwise
separable convolutions in MobileNet reduce parame-
ter numbers while decreasing computational complex-
ity better than standard AlexNet CNNs.

3.2 Dataset Description

The project employs the SOCOFing Dataset sourced
from Kaggle. This dataset collects a set of fingerprint
images designed to support fingerprint liveness detec-
tion, an indispensable security function that protects
against spoofing. The SOCOFing dataset has two
prominent categories, namely: Real and Altered, with
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Figure 2. Architecture of MobileNet taken from [30]

an additional three elements within Altered: Altered-
Easy, Altered-Medium, and Altered-Hard. Each sub-
class presents a unique challenge in manipulating fin-
gerprints, which causes great complexity in the de-
tection of life. All images are in the form of BMP
(Bitmap File Header), a commonly used file header
for raster graphics.

To satisfy the requirements for training as well
as for evaluation, the dataset is split purposefully
into three subsets: training, validation, and testing.
Each subset is given training: 70%, validation: 15%,
and testing: 15%. In this way, the model gets a lot
of training, validation continues to closely monitor
performance along the way, and the final tests are
done on unseen examples to test generalization.

3.3 Description of Model

The core of the project’s methodology lies in the
utilization of a MobileNet architecture, a highly ef-
ficient convolutional neural network pre-trained on
ImageNet. This pre-training provides the model with
a strong foundation of visual feature extraction capa-
bilities, which are further refined through fine-tuning
on the specific task of fingerprint liveness detection.
Fine-tuning involves adjusting the model’s parame-
ters to optimize its performance on the target dataset,
thereby enabling it to effectively distinguish between
real and altered fingerprints.

Figure 2 describes how MobileNetV2 is used for
image classification in a deep learning process. Start-
ing with a 128×128×3 image, the model sends the
image through many convolutional layers and pool-
ing operations, which make the spatial size smaller
and the number of layers bigger. The feature map is
made into a long list of numbers and processed by
fully connected layers.

3.5 Key Components of MobileNet
Architecture

3.5.1 Dropout Layer

To address overfitting as little as possible, dropout
consists of randomly “dropping out” (setting to zero)

3.4 Algorithm For MobileNet
• Data preparation of fingerprint dataset for train-

ing and testing.
• Making a Network architecture of five layers for

high-level feature extraction.
• Train the dataset to achieve effective conver-

gence and to balance convergence, speed, and
stability.

• Using optimization techniques to prevent over-
fitting, to achieve robustness, and to speed up
computation.

• Do an Evaluation and get accuracy, loss, and
precision.

• The flowchart of the Algorithm for MobileNet
is shown in Figure 3.

Figure 3. Algorithm of MobileNet taken from[31]

part of the neurons during training. The impact is that
the network is forced not to rely on any single neuron,
which shapes robustness and redundancy in ways
through which the features are learned. In addition,
this approach enables the network to capture larger
patterns, minimizes the possibility of neurons relying
on each other, and enables more robust learning.

For a given input activation h, the output after
dropout is:

h̃ = r × h where ri ∼ Bernoulli(p) (1)

• r: binary mask vector (same shape as h), with
each ri = 1 with probability p and 0 otherwise.

• p: dropout keep probability (e.g., 0.5 for 50%).

To enhance the model’s architecture and improve
its ability to capture relevant information, several key
components are incorporated [32]. Global Average
Pooling is employed to reduce the spatial dimensions
of the feature maps extracted by MobileNet, facilitat-
ing the integration of these features into subsequent
layers. Dropout layers, with dropout rates of 0.3 and
0.2, are strategically placed to prevent overfitting, a
phenomenon where the model performs well on the
training data but poorly on unseen data. These lay-
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ers randomly drop out neurons during training, forc-
ing the model to learn more robust and generalized
features[33].

3.5.2 ReLU Activation function

Rectified Linear Units (ReLUs) are used extensively
in neural networks, and especially in deep learning,
due to their simplicity and very important contri-
bution to the performance of the underlying model.
It introduces non-linearity to the model, but is very
effective with computation.

Mathematically:

ReLU(x) = max(0, x) (2)

Dense layers, also known as fully connected lay-
ers, are incorporated to further process the features
and generate predictions. A dense layer with 128 neu-
rons and ReLU activation function introduces non-
linearity, enabling the model to capture complex rela-
tionships within the data. The final output layer con-
sists of 4 neurons, corresponding to the four classes
in the dataset (Real, Altered-Easy, Altered-Medium,
Altered-Hard), and utilizes softmax activation to pro-
duce probability distributions over the classes. This
allows the model to assign a probability score to each
class, representing its confidence in the classification
[34].

3.5.3 Adam Optimizer

The model’s training process is guided by the Adam
optimizer, a popular optimization algorithm that
efficiently adjusts the model’s parameters to mini-
mize the loss function. The categorical cross-entropy
loss function, well-suited for multi-class classification
problems, quantifies the difference between the pre-
dicted class probabilities and the true labels. Accu-
racy, a widely used metric, is employed to evaluate
the model’s performance by measuring the proportion
of correctly classified samples [35].

To further enhance the model’s robustness and
prevent overfitting, data augmentation techniques
are applied during training. These techniques involve
transforming the training images in various ways to
introduce variations and expand the effective size of
the training dataset. In this project, data augmenta-
tion includes rescaling pixel values, random rotations,
random width and height shifts, and random zoom-
ing. These transformations expose the model to a
wider range of fingerprint variations, making it more
resilient to unseen data and improving its generaliza-
tion ability.

3.5.4 Input Preprocessing

• Images were resized to 224 × 224 pixels to
match the MobileNetV2 input requirement.

• Pixel values were normalized to [0, 1] by divid-
ing by 255.

• No flipping was applied, as horizontal or vertical
flips distort fingerprint ridge patterns.

3.5.5 Data Augmentation

• Rotation range: ±10°
• Width shift: ±0.1
• Height shift: ±0.1
• Zoom range: 0.1
• Horizontal and vertical flips: not used

As of now, data augmentation has only been per-
formed on the training set to enhance the model’s
generalization capabilities. Augmentation was done
by randomly rotating between 10 degrees, translating
in width and height by 10% each, and varying the
zoom by 10%. We didn’t use horizontal and vertical
flipping as the transformations are not suitable for
fingerprint images. The validation and test datasets
were only rescaled and did not undergo any augmen-
tation.

3.5.6 Model Architecture

• Base model: MobileNetV2 (pretrained on Ima-
geNet)

• Input shape: (224, 224, 3)
• Fine-tuned layers: top 50 layers
• Dropout rate: 0.3
• Final dense layer: 4 units with softmax activa-

tion

3.5.7 Optimizer and Training

• Optimizer: Adam
• Initial learning rate: 1e-4
• Learning rate schedule: ReduceLROnPlateau,

factor 0.5, patience 5 epochs
• Batch size: 32
• Epochs: 15

3.5.8 Experimental protocol and
reproducibility

In order to be reproducible and determine the sta-
bility of results, we did N = 5 independent training
runs using different random seeds (10, 20, 30, 40, 50).
We used the data split (70%/15%/15%) in terms of
train/validation/test as well as input preprocessing
(scale to [0,1], resize 224x224) and augmentation (ro-
tation +-10deg, widthheight shift 5, zoom 5). The
MobileNet model was optimized with the Adam op-
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timizer, learning rate 1e-4, batch size 32. It was de-
cided that a maximum of 15 epochs of training will
be available. An Early Stopping approach was used
to avoid overfitting and to ensure good generaliza-
tion by observing the validation accuracy. Training
was stopped after a maximum of a few epochs when
no improvement was seen in the validation accuracy,
and the weights of the model with the highest valida-
tion accuracy were reloaded before the training was
stopped. For the training images, a rotation range of
10° and width and height shift range of 0.1, and a
zoom range of 0.1 were used. No flip around the X or
Y axis was used as shown in Table 2. All experiments
were performed under the same settings. This strat-
egy guaranteed an efficient train while maintaining
the best performance of the model. All main metrics
(accuracy, precision, recall, F1 ) are also reported
with mean +- standard deviation per run and per-
class results, and normalized confusion matrices are
also reported. Code and model.h5 are all found at
Github Repo.

Table 2. Data Augmentation Parameters

Parameter Value

Rotation Range 10◦

Width Shift Range 0.1

Height Shift Range 0.1

Zoom Range 0.1

Horizontal Flip False

Vertical Flip False

3.6 Metrics

Following the training process, the model’s perfor-
mance is rigorously evaluated on the test set, which
contains images that the model has not encountered
during training. This evaluation provides an unbiased
assessment of the model’s ability to generalize to un-
seen data. A comprehensive set of metrics is utilized
to gauge the model’s performance:

3.6.1 Accuracy

Measures the overall correctness of the model’s pre-
dictions.

3.6.2 Loss

Quantifies the error in the model’s predictions.

3.7 Confusion Matrix

Provides a detailed breakdown of the model’s perfor-
mance by showing the counts of true positive, true
negative, false positive, and false negative predictions
for each class [36][37].

The confusion matrix is a table used to evaluate the
performance of a classification model by comparing
actual vs. predicted labels. It is structured as follows:

CM =

TP FP

FN TN


where:

• True Positives (TP)
• False Positives (FP)
• False Negatives (FN)
• True Negatives (TN)

3.8 Key Performance Metrics Derived from
the Confusion Matrix

3.8.1 Accuracy

Measures the overall correctness of the model:

Accuracy =
TP + TN

TP + TN + FP + FN
(3)

3.8.2 Precision (Positive Predictive Value)

Measures how many of the predicted positive cases
were correct:

Precision =
TP

TP + FP
(4)

3.8.3 Recall (Sensitivity or True Positive
Rate)

Measures how many actual positive cases were cor-
rectly identified:

Recall =
TP

TP + FN
(5)

3.8.4 F1-Score

Harmonic mean of Precision and Recall:

F1-Score =
2× (Precision × Recall)

Precision + Recall
(6)

3.8.5 Classification Report

Presents precision, recall, F1-score, and support for
each class, offering a more nuanced understanding of
the model’s performance across different classes.

3.8.6 ROC Curve (for multi-class
classification)

Visualizes the trade-off between true positive rate
and false positive rate for each class, illustrating the
model’s ability to discriminate between classes [38].
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Figure 4. Accuracy chart achieved after training the model

Figure 5. Loss chart achieved after training the model

4 Results

4.1 Environmental Parameters

The Kaggle Notebook environment is used for the
project, using a P100 GPU, and it depends on Tensor-
Flow/Keras and Python for the development. Using
libraries such as TensorFlow, keras, kagglehub, os,
shutil, random, matplotlib, pyplot, seaborn, numpy,
and sklearn, the project manages data, develops mod-
els, and visualizations.

4.2 Model Evaluation

4.2.1 Training Accuracy and Loss

4.2.2 Accuracy

A test accuracy with a 5 runtime was

• 0.8713527917861938
• 0.8613455295562744
• 0.8665300011634827
• 0.8705087900161743

Figure 6. Testing Accuracy and Loss Chart

• 0.8795514702796936

also Mean Accuracy: 0.8699 and Std Dev: 0.0060
were recorded, indicating the overall success of the
model in fingerprint image classification for authen-
ticity/tampering.

4.2.3 Loss

Test loss 0.2463 recorded indicates the performance
of the model on minimizing prediction errors.

4.2.4 Confusion Matrix

By analyzing the confusion matrix, we could view the
model’s predictions for each class in detail, such as in-
dices of true positives, true negatives, false positives,
and false negatives. The confusion matrix analysis
showed that most misclassifications were between the
Altered-Medium and Altered-hard classes. This obser-
vation indicates that these classes are close in ridge
distortions and structural properties and hence hard
to distinguish. The Real and Altered-Easy classes, on
the other hand, had significantly high classification
accuracy because of their unique fingerprint patterns.
The results suggest that further research is needed to
enhance the feature extraction process for fingerprints
that are highly distorted. By way of this analysis, we
could discuss the behavior of the model in different
classes and identify areas for further improvement as
shown in Figure 7.

4.2.5 Classification Report

The classification report presented precision, recall,
F1-score, and support for all classes, thus providing
the evaluator an opportunity to analyze the model’s
performance for each of the categories. The metrics
demonstrated information about the performance of
the model on different classes, allowing the model to
be targeted for alterations to improve its accuracy
as shown in Table 3. The test accuracy of the model
was found to be 88% in 5 runs. Per-class recall values
were [Altered-Easy=0.99 +- 0.02, Altered-Hard=0.77
+- 0.03, Altered-Medium=0.81 +- 0.02, Real=0.99
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Figure 7. Confusion Matrix obtained after Testing

Table 3. Classification Report for Fingerprint Class Detection

Class Precision Recall F1-Score Support

Altered-Easy 0.99 0.99 0.99 2691

Altered-Medium 0.81 0.81 0.81 2561

Altered-Hard 0.78 0.77 0.78 2142

Real 0.98 0.99 0.99 900

Accuracy 0.88 8294

Macro Avg 0.89 0.89 0.89 8294

Weighted Avg 0.88 0.88 0.88 8294

+- 0.02]. The hard alteration class had lower recall
as demonstrated by the normalized confusion matrix
as shown in Figure 7, which was expected, as the
difficulty increased. The Total Trainable Parameters
were 3,360,580, 38.64 MB of model file, and 62.87 ms
of an average inference time per image on P100.

4.2.6 ROC Curve (Multi-class)

The ROC curve supported the discriminative capa-
bilities of the model to assess the true difference be-
tween the real and synthetic fingerprints. By combin-
ing AUC values for each class, we were able to quan-
tify the model’s effectiveness, which further attests
to its ability to identify live fingerprints as shown in
Figure 8.

The results of the ROC analysis show very good
discrimination results at each fingerprint class. The
Real and Altered-Easy classes had an AUC of 1.00,
representing almost perfect separation from the other
classes. Even more complex and heavily altered finger-
prints achieved both an AUC of 0.96 in both Altered-
Medium and Altered-Hard classes, yet they are still
relatively easier to classify than the simpler classes. In
conclusion, these findings are in line with the findings
of the proposed MobileNet-based framework, which
performs very accurately and consistently in recog-
nizing real and altered fingerprint images, as shown

Figure 8. ROC Curve

in Table 4

Table 4. AUC Scores for Fingerprint Class Detection

Class AUC

Real 1.00

Altered-Easy 1.00

Altered-Medium 0.96

Altered-Hard 0.96

Average 0.92

5 Discussion and Comparison

This paper has tested a MobileNet-based model to
detect non-contiguous minutiae alterations in the SO-
COFing fingerprint dataset. In general, the model was
excellent in both the Real and Altered-Easy classes,
suggesting that light or simple modifications could
be detected using the transfer learning. Nevertheless,
the fact that the accuracy of the Altered-Medium and
Altered-Hard groups is smaller implies that it has
significant drawbacks that must not be overlooked.
Such patterns are normally more complex changes,
e.g., ridge perturbations, more faithful synthetic per-
turbations, or partial obliteration, that might not be
fully represented by MobileNet. As such, the present
results cannot be seen as the fact that the model is re-
sistant to any kind of advanced alteration or spoofing.

Another reason is that of the SOCOFing dataset
in itself. The distorted fingerprints in SOCOFing,
though being very popular, are artificially produced
by a set of predetermined distortion algorithms.
Though these synthetic changes can be experimented
with under control, they may not be a true represen-
tation of what happens in reality, including physical
abrasion, chemical modification, deliberate ridge
transplant, or sensor noise behaviour. As a result,
the results might not correspond to the functionality
of real-world systems, and cross-dataset validation is
crucial before implementation.
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In spite of these shortcomings, the model has two
outstanding strengths. The first one is that MobileNet
offers lightweight inference, which means that it can
be used in a system with limited hardware capabili-
ties, including edge devices or embedded biometric
systems. Second, the training pipeline is simple and
computationally efficient, and it can allow quick ex-
perimentation and may also be used in real-time fin-
gerprint authentication systems.

These findings also indicate a number of areas of
improvement. Recently, MobileNetV3, EfficientNet-
Lite, and MobileOne were shown to achieve good
performance in the area of biometric recognition and
presentation attack detection. To enhance efficiency,
MobileNetV3 uses a neural architecture search and a
squeeze and excitation model [39]. EfficientNet-Lite
achieves a balance between performance and efficiency
by applying compound scaling [40], while MobileOne
adopts structural reparameterization for deployment
in real time [41]. The above architectures have not
been tested in this work, but are good directions for
further research and could be used to further enhance
the identification of complex fingerprint alterations.

All in all, the model exhibits good baseline perfor-
mance on the simple and moderately altered finger-
prints, but more improvements are needed to handle
the highly complex alteration attacks and guarantee
the generalizability to synthetic datasets.

Here are two research works compared with this re-
search work that all use the same dataset (SOCOFing
(Sokoto Coventry Fingerprint Dataset)) to classify
fingerprints, so that one can compare the techniques
and results used.

The first work, Fingerprint Classification Using
Transfer Learning Technique, is a CNN trained with
Transfer Learning, which involves fine-tuning a pre-
trained model with fingerprint data. It was found
that the longer the training, the higher the accuracy,
even though it has been trained for 50 epochs, yield-
ing an accuracy of 81%, which is not a sign of low
performance!

In the second study, Comprehensive Method for
Fingerprint Classification, a more traditional hybrid
approach is used by extracting texture using Gabor
Filters and shape features with a HOG (Histogram of
Oriented Gradients), which are then given as input
for classical machine learning models such as Ran-
dom Forest and Naive Bayes. They report an 81%
accuracy, which is actually for their baseline CNN
without enhancements, and trained for 30 Epochs.
The point of this study is that they demonstrate that
well-architected traditional features can be competi-
tive to deep-learning baselines.

This research, called An Innovative Method for De-
tecting Double Identity Fingerprints, takes a novel ap-
proach and applies a lightweight deep learning archi-
tecture, originally developed for mobile and resource-
constrained systems, to the problem of double iden-
tity fingerprint detection. It was also found to have
the highest accuracy of 87% in fewer epochs, 15, than
either of the other three studies. This shows the effi-
ciency and effectiveness of MobileNet for fingerprint
classification tasks.

Overall, the Table 5 shows that the MobileNet
achieved better results than the CNN with Transfer
Learning and the hybrid traditional approach, with
a much lower training time. It indicates that the
training time is not the most important aspect of the
architecture and that lightweight architectures, such
as MobileNet, can produce better results even if they
perform fewer calculations.

Table 5. Comparison of Methods for Fingerprint Classification
Using the SOCOFing Dataset

Study Title Methodology Dataset Used Accuracy (%) Epochs

Fingerprint Classification Us-
ing Transfer Learning Tech-
nique

CNN + Transfer Learn-
ing

SOCOFing 81 50

Comprehensive Method for Fin-
gerprint Classification

Gabor Filters + HOG
+ ML (RF, NB)

SOCOFing 81 (CNN w/o
enhancement)

30

An Innovative Method for De-
tecting Double Identity Fin-
gerprints from Non-Contiguous
Minutiae-Based Attack Tech-
niques

MobileNet SOCOFing 87 15

6 Conclusion and Future Work

The Transfer learning model known as MobileNet was
used to identify both genuine and false altered indi-
vidual fingerprints in the SOCOFing dataset. The
dataset was separated into four classes. Real images,
Altered-Easy, Altered-Medium, and Altered-Hard. To
train the model dataset was split into 70% for Train-
ing, 15% for Validation, and 15% for Testing. Data
Augmentation was used to improve generalization
while preserving the natural characteristics of biomet-
ric data. After training the MobileNet model over 15
epochs, the model was found to be 88% in general
accuracy, thus showing that lightweight architectures
can be used to classify unaltered and slightly modified
fingerprints. Nevertheless, the decline in performance
in the case of medium and hard alteration levels sug-
gests that more advanced spoofing patterns have not
yet been easy for MobileNet. As such, the outcomes
can be viewed as an encouraging benchmark instead
of an all-purpose answer to non-contiguous minutiae
attacks of high complexity.

The results indicate that further research on three
dimensions should be conducted: (1) testing on var-
ious real-world datasets to enhance the generaliz-
ability, (2) testing innovative architectures, includ-
ing MobileNetV3, EfficientNet-Lite, or hybrid CNN-
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Transformer models, and (3) combining conventional
feature-based fingerprint analysis with deep learning.
Future studies that consider these factors could result
in more valid systems of detection in order to deal
with a wide spectrum of alteration methods.

In short, although the suggested approach has a po-
tential in resource-constrained biometric systems, fur-
ther refinement and cross-dataset testing are needed
before it is possible to be deployed in real operational
settings.
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