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1 Introduction

Ensuring secure and continuous access in smart environments requires dynamic
and context-aware policy enforcement, which traditional access control models
cannot adequately support. This paper presents SmartUcon, a model-driven
domain-specific modeling language (DSML) based on the UCON+ model,
designed for specifying and managing usage control policies in IoT-enabled
and cyber-physical systems. SmartUcon provides a Sirius-based graphical
editor for intuitive policy modeling, along with an EGL-based code generator
that automatically transforms high-level models into executable Axiomatics
Language for Authorization (ALFA) policies. The semantics of the DSML
are defined translationally via explicit mapping rules to ALFA, ensuring
semantic preservation. The framework further incorporates design-time conflict
detection and model-time validation using the Epsilon Validation Language
(EVL) to reduce policy misconfigurations. To evaluate its applicability, 14
case studies were developed across five domains—smart vehicles, smart homes,
smart cities, healthcare, and industrial systems—while a user study with 32
participants and statistical significance tests confirm the usability advantages of
graphical modeling. A structural comparison with related metamodels confirms
its superior coverage of obligations, advice, and device interactions. Overall,
SmartUcon offers a practical and extensible model-driven solution for secure
and trustworthy policy enforcement in smart environments.

(© 2026 ISC. All rights reserved.

tions, which require reliable mechanisms for informa-
tion security and trustworthy policy enforcement [1].

ith the rapid growth of smart environments and
the proliferation of Internet of Things (IoT) and
cyber-physical systems, the need for fine-grained, con-
tinuous, and context-aware access control has become
increasingly critical. These environments often involve
sensitive data exchanges and security-critical interac-
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Traditional access control models, such as Manda-
tory Access Control (MAC) [2], Discretionary Access
Control (DAC) [3], and Role-Based Access Control
(RBAC) [4], were primarily designed for static envi-
ronments and lack the flexibility required to support
dynamic and heterogeneous ecosystems. Attribute-
Based Access Control (ABAC) [5] improved flexibil-
ity by leveraging user, resource, and environmental
attributes, yet it still makes one-time decisions at ac-
cess request and does not adequately support ongoing

1S¢0ured)



el-Driven Framework for Secure Usage Control in Smart Environments — Asmand Joneghani, and Samimi-Dehkordi

control or dynamic trust adaptation [6].

To address these limitations, the Usage Control
(UCON) model was introduced, extending access con-
trol to enable continuous monitoring and dynamic
enforcement of policies during the entire usage ses-
sion [7]. UCON counsiders not only authorizations
but also obligations and environmental conditions
throughout the interaction, and it introduced the
three phases of control: pre-authorization, ongoing-
authorization, and post-authorization. However, even
UCON remains insufficient for highly dynamic envi-
ronments, such as smart homes, vehicles, and health-
care systems, where real-time reevaluation, contex-
tual trust management, and policy adaptation are
essential [8, 9.

UCON+ was proposed as an enhanced model to ad-
dress these shortcomings by introducing hierarchical
structures, separating decision-making components,
and providing stronger support for the three control
phases, along with the integration of additional mech-
anisms such as trust management and delegation [8].
Despite these advances, existing tools and frameworks
in software engineering still provide limited support
for expressing and enforcing complex usage control
policies in smart environments. Many domain-specific
languages (DSLs) and metamodels have been intro-
duced, but most are rooted in traditional paradigms
and fail to fully capture the requirements of IoT-
enabled contexts, especially in terms of security as-
surance, policy consistency, and traceability [10].

In this paper, we present SmartUcon, a model-
driven domain-specific modeling language (DSML)
based on the UCON+ model. The goal of SmartU-
con is to bridge the gap between high-level policy
specification and executable enforcement in dynamic
smart environments. Instead of requiring manual pol-
icy coding, the proposed approach enables policy de-
signers to specify usage control policies at a higher
level of abstraction, thereby improving consistency
and reducing modeling complexity.

The contributions of this paper can be summarized
as follows:

e We design a UCON-+-based [8] metamodel that
captures essential policy components, includ-
ing conditions, obligations, advice, context, and
device interactions.

e We implement a graphical modeling tool using
the Sirius framework [11] that supports intu-
itive, visual construction of usage control poli-
cies.

e We develop an EGL-based transformation
mechanism [12] that automatically generates
code of Axiomatics Language for Authorization
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(ALFA) [13] from models, reducing manual
coding effort.

e We evaluate SmartUcon through 14 case stud-
ies across diverse domains (e.g., smart homes,
smart vehicles, healthcare, and industry) and
compare it with existing metamodels in terms
of structural complexity and coverage.

e We assess the usability of the graphical tool
through a user study and questionnaire-based
evaluation, providing empirical insights into its
practicality, security assurance, and user accep-
tance.

Despite these contributions, a closer examination
of existing UCON+ DSLs and related modeling ap-
proaches reveals several limitations that motivate this
work. First, many existing solutions primarily focus
on policy specification at an abstract level, without
providing a fully integrated model-driven pipeline
that connects modeling with executable enforcement.
Second, support for dynamic smart environment con-
cepts—such as sensors, contextual conditions, and
event-driven adaptations—is often limited or only
partially addressed. Third, several approaches rely
on textual policy specification or partially automated
transformations, which can introduce complexity and
increase the likelihood of human errors, particularly
for non-expert users.

In contrast, SmartUcon aims to address these gaps
by combining model-driven engineering principles
with explicit support for context-aware policy model-
ing and automated transformation toward executable
policies. This integration facilitates a more practi-
cal and structured approach to policy engineering in
smart environments.

The remainder of this paper is organized as fol-
lows. Section 2 provides the necessary background on
model-driven engineering, domain-specific languages,
and access,/ usage control models. Section 3 introduces
a motivating example to illustrate the challenges of
UCON-+ in smart environments. Section 4 reviews
related work in access and usage control modeling.
Section 5 presents the proposed DSML, including its
abstract syntax, concrete syntax, and semantics. Sec-
tion 6 evaluates the applicability, usability, and qual-
ity of the proposed approach through case studies and
structural comparison. Finally, Section 7 concludes
the paper and outlines future research directions.

2 Background

Model-Driven Engineering: Model-Driven Engi-
neering (MDE) is a software development paradigm
that emphasizes the use of high-level models as pri-
mary artifacts rather than source code. Models ab-
stract system functionality and constraints, and meta-
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models define their structure and semantics. MDE
promotes automation through model transformations,
enabling tasks such as validation, analysis, and code
generation. By shifting focus from low-level imple-
mentation to abstract modeling, MDE reduces com-
plexity, increases productivity, and improves system
quality [14, 15]. A key element in MDE is the model-
to-code transformation process, where executable arti-
facts are automatically generated from models, ensur-
ing consistency and maintainability across different
platforms [12].

Domain-Specific Languages (DSLs): The DSL
languages are specialized languages tailored to a par-
ticular application domain. Unlike general-purpose
languages (GPLs), DSLs raise the level of abstraction
by focusing on domain-specific concepts, enabling
stakeholders to specify and analyze systems without
being concerned with low-level implementation de-
tails [16]. DSLs are widely used in diverse areas such
as embedded systems, financial systems, and indus-
trial control, where precision and domain expressive-
ness are essential [17].

Domain-Specific = Modeling Languages
(DSMLs): A particular class of DSLs are DSMLs,
which are designed within the MDE framework [18].
DSMLs are defined by a metamodel that formally
captures the concepts, relationships, and constraints
of a specific domain, and are often accompanied
by a concrete syntax (graphical or textual) and
transformation rules to generate executable artifacts.
Compared to textual DSLs, DSMLs provide stronger
integration with modeling tools, automated transfor-
mations, and validation against their metamodels. In
the security domain, DSMLs enable policy design-
ers to specify access and usage control policies at
a higher level of abstraction, validate them against
formal constraints, and automatically transform
them into executable code or configuration files. This
model-driven approach increases precision, reduces
human errors, and ensures consistency between the
conceptual model and its implementation.

Access Control Models: Access control is a
fundamental mechanism for regulating access to re-
sources in computing environments. Classical mod-
els include Discretionary Access Control (DAC) [3],
where resource owners assign permissions; Mandatory
Access Control (MAC) [2], where centralized policies
enforce strict rules based on security labels; and Role-
Based Access Control (RBAC) [4], where permissions
are associated with roles rather than individual users,
enhancing scalability. Attribute-Based Access Con-
trol (ABAC) [5] extends these approaches by making
fine-grained decisions based on user, resource, and
environmental attributes. Although ABAC improves

flexibility, it is typically based on one-time autho-
rization decisions and does not support continuous
monitoring during resource usage.

Usage Control: Usage Control (UCON) was in-
troduced to address the limitations of traditional
access control models [7]. UCON unifies concepts
from access control, trust management, and digital
rights management. It continuously monitors autho-
rizations, obligations, and conditions throughout the
entire usage session. UCON supports mutability of at-
tributes and reevaluates policies at three phases: pre-
authorization, ongoing, and post-authorization [19,
20]. Despite these advantages, UCON has limited ap-
plicability in highly dynamic and heterogeneous envi-
ronments such as loT-enabled smart homes, vehicles,
and healthcare systems [8].

UCON+: To overcome these limitations, UCON-+
extends UCON by incorporating hierarchical policy
structures, continuous reevaluation across all three
phases, and advanced features such as policy dele-
gation and trust management [8]. UCON+ is par-
ticularly suitable for cyber-physical and IoT envi-
ronments, where environmental conditions and user
contexts change rapidly. However, current tools and
frameworks provide limited support for modeling and
enforcing UCON+ policies. This gap underlines the
need for a UCON+--oriented domain-specific modeling
language that formalizes complex and context-aware
security requirements within the scope of model-
driven engineering.

3 DMotivating Example: UCON+ in a
Smart Home Environment

To illustrate the need for a model-driven approach,
consider a smart lock in a smart home. The lock
must enforce continuous, contexrt-aware access for a
guest, based on identity, trust level (>0.7), time (8:00-
20:00), and homeowner proximity (<5m). UCON+ [8]
supports pre-, ongoing-, and post-authorization with
obligations (e.g., log entry), advice (e.g., notify
owner), and delegation — unlike traditional models
limited to the ongoing phase.

Verfy dentity Time, Proximity, Trust Continues Monitoring Revoke access
Permitif Conditions et Den, o

Figure 1. UCON+ control flow for smart lock access control.

Challenge: Manual ALFA is complex and
error-prone. The ongoing phase alone requires mul-
tiple rules for continuous monitoring. For example:

1S¢0ured)



rule Ongoing_TimeWindowBreak {
effect Deny
condition
environment.currentTime < time("
08:00:00")
or environment.currentTime > time("
20:00:00");
advice notify-owner on Deny;
obligation set-homeowner-only-mode on
Deny;
}

rule Ongoing_OwnerAway {
effect Deny
condition environment.
ownerProximityMeters > 5.0;
advice notify-owner on Deny;
obligation set-homeowner-only-mode on
Deny;
}

rule Ongoing_TrustDrop {
effect Deny
condition subject.trustLevel < 0.70;
advice notify-owner on Deny;
obligation set-homeowner-only-mode on
Deny;
}

Listing 1: Ongoing Phase: Time, Proximity, and Trust
Monitoring (ALFA)

This snippet shows the syntactic burden: nested
conditions, multiple obligations, and advice across
rules. The complete ALFA policy (7 files, 150+ lines)
is available as a supplementary PDF"

Download Full ALFA Code (PDF)

This complexity motivates SmartUcon: a DSML
that enables graphical modeling, metamodel validation,
and automatic ALFA generation, reducing errors and
effort.

4 Related Work

Existing research on access and usage control spans
smart contracts, IoT, cloud, and cyber-physical sys-
tems, with several works emphasizing formalization
and verification of policies. T"oberg et al. [21] model
RBAC policies for Ethereum contracts using code gen-
eration and formal verification, while Zhang et al. [22]
and Grompanopoulos et al. [23] employ TLA/TLA+
to formalize UCON ¢ semantics and verify decision
continuity. Complementary studies address enforce-
ment in smart environments: UCIoT [24] enables us-
age control in IoT homes; SIUV [25] and the work of
Ashutosh et al. [26] target the automotive domain;
and Laamech et al. [27] integrate usage control with
semantic reasoning for privacy preservation. Surveys
such as Akaichi and Kirrane [28] and Gupta et al. [29]
synthesize challenges and opportunities but do not
provide model-driven support.
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In parallel, DSL and MDE techniques have in-
creasingly been used to improve the abstraction,
automation, and correctness of security policy en-
gineering. Several contributions introduce DSLs for
access or usage control, including deontic-rule-based
specifications [30], the IEC 62443 DSL for industrial
systems [31], and DSLs dedicated to UCON+ [8] and
HoBAC [32]. Model-driven approaches also appear
in domains such as conversational interfaces [33]
and smart environments through SmAuto [17],
which demonstrates the benefits of automated val-
idation and code generation. Other works, such
as Reina Quintero et al. [7], combine DSLs with
MDE transformations to integrate UCON modeling
into mainstream software practices, whereas Zero-
Trust—oriented solutions like ZTA-IoT [34] incorpo-
rate dynamic authorization but lack model-based
automation.

Recent research highlights a growing convergence
between Zero-Trust principles, usage control, and
model-driven development. Works such as ZTA-
IoT [34] and HoBACDSL [32] show how trust-based
reasoning and DSLs can enhance expressiveness and
adaptability, while SmAuto [17] and the IEC 62443
DSL [31] demonstrate the increasing integration of
MDE for automation and standard compliance.

Research gap.As shown in Table 1, while exist-
ing DSLs and metamodels address certain aspects
of usage control, a comprehensive solution that fully
integrates UCON+ semantics with a complete model-
driven engineering pipeline remains absent. For in-
stance, Reina Quintero et al. [7] propose a DSL for
UCON policies with transformation to XACML, but
their work targets the original UCON model and does
not incorporate the hierarchical policy structures,
trust management, and continuous reevaluation ca-
pabilities defined in UCON+. Similarly, SmAuto [17]
offers a domain-specific language for general smart
environment application development, yet it is not
designed for security policy specification and lacks
constructs for authorization, obligations, or advice.

In contrast, SmartUcon bridges this gap by provid-
ing: (i) a metamodel explicitly aligned with UCON-+
constructs, including support for context-aware sen-
sors, events, and device interactions; (ii) an integrated
Sirius-based graphical editor that reduces modeling
complexity; and (iii) an automated EGL-based trans-
formation to executable ALFA policies. This combi-
nation enables end-to-end policy engineering—from
high-level visual specification to deployable enforce-
ment—specifically tailored for the dynamic and het-
erogeneous nature of [oT-enabled smart environments.
Unlike prior efforts that focus on isolated aspects of
modeling or enforcement, SmartUcon unifies these
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dimensions within a single, extensible framework,
thereby offering a more practical and cohesive solu-
tion for usage control in smart environments.

5 SmartUcon: The Proposed DSML

5.1 Overview

SmartUcon is designed to facilitate the specification
and implementation of UCON+ policies in smart en-
vironments. As demonstrated in the motivating ex-
ample, directly encoding policies in a low-level lan-
guage such as ALFA requires significant expertise and
is prone to errors, particularly when addressing the
three phases of usage control (pre-, ongoing, and post-
authorization), as well as obligations, advice, and
delegation. The DSML addresses these challenges by
providing a higher level of abstraction through mod-
eling constructs that capture the essential concepts
of UCON+ in a structured manner.

SmartUcon is developed within a Model-Driven En-
gineering (MDE) framework and consists of four main
components: (1) Abstract Syntax: a metamodel
that formally specifies the concepts of UCON+ (sub-
jects, resources, actions, environments, conditions,
obligations, advice, and delegation) and their relation-
ships. (2) Concrete Syntax: a Sirius-based graph-
ical editor [11] that provides intuitive notations for
policy designers to create and manipulate UCON-+
models. (3) Semantics: defined in a translational
manner, where the meaning of each modeling con-
struct is given by its transformation into equivalent
constructs in a target policy language (ALFA). In
this way, semantics and code generation are inher-
ently connected. (4) Model Transformation and
Code Generation: an EGL-based mechanism that
performs these transformations, automatically gener-
ating executable ALFA policies from high-level DSML
models.

By grounding semantics in transformation, Smar-
tUcon ensures that policies are both formally speci-
fied and directly executable. This systematic, model-
driven approach enables stakeholders to focus on pol-
icy intent at a conceptual level while ensuring cor-
rectness, reducing manual effort, and bridging the
gap between high-level UCON+ specifications and
low-level ALFA enforcement.

5.2 Abstract Syntax

The abstract syntax of SmartUcon is defined by a
metamodel that captures the essential concepts of
UCON+ and their relationships. The metamodel for-
malizes the structure of the language in terms of
classes, attributes, and associations, and serves as the
foundation for policy modeling. Figure 2 illustrates

the proposed metamodel.

At the root of the model, the UconPlus class encap-
sulates one or more PolicySet instances, represent-
ing logical groupings of policies and their associated
networks. A PolicySet aggregates Policy elements
and may contain obligations and advice, with combi-
nation operators (e.g., DenyOverrides, PermitOver-
rides) defined through the Combining class.

Each Policy is composed of one or more Rule
elements. A rule represents an authorization decision
and may take the form of either Permit or Deny. Rules
are associated with TargetClause and Condition
classes, which specify the logical expressions that
must be satisfied for evaluation. These expressions
are defined in the Expression class using logical and
comparison operators. Policies and rules can also
trigger Obligation and Advice instances, providing
mechanisms for actions to be executed or notifications
to be delivered alongside authorization results.

The metamodel further incorporates entities to
model the execution environment. The Device and
Network classes capture the structure of smart envi-
ronments, while the Sensor class provides context-
awareness by continuously supplying environmental
data. The Context and Event classes represent dy-
namic conditions and state changes, enabling contin-
uous and adaptive enforcement of policies.

Attributes in the metamodel are categorized
into subject, resource, action, and environmental
attributes. They may be predefined (e.g., identity,
time, location) or custom-defined to capture domain-
specific requirements. This extensibility ensures that
the DSML can be adapted across diverse smart
environments.

Overall, the metamodel extends traditional access
control representations by explicitly supporting obli-
gations, advice, context, delegation, and sensor-driven
environmental conditions, thereby capturing the full
expressive power of UCON+.

On Aggregation vs. Composition in the
Metamodel The proposed metamodel is imple-
mented using the Ecore framework, which does
not explicitly distinguish between aggregation and
composition in the same way as UML. Instead, con-
tainment references in Ecore are used to represent
ownership and lifecycle dependencies between ele-
ments. In this work, containment relationships are
used to ensure structural integrity and enforce hier-
archical organization of policy elements. While some
of these relationships may conceptually correspond
to aggregation, they are modeled as containment in
Ecore due to tooling constraints and to guarantee
model consistency. This design choice does not affect
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Table 1. Comparison of Related Works (AC=Access Control, UC=Usage Control, CG=Code Generation, GM=Graphical Modeling,
CA=Context-awareness, II=IoT-Integration, v'=fully supported, ~ =partially supported, X = no support )

Relatedwork Year AC UC DSL MDE CG GM CA II Smart Environment
Toberg et al. [21] 2022 v x X v v o x x X Smart Contracts
Zhang et al. [22] 2004 ~ Vv X X X X X X None
Grompanopoulos et al. [23] 2021 ~ v X X X X X X None
Marra et al. [24] 2017 ~ Vv X X X X o~V Smart Home
Vaudey et al. [31] 2024 ~ x VY v x v x x  Industrial Systems
Planas et al. [33] 2023 v x VYV v v o x x X None
Panayiotou et al. [17] 2024 x x Y v v x Vv v Smart Home, CPS
Laamech et al. [27] 2023 ~ v X X X X v Y Smart Vehicle
Hariri et al. [25] 2021 v Vv X X X x vV Smart Vehicle
Ashutosh et al. [26] 2023 v x Vv X X x vV Smart Vehicle
Ameer et al. [34] 2024 v Vv X X X X ~ Y IoT Systems
Diallo and Adda [32] 2024 v x Vv X v o ox x Y Smart Home
Hariri et al. (8] 2023 ~ Vv X X X X v v Smart Home, Vehicle
Reina Quintero et al. [7] 2022 ~ v v v o x v X None
Akaichi and Kirrane [30] 2022 ~ v V X X x Vv X None
SmartUcon 2026 ~ v OV v v v v v All Smart Environments
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Figure 2. Proposed UCON+ Metamodel

the semantics of the modeling language, but rather
reflects the underlying implementation mechanism of
the modeling framework.

5.3 Concrete Syntax

The concrete syntax of SmartUcon is realized through
a graphical editor that provides an intuitive repre-
sentation of the concepts defined in the UCON+

ISeﬂur@

metamodel. This editor is implemented with the Sir-
ius framework, which directly supports Ecore-based
metamodels, and enables policy designers to visually
construct, edit, and validate usage control models.

Each element of the metamodel (e.g., policies, rules,
conditions, obligations, advice, contexts, devices, and
events) is represented by a dedicated graphical symbol
or icon. Through drag-and-drop interactions, users
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can add elements to the modeling canvas, define their
relationships via graphical links, and configure their
attributes in the properties panel. This visual rep-
resentation reduces the complexity of policy speci-
fication and facilitates the design process for both
experts and non-experts.

Figure 3 illustrates the editor applied to a lane-
change control scenario in a smart vehicle. In this
model, multiple Permit rules are specified to prevent
accidents, optimize traffic flow, and ensure safety.
Each rule is associated with conditions, contextual
attributes, events, and sensors, and may include obli-
gations for automated actions as well as advice for
user or system notifications.

The editor supports hierarchical representation of
policies and rules, multiple combining operators, and
visualization of decision flows, while ensuring struc-
tural conformance to the metamodel. By providing an
interactive and user-friendly interface, the concrete
syntax enhances model comprehensibility, improves
design quality, and reduces the likelihood of concep-
tual errors during policy specification.

Graphical vs. Textual Modeling Justification.
One possible alternative to the proposed graphical
DSML is a textual modeling language. However, tex-
tual approaches in this domain tend to resemble policy
languages such as ALFA, which require programming
expertise and impose a significant cognitive burden on
non-expert users. In contrast, the primary objective
of SmartUcon is to enable domain experts—who may
not have strong programming backgrounds—to spec-
ify usage control policies at a conceptual level. The
graphical modeling approach reduces syntactic com-
plexity, improves comprehensibility, and minimizes
user errors, as also confirmed by the usability eval-
uation results ( Section 6.2). Therefore, the choice
of a graphical DSML is not merely a design prefer-
ence, but a deliberate decision to improve accessibil-
ity, reduce cognitive load, and bridge the gap between
security concepts and practical policy specification.

5.4 Semantics Definition

The semantics of SmartUcon are defined translation-
ally via a model-to-text transformation into the ALFA
policy language. Although a fully formal operational
or denotational semantics is beyond the scope of this
work, we provide a semi-formal specification that clar-
ifies how model constructs are interpreted and ensures
consistency with the intended UCON+ behavior.

5.4.1 Mapping Rules

Each element of the SmartUcon metamodel is system-
atically mapped to a corresponding ALFA construct:

e PolicySet — ALFA policyset with combin-
ing algorithm derived from the Combining class
(e.g., denyQOverrides).

e Policy — ALFA policy containing one or more
rule instances.

e Rule (either Permit or Deny) +— ALFA rule
with an effect of Permit or Deny.

e TargetClause and Condition — ALFA
condition block composed of logical and com-
parison expressions over attributes.

e Obligation — ALFA obligation block exe-
cuted on Permit or Deny decisions.

e Advice — ALFA advice block providing op-
tional notifications.

e Context, Event, and Sensor — ALFA
attributes accessed via subject, resource,
action, or environment designators.

e Device and Network — resource attributes
in ALFA policies.

This mapping is structure-preserving, meaning
that the hierarchical organization of PolicySet —
Policy — Rule — Condition is maintained in
the generated ALFA code.

5.4.2 Semantic Preservation Property

Let M be a SmartUcon model and T'(M) its generated
ALFA policy. For any access request evaluated under
equivalent attribute values and context, the decision
produced by T'(M) is consistent with the intended
UCON+ semantics of M. This property is ensured by:
(i) a deterministic transformation process, (ii) explicit
mapping of all decision-relevant elements, and (iii)
preservation of policy structure and evaluation order.

5.4.3 Alignment with UCON-

The transformation preserves the three evalua-
tion phases of UCON+ (pre-, ongoing-, and post-
authorization) by structuring ALFA policies accord-
ingly. For ongoing conditions, ALFA condition
blocks are embedded within rule elements, ensuring
continuous reevaluation as attributes change.

5.4.4 Limitations

The transformation is deterministic and rule-based;
for a given input model, the generated ALFA code is
uniquely determined. However, we do not provide a
formal proof of semantic equivalence between Smar-
tUcon models and generated ALFA policies. Estab-
lishing such guarantees using formal verification tech-
niques is left for future work.
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Figure 3. Graphical editor for modeling usage control policies (the motivating example)

5.5 Conflict Detection and Resolution

Due to the expressiveness of SmartUcon, policy con-
flicts may arise at different levels:

e Rule Conflicts: Two or more Rule instances
may evaluate to Permit and Deny under the
same conditions, leading to ambiguous autho-
rization decisions.

e Obligation—Advice Conflicts: Obligations
(mandatory actions) and advice (optional no-
tifications) attached to the same Policy or
Rule may prescribe contradictory actions (e.g.,
log_entry vs. do_not_log).

e Contextual Inconsistencies: Incomplete or
conflicting definitions of Context and Event
elements may cause runtime evaluation errors.

SmartUcon addresses these issues at three levels:

e Design-Time Conflict Avoidance. The
metamodel enforces that each PolicySet
must specify a Combining operator (e.g.,
DenyOverrides, PermitOverrides). This op-
erator defines the resolution strategy for con-
flicting rules within the set. In the generated
ALFA code, the combining algorithm is explic-
itly declared, ensuring deterministic evaluation.

e Model-Time Validation. Using the Epsilon
Validation Language (EVL) [35], we can de-
tect potential conflicts before code generation.
For example, two Rule elements with identical
TargetClause and Condition but opposite ef-
fects (Permit vs. Deny) can be detected by an
EVL contraint.

e Runtime Priority. For obligations vs. ad-
vice, the transformation prioritizes obligations

ISeﬂur@

by placing them in ALFA obligation blocks
(which must be fulfilled), while advice is placed
in advice blocks (which are optional). If both
exist, the policy engine will enforce obligations
first.

While the current implementation provides concep-
tual conflict handling, a full-fledged automated con-
flict resolution engine—capable of suggesting pol-
icy merges or detecting semantic contradictions—is
planned for future extensions.

5.6 Model Transformation and Code
Generation

While semantics define the mapping in principle, their
practical realization is achieved through automated
model-to-text transformation. To this end, the Ep-
silon Generation Language (EGL) [12] is employed
to generate ALFA policies [13] from DSML models
conforming to the UCON+ metamodel. EGL enables
systematic traversal of the model and the structured
emission of policy code, ensuring that all semantics-
preserving mappings are faithfully implemented.

In this research, dedicated EGL templates were
developed to cover the complete range of UCON-+
constructs, including attributes, policies, rules, obliga-
tions, advice, and delegation. Approximately 600 lines
of EGL templates were implemented, which were ap-
plied to 14 representative case studies. The approach
significantly reduces manual coding effort, prevents
common syntactic and semantic errors, and guaran-
tees consistency between the graphical model and the
executable policy.
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6 Evaluation

After the design and implementation of SmartUcon
for UCON+ policies in smart environments, a system-
atic evaluation is required to validate its effectiveness
and practicality. The evaluation serves two purposes:
(i) to examine whether the language fulfills its de-
sign objectives in terms of expressiveness, usability,
and precision, and (ii) to provide empirical evidence
regarding its applicability across diverse domains.

To this end, the DSML is assessed along four com-
plementary dimensions:

e Applicability: the ability of the language to
represent different usage control scenarios in
heterogeneous domains (e.g., smart homes, con-
nected vehicles, and healthcare) and the com-
plexity of the resulting models.

e Usability: the ease with which practitioners
can learn and use the language through its
graphical editor, including intuitiveness of nota-
tion and effort reduction compared to manual
ALFA coding.

e Security: the assessment of the framework’s
ability to reduce policy misconfigurations and
enforce structural correctness through static
validation mechanisms.

e Software Quality: the evaluation of the DSML
and supporting toolset against standard qual-
ity attributes in model-driven engineering, in-
cluding understandability, maintainability, and
extensibility of the generated models and code.

Together, these perspectives provide both quanti-
tative and qualitative insights into the strengths and
limitations of the proposed approach, and establish
its relevance to real-world smart environments.

6.1 Applicability

One of the primary criteria for evaluating a DSML
is its applicability in diverse and realistic scenarios.
Applicability refers to the language’s ability to ac-
curately and precisely model the requirements of
the target domain. In this research, to evaluate the
applicability of SmartUcon, a set of 14 case stud-
ies in various domains—including smart vehicles,
smart cities, smart homes, healthcare, and industrial
environments—were designed and implemented. Each
case study followed a three-stage modeling process:

e Graphical modeling using the designed editor
based on the UCON-+ metamodel.

e Automatic transformation of the model into
ALFA code using the developed EGL template.

e Evaluation of model complexity by counting the
number of classes, attributes, and relationships
used.

6.1.1 Representative Case Studies

Fourteen case studies across five domains demonstrate
SmartUcon’s expressiveness and code generation ef-
ficiency. Each policy was modeled using the DSML,
validated against the metamodel, and transformed
into ALFA via EGL templates. On average, 95% of
the expected ALFA code was automatically gener-
ated, requiring only minor manual adjustments.

e In Smart Vehicles, three cases were imple-
mented: Case 1 Car Speed Adaptation with
three rules for wet/icy roads, traffic density,
and adverse weather; Case 2 Car Route Op-
timization using three rules for congestion,
roadblocks, and low fuel; and Case 3 Car Lane
Change with three rules based on proximity,
traffic flow, and visibility.

e In Smart Cities, Case 4 City Emergency Situ-
ation used one Permit rule for accident or fire
detection; Case 5 City Light Management ap-
plied two rules for low ambient light and energy
constraints; and Case 6 City Traffic Manage-
ment employed two Permit rules for peak and
off-peak traffic optimization.

e In Smart Homes, Case 7 Home Resource Control
included four rules for guest events, gaming,
water usage, and network security; Case 8 Home
Management used three Permit rules for door
security, HVAC control, and automated lighting;
and Case 9 Environmental Control applied three
Permit rules for waste management, air quality,
and garden irrigation.

e In Healthcare, Case 10 Hospital Nurse Manage-
ment activated one Permit rule during patient
surges; Case 11 Hospital Patient Monitoring
used one rule for critical heart rate alerts; and
Case 12 Hospital Room Entrance enforced one
Deny rule for unauthorized access.

e In Industrial Environments, Case 13 Factory
Machine Operators combined one Permit and
one Deny rule for role, training, and time re-
strictions; and Case 14 Factory Production Ma-
chine Safety applied two Deny rules for high
temperature and operational errors.

Full details of all 14 case studies — including
policy models, generated ALFA code, execution
logs, and performance metrics — are available in
the supplementary PDF.

Results: All policies were successfully modeled,
validated, and executed. The high automation rate
confirms SmartUcon’s ability to abstract UCON-+
complexity while preserving full expressiveness across
dynamic IoT domains.
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6.1.2 Analysis of Evaluations

Model Complexity. To assess the coverage and
capability of the proposed modeling language in han-
dling diverse and complex scenarios, the complexity
of the designed models was analyzed. Complexity was
measured using three main metrics for each model:
the number of classes, attributes, and relationships.
Table 2 provides the detailed results of this analysis.
These metrics demonstrate that the developed mod-
eling language can handle models with both low and
high levels of complexity. For instance, the Home-
ResourceControl model, with 55 classes, 103 at-
tributes, and 35 relationships, is one of the most com-
plex cases successfully designed and analyzed with
the proposed language. At the same time, relatively
small models such as CityEmergencySituation,
with only 22 classes, also confirm that the language
scales well to lightweight scenarios.

Table 2. Complexity of Designed Models

Model Classes Attributes Relationships
CarSpeed Adaptation 52 108 39
CarRouteOptimization 50 116 40
LaneChange 47 105 37
CityEmergencySituation 22 58 16
CityLightManagement 35 83 25
TrafficManagement 38 92 31
HomeResourceControl 55 103 35
HomeManagement 45 94 32
EnvironmentalControl 37 142 41
HospitalNurseManagement 23 58 16
HospitalPatientMonitoring 27 63 18
RoomEntrance 24 63 18
FactoryMachineOperators 26 65 19
ProductionMachineSafety 40 84 29

Distribution of Metamodel Classes. To eval-
uate the depth of concept coverage by the modeling
language, the distribution of key metamodel classes
across the 14 case studies was analyzed. Classes such
as Rule, Condition, TargetClause, Context, Event,
Sensor, Advice, Obligation, Assignment, Actuator,
Device, Network, and Combining form the core com-
ponents of each model. The distribution of these
classes across different case studies highlights the flex-
ibility of the proposed language in addressing diverse
requirements. For example, the CarSpeedAdaptation
model includes 3 rules, 3 conditions, 4 target clauses,
and 3 obligations, demonstrating multi-layered policy-
making with diverse decision criteria. The Environ-
mentalControl model uses 5 sensors and 3 pieces of
advice, showing high diversity in inputs and system
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responses for smart home automation. Such results
show that the designed metamodel components are
effective not only in simple models but also in com-
plex, large-scale scenarios.

Analysis of Generated ALFA Code. The eval-
uation of the ALFA code generated by the EGL tem-
plates indicates that the approach can automatically
produce the majority of the required code with limited
need for manual intervention. Table 3 summarizes the
results for all case studies, reporting the generated,
corrected, and manually added lines of code, along
with their corresponding percentages relative to the
final code size. Across all models, between 92% and
100% of the final code was automatically generated.
The proportion of corrected lines remained generally
below 12%, except in a few complex cases such as
EnvironmentalControl and HomeResourceControl,
where it reached 15.2% and 13.5%, respectively. Man-
ual additions were rare, typically below 5%, and only
exceeded this threshold in HomeManagement (8.1%).
These findings confirm that the proposed approach is
effective in automatically generating ALFA policies,
while the small share of corrections and manual code
highlights concrete opportunities for template refine-
ment (e.g., namespace extraction, obligation handling,
and advice generation). Overall, the results demon-
strate both the feasibility of the approach and its scal-
ability across diverse smart environment scenarios.

Overall Discussion. The evaluation of the
proposed modeling language across 14 case studies
demonstrates its effectiveness in modeling a wide
range of smart environment scenarios, from traffic
management and industrial safety to healthcare and
home automation. The analysis of model complexity
confirms that the language can handle both simple
and highly composite structures, while the distribu-
tion of metamodel classes shows that its concepts
remain applicable across diverse domains. The graph-
ical editor played a key role in facilitating this process
by making abstract policy concepts visually accessi-
ble and by streamlining the transition from models
to executable ALFA code. Furthermore, the ability
to analyze and validate policies at the modeling stage
proved valuable for ensuring correctness and reducing
errors before deployment. Overall, the results indicate
that SmartUcon is both expressive and practical, ef-
fectively bridging the gap between high-level UCON+
concepts and their low-level implementations.

6.2 Usability Evaluation

To evaluate the usability of SmartUcon and its graph-
ical editor, a standardized questionnaire was admin-
istered to 32 participants (professors and graduate
students). The choice of academic participants was
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Table 3. Generated, Corrected, and Manual ALFA Code across Different Models

Model LOC Percentage of Final LOC
Generated Corrected Manual Final % Auto % Corrected % Manual
CarSpeedAdaptation 86 6 5 91 94.5% 6.6% 5.5%
CarRouteOptimization 76 7 0 76 100.0% 9.2% 0.0%
LaneChange 83 7 1 84 98.8% 8.3% 1.2%
CityEmergencySituation 33 3 0 33 100.0% 9.1% 0.0%
CityLightManagement 58 6 1 59 98.3% 10.3% 1.7%
TrafficManagement 62 5 2 64 96.9% 8.1% 3.1%
HomeResourceControl 89 12 3 92 96.7% 13.5% 3.3%
HomeManagement 68 7 6 74 91.9% 10.3% 8.1%
EnvironmentalControl 92 14 1 93 98.9% 15.2% 1.1%
HospitalNurseManagement 35 3 0 35  100.0% 8.6% 0.0%
HospitalPationManagement 42 5 0 42 100.0% 11.9% 0.0%
RoomEntrance 35 2 2 37 94.6% 5.7% 5.4%
ProductionMachineSafety 75 7 0 75 100.0% 9.3% 0.0%
FactoryMachineOperators 49 4 0 49  100.0% 8.2% 0.0%

intentional, as the primary objective of the study is
to evaluate usability, understandability, and cognitive
load rather than domain-specific expertise in security
policy engineering. The questionnaire assessed users’
familiarity with technical concepts (UCON, UCON+,
ALFA, and Ecore), the understandability of differ-
ent model representations (graphical, tree-based, and
textual code), and the overall experience of working
with the graphical design environment. Responses
were collected via the online platform Porsline.

The questionnaire contained 22 questions in
multiple-choice, Likert-scale, and comparative for-
mats ( Table 4). Questions covered both background
knowledge (Q1-Q7) and practical usability aspects,
such as understandability (Q8-Q10), comprehension
time (Q11-Q13), error likelihood (Q15), convenience
of interaction (Q17), environment stability (Q18),
and preferences for real-world application (Q21-Q22).

6.2.1 Key Findings

e Understandability of Representations
(Q8—Q10): As shown in Figure 4, generated
ALFA code was rated as moderately or poorly
understandable by most participants (around
75%). The tree-based model received slightly
better ratings, but understandability remained
mixed. The graphical model was rated as
the most understandable, with nearly half of
participants choosing “High” or “Very High.”

e Comprehension Time (Q11-Q13): Based
on the results in Figure 5, almost 90% of partic-
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ility of Different Rep
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W ALFA Code
e Tree Model
== Graphical Model

J

Very High

o

Number of Participants

IS

~

°

Figure 4. Comparison of understandability across ALFA code,
tree-based, and graphical models (Q8-Q10).

ipants understood the graphical model in under
10 minutes, while 72% required more than 10
minutes for the ALFA code. Tree-based models
fell in between but were closer to the graphical
representation.

e Error Likelihood (Q15): For this question,
24 out of 32 participants (75%) identified the
graphical model as the least error-prone. Coding
was considered riskier (21.4%), and tree-based
modeling was perceived as least reliable overall
(3.6%).

e Convenience of Interaction (Q17): The
drag-and-drop interface was overwhelmingly
preferred (26 votes or 81.2%). Point-and-click
and coding were rated much lower (5 and 1
votes, respectively).

e Environment Stability (Q18): The graphi-
cal editor ranked highest (18 votes or 56.2%), fol-
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Table 4. Questionnaire Questions

No. Question Text Response Type

1 What is your educational level? Multiple-choice (Bachelor’s to PhD)

2 Are you familiar with the UCON concept? Yes / No

3 Are you familiar with the UconPlus concept? Yes / No

4 How familiar are you with the UconPlus concept? Likert-scale (Very High to Very Low)

5 How familiar are you with the ALFA language? Likert-scale (Very High to Very Low)

6 How familiar are you with the Ecore modeling tool? Likert-scale (Very High to Very Low)

7 How familiar are you with graphical editors? Likert-scale (Very High to Very Low)

8 How would you rate the understandability of the generated code? Likert-scale (Very High to Very Low)

9 How would you rate the understandability of the tree-based model? Likert-scale (Very High to Very Low)

10 How would you rate the understandability of the graphical model? Likert-scale (Very High to Very Low)

11 How much time is needed to understand the graphical model? Less than 5 / 5 to 10 / More than 10 minutes
12 How much time is needed to understand the tree-based model? Less than 5 / 5 to 10 / More than 10 minutes
13 How much time is needed to understand the program code? Less than 5 / 5 to 10 / More than 10 minutes
14 Which method did you understand more quickly? Graphical / Tree-based / Program Code

15 Which method do you think has less likelihood of error? Graphical / Tree-based / Program Code

16 Is the graphical model built more quickly? Yes / No / Not Sure

17 Which method is more convenient? Drag & Drop / Point & Click / Coding

18 Which environment is more stable? Graphical / Tree-based / Coding / Don’t Know
19 How appropriate is the design of the graphical editor? Likert-scale (Very High to Very Low)

20 If the graphical editor were to be changed, what would you prefer? Reduce Complexity / Increase Clarity / New

21 In a real UconPlus project, which method would you prefer?

22 Please provide the reason for your choice.

Features / No Change Needed
Graphical / Tree-based / Coding / Combined
Open-ended

Time to Understand: Code vs. Tree Model vs. Graphical Model

B Code
20.04 mm Tree
= Graphical

Number of respondents

510
Estimated time (minutes)

Figure 5. Time required to comprehend different model rep-
resentations (Q11-Q13).

lowed by coding environment (3 votes or 9.4%)
and tree-based modeling (1 vote or 3.1%). Ten
participants (31.2%) selected “Don’t Know.”

e Preferred Method for Real Projects
(Q21): Based on the results, 21 participants
(70%) preferred the graphical editor for real
UCON+ projects. Eight (26.7%) suggested a
combined approach, while coding (3 votes) and
tree-based (2 votes) were rarely chosen.

The radar chart in Figure 6 provides a concise
overview of the evaluation results for the three ap-
proaches: Graphical Model, Tree Model, and Program
Code. The comparison was performed across four key
dimensions: Understandability, Comprehension Speed,
Error-proneness, and Stability. The results clearly
demonstrate that the Graphical Model consistently
outperforms the other methods in all categories, offer-
ing higher understandability, faster learning, fewer er-
rors, and greater stability. These findings confirm the
effectiveness of the proposed Graphical Editor and
highlight its potential as a reliable and user-friendly
tool for designing and understanding usage control
policies.

These results clearly indicate that the graphical
modeling environment is considered faster, more
understandable, less error-prone, and more
stable than both coding and tree-based modeling.

6.2.2 Statistical Analysis

To validate the observed usability trends, statistical
analysis was conducted on the responses of 32 partic-
ipants.
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Comparison of Modeling Approaches: Comprehension, Errors, and Stability ability and reduces cognitive effort compared to al-

—— Graphical Model
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Figure 6. Radar chart comparing Understandability, Er-
ror-proneness, and Speed of Learning for three methods: Graph-
ical Modeling, Tree Modeling, and Programing ALFA Code.

Understandability (Q8—Q10). Descriptive re-
sults show that the graphical model achieved the
highest mean score (M = 3.33,SD = 1.18), followed
by the tree-based model (M = 2.87,SD = 0.97), and
program code (M = 2.53,SD = 1.28). A repeated
measures ANOVA revealed a statistically significant
effect of representation type on understandability
(F(2,58) = 6.87,p = 0.002). Post-hoc comparisons in-
dicate that the graphical model is significantly more
understandable than program code (p = 0.002), while
differences between the graphical and tree-based mod-
els are not statistically significant (p = 0.098).

Comprehension Time (Q11-Q13). A non-
parametric Friedman rank sum test showed a signifi-
cant difference in comprehension time across methods
(x%(2) = 28.47,p < 0.001). Post-hoc pairwise com-
parisons using Wilcoxon signed-rank tests with Bon-
ferroni correction indicate that both the graphical
and tree-based models are understood significantly
faster than program code (p < 0.01). The difference
between the graphical and tree-based models is not
statistically significant (p = 0.054), although a trend
in favor of the graphical model is observed.

User Preference. A chi-square goodness-of-fit
test was conducted to analyze participants’ prefer-
ences. The majority of participants identified the
graphical model as the fastest to understand (86.7%)
and the least error-prone (76.7%). These distributions
are statistically significant (p < 0.001), indicating a
clear preference for the graphical representation. This
result reinforces the consistency between subjective
preference and measured usability outcomes.

Overall, the statistical results support the conclu-
sion that graphical modeling improves understand-

ternative representations.

6.2.3 Overall Conclusion

The usability study revealed that the graphical ed-
itor received the highest ratings in terms of under-
standability, speed of comprehension, error reduction,
and stability. Most participants also identified drag-
and-drop interaction as the most convenient method
and preferred the graphical approach for real-world
UCON+ projects.

These findings highlight the importance of adopt-
ing visual, intuitive, and interactive approaches
in the design of DSMLs. However, the relatively low
understandability of the generated ALFA code sug-
gests that additional supportive documentation, code
visualization tools, or automated explanations could
further improve user experience, particularly for par-
ticipants with limited programming backgrounds.

The usability study intentionally used academic
participants (professors, graduate students) rather
than security practitioners, as the goal was to eval-
uate usability, understandability, and cognitive load
of the graphical modeling approach—mnot domain ex-
pertise. Participants were chosen for their familiarity
with modeling and technical systems, making them
suitable proxies for interaction design assessment. Ad-
ditionally, SmartUcon is designed for broader stake-
holders, including non-security specialists. However,
future studies with professional security practitioners
are needed to validate real-world applicability.

Future improvements should focus on:

e Enhancing the clarity of generated code through
better formatting or inline explanations.

e Providing interactive tutorials in the editor for
non-expert users.

e Supporting combined modeling approaches
where users can seamlessly switch between
graphical, tree-based, and code representations.

6.3 Security Validation through EVL

To ensure the correctness and reliability of policies
defined using the UconPlus metamodel, a comprehen-
sive set of validation constraints (40 rules) is specified
using the Epsilon Validation Language (EVL) [35].
These constraints operate at different abstraction lev-
els, including structural integrity, semantic correct-
ness, and context-awareness, and are evaluated di-
rectly on model instances during the design phase.
The proposed validation framework covers the follow-
ing categories:

e Rule Consistency: Detection of conflicting
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rules within a policy, such as the presence of
Permit and Deny rules with identical conditions
or overlapping applicability.

e Context Completeness: Verification that all
conditions and target clauses are well-formed,
ensuring that expressions, attributes, and con-
textual elements are properly defined.

e Obligation Feasibility: Ensuring that obliga-
tions are executable, i.e., they are associated
with valid actuators or assignments and contain
well-defined commands.

e Advice—Obligation Consistency: Identifica-
tion of inconsistencies between advisory mes-
sages and enforced actions, preventing contra-
dictory or redundant behavior.

e Combining Semantics: Validation of policy
and policy set combining algorithms (e.g., Per-
mitOverrides, DenyQverrides) to ensure their
correct and meaningful usage.

e Context and Environment Integrity: En-
suring that contextual elements such as sensors,
events, and devices provide valid and complete
information for policy evaluation.

e Structural and Priority Constraints: Ver-
ification of hierarchical consistency, including
unique priorities, proper nesting of policy sets,
and valid configuration of networks and devices.

Listing 2 presents an example of EVL constraints
for detecting conflicting rules within a policy. Unlike
naive implementations, the constraints rely on the ac-
tual structure of the metamodel and avoid undefined
properties.

context Policy
constraint NoConflictingRules {
check:
not self.rule.exists(rl |
self.rule.exists(r2 |
rl <> r2 and
rl.condition.isDefined() and
r2.condition.isDefined() and
rl.condition.expression = r2.condition.
expression and
r1.isKindOf (Permit) and
r2.1isKind0f (Deny)
)
)
message: "Conflicting Permit and Deny
rules with identical conditions"
}
context Rule
constraint RuleMustHaveCondition {
check: self.condition.isDefined()
message: "Rule must define a condition"

}

Listing 2: EVL constraints for detecting conflicting
rules

Overall, the proposed validation framework does not
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guarantee the complete absence of security vulnerabil-
ities. However, it significantly reduces the likelihood
of policy misconfigurations by systematically identi-
fying structural defects, semantic inconsistencies, and
context-related issues at design time. This early vali-
dation capability improves the robustness, correctness,
and maintainability of UconPlus-based policy models.
Although explicit threat modeling is not included, the
validation rules address common misconfiguration-
related risks. Integrating formal threat modeling tech-
niques is part of future work.

6.4 Software Quality Evaluation

In this section, the quality of the SmartUcon meta-
model is evaluated. The quality of a software sys-
tem, particularly in the domain of policy modeling
and security control, depends not only on functional
correctness but also on structural properties such as
adaptability, extensibility, maintainability, and under-
standability. To ensure a systematic assessment, we
adopt a set of established design metrics and perform
a comparative structural analysis against related ap-
proaches.

6.4.1 Evaluation Framework

The evaluation framework relies on structural metrics
that capture key quality characteristics of modeling
languages and metamodels. These include the number
of classes (NC), number of attributes (NA), number
of relationships (NR), maximum inheritance depth
(DIT hax), maximum fanout (Fanout,.y), number of
predecessor nodes (PRED), number of inherited fea-
tures (INHF), and total number of features (NTF).
Based on these low-level measures, three higher-level
quality indicators are computed [36]:

Maintainability — average structural complexity,
with lower values indicating easier maintenance.

NC + NA + NR + DITmax + Fanoutmax

’ 1)
Understandability — average inheritance-based
comprehensibility, where higher values indicate more
understandable designs.

Maintainability =

NC
> k-, (PRED +1)
NC

Understandability = (2)

Extensibility — inheritance-based extensibility (At-
tribute Inheritance Factor), where higher values im-
ply greater extensibility.

INHF

Extensibility = NTF

3)
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6.4.2 Structural Comparison of Related
Approaches

To contextualize the proposed metamodel, a struc-
tural comparison was performed with four related ap-
proaches that define metamodels, domain-specific lan-
guages, or conceptual /ontological models. Although
their levels of formality differ, each of them provides
explicit structural elements (classes, attributes, and
relations) that enable a meaningful comparison. The
selected works are:

e Planas et al. [33] — a metamodel for modeling
and enforcing access control policies in conver-
sational interfaces.

e Reina Quintero et al. [7] — a domain-specific
language for specifying UCON policies.

e Akaichi and Kirrane [30] — a semantic policy
language for usage control expressed through a
conceptual model.

e Laamech et al. [27] — a conceptual/ontolog-
ical model for translating UCON policies into
semantic rules using OrBAC and SWRL.

Table Table 5 shows the comparison results.

Table 5. Structural Metrics of Related Approaches

Metric [33] [7] [30] [27] SmartUcon
NC 29 256 19 23 31

NA 21 16 - - 59

NR 22 16 13 17 29
DITmax 6 2 3 3 3
Fanoutmax 5 5 5 4 6
PRED 39 15 12 13 16
INHF 34 42 5 8 74

NTF 43 32 13 17 98
Maintainability  16.6 12.8 8 9.4 25.6

Understandability 2.24 1.6 1.63 1.56 1.48

Extensibility 0.79 1.31 0.38 0.47 0.76

6.4.3 Analysis of Results

The comparison yields several observations: Concep-
tual richness: SmartUcon exhibits the largest num-
ber of attributes, relationships, and total features,
reflecting its broader coverage of policy elements such
as obligations, advice, events, contexts, and device
integration.

Maintainability: SmartUcon shows the highest
(worst) maintainability score among the compared
approaches, which is directly attributable to its struc-
tural complexity. This result highlights a clear trade-
off: while the increased number of elements and re-
lationships improves expressiveness and modeling

power, it also leads to reduced maintainability. In
other words, the ability to capture richer policy se-
mantics comes at the cost of higher maintenance ef-
fort. To mitigate this limitation, future improvements
may focus on modularization of the metamodel, re-
finement of class responsibilities, and restructuring
of relationships to reduce unnecessary coupling while
preserving expressiveness.

Understandability: Planas [33] achieves the best
(highest) understandability score of 2.24, benefiting
from its deeper inheritance structure and balanced
design. SmartUcon, despite its complexity, maintains
a competitive but lower score of 1.48 due to its mod-
ular design and graphical representation, while Reina
Quintero [7] scores 1.6.

Extensibility: Reina Quintero [7] achieves the
highest extensibility score of 1.31, benefiting from its
compact and flexible design. SmartUcon scores 0.76,
leveraging inheritance for reuse and scalability, which
is close to Planas [33] (0.79) but lower than Reina’s.

7 Conclusion

This paper introduced a domain-specific modeling
language for defining usage control policies in smart
environments. Building on the UCON+ foundations,
we proposed a structured metamodel that captures
essential policy concepts and offers both conceptual
clarity and practical support for implementation. The
metamodel was realized through a graphical editor
in Eclipse Sirius and integrated with an automated
ALFA code generation engine using EGL, enabling a
seamless transition from design to execution. Its ap-
plicability was validated through fourteen case stud-
ies in diverse domains and by a controlled user study
with 32 participants. The evaluation demonstrated
that graphical modeling significantly improves under-
standability, reduces design time, and minimizes er-
rors compared to tree-based and textual approaches.
A structural comparison further highlighted the meta-
model’s conceptual richness, considerable extensibil-
ity, and broad coverage of usage control dimensions,
while also revealing the trade-off of increased struc-
tural complexity.

Contributions. The main contributions of this
work can be summarized as follows: (i) the design of
an extensible UCON+ metamodel tailored for smart
environments; (ii) the development of a graphical
editor that facilitates intuitive policy modeling; (iii)
the implementation of an automated ALFA code gen-
erator; (iv) validation across 14 representative case
studies; (v) an empirical evaluation with human par-
ticipants confirming usability advantages of graphical
modeling; and (vi) a structural comparison position-
ing SmartUcon against other conceptual, ontological,
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and metamodel-based approaches.

Future Directions. Several opportunities remain
for further development. Although the current im-
plementation targets ALFA as the execution back-
end, the underlying metamodel is designed to be
backend-agnostic. Extending the transformation en-
gine to generate other policy languages (e.g., Rego
for Open Policy Agent (OPA) and XACML) would
require additional EGL templates but would not ne-
cessitate changes to the core metamodel. The meta-
model could be enriched with advanced features such
as conflict resolution, hierarchical composition, and
multi-organization support. Integrating a lightweight
policy evaluation engine inside the modeling environ-
ment would facilitate immediate testing. Semantic
validation tools could improve accuracy and prevent
inconsistencies. Finally, extending the editor into a
collaborative Eclipse plugin or a web-based platform
would enhance accessibility and adoption in large-
scale projects.

Summary. In conclusion, the proposed modeling
language provides a comprehensive and extensible
foundation for usage control in intelligent environ-
ments. Its graphical modeling capabilities, combined
with automated code generation and modular design,
establish it as a practical tool for both researchers and
practitioners. At the same time, its structural analy-
sis shows that while SmartUcon achieves broader con-
ceptual coverage and competitive extensibility com-
pared to related works, its higher complexity leads
to greater maintenance effort. This reflects an inher-
ent trade-off in designing expressive metamodels: the
challenge of balancing richness and extensibility with
maintainability and ease of use. From a design per-
spective, this trade-off is intentional, as SmartUcon
prioritizes expressive power and comprehensive pol-
icy representation for complex smart environments,
where simplified models may fail to capture critical se-
curity and contextual requirements. Overall, SmartU-
con contributes to building secure, privacy-respecting,
and trustworthy smart environments.
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