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Abstract

Face manipulation techniques have raised widespread public concern. Although
conventional convolutional neural networks (CNNs) demonstrate satisfactory
performance, they exhibit limitations in capturing the critical features that are
directly affected by manipulation artifacts. Fake faces often exhibit unnatural
correlations between feature maps, particularly in local patterns. The Gram
matrix can illustrate these irregularities in feature map relationships and
support discrimination between real and fake images. In this paper, we show
that the relationships among convolutional neural network feature maps
typically display natural and coherent patterns; in contrast, manipulated faces
tend to disrupt this consistency, which can be effectively captured by analysing
the Gram matrix of the feature maps. Experimental results demonstrate that
the proposed correlation-based features achieve satisfactory performance in
both single-dataset and cross-dataset validation.

© 2025 ISC. All rights reserved.

1 Introduction

Deepfake refers to deep learning-based techniques
that are used to generate fake multimedia con-

tent. With recent advancements, synthesised videos
and images look so realistic that they can be very
difficult to distinguish from the real thing. Today,
with respect to large datasets and deep networks
such as Autoencoders [1] and Generative Adversarial
Networks (GANs) [2], creating fake videos has be-
come more convenient. Despite their beneficial use
in education, filmmaking, entertainment, and mar-

∗ Corresponding author.
∗∗The ISCISC’2025 program committee effort is highly ac-
knowledged for reviewing this paper.
Email addresses: seyedefateme.mazhar@khu.ac.ir,
a_mansouri@khu.ac.ir
ISSN: 2008-2045 © 2025 ISC. All rights reserved.

keting [3], deepfakes are also exploited for malicious
purposes. Manipulated videos in which individuals
appear to speak inappropriately or spread false in-
formation are just some of the examples of malicious
usage of deepfakes. These can damage reputations,
erode public trust in companies, and even negatively
influence elections or financial systems.

As a result, the demand for effective deepfake detec-
tion methods has become increasingly critical. These
methods generally fall into two main categories: tradi-
tional approaches and deep learning-based techniques
[4]. Depending on the type of input and the network
architecture, different models are used for fake video
detection. Some methods are frame-based [5, 6] and
only use frame features, while others also leverage
temporal information [7–13]. Additionally, certain
studies utilise frequency-domain features [14, 15].
Transformer-based models [16, 17] have also demon-
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strated promising results in deepfake detection.

A key challenge in existing methods is generali-
sation. These methods experience a notable perfor-
mance reduction when faced with unseen data. An-
other issue in video forgery detection is the high com-
putational complexity, which makes the whole process
time-consuming. This research aims to address these
problems by proposing a method that reduces com-
putational complexity while maintaining high perfor-
mance and improving generalisability.

Our approach uses enhanced spatio-temporal fea-
tures. First, frame-level features are extracted from
the video using pretrained networks. By selecting the
appropriate layer, we obtain feature maps from that
layer. The layer selection procedure is critical. Many
methods use CNN networks for feature extraction,
but the final layer is determined most of the time. In
this work, we demonstrate that selecting an interme-
diate layer yields more relevant features. The final
layers often return structural features, while the inter-
mediate layers extract texture, colour, and curvatures
from the input data, leading to improved results [18].
Then, a Gram matrix is used to capture correlations
between different layers of the network. This process
also decreases the input dimensionality in the follow-
ing step, thereby lowering computational complexity.
Next, a pooling method is applied to the result. Fi-
nally, a classifier determines whether the video is real
or fake.

This research addresses the following areas:

• In this work, by using pretrained networks and
selecting an appropriate layer for feature extrac-
tion, we demonstrate that intermediate layers
provide more suitable features. This approach
not only improves the results but also reduces
the classifier’s input size and ultimately lowers
model complexity.

• Our proposed approach uses an enhanced spatio-
temporal feature by computing the Gram ma-
trix between feature maps extracted from a
CNN. The feature is defined as a higher-order
representation of selected frames and demon-
strates strong performance in video forgery de-
tection.

• The experiment results indicate that our
method, despite the reduction in computa-
tional complexity, yields consistent and reliable
results and, in some cases, outperforms state-of-
the-art methods. The model also performs well
in cross-forgery scenarios, showing considerable
generalisability.

The remainder of this paper is organised as follows:
Section 2 introduces the related work. Section 3 dis-

cusses the details of the proposed method. Section 4
describes the implementation details and the results
of the proposed approach. Finally, Section 5 is dedi-
cated to the conclusion.

2 Related Work

2.1 Deepfake Detection

With recent advances in deep learning, many tasks,
including video forgery detection, have been solved
with satisfactory results. Deepfake detection methods
are generally categorised into different groups. Some
methods were frame-based, which analyse each frame
independently to identify anomalies or similarities
within a single frame. In [5], mesoscopic (mid-level)
features of video frames were examined for forgery
detection. [6] It is a model based on the Xception ar-
chitecture that extracts spatial features from frames.
In this work, inputs were fed into the model in two
modalities: full-frame images and cropped face re-
gions, and superior results were achieved with the
cropped face approach. Some approaches used tempo-
ral information in addition to spatial analysis. This
information could be detected using recurrent neural
networks (RNNs) [7] or optical flow techniques [8–
11], which capture inter-frame inconsistencies. Results
suggest that optical flow is particularly effective in
cross-forgery scenarios. In these scenarios, the train-
ing forgery method should differ from the method
used in the testing data. Several methods focus on
specific regions of video input to detect artifacts re-
sulting from manipulation. In [12, 19, 20], alterations
in mouth movement, facial edge regions, and head mo-
tions were detected. Additionally, studies such as [13]
and [21] use attention mechanisms to filter out in-
significant spatial and temporal regions, improving
both performance and interpretability. Other stud-
ies investigate the use of frequency-domain features.
The model proposed in [14], called TwoStreamNet,
integrates both spatial and frequency domain infor-
mation. Similarly, FreqNet [15] focuses on frequency
features while aiming to avoid overfitting to training-
specific artifacts, thereby enhancing generalisation.
More recent methods have used transformer-based
architectures [16, 17]. In these approaches, features
extracted from video frames are passed into a trans-
former, leading to the final step of deepfake detection.

2.2 Gram Matrix

The Gram matrix, obtained from the inner product
of features extracted from a specific layer of a net-
work, is a tool for understanding and analysing cor-
relations between feature maps. In the area of con-
volutional neural networks (CNNs), the Gram ma-
trix was previously used in style transfer tasks [22],
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where it extracted style information from an image
by examining correlations among different network
layers. In [18], researchers leverage this matrix for
Video Quality Assessment. Furthermore, in [23], a
method was proposed for image forgery detection, in
which the Gram matrix was used to reveal anoma-
lies in forged images. In this work, we use the Gram
matrix for video forgery detection. A more detailed
explanation of the Gram matrix will be provided in
the following sections.

3 Methodology

3.1 overview

An overall schematic of the proposed method is repre-
sented in Figure 1. Initially, video frames should be
selected for further processing. Since processing all
frames of a video is highly time-consuming, a frame
selection strategy should be used. One approach is to
select a frame at intervals of ten frames. This reduces
the number of frames processed, which in turn reduces
runtime and computational complexity. Next, the
face extraction is performed on the selected frames.
After certain preprocessing steps on facial data, the
result is fed into a pre-trained model to obtain fea-
ture maps from a specific layer. Subsequently, Gram
matrices of extracted feature maps are computed and
flattened. Afterwards, a temporal pooling method is
applied to the high-level features to incorporate tem-
poral information in the forgery detection process. In
this study, max-pooling is applied to the frame-level
features of each video. As a result, a single feature
vector is obtained for each video and passed to our
network’s classifier, which performs binary classifica-
tion into real and fake categories. The details of each
step are described in the following sections.

3.2 Feature Extraction

Following data preparation, a suitable pre-trained
network must be selected for feature map extrac-
tion. In this study, we explore commonly used back-
bone architectures, including VGG16, VGG19, and
ResNet50, all of which have been pre-trained on the
ImageNet dataset. In addition, an appropriate feature
extraction layer must be chosen. The proper layers
are determined based on the results presented in [23].
This paper explored image forgery detection by ex-
tracting features from different layers of pretrained
networks, and the aforementioned layers returned
the best results. We examine these results for video
forgery detection. Our investigation revealed that
Layer 14 of VGG16, Layer 16 of VGG19, and Layer
81 of ResNet50 yielded superior performance, making
them suitable selections for extracting correlation-
based features. It should be noted that although our

proposed approach leverages findings of [23], their
fundamental approaches differ; one is conducted on
images, the other focuses on videos, and they are
based on different datasets. As a result, a direct com-
parison of their results is not applicable.

3.3 Gram Matrix

In formal terms [24], if the vectors α1, α2, ..., αn are
considered as the columns of matrix A, then the Gram
matrix G is an n× n matrix, given by:

G = ATA (1)

This symmetric matrix represents the dot product
between the vectors. In principle, the dot product
indicates the correlation of two vectors [25].

In terms of CNNs, each layer has N feature maps.
If these feature maps are vectorised and assigned as
the columns of a matrix A, as below,

A =
(
FM1 FM2 · · · FMN

)
(2)

The Gram matrix, according to the above formula,
will represent the dot product of the feature maps of
each layer.

Gij = Σk FMik · FMjk (3)

The values of this matrix will indicate the similarity
and correlation between each pair of feature maps
and define the structural information for each frame.
Indeed, capturing structural information and identify-
ing inconsistencies among feature maps are essential
for effective manipulation detection.

Since the Gram matrix is symmetric, approximately
half of its entries are duplicated. To eliminate redun-
dant values and reduce the input size for the sub-
sequent step, only the lower triangular part of the
matrix will be considered. This part is flattened and
transformed into a vector afterwards.

3.4 Loss Function

To minimise the difference between p, the predicted
probability of the positive class, and y, the true binary
label, Binary Cross-Entropy with Label Smoothing
is used as a loss function, with the corresponding
formula:

BCEsm(p, y) = − [ysm log(p) + (1− ysm) log(1− p)] (4)

where ysm is defined as:

ysm = (1− ϵ) · y + ϵ

2

ϵ is the smoothing factor, typically small.
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Figure 1. Overview of proposed approach

Figure 2. Steps for determining the Gram Matrix from Feature
maps of the specified layer

4 Experimental Results

4.1 Experiments details

Datasets. We use the well-known datasets FaceForen-
sics++, CelebDF-v1, and CelebDF-v2 to evaluate our
model. FaceForensics++ [6] contains 1,000 original
videos and uses four forgery algorithms —DeepFakes,
Face2Face, FaceSwap, and NeuralTextures— to gen-
erate fake data. Each forgery subset also contains
1,000 videos. This dataset is provided in three differ-
ent qualities: raw, c23, and c40. In this work, the c23
version is used. The Celeb-DF [26] dataset is avail-
able in two versions: CelebDF-v1, with 408 real and
795 fake videos, and CelebDF-v2, with 590 real and
5,639 fake videos. We employ two approaches. For
Celebdf, we assume 30% for testing, 30% for valida-
tion, and the remaining data are utilised for training.
For Faceforensics++, we use 140 for testing, 140 for
validation, and 720 for training, following the baseline
[6].

Evaluation Metrics. We evaluate our method
using common metrics in other works, including Ac-
curacy (ACC), Area Under the Curve (AUC), and
F1-score.

Implementation Details. We developed our pro-
posed approach with TensorFlow Keras on a Tesla T4
and an NVIDIA GeForce RTX 2080 Ti GPU. The im-
plementation structure is as follows: the input video
frames are cropped into faces using the MTCNN algo-
rithm [27], and the extracted face regions are resized
to 256×256×3. The objective is to standardise the
format of all data and frames. Subsequently, the data
are normalised between 0 and 1. The classifier, which
ultimately determines whether a video is real or fake,
consists of two fully connected layers. The first layer
contains 256 neurons, followed by the second layer
with 128 neurons, and the activation function is ReLU.
To ensure training stability and decrease the risk of
overfitting, Batch Normalisation, Dropout, and ker-
nel regulariser are applied to the layers. The output
layer consists of two neurons with a Softmax activa-
tion function. While training on FaceForensics++,
the model uses the Adam optimizer with a learn-
ing rate of 6e-5, and for training on Celeb-DF, the
AdamW optimizer is used with a learning rate of 6e-5
and β1 = 0.85. A callback is set to dynamically ad-
just the learning rate; these differences are due to
class imbalance in the Celeb-DF dataset. To further
reduce the effect of this imbalance, class weights are
additionally assigned while fitting the model. It is a
built-in feature in Keras. Binary Cross-Entropy with
label smoothing- a technique that helps reduce model
overconfidence- is used as the loss function. Training
is performed for 50 epochs with a batch size of 32.

Table 1 presents the specifications of the backbone
CNN models and selected layers, as well as the di-
mensionality of the aggregated vector produced for
each video. The vector is used as input to the clas-
sifier section. As shown in the table, selecting inter-
mediate layers for feature extraction simultaneously
captures both high-level and low-level features. More-
over, it reduces the input size for subsequent pro-
cessing steps, thereby lowering the method’s overall
complexity. The frame-level features are subsequently
aggregated using a simple max pooling operator to
produce a video-based feature representation.
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Table 1. Pretrained network details
DNN Feature Extraction Layer Feature Map Size Aggregated Vector Size

VGG16 14 (512 × 16 × 16) 131,328

VGG19 16 (512 × 16 × 16) 131,328

ResNet50 81 (256 × 16 × 16) 32,896

4.2 Evaluation

Intra-dataset Evaluation. The evaluation results
of the intra-dataset are presented in Table 2 for Face-
Forensics++ and both Celeb-DF versions. As indi-
cated, we use various models as CNN backbones,
with ResNet50 architecture achieving the best perfor-
mance. This performance can be attributed to the fact
that the features extracted by ResNet are obtained
from deeper layers and therefore contain more com-
plex and detailed information. Furthermore, ResNet
uses residual blocks and shortcut connections, which
allow more effective feature extraction and ultimately
enhance the network’s overall performance.

Table 2. Intra-dataset evaluation on Celeb-DF and FaceForen-
sics++ with different CNN backbones

Dataset Model Accuracy AUC F1-score

Celebdf-v1

VGG16 89.19 95.74 87.86

VGG19 88.91 93.67 86.69

ResNet50 100 99.9 100

Celebdf-v2 ResNet50 100 99.9 99.1

FaceForensics++ ResNet50 99.93 99.99 99.89

As reported in Table 3, our approach achieves
strong performance while maintaining significantly
lower model complexity by selecting frame subsets
and using an intermediate layer for feature extraction.

cross-manipulation evaluation. Cross-manipulation
refers to scenarios in which the model is trained
on a specific manipulation and then evaluated on
different manipulations. This represents the model’s
generalisation, meaning it will be robust against
other forgery techniques. It shows the model is not
biased by information from a specific manipulation.
For this purpose, the model is trained on one of
the manipulation methods in FaceForensics++ and
tested on the others. The model is executed 15 times,
and the best-performing model will be selected. The
reason for these multiple executions is to examine
the model’s performance across varying runs and
weight initialisations.

Table 4 presents the accuracy and AUC values
of the proposed method in comparison with other
existing approaches. As demonstrated, despite the
simplicity and low complexity of the proposed
model, it shows reasonable performance in the cross-
manipulation evaluation. In most cases, the results

are in the best or second-best. Specifically, for train-
ing on DF, F2F, and NT and testing on FS, the
model achieves the best results, showing an increase
of 18 %, 4%, and 5%. In addition, when the model
is tested on NT and trained on the other three, it
shows satisfactory performance. The result drops by
only 1% when trained on F2F and DF, while the
highest performance is achieved when trained on
FS. It is important to note that NT is consistently
challenging due to its manipulation technique, which
consists of more realistic videos.

The results indicate that the proposed correlation-
based feature, although simple compared to other
methods, has shown promising results. It should be
noted that other methods used features with more
complex structures [30] and sophisticated architec-
tures to capture temporal information [34]. It should
be noted that although the proposed method relies
solely on correlations between feature maps and cap-
tures temporal variations using a simple max pooling
strategy, its performance remains highly competitive
compared to more complex models.

Table 4. Cross-dataset evaluation comparison to other ap-
proaches. Training on one manipulation and testing on three
others. The best results are highlighted in bold, while the sec-
ond-best results are underlined.

Test

Train

F2F DF NT FS

F2F

DTN (2024) [28] 99.82 100 97.3 93.63
Guan et al. (2024) [30] 100 89.10 48.61 62.51
Shao et al. (2024) [34] - 73.3 72.3 67.7
D2Fusion (2025) [32] 99.86 89.5 75.23 62.47
IDDDM (2023) [33] 99.97 99.88 82.38 79.40

Ours 100 96.98 96.65 97.91

DF

DTN (2024) [28] 97.23 100 98.53 74.26
Guan et al. (2024) [30] 66.72 100 67.40 43.29
Shao et al. (2024) [34] - 99.57 - 79.51
D2Fusion (2025) [32] 77.88 99.98 75.73 62.25
IDDDM (2023) [33] 83.94 100 68.98 58.33

Ours 96.42 100 97.04 97.83

NT

DTN (2024) [28] 97.95 99.71 99.81 91.25
Guan et al. (2024) [30] 68.83 90.15 97.84 38.28
Shao et al. (2024) [34] - - - -
D2Fusion (2025) [32] 71.08 94.44 99.43 80.75
IDDDM (2023) [33] 97.93 100 99.46 86.76

Ours 92.83 97.59 100 96.0

FS

DTN (2024) [28] 99.74 99.15 92.45 98.21
Guan et al. (2024) [30] 66.03 64.19 37.37 99.97
Shao et al. (2024) [34] - 88.57 - 99.04
D2Fusion (2025) [32] 69.76 77.50 58.45 99.92
IDDDM (2023) [33] 74.00 93.42 49.86 99.92

Ours 97.81 99.34 97.74 100

5 Conclusion

In this paper, we propose a correlation-based feature
representation for face forgery detection, designed
to capture inconsistencies between feature maps for

ISeCure



6 Feature Map Correlations in Video Face Forgery Detection — Mazhar, and Mansouri

Table 3. Intra-dataset evaluation comparison to other approaches on FaceForensics++, Celebdf-v1, and Celebdf-v2. Training and
testing are on the same dataset

.

Celebdf-v1 Celebdf-v2 FF++(c23)

ACC AUC ACC AUC ACC AUC

Javed et al [17] 96.89
- Javed et al. [17] 97.9 - DTN [28] 97.13 99.7

CSTAN [29] - 91.75 Guan et al [30] - 99.17

CSTAN [29] - 94.24 JRC [31] - 97.1
D2Fusion [32] 97.77 99.42

IDDDM [33] - 99.7

ours 100 99.0 ours 100 99.9 ours 100 99.9

manipulation detection. The proposed feature can
be extracted using a pre-trained backbone network,
making the approach computationally efficient. These
extracted correlations reveal unnatural patterns in
manipulated faces, enabling the method to achieve
strong generalisation. Experimental results demon-
strate the robustness and generalisation of the pro-
posed approach. Despite the promising results, there
remains room for improvement. The pre-trained back-
bone was not fine-tuned, although doing so within the
context of forgery detection could further enhance per-
formance. Moreover, a basic pooling strategy —max
pooling— was employed to aggregate frame-level fea-
tures into a video-level representation. Future work
may benefit from employing more advanced tech-
niques, such as transformer-based pooling, which bet-
ter capture temporal variations.
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