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ATM2-Cryptanalysis-Fast 1s paper describes a fast exhaustive search preimage attack on , an
Exhaustive Search improved version of the one-way function AIM, proposed to address algebraic
Type: vulnerabilities found in its predecessor. Our attack transforms the polynomial

system describing AIM2 over Fyx to a boolean polynomial system over Fa,

doi: allowing for an exhaustive search by guessing input bits and solving a resulting

linear system. Solving the whole system is not necessary for most incorrect

guesses, and use of Gray code helps optimizing the iteration over all possible

guesses. Our results show that the complexity of exhaustive search on AIM2,

especially AIM2-1 and AIM2-IIT is lower than previously estimated, though still

higher than that of AES.
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1 Introduction

he MPC-in-the-Head (MPCitH) paradigm, intro-
Tduced by Ishai et al. [1], offers a unique frame-
work for constructing zero-knowledge proofs (ZKPs)
by simulating multiparty computation (MPC) pro-
tocols. Recently, this approach has been utilised to
develop post-quantum signature schemes whose secu-
rity primarily depends on the one-way function used
during key generation.

AIM, proposed by Kim et al. [2] is an example of
such one-way functions optimised for this paradigm.
AlMer, introduced in the same paper, is a signature
scheme which integrates the BN++ proof system [3]
with the symmetric primitive AIM. AIM is notable for
its parallel structure and the use of Mersenne S-boxes,
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designed to exploit multiplier efficiency while main-
taining robustness against algebraic attacks. However,
subsequent analyses uncovered algebraic vulnerabili-
ties in AIM [4, 5].

As an improvement [6] proposed AIM2, a new
version of AIM. The key differences between AIM2
and AIM are as follows:

1. The S-box in the first round is reversed, making it
significantly more challenging to generate a large set
of equations compared to AIM.

2. Addition of unique constants to the inputs of the
first-round S-boxes makes the inputs to the S-boxes
with minimal overhead.

3. Larger exponents for some S-boxes complicate
the construction of low-degree polynomial systems
in approximately A Boolean variables from a single
AIM evaluation.
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Our Contribution :

We present a fast exhaustive search preimage attack
on AIM2. Our attack first transforms the polynomial
system of AIM2 over Fyx to a boolean polynomial
system over Fy and guesses the input bits, which re-
sults in a linear system that can be solved in time less
than the security estimate of AIM2. Also, this serves
as a counterexample to the notion that adding lin-
early independent equations to a polynomial system
reduces the solving complexity of the system.

Structure of the paper :

In Section 2, we look briefly at the structure of AIM2
and its security arguments. In Section 3, we present
our attack on AIM2.

2 Related Work

2.1 Result of Fast Exhaustive Search on AIM

In [5], Fukang, Mahzoun, @ygarden, and Meier used
fast exhaustive search [7] to break AIM. The versions
with 128/192/256-bit security are shown to be broken
with complexity 211°/2178 /2241 The attack exploits
the low degree of the non-linear operations of AIM.
Similar observation was made by Markku-Juhani O.
Saarinen [8] who showed that AIM does not reach the
claimed security level. The results of fast exhaustive
search against AIM instances for three security levels
A € {128,192,256} are given in Table 1.

Table 1. Fast Exhaustive Search on instances of AIM

Scheme A Time Memory Complexity

AIM-I 128 2136.2 261.7 2115
AIM-III 192 2200.7 28443 2178
AIM-V 256 9265.0 295.1 2241

2.2 Description of ATM2

Given input/output size A and an (m + 1)-tuple of
exponents (eq,...,em,ex) € ZmT1 AIM2 [6] is a
function defined as AIM2 : {0, 1}* x Fyx — Fox with
the following structure:
AIM2(iv, pt) = Mer[e,] o lin[iv] o Merley, ..., €]
o AddConst(pt) @ pt

Non Linear Components: AIM2 [6] uses two types
of S-boxes:
1. For « € Fyx, Mersenne S-box Merle] is defined by

Mer[e](z) = 2% 71
2. Inverse Mersenne S-box Mer[e] ™!, defined by
Merl[e] ! (z) = ¢
where € = (2¢ — 1) ! (mod 2* — 1)
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The exponents e in AIM2 are selected such that
1. Mer[e]~! produces 3\ quadratic equations.

2. ged(e, ) = 1, ensuring the inverse exponent € is
well-defined.

Linear Components AIM2 includes three types of
linear components:

1. Constant Addition: Fixed constants cy, ..., ¢,, are
added to the inputs of initial S-boxes, AddConst :
Fox — T2 is defined by

AddConst(z) = (z + c1)]]...||(z + cm)

the constants are defined in [6].

2. Affine Layer: Same as AIM, the affine layer consists
of multiplication by an A x Am random binary matrix
A;, and addition by a random constant b;, € F3. The
matrix A;, is composed of m random invertible A x A
submatrices A;, ; which are generated along with the
vector b;, by an extendable-output function (XOF):

Linfiv](z) = Y Livi(z:) & biv.

1<i<m

3. Feed-forward operation: Adds the input back to
the output making the entire function non-invertible.
Compared to AIM, AIM2 uses non-linear layers with
higher exponents, and the inputs to each non-linear
function are distinct at every step [6].

Overall Structure: To summarize, AIM2 works as
follows,

AIM2(IV, X) = Y

20 —1
£ a-1

= ZZ (ai,j()(ntci)(?”fl)_l)y + ay +&,

i=1 j=0

where «; j, ay values are constants derived from IV, ¢;
values are public constants , and X', ) and constants
are elements of Fy». The design of AIM?2 is depicted in
Figure 1. Recommended sets of parameters for AIM2
instances for three security levels A € {128,192, 256}
are given in Table 2.

Table 2. Recommended sets of parameters of AIM2

Scheme )\ me; ey e3e*
AIM2-1 128 2 49 91 - 3
AIM2-IIT 192 2 17 47 - 5
AIM2-V 256 3 11141 7 3
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Figure 1. Design of AIM2.

2.3 Security of ATM?2

The main focus in the cryptanalysis of AIM2 is against
algebraic attacks, as well as the attacks that broke
AIM. Different approaches to model AIM2 as a mul-
tivariate polynomial system are analysed in the case
of an Algebraic attack. The summary of the complex-
ity of algebraic attacks against AIM2 is described in
Table 3.

Table 3. Summary of the complexity of algebraic attacks
against AIM2 [6].

Scheme variables (equations, Deg) dreg Time (bits)

A (A, 60) - -
AIM21 2 (37, 2) 20 207.9
3\ (12A,2) 18 185.3

A (2, 114) - -
AIM2-IIT 23 (3),2) 30 301.9
3\ (12X,2) 26 262.4

A (2X,172) - -
iy 2 (A,2) +(2),38) 50 513.5
3\ (6X,2) 50 503.7
7D\ (18),2) 41 411.4

The AIM2 designers have analysed potential alge-
braic attack methods using various techniques based
on the current parameters. The security model of
ATM2 restricts attackers to O(1) data complexity,
making statistical attacks appear impractical at first
glance.

3 Solving AIM2 System

The security of AIM2 is extensively analyzed against
algebraic attacks. As the first step, AIM2 is modelled
as an overdetermined polynomial system, and the
complexity of solving that polynomial system is used
to argue the security of AIM2. The reason to model
AIM2 as an overdetermined polynomial system is the
conventional belief that adding linearly independent

equations to a polynomial system generally reduces
its solving complexity [5]. While overdetermined sys-
tems are expected to be easier to solve, they are usu-
ally more complicated, and hence finding structures
among the polynomials in the system is harder. We
show that in the case of AIM2, using a determined
polynomial system with fewer polynomials results in
a simplified polynomial system that can be used to
break AIM2 using exhaustive search.

3.1 Exhaustive Search on AIM?2

Let R = Foxr[z, 41, - ., Ym]. Having an output value
h, the preimage problem for AIM2 can be modeled
the following polynomial system over R:

(z@e)=yd !
(r@®er)=y5
(z®cp) =92t
2¢x 1
m A—1 )
oS S| —wen
j=1i=0

We can replace z with y%ebl @ c; and rewrite the
equations as:

(y%ﬂ_l Dl d 02) — ygez—l

(y% 11 @cl ) Cm) — y?:nL71

Z O‘ﬁy?z = y%q*l @ c1 @ h.

Which can be rewritten as:

2°2

(yf”yg ® y1y2(c1 @ C2)) = 11Y;3

2¢m

(yfelym D Y1Ym(c1 @ cm)) = Y1Ym

m A—1 ) 2
Yy ax® Z Z ajiy?
j=11i=0
m A—1 ]
= (@) > o
j=1i=0
m A—1 )
Gy | an® Z Z ajiy; | (et @h). (2)
j=1i=0

which is a quadratic polynomial system over Fo
with at most mA\ equations and mA variables. Note
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that this introduces a spurious solution space at y; =
0. Also interestingly, i-th entry in equation 1 for 2 <
i < m has a spurious solution at y; = 0, but that
does not expand to a full spurious solution unless we
also have one of the following two conditions:

1. 91 =0 or,

2.y1#g,andyi:0f0r2§i§m,and
1 i
ax® >y oy =0.

The first condition, y; = 0, implies * = ¢; which can
be efficiently tested before starting the exhaustive
search and then excluded. For AIM2-I and AIM2-III,
yo = 0 implies = co, which again can be efficiently
tested and excluded before the exhaustive search.
AIM2-V uses m = 3 with ¢o # c3, excluding the
possibility to have yo = y3 = 0. Nevertheless, in order
to enable the early-abort strategy below, one should
test x = ¢co and x = c3.

Transforming Equation 1 to a boolean polynomial
system over Faly;;],1 < j < m,0 < i < A results in
the following polynomial system:

A—12-1

SN Bejinpriyie =0for 0<g<A2<j<m

k=0 i=0
3)
Transforming Equation 2 to a boolean polynomial

system over Faly,; : 1 < j <m,0 < i< A results in
the following polynomial system:

m A—1 /A—1
Z <Z 'quikyli> Yik

7=2 k=0 \:=0
A—1 A—1 A—1

= < Z 5q1iky1k> y1i+z dg1i1y13 for 0 < g < A
i=0 \k=i+1 i=0

As a result, guessing the A boolean variables
Y10, - - -, Y1r—1 results in a linear system with (m—1)\
variables and mA\ equations. Transforming equation 3
for y;’s, 0 < k < X into matrix B; and splitting
equation 4 into blocks C; and D where D represents
the right-hand side of the equation, we derive the
coefficient matrix of this linear system, which has
the form:

B, O --- 0|0

O Bs--- 010
Mymam-n =1+ + - |11, (5

O O ---By|0

Cy C3 - Cn|D
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where Bj, C; € F3** and D € F3*'. Experimentally,
each of the B; matrices were observed to have rank
A — 1. Given the upper bound of solving a A x A
matrix is (A 4+ A?) (the LU decomposition has com-
plexity A\* and back-substitution has complexity A\?),
the complexity of solving the above system is upper
bounded by:
(m—1) (A 4+ A\?).

At each step of the exhaustive search, the system can
be updated efficiently by iterating over all 2* possible
values of y; using Gray code. This way only one
bit, say y14, of y1 is changing at each iteration, and
the matrix My, x(m—1) can be efficiently updated
by adding Bgjir to the entry for y;; in row q of B,
vgjik to the entry for y; in row ¢ of C;, and 64141 +
Zz;ilﬂ dg1:1Y1% in row ¢ of D. Updating all B; in
this way costs (m—1)A? additions and updating all C;
and D in this way costs no more than mA? additions.

For each of the 2* guesses, the complexity of gen-
erating the matrix and solving the system is:

(m —1) (A¥ + A2) + (m — 1)A% + mA?
= (m—1) (A + A2) +2(m — 1)A? + A
=(m—1) (A +3X%) + %

However, for most attempts at the exhaustive
search, it is not necessary to create all the rows of
the C; matrices. After creating all the B; matrices
for a guess of y;, we obtain the corresponding guesses
of all the y;’s, and then build the rows of the C;
matrices. If the guess y; was incorrect, it will not
match the corresponding entry of D, and we have
an inconsistency. Thus, if the guess y; is incorrect,
then the system becomes inconsistent with high
probability and the step can be aborted as soon as
an inconsistency is detected.

Using the early abort method for inconsistent sys-
tems, the cost of updating B; is (m —1)Sabor, and the
cost of updating C; and D is no more than msaport.
Sabort 1S an attack parameter for the number of rows
from B; that needs to be updated during each itera-
tion. The parameter must be large enough to detect
wrong guesses within s,pery rows of the bottom part,
allowing us to take advantage of the updates using the
Gray code. At the same time, the parameter should
be small enough to be able to avoid unnecessary up-
date computations.

Thus, complexity of each step of the brute force at-
tack is:

(m - 1) ()\w + )\2 + 2Sabort)\) + Sabort)\7
Note that we stop solving the system as soon as a
contradiction is found, so the 2s,p0rt A is actually a

(1 + €)SabortA. We choose sahort = logy A. each of the
B; matrices have rank A — 1.
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The complexities of solving different instances of
AIM2, is summarised in Table 4.

Table 4. Solving complexity refers to the complexity of solving
an instance of AIM2 using our exhaustive search approach.
Naive search is the cost of running 2* trial executions of AIM2
as reported in [6]. Exhaustive search is the bit complexity
of attack using brute force on AIM2 as reported in [6]. The
n3

complexity of solving an n X n matrix is assumed to be —
logn?’

which is the bottleneck of the exhaustive search.

Primitive m Solving Naive Exhaustive
complexity search [6] search [6]
AIM2-I 2 146.28 147.7 147
AIM2-IIT 2 211.9 212.9 212.3
AIM2-V 3 278.04 278.2 277.7

4 Conclusion

As shown in Table 4, the complexity of the exhaustive
search on AIM2 has been overestimated in [6]. Our
analysis reveals that the initially estimated complex-
ity of 147 bits can be reduced by employing carefully
optimised linear algebra techniques. Despite this im-
provement, the improved complexity remains higher
than the complexity of an exhaustive search on AES.
However, the complexity can be improved if we can
devise a way to check the consistency of the linear
system, leading to a more practical attack.
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