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1 Introduction

ABSTRACT

Image authenticity is a perennial issue with the evolution of advanced
tampering techniques, particularly grid-aligned manipulations and spatial
vulnerability-exploiting post-processing attacks. The paper presents a novel
architecture for a neural network fusing Graph Neural Networks (GNNs),
Convolutional Neural Networks (CNNs), and digital watermarking to detect
tampering successfully and localise it. CNNs are trained on learning local
spatial features, and an invisible low-dropout convolutional encoder places
watermarks to ensure authenticity. GNNs address the inherent problem of
modelling long-range structural relations for blind tampering pattern detection
that is accurate. With a graph-based representation of image blocks, the
framework learns complex spatial relations, which alleviates the rigid receptive
field limitation. Extensive experiments on benchmark datasets confirm the
framework’s superiority, achieving an F1-Score of 0.94 in tampering localisation,
which significantly outperforms the 0.88 F1-Score of leading state-of-the-art
methods. This approach creates a new standard for image integrity verification,
offering an interpretable and scalable solution with far-reaching applications in
digital content protection.

(© 2025 ISC. All rights reserved.

e-commerce, and digital repositories. The revolution
has also enabled sophisticated image manipulation

he digital imaging revolution has transformed con-
tent creation and dissemination, making it sim-
ple to share across platforms such as social media,
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features with real perils to image integrity—the assur-
ance that digital images are genuine and not manipu-
lated. In a survey conducted in 2021, it was revealed
that most users of social media manipulate their im-
ages before uploading, driven by personal and social
needs, which reflects the extent of image forgery [1].
The sheer scale of manipulation is creating significant
problems in journalism, authenticity of legal evidence,
and veracity of online content. The presence of Adobe
Photoshop, deepfake tools, and vision-driven com-
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puter editing software made manipulations nearly in-
visible to the naked eye, necessitating robust forensic
alternatives [2].

Traditional image authentication techniques have
evolved in several generations. Digital signatures
and cryptographic hashes [2] were employed in first-
generation techniques, providing binary verification
with no capability of localising tampering. Second-
generation self-embedding techniques introduced
block-based watermarking, which supports authen-
tication as well as coarse localisation of alterations
[3, 4]. Such processes are normally fragile because
positive operations like JPEG compression or geo-
metrical transformations (scaling and rotation) make
authentication markers ineffective [5]. One basic
shortcoming of self-embedding methods is their vul-
nerability to precise tampering that is coordinated
with the embedding grid: if tampering is performed
precisely on the block edges, the embedded water-
marks will be unchanged, rendering manipulation
imperceptible to attacks [6]. Third-generation tech-
niques employ deep learning, specically Convolutional
Neural Networks (CNNs), to automatically extract
features and improve detection accuracy [7, §]. Al-
though sophisticated, standard CNNs do not capture
long-range spatial context and thus are vulnerable
to advanced tampering designs such as block swap-
ping or copy-move fraud [9]. Furthermore, there are
currently frameworks in use that tackle either post-
processing or tampering attacks (e.g., noise injection,
resizing) alone, not effectively dealing with their
composition [10, 11]. A thorough analysis of these on-
going methods is described in recent surveys [5, 12].

The emergence of Graph Neural Networks (GNNs)
offers a possible solution to these limitations by learn-
ing explicit spatial relations between image regions
[13, 14]. Unlike CNNs, GNNs can learn global struc-
tural relationships, which makes them suitable to
detect grid-aligned manipulations that are difficult
to learn using self-embedding methods. Early work
demonstrates GNN potential in structural inconsis-
tency detection since patch handling in images as
graph nodes [15], yet their coupling with tamper de-
tection and attack analysis remains to be completely
explored [16]. This paper presents a novel framework
wherein GNNs are coupled with CNNs and advanced
watermarking for strong tamper localisation and ad-
versarial perturbation resilience. Our approach coun-
teracts limitations of current approaches in the follow-
ing respects: (1) modelling inter-block relationships
using a GNN structure to counteract grid-aligned tam-
pering vulnerability, (2) employing an attack-specific
decoder for the detection of post-processing manip-
ulation, (3) utilizing a multi-task learning paradigm
to simultaneously optimise tamper localisation and

1S¢0ured)

Architected Graph-Enhanced Neural Network Framework ... — Jafarizade, Majidi, and Gholamalinejad

attack classification, and (4) providing visual explain-
ability for better interpretability. Experimental re-
sults on benchmarking databases, such as CASIA
[17] and NIST Nimble [18], reveal 15-20% detection
accuracy gain over state-of-the-art methods, validat-
ing the success of our method in preserving image
integrity across attacks.

The research gap lies in the inability of existing
methods to effectively model long-range spatial depen-
dencies and resist post-processing attacks like grid-
aligned tampering. The specific objective of this study
is to develop a framework that integrates GNNs with
CNNs and watermarking to achieve precise tamper
localisation while maintaining image integrity. The
proposed method addresses this objective by using
CNNs for local feature extraction, a watermarking
encoder for authenticity preservation, and GNNs for
global structural analysis, enabling robust detection
across diverse attack scenarios.

2 Related Work

Image tampering detection has progressed through
distinct methodological paradigms, each addressing
specific aspects of the integrity verification chal-
lenge. This section reviews traditional techniques,
deep learning approaches, graph-based methods, and
post-processing attack detection, highlighting their
strengths, limitations, and relevance to our proposed
framework.

2.1 Traditional Authentication Methods

Early image authentication relied on digital signa-
tures and cryptographic hashes, providing a binary
indication of integrity [2]. These methods ensured
security but offered no localisation capabilities. Self-
embedding watermarking techniques marked a signifi-
cant advancement by embedding authentication data
within the image [3]. Lin and Chang [4] improved
this approach with redundant embedding strategies,
enhancing recovery after tampering. However, tradi-
tional methods face critical weaknesses: (1) a capacity-
robustness tradeoff, where higher embedding capacity
reduces resilience to compression [5]; (2) geometric
vulnerabilities, as affine transformations (e.g., rota-
tion, scaling) disrupt block-based watermarks [6]; and
(3) grid-aligned tampering vulnerability, where precise
manipulations along block boundaries preserve em-
bedded watermarks, making tampering undetectable
[6]. These limitations underscore the need for adap-
tive and robust solutions that can model spatial rela-
tionships beyond local blocks.
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2.2 Deep Learning Techniques

Deep learning, particularly CNNs, revolutionised tam-
pering detection by enabling end-to-end feature learn-
ing. Bappy et al. [8] presented a hybrid CNN-LSTM
model for localisation of forgeries with excellent lo-
calised anomaly accuracy. Recent advancements in-
clude attention mechanisms to focus on regions that
have been manipulated [19]. Zhang et al. [7] presented
CNNs for counteracting JPEG anti-forensics for im-
proving detection even in the presence of compres-
sion artefacts. However, there are some limitations to
CNNs: (1) fized receptive fields restrict their ability to
embed long-distance spatial relations, making them
incapable in the face of copy-move or block-swapping
attacks [9]; (2) adversarial vulnerability, wherein small
noise can mislead detection [11]; and (3) interpretabil-
ity problems, since their black-box nature makes it
difficult for transparent forensic analysis, a problem
which current Explainable AT (XAI) techniques are
now attempting to counteract [10, 20, 21]. These lim-
itations call for approaches that capture information
of global contexts.

2.3 Graph-Based and Hybrid Methods

Graph-based methods have emerged to exploit spa-
tial relations in an image. Wang et al. [9] proposed
a GNN model that considers image regions as nodes
with edge relations learned during training, specif-
ically proficient in structural operations like copy-
move forgeries. Gupta et al. [13] proposed Graph
Attention Networks (GATSs) for media forensics by
refining detection using multi-head attention-based
refinement. Certain studies have also started combin-
ing transformer-based architectures with GNNs in
order to further enhance feature representation [22].
GNNs offer several advantages: (1) structural analy-
sis for identifying anomalous spatial correlations [16];
(2) multi-scale feature integration combining local
and global information [14]; and (3) explainability as
graph visualizations [13]. By modelling inter-region
relations, GNNs inherently address the grid-aligned
tampering problem of self-embedding methods. How-
ever, their availability with robust post-processing
attack detection is restricted, confining their applica-
tion to end-to-end forensic systems.

2.4 Post-Processing Attack Detection

Sophisticated post-processing attacks aim to conceal
evidence of tampering, necessitating expert detection
methods. Chen et al. [16] presented transformer-based
detectors to counter scaling manipulations. Sharma et
al. [11] presented NoisePrint, a fingerprinting method
for noise-based attacks that is attack-independent.
Some studies have addressed specific manipulations,

such as histogram equalisation [12] and blurring [6].
Existing work emphasises the need for universal de-
tectors that are capable of identifying a wide set
of post-processing attacks without being separately
trained on each of them [23]. Such techniques, how-
ever, operate independently of tamper detection sys-
tems and do not handle multi-attack scenarios. Li et
al. [10] advocate holistic solutions towards combating
multi-attack vulnerabilities, a region our work seeks
to address.

2.5 Comparative Analysis and Our
Contribution

Table 1 provides the strengths and weaknesses of ex-
isting solutions. Traditional solutions are strong but
brittle; CNN-based solutions are excellent at local
feature extraction but spatially blind; GNNs yield
more advanced structural analysis but neglect post-
processing robustness; and independent attack detec-
tors do not fit into localisation frameworks.

Our work addresses these critical shortcomings. In
contrast to mere combination of existing models, we
created a novel, synergistic neural framework that
combines the strengths of each method while elimi-
nating their weaknesses. The backbone of our work
is a specifically designed GNN that mathematically
establishes inter-block correlations in order to combat
grid-aligned attacks. We pair this with a customised
attack decoder and a multi-task learning mechanism
to create a unified and robust end-to-end solution for
modern image integrity verification[24].

Table 1. Comparative analysis of tampering detection ap-
proaches

Category Strengths Limitations Our Contri-
bution
Traditional Proven relia- Fragile, grid- GNN-based
[3, 4] bility tamper vul- spatial mod-
nerable elling
CNN-Based  Local feature Spatial blind- GNN for
(7, 8] learning ness, adver- global con-

sarial risk text

GNN Meth- Structural Limited at- Integrated,

ods [9, 13] analysis tack detec- specialized

tion decoder
Attack Transformation Isolated oper- Joint optimi-
Detectors ID ation sation in one
(11, 16] network

3 Methodology

This part explains our new approach for robust
image integrity verification through state-of-the-art
watermarking integration with Convolutional Neu-
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ral Networks (CNNs) and Graph Neural Networks
(GNNs). Our approach defeats the inherent weak-
ness of traditional self-embedding approaches, where
grid-aligned attacks easily go unnoticed. By usinga
custom-designed GNN to model inter-block spatial
dependencies, we achieve precise tampering location
and resistance against post-processing attacks. The
method consists of four basic modules: (1) hierarchi-
cal watermark embedding, (2) multi-scale feature
extraction, (3) graph-augmented spatial reasoning,
and (4) integrity synthesis. The above modules are
described as below, with references to associated
algorithms, figures, and tables for clarity.

3.1 Hierarchical Watermark Embedding

To ensure secure and impenetrable authentication, we
introduced a hierarchical structure of watermarking
robust against distortions but offering high accuracy
of localisation against vulnerabilities to grid-aligned
attacks [25]. The process, explained in great detail be-
low, embeds a cryptographic signature in image sub-
blocks, with visual validation presented in Figure 1.

(1) Multi-Resolution Block Decomposition:
The input image I € RT*XWx3 ig partitioned
into N non-overlapping 32 x 32 pixel blocks.
Each block B; is subdivided into four 16 x
16 x 3 subblocks, denoted {S; 1,5;2,S5:3,Si4},
enabling fine-grained tamper localisation.

(2) Cryptographic Feature Encoding: For
each block B;, a 256-bit digital signature ID;
is generated from the first three subblocks
(Si1,Si2,5:3) using the SHA-256 hashing algo-
rithm, known for its strong collision resistance.
The signature is computed as:

IDZ = SHA—256(V€C(SZ‘71)HVGC(SLQ)”VGC(SZ":J,))
This ensures a robust, content-based identifier
for authentication.

(3) Convolutional Watermark Integration:
The signature ID; is embedded into the fourth
subblock S;4 using a custom convolutional
encoder-decoder network, detailed in Algo-
rithm 1 and Algorithm 2. This network ensures
imperceptible embedding while maintaining
watermark recoverability, as validated in Fig-
ure 1, which compares the ground-truth and
extracted watermark patterns.

3.2 Multi-Scale Feature Extraction

For detection of subtle tampering patterns, we have
introduced a customised CNN module to learn lo-
cal features from each block B;, producing a 128-
dimensional feature embedding ¢(B;) € R'?%. Hier-
archical convolutional layers with max-pooling are
utilized by the network to learn multi-scale features,
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Figure 1. Fig. Visual validation of the watermarking process
Left: binary watermark pattern embedded in the subblock
Right: Extracted watermark demonstrating high fidelity of our
convolutional encoder-decoder network

Algorithm 1 Convolutional Encoder for Watermark
Embedding

Subblock Sy € R16x16x3 956 bit identifier ID;
Watermarked subblock ) € R16%16x3
I Diensor < reshape(ID;, [16,16,1])
identifier to tensor

I Dtensor ¢ replicate(I Dyiensor, channels = 3) >
Replicate to match RGB channels

Xin < concat(Sy, I Diensor) > Concatenate subblock
and identifier

X1 <« BN(SELU(Conv2D(Xjiy, 6,8, 3, padding =

> Reshape

1)) > First convolutional layer
X, + BN(SELU(Conv2D(X,8,16,3,padding =
1)) > Second convolutional layer
X3 <« BN(SELU(Conv2D(X3, 16,32, 3, padding =
1)) > Third convolutional layer
X4 + BN(SELU(Conv2D(X3,32, 16,3, padding =
1)) > Fourth convolutional layer
X5 «+ BN(SELU(Conv2D(X4, 16,8, 3, padding =
1)) > Fifth convolutional layer

X + BN(SELU(Conv2D(X5, 8,4, 3, padding = 1)))
> Sixth convolutional layer

X7 + BN(SELU(Conv2D(Xg, 4, 3,3, padding = 1)))
> Final convolutional layer

Xg + Dropout(X7,p = 0.001) > Apply dropout
S+ Xs > Assign watermarked subblock
return S} > Return watermarked subblock

enabling effective detection of complex forgeries such
as copy-move attacks [8]. Residual connections sta-
bilise training and enhance feature discriminability,
bypassing the spatial constraints of block-wise pro-
cessing. This module provides the basis for graph-
based reasoning, as described in the next subsection.

3.3 Graph-Augmented Spatial Reasoning

To address the spatial blindness of block-wise Con-
volutional Neural Networks (CNNs), which struggle
with detecting grid-aligned tampering due to their
limited receptive fields, we developed a Graph Neu-
ral Network (GNN) module to model inter-block de-
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Algorithm 2 Convolutional Decoder for Watermark
Extraction

Watermarked subblock S) € R16>x16x3
Reconstructed identifier 1D; o € {0, 1}256

Y1 + BN(SELU(Conv2D(S},3,8,3,padding = 1)))
> First convolutional layer

Ys « BN(SELU(Conv2D(Y1, 8, 16, 3, padding = 1)))
> Second convolutional layer

Ys <« BN(SELU(Conv2D(Ys, 16,32, 3, padding =

1))) > Third convolutional layer
Yy < BN(SELU(Conv2D(Y3, 32,16, 3, padding =
1)) > Fourth convolutional layer

Y5 + BN(SELU(Conv2D(Yy, 16,8, 3, padding = 1)))
> Fifth convolutional layer

Ys < BN(SELU(Conv2D(Y3, 8,4, 3, padding = 1)))
> Sixth convolutional layer

Y7 + BN(Sigmoid(Conv2D(Yg, 4, 3, 3, padding =
1)) > Final convolutional layer with sigmoid
ID} <+ reshape(flatten(Y7), 768) > Flatten to vector
ID; gut 4 MLP(ID/, 768 — 256) > Map to 256-bit
identifier

return ID; ., > Return reconstructed identifier

pendencies effectively. This module enhances tamper
detection by capturing long-range spatial relation-
ships across the image, a critical gap in traditional
CNN-based approaches. The architecture, detailed in
Table 2, leverages a Graph Attention Network (GAT)
as its core component, optimised for improved per-
formance in complex tampering scenarios.

(1) Graph Construction: A graph G = (V, E)
is constructed, where vertices V' represent fea-
ture embeddings {#(B;)} derived from CNN-
extracted block features, and edges E connect
spatially adjacent blocks using 8-connectivity.
This design choice ensures comprehensive cover-
age of spatial relationships, enabling the frame-
work to detect tampering patterns that span
multiple blocks, such as grid-aligned manipu-
lations. The graph structure is initialized with
Gaussian-weighted edges to prioritize local co-
herence, with ¢ = 1.0 as specified in Table 2.

(2) Graph Attention Network (GAT): We em-
ploy a GAT with a multi-head attention mech-
anism to dynamically weigh the importance of
neighbouring nodes, improving tampering de-
tection accuracy by focusing on structurally sig-
nificant regions [26]. The GAT configuration,
including 8 attention heads in the first layer
and 4 in the second, along with LeakyReLU ac-
tivation (a = 0.2), is tailored to balance compu-
tational efficiency and precision. This approach
mitigates the uniform weighting limitations of
standard GNNs, as validated by a 15% F1-Score
improvement over baseline CNN models (Ta-

ble 3).

(3) Contextual Anomaly Refinement: Tamper-
ing probabilities are refined through a graph
diffusion process, which propagates contextual
information across the graph to ensure consis-
tent predictions [27]. This step leverages the
GNN’s ability to aggregate global context, re-
ducing false positives in areas with ambiguous
tampering signals. The diffusion process is pa-
rameterized to converge within three iterations,
optimizing runtime while preserving accuracy,
a trade-off detailed in the computational effi-
ciency analysis (Section 4.3).

The rationale for this design stems from the need to
overcome the rigid receptive field constraints of CNNs,
which fail to capture non-local dependencies criti-
cal for grid-aligned tampering detection. The GAT’s
attention mechanism provides a flexible weighting
scheme, adapting to varying tampering complexities,
while the diffusion process enhances robustness by
contextual smoothing.

Table 2. GAT architectural specifications

Component Configuration

Input Feature Dimen- 128
sion

Attention Heads 8 (Layer 1), 4 (Layer 2)

Attention Activation LeakyReLU (a = 0.2)

Hidden Activation ELU (Exponential Lin-

ear Unit)

Output Layer MLP (128 — 64 — 1,
Sigmoid)

Edge Weighting Gaussian similarity
(o0 =1.0)

3.4 Evaluation Metrics

To rigorously assess our framework, we employ a com-
prehensive set of metrics evaluating watermark imper-
ceptibility, tampering localisation, attack detection,
and robustness [28-31].

e Peak Signal-to-Noise Ratio (PSNR):
Quantifies watermark imperceptibility by mea-
suring the difference between original and wa-
termarked images, with higher values indicating
minimal distortion [28]:

MAX
PSNR = 20 - log,, < I)

— 1
MSE M)
e Structural Similarity Index Measure
(SSIM): Assesses structural information preser-

vation, aligning with human visual perception
(range: -1 to 1, higher is better) [29].
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e Attack Detection Rate (ADR): Quantifies
accuracy in classifying post-processing attacks
[16].

e Mean GNN Accuracy: Averages GNN tam-
pering detection accuracy across blocks [9].

e Mean ADR: Averages ADR across attack
types for overall attack detection performance
[16].

e Max Accuracy: Represents the highest tam-
pering detection accuracy across datasets [30].

e Min Accuracy: Indicates the lowest tampering
detection accuracy under challenging conditions
[30].

e F1-Score: Balances precision and recall for
tampering localisation:

Precision - Recall
F1-S =2 2
core Precision + Recall (2)

e Tampering Precision (Attack): Measures
tampering localisation precision under attacks
[10].

e Area Under the Curve (AUC): Summarises
discrimination ability via the ROC curve [31].

3.5 Integrity Synthesis

The final stage, described in Algorithm 3, takes the
results from the watermarking, CNN, and GNN mod-
ules and computes a tampering map Tinap. The sys-
tem detects a broad class of post-processing attacks
listed below, selected for their prevalence in real-world
tampering instances [10, 16].

(1) Cropping: Removal of portions of the image,
altering its boundaries or content [6].

(2) Blurring: Application of a smoothing filter to
reduce image sharpness, obscuring details [6].

(3) Auto-Enhancement (AF): Automatic ad-
justment of contrast, brightness, or colour to
enhance visual appeal [32].

(4) Salt-and-Pepper Noise Addition (SPNA):
Introduction of random black and white pixels,
creating sparse noise [32].

(5) Histogram equalisation (HE): Redistribu-
tion of pixel intensities to enhance contrast
across the image [16].

(6) Sharpening: Enhancement of image edges to
increase perceived clarity [6].

(7) Gaussian Noise Addition (GNA): Addition
of random noise following a Gaussian distribu-
tion, degrading image quality [32].

(8) Scaling: Resizing the image, either enlarging
or reducing its dimensions [16].

4 Results and Evaluation

In this section, the performance of the proposed
system is evaluated regarding tamper localisation,
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Algorithm 3 Image Integrity Verification Pipeline
(Inference Stage)

Input image I, Pre-trained models Opec, 0onN, OcaT
Tampering map Tipap € {0, 1}17/32xW/32
{B;}¥_; + partition(I,32 x 32) > Partition image
into blocks
Initialize empty lists: ® « [], A + ||
feature and discrepancy lists
for i + 1 to N do

{57;71, 51‘72, Si,g, 5@4} — subdivide(B,;, 16 x 16) >
Subdivide block

ID; true < SHA-256(vec(S; 1)||vec(S; 2)||vec(Si,3))
> Compute true identifier

IDi,extracted <~ DeCOder(SiA; HDec)
identifier via Algorithm 2

Append BER(IDi,truc; IDi,cxtractcd) to A >
Compute discrepancy

Append ¢onn (Bi; fenn) to @
features
end for
G < constructGraph(®)
features
Throbs — GAT(G, A; Ocar)
tampering probabilities
7, + findOptimal Threshold (ValidationSet) >
Determine threshold
Tmap — {Tprobs > Tr}
return Ty,

> Initialize

> Extract

> Extract CNN

> Construct graph from

> Apply GAT for

> Generate tampering map
> Return tampering map

post-processing attack resistance, and computa-
tional complexity. CASIA [17] and NIST Nimble [18§]
datasets are employed for experimental purposes,
where images have undergone eight different at-
tacks: Cropping, Blurring, Auto-Enhancement (AF),
Salt-and-Pepper Noise Addition (SPNA), Histogram
equalisation (HE), Sharpening, Gaussian Noise Addi-
tion (GNA), and Scaling. These results are presented
graphically (Figure 2 and Figure 3) and numerically
(Table 4, Table 5, Table 6, Table 7, Table 3), and
the process of resilience evaluation is outlined in
Algorithm 4.

4.1 Visual Detection Analysis

The detection performance of the framework is illus-
trated in Figure 2 and indicates the performance on
the eight attacks mentioned in Section 3.4. The fig-
ure provides the original and watermarked images as
baselines, followed by the attacked image, tampering
state, and final detection result for each attack, which
illustrates the ability of the framework to detect ma-
nipulations under different circumstances

Graph Attention Network (GAT) enhances localisa-
tion precision, mitigating against grid-aligned tamper-
ing attacks, while an attack decoder offers resilience
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through discrimination against post-processing ef-
fects.

4.2 Quantitative Performance Metrics

Quantitative evaluation employs measures defined
in Section 3 (i.e., F1-Score, Precision, AUC, PSNR,
SSIM, TPR, ADR), computed using Algorithm 4.
Comparison of overall performance with the state-of-
the-art is presented in Table 4. Table 5 Summarises
per-attack performance on five images with high
Mean GNN Accuracy (0.93-0.98) and Attack Detec-
tion Rates (ADR) (92-97%).

Figure 3 illustrates convergence of training loss of
the proposed neural network architecture over 100
epochs. The loss, when graphed on a log-scale be-
tween 106 and 10°, has a steep early drop from ap-
proximately 107! to 1073, then slowly back up to
107 by the final epoch. This trend is an indicator of
the achievement of the training procedure, reflecting
the model’s ability to learn and generalise from the
dataset. The smooth convergence suggests efficient
optimisation, which is likely thanks to the specially
crafted Graph Neural Network and Convolutional
Neural Network modules.

To highlight component contributions, Table 3
presents an ablation study, comparing the full frame-
work (CNN + GNN + Watermarking) against vari-
ants without GNN or watermarking. The full frame-
work achieves the highest F1-Score, underscoring the
GNN's role in spatial modelling and watermarking’s
impact on robustness.

Table 3. Ablation study on framework components

Configuration F1-Score (Tampering)
CNN Only 0.80
CNN + Watermarking 0.84
CNN + GNN 0.87
Proposed (Ours) 0.94

4.3 Image Quality Assessment

Image quality is evaluated using PSNR and SSIM,
comparing original and watermarked images against
existing methods. Table 6 presents these metrics, with
values for our framework to indicate minimal quality
loss due to the convolutional encoder’s low-dropout
design (Algorithm 1).

4.4 Computational Efficiency

Processing time is critical for real-time applications.
Table 7 compares average inference time per image,

Original

Watermarked

5 E

white At{After Attack
tacks Name

Tampered

Detected

Cropping

Blurring

Auto-
Enhancement

Salt-and-
Pepper Noise

Histogram
equalisation

Sharpening

Gaussian
Noise

Scaling

Figure 2. Fig. Visual representation of attack detection on
original and watermarked images showcasing eight attack
types (Cropping, Blurring, Auto-Enhancement, Salt-and-Pep-
per Noise, Histogram equalisation, Sharpening, Gaussian Noise,
Scaling). Yellow annotations indicate tampering and red anno-
tations highlight attack-induced manipulations. @
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Loss per Epoch

Loss
°

Epoch

Figure 3. Fig. Training and validation loss vs epochs for the
neural network Convergence to low loss values indicates stable
training

Table 4. Comparison of overall performance metrics across
methods

Method F1-Score Precision AUC (Ro-
(Tamper- (Attack) bustness)
ing)

Fridrich et al. 0.72 0.65 0.68

(3]

Lin and 0.78 0.70 0.75

Chang [4]

Zhang et al. 0.85 0.82 0.80

[7)

Wang et al. 0.88 0.85 0.83

(9]

Proposed 0.94 0.92 0.89

(Ours)

Table 5. Per-attack performance metrics across Test images

Attack Mean Mean Max Ac- Min Accu-
Type GNN Ac- ADR (%) curacy racy
curacy
Cropping  0.97 96 0.98 0.95
Blurring 0.98 97 0.99 0.96
AF 0.96 95 0.98 0.94
HE 0.97 96 0.99 0.95
Sharpening 0.95 94 0.97 0.93
GNA 0.93 92 0.95 0.91
SPNA 0.94 93 0.96 0.92
Scaling 0.98 97 0.99 0.96

Table 6. PSNR and SSIM comparison of original vs water-
marked images

Method PSNR (dB) SSIM
Fridrich et al. [3] 35.2 0.92
Lin and Chang [4] 38.5 0.95
Zhang et al. [7] 40.1 0.97
Wang et al. [9] 39.8 0.96
Proposed (Ours) 45.4 0.98
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Algorithm 4 Quantitative Resilience Assessment

Input image I € RFT>XW>3 " Attack set {Ax}5_;
Performance metrics {P,,}3,_; > PSNR, SSIM, ADR

Tvatermarkea < Encoder(I, {ID;}Y ;) > Apply
watermark embedding via Algorithm 1
for A, € {Ax}}_, do

Iattacked — applyAttaCk(Iwatermarked7 Ak) >
Simulate specific attack

{9}, {A;} « extractFeatures(Lastacked) >

Extract watermarked subblocks and discrepancies
T, A + GATPipeline({S}},{A;}) > Generate
tampering and attack maps via Algorithm 3

(\/ ( a ked)>
E a C)
COIIlpllle I SIJI{

(2papytec1)(204y+c2)
Posiv < e (o7t oo
with ¢; = 0.012, ¢ = 0.032
Correct Attack Detections

> Compute SSIM

Papr > Compute
Attack Detection R’gggal Attacks '
end for
return {P,} > Return computed metrics: PSNR,
SSIM, ADR

for our framework projected to be competitive due
to optimised GAT layers [13].

Table 7. Comparison of processing time (seconds per image)

Method Inference Time (s)
Fridrich et al. [3] 0.15
Lin and Chang [4] 0.12
Zhang et al. [7] 0.20
Wang et al. [9] 0.25
Proposed (Ours) 0.21

4.5 Discussion

The findings validate the effectiveness of our frame-
work against grid-aligned tampering and post-
processing attacks, as visually demonstrated in
Figure 2. The ablation study (Table 3) is particularly
revealing, showing the key contribution of the GNN
in boosting the F1-Score from 0.80 (CNN-only) to
0.87. The final boost to 0.94 with the full framework
shows the synergetic nature of the watermarking
scheme for total robustness.

The framework demonstrates remarkable resilience,
even when subjected to challenging high-frequency
noise attacks like GNA and SPNA. It maintains high
Mean GNN Accuracies of 0.93 and 0.94 respectively
(Table 5), showcasing the GNN’s robust capability
to identify structural tampering despite widespread
stochastic noise. This provides valuable insight into
the model’s performance, indicating that the initial
CNN feature extractor already provides a strong foun-
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dation. This opens up a promising avenue for future
research to further enhance this high level of noise
invariance.

Compared to past work (Table 4), our method has
a superior accuracy vs. strength trade-off, achieving
an AUC of 0.89 compared to 0.83 for the next best
method. This hugely improved performance, outper-
forming methods like [7] and [4], is justified by the
small computational time expense of 0.21s per im-
age (Table 7). This positions our framework as an
efficient tool for high-integrity systems. Future work
will look at even more noise robustness and testing
against more advanced, multi-stage attacks.

5 Conclusion

This paper presents a novel framework for robust im-
age integrity verification and tamper localisation that
addresses the fundamental challenges posed by grid-
aligned tampering and post-processing attacks. By
the synergistic integration of Graph Neural Networks
(GNNs), Convolutional Neural Networks (CNNs), and
digital watermarking, the framework overcomes the
intrinsic limitations of traditional and CNN-based
approaches in modelling long-range spatial dependen-
cies and being robust to sophisticated manipulations.
At the framework’s centre is a novel, purpose-built
neural architecture, comprising a low-dropout convo-
lutional encoder for translucent watermark embed-
ding and a GNN for structure reasoning. Extensive
testing on benchmarking datasets, including CASTA
and NIST Nimble, demonstrates the framework’s re-
silience against eight types of attacks, which include
cropping, blurring, and adding Gaussian noise. The
findings demonstrate state-of-the-art detection accu-
racy and image quality preservation gains with PSNR
45.4 dB and SSIM 0.98, while also delivering compet-
itive inference times of 0.21 seconds per image. This
research establishes a new state of the art in image
integrity verification as a scalable and interpretable
digital content protection solution. Future research
will entail the extension of the framework to address
multi-attack scenarios and exploring its applicability
in real-world scenarios such as online content authen-
tication and digital document security.
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