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Abstract

Linked Ineffective Fault Analysis (LIFA) is a novel fault analysis technique that
operates without requiring input control and demonstrates resilience against noise
compared to Statistical Ineffective Fault Analysis (SIFA), while maintaining similar
attack assumptions. However, prior studies on LIFA have focused primarily on SPN
block ciphers, leaving the security of the DES cipher one of the Feistel ciphers
unexplored. Furthermore, the application of LIFA in the presence of multiple faults
remains unaddressed. This paper bridges these gaps by applying LIFA to the widely
utilized DES cipher, aiming to evaluate the effectiveness of this attack on Feistel-based
structures. We effectively apply LIFA across various scenarios and demonstrate the
feasibility of inducing multiple linked faults. Our results reveal that the nibble-based
structure of DES allows for the establishment of two simultaneous links instead of one,
significantly enhancing the efficacy of fault attacks on DES. To validate our approach,
we conducted both simulations and real-world experiments using frequency glitch fault
injection on an ATMEGA328p microcontroller. The results show that the proposed
LIFA framework for the DES cipher achieves superior performance compared to
existing methods such as SIFA, further advancing the state of cryptographic fault
analysis.

© 2025 ISC. All rights reserved.

1 Introduction

Fault attacks (FAs) constitute a class of physical at-
tacks where adversaries deliberately induce faults in

targeted devices to compromise their operation. These
attacks pose a significant risk to the security of crypto-
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graphic systems. Fault induction can be achieved through
various techniques, such as clock or voltage glitches, elec-
tromagnetic (EM) pulses, laser irradiation, and similar
methods. The concept of fault attacks was first introduced
by Boneh et al. in 1996 [1]. Since the inception of fault
attacks, numerous techniques have been devised to exploit
them against cryptographic algorithms. These attacks are
broadly categorised into three distinct groups.

Persistent fault attacks (PFAs) represent the first cate-
gory [2, 3], characterized by faults that remain in effect
until the target device is reset. Since their introduction at
CHES 2018, PFAs have received significant attention and
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have been applied to software implementations of various
cryptographic primitives [4–7].

The second category encompasses fault attacks that in-
duce permanent modifications to the target device. The
third category comprises transient fault attacks that cause
temporary disruptions to the target device. This paper
specifically focuses on transient faults. Numerous meth-
ods based on transient faults have been proposed, includ-
ing DFA [8], IDFA [9], FSA [10], DFIA [11], FTA [12],
and other similar techniques.

Transient fault attacks are unified by a common char-
acteristic: the injected fault alters an intermediate value,
transforming it into a new, faulty value.

A novel fault attack, termed Linked Fault Analysis
(LFA), was recently introduced in [13]. Within this frame-
work, a variant known as Linked Ineffective Fault Analy-
sis (LIFA) focuses exclusively on ineffective fault occur-
rences. LIFA holds a distinct advantage over certain other
fault attacks, as it neither requires input control nor is hin-
dered by redundancy-based countermeasures. However,
most prior studies on ineffective fault analysis have been
restricted to Substitution-Permutation Network (SPN) ci-
phers, leaving Feistel ciphers unexplored. Furthermore,
existing works typically assume a single-fault model and
ignore realistic scenarios where missed faults (faults that
do not alter the ciphertext) and unwanted faults (extra
unintended faults) occur. These assumptions limit the ap-
plicability of previous research to real-world implemen-
tations, where multiple simultaneous faults are common
in practice. As cryptographic algorithms are increasingly
deployed in resource-constrained IoT and embedded envi-
ronments, practical fault models must address these non-
ideal conditions.

1.1 Our Contribution

In this work, we study Linked Ineffective Fault Analy-
sis (LIFA) on Feistel ciphers by focusing on DES. While
LIFA has already been introduced for SPN ciphers, its ap-
plication to DES has not been addressed before. The Feis-
tel structure makes the attack more challenging because
faults injected in one half of the block can be masked by
the XOR operation, which hides the statistical patterns
that LIFA needs. Showing how LIFA can still be applied
to DES is one of the main contributions of this paper.

We also extend the study of LIFA to more realistic con-
ditions where multiple faults may occur at the same time.
in implementation, fault injection often produces missed
faults, where the output does not change, and unwanted
faults, where extra faults appear unexpectedly. These cases
were not considered in earlier works. We show that such
scenarios can be handled in our framework and even used
to improve the effectiveness of the attack.

Finally, we support our study with experiments on an

ATmega328p microcontroller using frequency glitching,
along with simulation results. The experiments confirm
that LIFA can be applied to DES in practice and show that
it can achieve better results compared to SIFA [14]. These
findings demonstrate that LIFA is a practical and effective
approach for fault analysis of Feistel ciphers.

1.2 Outline

The structure of the remainder of this paper is as follows:
Section 2 Offers an overview of Feistel ciphers and one
of them and Linked Fault Analysis (LFA). In Section 3,
our proposed attack methodology is described in detail
applied to the DES cipher in various scenarios. We present
our experimental results in Section 4. Finally, we conclude
in Section 5.

2 Preliminaries
This section establishes the foundational concepts, nota-
tions, and cryptographic structures used throughout the
paper. The focus is primarily on the Feistel cipher struc-
ture and the DES (Data Encryption Standard) algorithm,
as well as the fault analysis techniques applied to them.

2.1 Notation

To establish clarity, this section outlines the notations and
parameters adopted throughout the paper. The length of
the block in DES cipher is represented by b, whereas k
indicates the length of the master key. Notations such as
K, C, and M correspond to the master key, ciphertext, and
plaintext, respectively. Denoted by n, the total number of
rounds is a critical parameter, with r specifying the round
number for 1 ≤ r ≤ 16. The variable l is used to signify
the number of S-boxes involved in the round function.
Intermediate values in Feistel rounds are represented by XL
and XR, which refer to the left and right sides, respectively.
The round function, identified as Fr, operates alongside the
substitution box (S-box), denoted by S, which constitutes
the nonlinear layer. Each S-box takes an input of length m.

To describe the Feistel round function Fr, the input and
output are denoted as Xr[i] and Yr[i], respectively. The
output of the nonlinear S-box layer is symbolised by zr.
For 1 ≤ i ≤ l, the i-the S-box in the r-th round receives
input yr[i] and produces output zr[i]. The terms I and O
denoted general inputs and outputs. Each round-specific
subkey is represented by Kr.

These notations provide a consistent framework for
describing Feistel ciphers, facilitating the methodologies
discussed in this paper.

2.2 Feistel Ciphers

Figure 1 depicts the structure of a b-bit Feistel cipher. In
this design, the round function processes the input XL

r us-
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ing the subkey skr, producing an output that is XORed
with XR

r to generate XL
(r+1). Simultaneously, XL

r is directly
passed unchanged to become XR

(r+1). The round function
Fr consists of three operational layers. The first layer,
(Fr,I), serves as a linear input layer. This is followed by a
nonlinear layer composed of S-box, labeled as S1, . . . ,Sl ,
which map inputs yr[i] to outputs zr[i]. Finally, the output
layer, denoted as (Fr,O), completes the process without im-
posing specific linearity constraints. This architectural de-
sign enhances the cipher’s resilience against cryptographic
attacks while ensuring robust and efficient data encryp-
tion.
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Figure 1. Generalized round of a Feistel cipher

2.3 Data Encryption Standard (DES)

The Data Encryption Standard (DES) is a 64-bit Feistel
cipher comprising 16 rounds. The encryption process be-
gins with an initial permutation applied to the 64-bit input
and concludes with an inverse permutation after the final
round. The round function within DES is composed of
four distinct steps:

S1 S2 S3 S4 S5 S6 S7 S8

Expansion from 32 to 48 bits

Reduction from 48 bits to 32 Each S-Box maps 6 bits to 4

skr

XL
r

32 bits

P

XOR to XR
r

32 bits

48 bits

Figure 2. Inner functiion of DES

(1) Expansion: The 32-bit left half of the input block is
expanded to 48 bits during this step. This expansion
is performed using a predefined expansion table, com-
monly referred to as the E box.

(2) Round Key: The expanded 48-bit input is XORed with
the round key using bitwise operations. These round
keys are generated through a key schedule that applies
a series of shifts and permutations to the original key,
ensuring unique keys for each encryption round.

(3) Substitution: Following the Round key step, the 48
bits are divided into eight groups, each containing six
bits. Each group is processed individually by a unique

S-box, which replaces the six input bits with four
output bits based on a nonlinear transformation table.

(4) Permutation: The 32-bit output from the substitution
step is rearranged according to a predefined permuta-
tion table, known as the P-box, completing the round
function.

2.4 Statistical Ineffective Fault analysis

Statistical Fault Attack (SFA) leverages a biased distri-
bution of faulty intermediate values to compromise the
security of cryptographic systems. In this attack, the ad-
versary decrypts a set of faulty ciphertexts from the final
round(s) of the cipher using key candidates. To evaluate
how closely the resulting distributions align with the ex-
pected biased distribution, a statistical scoring function is
computed for each key candidate.

When redundancy-based countermeasures [15] are em-
ployed, the attacker cannot access faulty ciphertexts in
cases where the fault is effective. However, in scenarios
involving ineffective faults, the ciphertexts remain observ-
able. Exploiting this, Statistical Ineffective Fault Analysis
(SIFA) relies on the biased distribution of intermediate
values caused by ineffective faults to bypass these coun-
termeasures. A more recent approach, Statistical Effective
Fault Attack (SEFA [16]), adopts similar statistical tech-
niques but focuses on effective faults.

SEI(k) = ∑
x∈X

(p̂k(x)−θ(x))2 (1)

where X denotes the set of possible intermediate values,
θ(x) is the uniform distribution over X , and p̂k(x) repre-
sents the estimated probability distribution of the inter-
mediate value x under the key hypothesis k. This scoring
function measures the deviation of the observed distribu-
tion from the ideal uniform distribution. The number of
required ciphertexts to acquire the correct key can be esti-
mated based on Equation 2.

NSEI ≈
β ·φ−1

0,1 (α)

C(p,θ)
(2)

where α is the significance level of the test, β denotes the
statistical confidence parameter, and φ

−1
0,1 (·) is the inverse

of the cumulative distribution function of the standard nor-
mal distribution. The denominator C(p,θ) is a measure of
distance between the empirical and uniform distributions,
defined as:

C(p,θ) = ∑
x∈X

(p̂k(x)−θ(x))2

θ(x)
(3)

The probability of an ineffective event is denoted by the
ineffectivity rate Πi. Hence, the total number of required
ciphertexts for SIFA is finally given as:
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N =
NSEI

Πi
.

Algorithm 1 Key-recovery over last round of DES without
noise for SIFA
Require:

1: Ineffective (faulty) ciphertexts C1,C2, . . . ,CN
2: Key candidates K for sk16[i] (26 candidates, i.e.

K = {0,1, ...,26−1}).
Ensure: Correct key

3: for ℓ= 0 to 26−1 do
4: (sk16[i])← ℓ
5: for h = 1 to N do
6: XL

16←CL
h

7: z16[i]← Si(X16[i]⊕ sk16[i])
8: calculate SEI
9: end for

10: end for
11: return argmaxSEI(Correctkey[MaxSEI])
12: return K

2.5 Linked Ineffective Fault Analysis (LIFA)

Linked Fault Analysis (LFA) is a novel type of fault attack
that exploits the relationship between two intermediate
values resulting from a single fault. In this technique, a
second variable, v, is linked to the faulty target variable, u′,
through a specific relationship, such as equality, expressed
as u′ = l(v). This linkage allows the attacker to uncover
critical key bits necessary for decryption.

Two scenarios arise depending on the presence or ab-
sence of redundancy-based countermeasures:

In the absence of redundancy-based countermeasures,
the attacker guesses the involved subkey bits and decrypts
N faulty ciphertexts C′i , where 1≤ i≤ N, to compute two
m-bit intermediate values, u′ and v. The relationship u′ =
l(v) always holds for the correct key but only holds for
an incorrect key with a probability of 2−m. If there are
2κ candidates for the κ-bit guessed key, approximately
N = κ

m faulty ciphertexts are sufficient for key recovery.
This method is referred to as Linked Differential Fault
Analysis (LDFA) in [13].

In the presence of redundancy-based countermeasures,
the attacker instead focuses on ineffective fault events. By
applying the same techniques as described earlier, the key
can still be retrieved. This variation of the method is called
Linked Ineffective Fault Analysis (LIFA) in [13].

The attacker exploits the cipher’s operational routines—
specifically the loading of S-box outputs into RAM or
flash memory during the encryption round. By skipping
crucial load instructions [17], either those selecting data
addresses or those writing data into memory, the attacker
can induce the desired fault. Similar to most fault attacks,
a key assumption while conducting an LFA is control over

fault intensity and duration. It means that attacker must be
able to precisely manage the intensity and duration of the
fault injected, which directly influences the success rate
of changing the intermediate values.

3 LIFA on DES
Although the application of LFA to SPN-based ciphers
has been explored in prior studies, the original proposal
did not address the security of Feistel ciphers under LFA.
In this section, we focus on presenting LIFA in the context
of DES.

3.1 Overview of the Proposed Attack

S
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Figure 3. Linked fault in the final round of DES

We assume that the implementation incorporates a
redundancy-based countermeasure. Specifically, the en-
cryption process is executed twice with the same secret
key in the DES framework. If the two results differ, the
system either blocks the ciphertexts or produces them
randomly as a safeguard.

We focus on the final round of DES, where y16[i] and
y16[i+1] are two consecutive state variables processed se-
quentially. These variables are defined as y16[i] = x16[i]⊕
sk16[i] and y16[i+1] = x16[i+1]⊕ sk16[i+1] (refer to sec-
tion 2.1). A fault is introduced during the S-box evaluation
of y16[i+1]. Under certain conditions, the resulting faulty
value z′16[i+ 1] = S(y16[i+ 1]) coincides with S(y16[i]).
Such a fault can occur due to an instruction skip. Conse-
quently, after the fault, z′16[i+1] becomes correlated with
z16[i]. If the attacker determines that the fault is ineffec-
tive, they can infer z16[i] = z16[i+1]. Hence, it’s easy to
observe that the following relationship exists between the
part of the subkey of the last round:

Si+1(x16[i+1]⊕ sk16[i+1]) = Si(x16[i]⊕ sk16[i]) (4)

Figure 3 illustrates this observation for the final round
of DES.

3.2 LIFA on DES Without Noise

According to Algorithm 1 the intermediate values z16[i]
and z16[i+1], as well the subkey bits sk16[i, i+1], influ-
ence a portion of the ciphertext. In other words, the in-
termediate values z16[i] and z16[i+1] can be determined
by guessing the value of the subkey bits sk16[i, i+1] and
decrypting the ciphertext C. There are τ = 212 candidates

ISeCure
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Algorithm 2 Key-recovery over last round of DES without
noise
Require:

1: Ineffective (faulty) ciphertexts C1,C2, . . . ,CN
2: Key candidates K for sk16[i, i+ 1] (212 candidates,

i.e. K = {0,1, ...,212−1}).
Ensure: Correct key

3: for ℓ= 0 to 212−1 do
4: (sk16[i],sk16[i+1])← ℓ
5: for h = 1 to N do
6: XL

16←CL
h

7: z16[i]← Si(X16[i]⊕ sk16[i])
8: z16[i+1]← Si+1(X16[i]⊕ sk16[i+1])
9: if z16[i] ̸= z16[i+1] then

10: Eliminate ℓ, i.e. K = K \{ℓ}
11: end if
12: end for
13: end for
14: return K
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Figure 4. Effectiveness of LIFA and SIFA Attacks without noise

for the target key bits (i.e. sk16[i, i+1]). Given N ineffec-
tive ciphertexts C1,C2, ...,CN , we can partially decrypt the
ciphertexts for a guessed key and check whether the re-
lation z16[i] = z16[i+ 1] holds or not. The relation holds
for the correct key in all cases, but with a probability of
2−4 for a wrong key. In other words, if the relation does
not hold, the guessed key is wrong and can be eliminated
from the key candidates. This technique is illustrated in
Algorithm 2. Given N ineffective ciphertets, 212×2−4·N

candidates remain. To determine the correct key uniquely,
around N = 3 ineffective ciphertexts are needed. Since the
ineffective rate is Πineff = 2−4, in total almost 3×24 = 48
faulty computations are required to retrieve the key. To
validate the proposed approximation, we conducted simu-
lations of the LIFA attack on DES. The results, presented
in Figure 4, demonstrate that, in implementation, only
three ineffective ciphertexts are sufficient to recover the
target keys.

3.3 In the Presence of Missed and Unwanted Faults

Thus far, we have assumed an ideal scenario where no fault
events are missed, and the attack execution setup functions
flawlessly. However, in implementation, achieving perfect
fault injection is rarely feasible. Faults may fail to inject
as intended for two primary reasons. In this section, we
analyse the LIFA attack on DES under various practical
scenarios.

(1) Missed faults: A missed fault occurs when an in-
struction skip fails to execute following fault injec-
tion. Even with a highly reliable and precise setup,
missed faults are unavoidable. As they are difficult
to distinguish from ineffective faults, missed faults
can significantly impact fault attacks that depend
on ineffective events.

(2) Unwanted faults: Unwanted faults occur when an
injected fault takes place at an unintended time or
location. These faults can result from incidental
noise during experiments.

Most fault attacks are affected by both missed and un-
wanted faults, as these faults are often indistinguishable
from the intended ones, particularly when attackers lack
input control to repeat the experiment with a fixed input.

Let Πm and Πu represent the rates of missed faults and
unwanted faults, respectively. For N experiments, approxi-
mately N×(1−(Πm+Πu)) cases will uphold the relation
z16[i] = z16[i+1]. In the remaining N× (Πm +Πu) cases,
where no fault occurs or the fault happens in an incorrect
location, the relation z16[i] = z16[i+1] holds with an aver-
age probability of 2−4. Unlike the scenario in Section 3.2,
here z16[i] = z16[i+1] is not deterministic.

Pr(z16[i] = z16[i+1]) ={
(1− (Πm +Πu))+2−4 · (Πm +Πu) Correct key
2−4 Wrong key.

(5)

However, as discussed before and it’s shown in Equa-
tion 5, the probability that z16[i] = z16[i+1] holds differs
between the correct key and an incorrect key.

To successfully implement the attack in the presence of
missed and unwanted faults, Algorithm 2 can be adapted
with minor modifications. As previously noted, the equa-
tion z16[i] = z16[i+1] does not always hold for the correct
key. However, the probability of this relationship being
true is higher for the correct key than for an incorrect
key guess. By employing a probabilistic approach, as de-
scribed in Algorithm 3, and increasing the number of re-
quired ciphertexts, the key can still be recovered. In the
following, we analyse various scenarios to determine the
amount of data needed to uniquely recover the key.

We executed Algorithm 3 under three distinct condi-
tions, corresponding to missed fault rates of 30%, 50%,
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Algorithm 3 Key-recovery over last round of DES with
missed fault
Require:

1: Ineffective (faulty) ciphertexts C1,C2, . . . ,CN
2: Key candidates sk16[i, i+1] (212 candidates).

Ensure: Correct key
3: for ℓ= 0 to 212−1 do
4: (sk16[i],sk16[i+1])← ℓ
5: for h = 1 to N do
6: XL

16←CL
h

7: z16[i]← Si(X16[i]⊕ sk16[i])
8: z16[i+1]← Si+1(X16[i]⊕ sk16[i+1])
9: if z16[i] = z16[i+1] then

10: cnt[ℓ] = cnt[ℓ]+1
11: end if
12: end for
13: end for
14: return argmaxℓ(cnt[ℓ])
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Figure 5. LIFA on DES in the presence of missed faults in three scenarios
with Πm=30%, 50% and 80%

and 80%, respectively. The results are presented in Fig-
ure 5. As expected, higher missed fault rates require a
greater number of ineffective ciphertexts to successfully
recover the key. Nevertheless, as shown in Figure 5, the
number of required ciphertexts remains relatively low, en-
suring the practical feasibility of the attack.

Figure 6 summarises the three missed fault scenarios,
including numerical data and percentages, to facilitate
comparison and understanding of the outcomes. This in-
formation provides the average probabilities of accurately
identifying the key for each of the five given values, based
on 100 testing iterations. Each session was evaluated un-
der different percentages of missed faults.

3.4 LIFA vs SIFA

To the best of our knowledge, Feistel-based ciphers have
not been evaluated against SIFA thus far. Moreover, it’s a
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Figure 6. Success Probability of Key Identification Across Different
Missed Fault Rates

valuable perspective to determine which approach, SIFA
or LIFA, offers greater advantages to an attacker. However,
we have not encountered a comprehensive study address-
ing this comparison. We used the same CPU and identical
settings to model SIFA and LIFA concurrently, ensuring
a fair evaluation. As illustrated in Table 1, when a single

Algorithm 4 Key-recovery over last round of DES in case
of multiple faults

Require: Ineffective (faulty) ciphertexts C1,C2, . . . ,CN ,
Key candidates sk16[i, i+1] (212 candidates), and Key
candidates sk16[i+2, i+3] (212 candidates).

Ensure: Correct key
1: for ℓ= 0 to 212−1 do
2: (sk16[i],sk16[i+1])← ℓ
3: for h = 1 to N do
4: XL

16←CL
h

5: z16[i]← Si(X16[i]⊕ sk16[i])
6: z16[i+1]← Si+1(X16[i]⊕ sk16[i+1])
7: if z16[i] = z16[i+1] then
8: cnt[ℓ] = cnt[ℓ]+1
9: end if

10: end for
11: end for
12: return argmaxℓ(cnt[ℓ])
13: for ℓ= 0 to 212−1 do
14: (sk16[i+2],sk16[i+3])← ℓ
15: for h = 1 to N do
16: XL

16←CL
h

17: z16[i+2]← Si(X16[i+2]⊕ sk16[i+2])
18: z16[i+3]← Si+3(X16[i+2]⊕ sk16[i+3])
19: if z16[i+2] = z16[i+3] then
20: cnt[ℓ] = cnt[ℓ]+1
21: end if
22: end for
23: end for
24: return argmaxℓ(cnt[ℓ])

ISeCure



October 2025, Volume 17, Number 3 (pp. 1–10) 7

Table 1. Comparison of LIFA and SIFA

# Required Faulty Computations

Ineffective
Rate

Without
any-noise

Missed Faults
(30%)

Missed Faults
(50%)

Missed Faults
(80%)

LIFA 6%≃ 2−4 3×16
= 48

10×16
= 160

22×16
= 352

45×16
= 720

LIFA† 0.4%≃ 2−8 4×256
= 1,024

12×256
= 3,072

26×256
= 6,656

50×256
= 12,800

SIFA 8%
10×16
= 160

21×16
= 336

48×16
= 768

94×16
= 1,504

SIFA‡ 0.3%
22×256
= 5,632

31×256
= 7,936

75×256
= 19,200

91×256
= 23,296

† LIFA with double link.

‡ SIFA with double fault.

S0 S1 S2 S3 S4 S5 S6 S7

Figure 7. Location of links in experimental result

link and a single fault are applied simultaneously in both
approaches, the data ratio for LIFA is approximately 1:4
relative to SIFA in a noise-free environment. This distinc-
tion becomes particularly significant when the ineffective
data rates are nearly identical. Additionally, in low-data-
rate scenarios, the double-link configuration plays a cru-
cial role in improving the efficiency of key recovery cal-
culations.

we assessed the impact of missed faults on the total
data rate. Even with varying percentages of missed data,
LIFA consistently exhibited superior performance and
resilience.

3.5 Multiple Linked Faults

In the Data Encryption Standard (DES), the S-boxes are
6× 4. If the fault injection process is capable of gen-
erating two linked faults simultaneously, the number of
faulty computations required to recover the whole key is
reduced by half, without altering the time complexity of
the attack. Specifically, considering the architecture of
the microcontroller and its implementation, if the fault af-

fects the four words (z[i]), (z[i+1]), (z[i+2]), and (z[i+3]),
additional correlations among these words can be estab-
lished without incurring extra computational costs for the
attack. As demonstrated in the subsequent section, our
practical implementation indicates that a single fault in-
jection can establish a link between (z[i]) and (z[i+2]), as
well as between (z[i+1]) and (z[i+3]). This approach can
be described as achieving “two birds with one stone." In
essence, injecting a single fault results in the creation of
multiple linked faults, as illustrated in Figure 7.

Consequently, as outlined in Algorithm 4, this method
enables the attacker to independently recover 24 bits of the
subkey sk16 in two distinct parts. Hence, this method was
applied to both SIFA and LIFA simulation approaches. Ta-
ble 1 demonstrates the use of multiple links and faults for
key recovery. Although LIFA, in both single- and multiple-
link configurations, retrieves more key bits, it requires
fewer ineffective data compared to SIFA in both fault mod-
els, even in the presence of countermeasures.

4 Experimental Hardware Evaluation
This section presents a practical evaluation of the proposed
fault analysis techniques on a physical hardware platform.
We describe the experimental setup used to perform real-
time fault injections and report the empirical findings
obtained from applying LIFA and SIFA to the TWINE-80
cipher implemented on an embedded microcontroller. The
results are analysed in terms of effectiveness, efficiency,
and resilience under realistic operating conditions.

It’s important to note that the improvements observed
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in our results are not tied to the specific hardware platform
or tools used. The Arduino Nano and FPGA setup only
served as a convenient environment for implementing the
experiments. The statistical bias exploited by LIFA arises
from the linked ineffective fault model itself and the way
the attack is structured, rather than from device-specific
behaviour. We also observed that the attack remained ef-
fective across different operating frequencies and glitch
parameters, which further supports that the results are a
consequence of the proposed methodology and not of the
underlying technology.

4.1 Experimental Setup

Our experimental framework was built upon a standard-
ised configuration to ensure attacks were carried out effec-
tively and precisely. The core components of the setup con-
sisted of two embedded computing units: an Arduino Nano
with an ATmega328P core and a Field-Programmable
Gate Array (FPGA), each serving distinct but complemen-
tary roles in executing the attack. The ATmega328P was
responsible for processing the cryptographic algorithm
and generating a timing flag or trigger pulse, which was
sent to the FPGA to indicate the precise moment when the
fault injection should occur.

To control the target’s clock signal, the onboard oscilla-
tor was replaced with an external clock source generated
by the FPGA’s internal Phase-Locked Loop (PLL), which
acted as the clock glitching mechanism. Under normal
conditions, the Arduino operates using a low-speed clock
provided by the FPGA. When a glitch event is triggered,
an interrupt is activated, causing the Arduino to temporar-
ily switch to a high-speed clock for the glitch duration.
After the glitch period ends, the same interrupt restores
the Arduino to the low-speed reference clock. This setup
ensures precise control of the glitch timing and frequency
transitions, with the interrupt managing both the initiation
and termination of the high-speed clock.

In this experiment, the glitch signal was uniquely ele-
vated to 32 MHz, compared to the 8 MHz reference clock.
This adjustment was achieved using two key parameters:
the start value, which defines the fault’s initiation point,
and the offset value, which specifies the duration of the
frequency increase. The FPGA configures the PLL using
these tunable parameters. By adjusting the start and off-
set values, the attacker can precisely target and disrupt
specific steps of the process, as these values are calibrated
to match the effect of the glitch on the encryption runtime.

4.2 Practical Findings

Initially, we applied our setup to gather ineffective cipher-
texts containing a single link in the intermediate values.
Notably, our experimental results closely aligned with the
simulation outcomes. As illustrated in Table 1, the num-

10 20 30 40 50
1

25

50

75

100

125

150

200

256

Number of Ineffective Ciphertexts

C
or

re
ct

ke
y

R
an

k

80% LIFA
50% LIFA

Figure 8. Missed Fault in Experimental Single Linked LIFA

ber of ineffective exploitable data in a noise-free setup is
four. This count remains consistent for identifying both
a single link and repeated evaluations for discovering a
double link. This approach enables us to recover 24 bits
of the key while focusing solely on the start and offset
parameters within the same setup.

Last but not least, let us examine this approach in rela-
tion to another unintended consequence of implementing
fault attacks. In typical scenarios, missed faults can cause
significant deviations in the collection of exploitable inef-
fective data, complicating key recovery. To address this,
we accounted for this additive effect in our implementa-
tion and re-executed the investigation to gather valuable
data.

Surprisingly, the results once again aligned closely
with the simulation-based approaches. This consistency
reinforces the validity of our theoretical concepts and
supports their experimental confirmation. Figure 8 illus-
trates the LIFA attack based on single link under fault
conditions where 50% and 80% of the faults are missed.

5 Conclusion
This study highlights the superior performance of Linked
Ineffective Fault Analysis (LIFA) over Statistical Ineffec-
tive Fault Analysis (SIFA) for DES key recovery. LIFA
requires only a very small number of ciphertexts to re-
trieve the correct key and remains effective even when
fault injections are incomplete or imperfect. Our experi-
ments on a simple and low-cost hardware setup confirm
its practicality, while the software side benefits from lower
computational effort compared to SIFA. Together, these
results show that LIFA is both effective and realistic as a
fault-based cryptographic analysis technique.
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