The ISC Int'l Journal of
Information Security

October 2025, Volume 17, Number 3 (pp. 1-9)
I se c “ re http://www.isecure-journal.org

PRESENTED AT THE ISCISC’2025 IN TEHRAN, IRAN.

Integral Attack on CHILOW **
Akram Khalesi »*, and Zahra Ahmadian ?

1 Research Center for Development of Advanced Technologies, Tehran, Iran.
2 Department of Electrical Engineering, Shahid Beheshti University, Tehran, Iran.

ARTICLE INFO.

Keywords:
CHILOW, Division Property,
Integral attack

Type:

doi:

Abstract

CHILOW is a family of tweakable block ciphers introduced at Eurocrypt 2025,
prioritizing decryption speed over encryption speed. This is achieved through
a low-latency non-linear layer of degree two within the round function and
a minimal number of rounds. As a result, CHILOW presents an appealing
target for attacks that exploit its algebraic properties. These characteristics,
along with the strict query limitations imposed by the designers, motivate our
investigation into CHILOW’s security against integral attacks leveraging the
division property. We have identified several integral distinguishers, which
vary in data complexity and the number of balanced output bits. Specifically,
for CHILOW-(32+7), we derived a 4-round distinguisher with 15 constant
bits in the input, in which all the 32 output bits are balanced. However, the
longest integral distinguisher that complies with query limitations extends
up to 3 rounds. For CHILOW-40, integral distinguishers up to 5 rounds are
detected; however, only those spanning three rounds meet the query constraints.
Furthermore, we have explored the potential for extending these distinguishers
to key-recovery attacks and analyzed their complexity. Using the 3-round
distinguisher on CHILOW-(32+7), we propose key recovery attack with a 32-bit
advantage, data complexity of 2% chosen ciphertexts and time complexity
of 240 decryptions, all within the query limits. Therefore, by performing an
exhaustive search over the remaining key candidates, a single candidate for the
master key can be recovered, resulting in an overall attack time complexity of
296 decryptions. Additionally, we present an integral key-recovery attack on
the 6-round version of CHILOW-(32+7) with a data complexity of 2% chosen
ciphertexts and a time complexity of 2!°2:6 encryptions. This attack only
obtains information from the tweaks of the last three rounds, and using this
information to recover the master key will be the subject of future research.
© 2025 ISC. All rights reserved.
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1 Introduction

esigning innovative cryptographic algorithms to

meet the changing security demands is vital in
cryptography. Although a wide variety of crypto-
graphic algorithms already exist, researchers continue
to propose new designs and structures to address
emerging challenges or enhance existing methods. An
example is the introduction of three constructions
for Authenticated Code Encryption (ACE) and their
implementation through a family of tweakable block
ciphers called CHILOW, presented at Eurocrypt 2025
[1].

The newly developed primitives, CHILOW-(32+7)
and CHILOW-40, are particularly suitable for sce-
narios where decryption speed is more critical than
encryption speed. For instance, in ACE, decryption
often dominates because encrypted instructions are
frequently decrypted for execution, while encryption
occurs less frequently, such as during software up-
dates. This is supported by the introduction of a new
family of non-linear layer called CHICHI, which is
based on the well-known non-linear function x uti-
lized in Keccak [2], Ascon [3] and Koala [4].

Integral attack is a powerful cryptanalysis tech-
nique used against block ciphers, where attackers seek
to identify sets of inputs whose outputs sum to zero
at specific positions. Initially, methods for detecting
integral distinguishers relied on tracking the propaga-
tion of integral properties or estimating the algebraic
degree. However, with the advent of the division prop-
erty, these earlier techniques became outdated.

The division property [5], a robust tool for uncov-
ering integral distinguishers, exists in two forms. The
first, known as the two-subset division property [5],
is less precise but simpler to implement in automated
cryptanalysis. The second, the three-subset division
property [6], offers higher accuracy while its automa-
tion is more challenging [7-9].

The first method, utilized by Todo for automated
search for integral distinguishers based on the division
property, is based on the breadth-first approach [5].
Afterward, Xiang et al. proposed an MILP model for
the two-subset division property, which became the
foundation of its future work [10].

In this paper, we analyze the security of CHILOW-
(32+7) and CHILOW-40 against integral attacks
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leveraging the division property. Specifically, we ap-
ply the MILP modeling approach for the two-subset
division property, as introduced by Xiang et al. [10],
within a single-tweak single-key framework, uncover-
ing several integral distinguishers. The distinguish-
ers identified for CHILOW-(32+7) and CHILOW-40
cover up to 4 and 5 rounds, respectively; however,
only the 3-round distinguishers satisfy the query con-
straints given by the designers, in both cases. Sub-
sequently, we explore key recovery attacks based on
these distinguishers and propose some 4-round at-
tacks on CHILOW-(32+7) that offer trade-offs be-
tween time and data complexities. To the best of our
knowledge, these attacks surpass previously known
results on CHILOW-(32+7). Furthermore, we present
an integral attack on 6 rounds of CHILOW-(32+-7);
however, only the tweaks of the last three rounds are
recovered, while the master key remains unrecovered.
The results are summarized in Table 1.

The paper is organized as follows. Section 2 intro-
duces the notations used throughout the paper, along
with an overview of the integral attack and division
property as a tool to find integral distinguishers. In
Section 3, we provide a brief overview of the tweak-
able block cipher family CHILOW and present our
findings on studying its resistance against integral
attack using two-subset division properties. Finally,
Section 4 offers our concluding remarks.

2 Preliminaries

2.1 Notations

In this paper, binary values are denoted by lower-
case letters like x, vectors by boldface like & or just
uppercase letters like X, and (multi-) sets by black-
board bold uppercase letters like X. Let Fy denote
the binary finite field and a = (ag, a1, ..., an—1) € Fy
be an n-bit vector, where a; denotes the i-th bit of
a, and a; = a; @ 1. The vector e; is the unit vector
whose i-th element is 1. For any k € F and k' € Fy,
we define k = k' if k; >k} for all i = 0,1,....,n — 1.
By the symbol <+, we mean adding a member to a
(multi) set. Finally, by X, ; we mean a chunk of X
from i-th to j-th bit.

2.2 Integral Cryptanalysis

The core concept in higher-order differential [11] and
integral [12, 13] attacks is the same, where the attack-
ers attempt to find a collection of inputs for which the
resulting outputs sum up to zero in specific positions.
The old methods for finding integral distinguishers
rely on propagation of the integral properties [13]
or estimation of the algebraic degree[11]. However,
recent methods are based on the division property
proposed by Todo in [5].
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Table 1. Summary of the key recovery attacks on CHILOW-(32+7)

#rounds Dist. #rounds Data Time Memory Model Attack Target Ref.
3 - 4 KC 2106 Dec. 2103 STSK MITM Key recovery  [1]
4 - 4 KC 2126 Dec. 2126 STSK MITM Key recovery  [1]
4 3 237CC 2105 Dec. Negligible RTSK® Integral Key recovery Sec. 3.3
4 3 240 CcC 296 Dec. Negligible RTSK® Integral Key recovery Sec. 3.3
6 3 28 CC 21026 Enc. Negligible RTSK® Integral Key recovery(i) Sec. 3.3

KC, CC, STSK, RTSK and MITM denote known ciphertext, chosen ciphertext, single-tweak single-key, related-tweak single-key,

and meet-in-the-middle, respectively.

(i) The attack needs multiple tweaks; however, it employs single-tweak single-key distinguisher.

(ii) Only the tweaks of the last three rounds are recovered.

2.3 Integral Distinguishers Based on
Division Property

The division property comes in two variants: the two-
subset division property, also known as the conven-
tional division property, and the three-subset division
property. In the first variant, the input set sums to
zero (the balanced property) or an unknown value.
In contrast, the second variant allows the sum of the
input set to have three possible states: zero, one, and
unknown.

Definition 1 (two-subset division property[5]).
The multiset X with elements from F has division
property Dg if

B -

zeX

unknown,
0, otherwise

where K denotes a set of n-dimensional binary vectors.

Definition 2 (three-subset division property[6]).
The multiset X with elements from F4 has division

property D]Ilgl if

unknown, if there exists k € K s.t. u = k,
@m” =<1, if there existsl € L s.t. u =1,
z€X 0, otherwise.

where K and L are sets of n-dimensional binary vec-
tors.

The propagation rules of the division property
through basic components are provided in [5, 6]. Here,
we summarize the propagation rules for the two-subset
version, since our investigations are based on it.

Rule 1 (Copy). Let y = f(x) be the Copy func-
tion with @ = (zg,z1,...,2,—1) € F5 as the input,
and y = (20,20, 21, ..., 2n_1) € F5T as the output.
If the input multiset X has D]}{, then the output mul-

tiset Y has D%gﬂ, where K’ is computed from all
kcKas

K/ « (0507k1a"'
(1,0, k1, ...

akn—1)7
aknfl)v (07 17 klv

if ko =0

7kn71)7 Zf kO =1 ’

if there exists k € K s.t. u > k,

where K’ < k denotes that k is inserted into K'.

Rule 2 (And). Let y = f(x) be the And function
with © = (zg,21,...,2n—1) € F5 as the input, and
y=(roANT1,...,Tp_1) € Fgfl as the output. If the
input multiset X has Dﬁ;7 then the output multiset Y
has Dﬁgfl7 where K’ is computed from all k € K as

ko + k1
2

Rule 3 (Xor). Let y = f(x) be the Xor function
with @ = (zg,z1,...,2,—1) € Fy as the input, and
y= (0 ®x1,...., zn_1) € F5 " as the output. If the
input multiset X has D]};, then the output multiset
Y has Dﬂlg 71, where K’ is computed from all k € K
s.t. (ko, k1) = (0,0),(1,0), or (0,1) as

K « (k‘o + ki, ko, ..., kn—l)-

K’(—(’— —‘,k27...7k‘n_1).

2.4 MILP modeling of the division property

In the first papers on division property [5, 6], serach-
ing for integral distinguishers was based on breadth-
first approach. Later in Asiacrypt 2016, Xiang et al.
proposed an MILP modeling for the two-subset di-
vision property [10]. They defined division trail as
follows.

Definition 3 (Division Trail). Let Dk, be the di-
vision property of the input for the i-th round func-
tion. Consider the propagation of the conventional

bit-based division property {kr} def Ko EN K EN
i> K,. For any vector k;;, € K;;1, there must
exist a vector k; € K; such that k; can propagate to
k;., according to the propagation rules. Beside, for
(ko, kv, ..

k., i) S i) k, an r-round two-subset bit-based divi-

sion property trail if k; can propagate to k;, for all
1€{0,1,...,r—1}.

k) € Ko x Ky x ... x K, we call ko

Their method i]% based on the fact that if there is no
division trail k, ==+ e; for the r-round cipher Ej, the
i-th bit of the ciphertext is balanced. The constraints
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for propagation of division property through round
function are included in the MILP model, and the

solver checks the feasibility of the division trail kg LN
e;, where k, is determined according to the active
bits in the input. If such a division trail is not feasible,
the output bit is balanced.

3 Integral Cryptanalysis of CHILOW
3.1 Specification of CHILOW

In [1], three constructions have been introduced for
authenticated code encryption. The encryption algo-
rithms for these constructions are illustrated in Fig-
ure 1, where f is a stream cipher, I is a "tweakable"
PRF, and F is a tweakable block cipher. Addition-
ally, A, N, M, and C denote the address (to retrieve the
code fragment from), auxiliary information (such as a
software version number), instruction, and encrypted
instruction, respectively. The address and auxiliary
information together can be viewed as a nonce or
tweak, while the instruction serves as the plaintext.
In the ACE1 and ACE2 constructions, C consists of
the encrypted instruction concatenated with an au-
thentication tag. In ACE3, C is the encryption of the
instruction padded with 7 zero bits. To instantiate the
ACE2 and ACE3 constructions, primitives CHILOW-
(3247) and CHILOW-40 are proposed, respectively.

For CHILOW-(324-7), tweakable block ciphers
D3o(K, X, T) and Diy(K,X,T) are introduced,
where K, T, and X are 128-bit key, 64-bit tweak, and
32-bit input, respectively. In ACE2, D35 represents
E~! and it is used to decrypt the 32-bit encrypted
instruction. The output of D%, will be truncated to
its first 7 bits to derive an authentication tag for an
encrypted instruction.

For CHILOW-40, only the tweakable block cipher
Dyy(K, X,T) is introduced, where K, T, and X are
128-bit key, 64-bit tweak, and 40-bit input, respec-
tively. It returns a 40-bit block as the output. In
ACE3, D4_01 represents ' and is used to encrypt a
32-bit instruction code concatenated by 8 bits of ze-
ros. The zero-bits are padded for authentication such
that the last 8 bits of the output of Dy should be
equal to zero.

The total number of queries for CHILOW-(32+7)
and CHILOW-40 is limited to 24° overall and 2% per
tweak. Despite the presence of a 2-degree non-linear
layer and a minimal number of rounds, this restriction
poses a significant challenge for cryptanalysis.

3.1.1 CHILOW-(32+7)

The block ciphers D3o and Djs, utilized for CHILOW-
(32+7) in ACE2 construction, take the encrypted

1S¢0ured)
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instruction code as the 32-bit input block X. The
inputs to the first rounds are initialized by whitening
the input block as X(©) = X @& Kg4. 95 for D3y and
X'(0) = X®Kog.. 127 for Di,. The intermediate states
X+ and X'+ for § < rnd — 2 are computed as

X = Ly (xan(X ) © Ty

XD = Ly (xsn(X'O)) @ T3 5l
where rnd is the number of rounds in the block ciphers
D3y and D%, which is 8. The linear functions Lz ()
and L5, (x), as well as the non-linear function ys2(x)

are introduced in Section 3.1.3 and Section 3.1.4,
respectively.

The last round functions in D3y and Dj, just con-
sist of the non-linear function ys2, so

XD = yap (X1 @ T,

X’(rnd) = Y32 (X’(rnd—l)) ® T;;ndﬁ)g
The output of the decryption algorithm in CHILOW-
(32+47) consists of the output of D3y, namely X (")
and the truncation of the output of Dj, to its first 7

bits, i.c., X", as depicted in Figure 2.

In the round functions, the parameters TJ(Z) are

the jt"-bit of T®, computed by the tweak and key
schedules as

70 = Loa(xoa(TW)) & K g3 for i < rnd —2,
T(rnd) _ L64(T(i))’
KU = Ligs(xa2s(KW) & ), for i < rnd — 2.

The input to the tweak schedule is the 64-bit tweak
whitened with 64 bits of the master key as T =
T & Ko..63- The input to the key schedule is the 128-
bit master key as K (9) = K. As illustrated in Figure 2,
the 64-bit tweak and the 128-bit master key are each
treated as a concatenation of 32-bit words, specifically
defined as T = TO || T1 and K = Ko || Kl H KQ || K3.
The round constants ¢ for i < rnd — 2, affect bits
96 to 127 and are computed as

e o =i® (1< (i +4) @ (b< 31),
¢ = 0,5 =0..95;

where < represents a shift to the left, and b € {0,1}
is set to 1 only for CHILOW-40. The linear function
L;(z) and the non-linear function y;(z) are intro-
duced in Section 3.1.3 and Section 3.1.4, respectively.
One can refer to [1] for more details.

3.1.2 CHILOW-40

The block cipher Dy is proposed for decryption in
CHILOW-40. The input to the first round, namely
X(O), is the 40-bit ciphertext X xored with Kgq4.. 103,
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Figure 1. ACE constructions ACE1, ACE2 and ACE3 (from left to right)[1].
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Figure 2. CHILOW-(32+7) decryption and tag computation[1].

ie., X(O = X@®Kgy. 103. Similar to D3y and Dj,, the

. . : Table 2. Offsets for the linear functions
internal states X *1) for i < rnd—2 are computed as

Linear Map «a Bo b1 B2
i+1) _ i (i+1)
XD = Lig(xao(X)) @ Ty 5 L3 15 9 12
The output X ™ is computed as L, 11 1 2% 30
x (rnd) _ X4O(X(rnd—l)) T(”gg, Lao 17 1 9 30
and it is expected to contain the 32-bit instruction Lea 3 1 26 50
code followed by 8 bits of zeros. The round number L2 17 7 11 14
rnd for Dy is 8 as in D3y and Dj,.
Ti D Ti4124 i<m-—3orm<i<n-—2
3.1.3 Linear Functions ' i+1 e .
T D Tm—220 it=m-—3
The Linear functions y = L;(x) for ¢,y € F} and Tm—1 D ToL1 i=m—2
j € {32,40,64, 128} as well as y = Liy(x) for @,y € Yi = { T3 ® TrnTms1 i=m-—1
F32 are computed as — .
Tm—2 D Tm+41Tm+2 =M
Yi = TaitBo D TaitBy D Taitps) Tpe2 D Tre1Tm—1 =n-—2
where the indices are computed modulo j for y = Tn—1 D Tm—1Tm i=n-1L

L;(x) and modulo 32 for y = L4, (z). The values of

a and Sys are provided in Table 2 3.2 Integral Distinguishers for CHILOW

As pointed out by the designers, CHILOW utilizes a

3.1.4 Non-Li Functi
on-Lneat functions degree-2 non-linear layer while the number of rounds

The non-linear function y = y,(x) for x,y € F} and
n € {32,40,64, 128}, where n = 2m is defined as

is only 8. This makes CHILOW an appealing target
for cryptanalysis methods that exploit algebraic prop-
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erties, such as higher-order differential attacks or inte-
gral attacks based on the division property. However,
the security claims by the designers are based on the
assumption that the total number of queries to the
decryption oracle is limited to 24° with no more than
28 queries per tweak for both CHILOW-(32-+7) and
CHILOW-40. These limitations significantly hinder
the feasibility of such attacks. Within this context,
we examine the resilience of CHILOW against inte-
gral attacks while considering these imposed query
limitations.

3.2.1 results on CHILOW-(32+7)

In the single-key single-tweak setting, designers have
experimentally verified that if we write the i-th
coordinate of Dso(K,T,X) as p, (K, T,X)X"* &
Gu,i(K,T,X) for uw of hamming weight 31 where
Du,i and ¢, ; both are polynomials -along with the
condition that X does not divide any monomial
of gy - then all the 32 x 32 = 256 polynomials p,, ;
are non-zero and linearly independent after 6 rounds.
Based on this, it was concluded that there are no
integral distinguishers on more than 5 rounds.

In this research, we explored the existence of inte-
gral distinguishers based on the two-subset division
property, utilizing the method developed by Xiang
et al.[10]. We modeled the cipher in the single-tweak
single-key setting and identified some 4-round distin-
guishers for D3o (K, T, X) such as

(117015) Around, (032),

where 0; and 1, represent ¢ bits of zeros and j bits
of ones, respectively. Additionally, zeros and ones in
the input (and output) denote constant and active
(or balanced and unknown) bits, respectively. It is
important to note that neither of the identified 4-
round distinguishers satisfies the limitations on the
number of queries in our investigations. However, we
detected several 3-round integral distinguishers that
can be easily extended to key-recovery attacks that
outperform the existing ones. Some of the identified
3-round distinguishers are

(15024) S-round, (032),

3—round

(17095) ——— (031,08110111,07),

and

3—round

(15027) _— (1101 1301 140115021507140715011504

It is worth noting that we have experimentally ver-
ified several of the recovered distinguishers, including
those used in key recovery attacks. Additionally, an
r-round distinguisher includes the linear layer of the
final round. For further investigation, our implemen-
tation’s source code is publicly available at

1S¢0ured)
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https://github.com /khalesiakram /CHILOW.

3.2.2 Results on CHILOW-40

There are no reported assessments by the designers
regarding the security of CHILOW-40 against inte-
gral attacks. In our analysis, we explored this aspect
by modeling a two-subset division property within
the single-tweak single-key framework, using the same
methodology applied to CHILOW-(32+7). Our re-
sults suggest that integral distinguishers are possible
up to 5 rounds of Dyo(K,T, X), with no distinguish-
ers found beyond that point. However, neither the 5-
round nor the 4-round distinguishers meet the query
constraint. Some of the notable identified distinguish-
ers are as follows:

(13208) Soround, (040)

4—round

(120020) ——— (040)

3—round

(18032) ——— (040)

3.3 Integral Key Recovery Attacks on
CHILOW-(32+7)

Algorithm 1 illustrates an integral key-recovery attack
targeting the reduced 4-round version of CHILOW-
(32+7). The attack is based on the 3-round integral
distinguisher (1g024) A-round, (032) of D3o(K, T, X),
while the linear layer of the last round is removed.
Note that all of the 32 bits in the output of y32 from
the last round are balanced. This distinguisher is
extended by one round at the input for key recovery
attack, as depicted in Figure 3. In this attack, for each
combination of 232 values of Kea,... 95 and 28 values

of XU g T(g,l.?-,iil’ where the first 8 bits are active
and the remaining 24 bits are constant, we compute
the set of 28 X as outlined in line 9 of Algorithm
1. We then query the decryption oracle with X and
evaluate the parity across each set of 28 corresponding
plaintexts. Any value of Kg4, 95 with a parity of zero
is a potential candidate for 32 bits of the master key.

For each possible value of Kgy, . 95, we use a dis-
tinct tweak T to query the decryption oracle with 28
different values of X(*) @ Té’l.?"?m to adhere to the
query limit per tweak. This results in 2% decryption
queries for each of the 232 possible values of Kea,... 95,
culminating in a total data complexity of 24° cho-
sen ciphertexts, which respects the overall query con-
straint. The time complexity is primarily driven by
these 240 decryption oracle queries. Thanks to the 32-
bit parity condition, we expect, on average, a single
candidate for Kgy, ... 95, corresponding to the 32-bit
advantage. Therefore, by performing an exhaustive
search over possible values for 96 bits Ko .. 63,96,...,127,
a single value for the 128-bit master key is expected
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Algorithm 1 Integral Key-Recovery Attack on 4-round CHILOW (32+7)

: Input: The decryption oracle.

: Output: A set of candidates K for Kg4, .. 95
: begin

K=0

T =0

: for all K64,...,95 do
parity =0

for all XM o TV )

© 0 N O U W e

—
=

P =Ds(K,T,X)
parity = parity & P
end for
if parity = 0 then
K=KU{Ks4, 95}
end if
T=T+1
end for
return
end

e e e

16:
17:
18:
19:

s.t. X(g,l.).i,23 S Té}.?,% =
X = X35 (Lgy (XW & To(,l.?.,:u)) ® Kou,...,95

> Initialize T with zero (or any arbitrary 64-bit value)

const do

> Query the decryption oracle for X

> or any alternative modification to T to prevent repetition

1
7))

|

@O > xO

Key,..

| Lsa(xs2(.))

.95 ,
X->P->x0) ———mMm 1 >

L3z (xs2())

2
732

|

@ - X(Q)

3
T s

|

D> x®

o}ﬂ,\
HI

131

|

Xs2() @ > x@

Lsa(xs2(.))

1 round

Q===

"U _——————

3-round distinguisher

Figure 3. Key recovery attack on 4 rounds of CHILOW-(32+7).

on average, resulting in an overall attack time com-
plexity of 2%% decryptions.

It is worth noting that there are trade-offs between
data and time complexities of the attack. For instance,
we could employ a 3-round distinguisher with 5 ac-
tive bits in the input, represented as (15027), and
9 balanced bits in the output. Removing the linear

layer from the last round, this distinguisher changes
2.5—round

to (15027) —_— (09120615071201)- This adjust—
ment would reduce the data complexity of the attack
to 237. Consequently, we would expect 29 candidates
for Kga,... 95 on average, due to the 23-bit condition
on the parity, which corresponds to the 23-bit advan-
tage. By exhaustively searching through the remain-
ing key candidates, the correct master key can be
identified, yielding a total attack time complexity of
2105 decryptions.

As another example for a key-recovery attack
on CHILOW-(32+7), the 3-round distinguisher

(18024) 3—round (032) can be extended by adding
three additional rounds at the output. This requires
a set of ciphertexts of size 28, which is active in the
first 8 bits and remains constant in the other posi-
tions. We then query the ciphertexts of this input

set and guess 96 bits related to the tweaks of the
last three rounds to perform partial encryption. By
computing the parities of the output of the distin-
guisher, the guesses where these parities match the
distinguisher’s output are considered as candidates
for the tweaks at those rounds. Consequently, with
a data complexity of 28 chosen ciphertexts and an
approximate time complexity of 21926 encryptions
(calculated as 28 x 296 x %), it becomes possible to
recover the tweaks of the last three rounds in the
6-round version. It should be noted that the recov-
ered tweaks of the last three rounds have a complex
relationship with the master key. This is mostly due
to the nested tweak-key schedule, as depicted in
Figure 2. As denoted by the designers, in the nested
approach, the key schedule updates the key state
to generate round keys. These round keys are then
used to modify the tweak state, which subsequently
modifies the cipher state. As a result, the tweaks
for later rounds are effectively strong encryptions of
the tweak using the master key. Therefore, even if
an attacker manages to recover these round tweaks
during an attack, it does not provide an easy way to
deduce information about the master key or round
tweaks corresponding to other tweak values. So,
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leveraging the retrieved later round tweaks to recover
the master key remains an open problem.

4 Conclusion

In this paper, we explored the security of CHILOW
family of tweakable block ciphers against integral
attack based on two-subset division property. We
identified integral distinguishers up to 4 rounds for
CHILOW-(32+7) and 5 rounds for CHILOW-40; how-
ever, only the 3-round distinguishers in each case
comply with the query limitations imposed by the
designers.

Additionally, we investigated key-recovery attacks
exploiting these distinguishers and proposed some
4-round attacks on CHILOW-(32+7), each present-
ing different trade-offs between data and time com-
plexities. For instance, one attack yields a 32-bit ad-
vantage with data and time complexities of 249 cho-
sen ciphertexts and decryptions, leading to an over-
all time complexity 2°°. In contrast, another attack
achieves a 23-bit advantage with both data and time
complexities reduced to 237, corresponding to over-
all time complexity 2'9°. These attacks surpass the
previously reported longest key recovery attack—a
meet-in-the-middle approach on 4-round CHILOW-
(32+7)- which achieves only a 2-bit advantage and
has a time complexity of 2126,

Furthermore, we explored a key-recovery attack on
6-round CHILOW-(32+7) to recover the tweaks of
the last three rounds with a data complexity of 28
ciphertexts and a time complexity of 21926 encryp-
tions. Using this information to recover the master
key remains a task for future work.
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