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1 Introduction

ABSTRACT

Preserving data confidentiality is crucial in today’s digital world where data
exchange is increasingly becoming digital. This paper presents a novel text
steganography algorithm. Initially, the secret message is converted into a bit
stream. This bit stream is then shuffled using a random sequence to enhance
security. Finally, the data is converted into a specific ”time” (including date
and hour), and this generated time is embedded within a suitable cover text.
The results demonstrate that the proposed algorithm is robust against a variety
of attacks, including retyping, OCR, printing and photocopying, compression,
document feature modification, non-Unicode environment conversion, and
semantic paraphrasing. The algorithm is language-independent and applicable
to all languages. The scheme exhibits high transparency against visual and
machine attacks and has a capacity of 18 bits per time. The embedding of
information bits using a random sequence enhances the scheme’s resistance
against detection attacks.

(© 2025 ISC. All rights reserved.

tography and information hiding are two primary
approaches to addressing these concerns. Information

n today’s world where data exchange is increas-
Iingly becoming digital, information security is
of paramount importance. Cybercrimes and data
breaches have become increasingly prevalent, caus-
ing significant financial and reputational damage to
individuals, organizations, and governments. To com-
bat these challenges, there is a need for secure and
efficient methods to protect information from unau-
thorized access, disclosure, and manipulation. Cryp-
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hiding embeds data within another object, such as
an image, audio, or text, to conceal it from unau-
thorized viewers [1]. Information hiding is further
categorized into two main classes: steganography and
watermarking. The primary goal of steganography is
to preserve the confidentiality of information.

This paper presents a novel approach to text
steganography. In this approach, the message text
is converted into a bitstream, which is then shuffled
using a random sequence. The resulting bitstream is
used to generate a time interval comprising the day,
hour, minute, and second. The ”generated time” is
subsequently embedded into a suitable text, and the
steganographic text is transmitted. To the best of
our knowledge, a similar encoding approach has not
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been reported anywhere in the literature.

The remaining sections of the paper are organized
as follows: Section 2 provides a review of the re-
lated literature to the proposed approach. Section 3
presents the proposed scheme along with an example.
Section 4 presents the analysis of the experimental
results and discussions related to the proposed ap-
proach. Finally, Section 5 concludes this paper with
some future work.

2 Related Work

This section provides essential definitions and a com-
prehensive review of existing text steganography tech-
niques, laying the groundwork for understanding our
proposed method. A steganography system consists of
four main components: the secret message, the cover
media, the steganographic algorithm, and the key.
The presence of a key is not mandatory; if present,
it turns the system into a private steganography sys-
tem. The cover media can be of various types, such
as images, audio, video, or text. In this paper, the
cover medium is text.

Various classifications have been proposed for
steganography techniques. A classification based on
the distinction between the covertext and the stego-
text offers greater coherence and generalizability.
From this perspective, text steganography techniques
can be technically divided into three categories [2]:
a) Algorithms where the covertext and stego-text are
identical in terms of textual content, and no differ-
ence can be observed between the two texts. These
techniques are also called structural techniques or
font format and feature code-based techniques. b)
Algorithms where the covertext and stego-text have
visual differences. ¢) Algorithms where there is no
covertext and the stego-text is generated directly
from the secret message.

Considering this, steganography algorithms are pri-
marily divided into three main categories: structural,
linguistic, and statistical (random) [2]. Over the past
decade, research in text steganography algorithms
has primarily focused on structure-based approaches,
while less attention has been paid to language-based
and random/statistical methods. This imbalance is
due to the inherent limitations of these methods, such
as low embedding capacity, changes in the meaning
of the covertext, and the need for additional prereq-
uisites such as dictionaries and datasets [2].

2.1 Structural Techniques

Structural algorithms are the most common meth-
ods in text steganography [2]. These methods embed
secret information by making changes to the visual
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structure of the text without altering its content. El-
ements such as font, font size, spacing between words
and lines, and text color are some of the elements that
are manipulated in this method. Methods based on
structural techniques are vulnerable to retyping, re-
formatting, OCR attacks, and sometimes copy-paste,
and the embedded secret information is lost [3]. The
advantages of these methods include ease of implemen-
tation and high capacity [4]. Structural techniques
are categorized into six subcategories: open space [5],
line shift [6], word shift [7], zero-width characters [§],
font feature changes [9], emoticons, and combined
and innovative methods [10].

2.2 Linguistic Techniques

Linguistic or natural language processing-based algo-
rithms modify the semantic [11] and syntactic [12]
features of text content. These methods utilize linguis-
tic rules to embed information. Linguistic methods
can be divided into two categories: semantic and syn-
tactic techniques [13]. Generally, techniques that ma-
nipulate the meaning of the text (or alter elements to
preserve semantic information) or affect certain char-
acter features are highly influenced by context (e.g.,
prose versus technical writing) as well as the reader’s
skill. Consequently, designing countermeasures and
attacks against them is challenging [14]. These meth-
ods are resistant to visual attacks, retyping, OCR,
and copy-paste [2].

2.3 Random and Statistical Algorithms

Random and statistical algorithms utilize the statisti-
cal properties of the secret message to automatically
generate a new covertext and hide the secret informa-
tion within the text. This process is computationally
intensive. These algorithms can be divided into two
categories: cover-based techniques and compression-
based techniques. These schemes have a high capacity
and are resistant to OCR, retyping, and statistical
attacks, but they are vulnerable to natural language
processing attacks [6].

2.3.1 Compression-based methods

Compression-based methods utilize lossless compres-
sion algorithms such as Huffman, LZW, and arith-
metic coding to hide secret messages within covertext.
These methods have high computational complexity
and are inefficient for hiding secret messages in short
texts, but they offer high invisibility, optimal capac-
ity, and low robustness against structural attacks. [15]
provides an example of compression-based methods.
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2.3.2 Random Cover Generation Technique

These techniques create a covertext based on the let-
ters of the secret message. Initially, a function called
Emb() generates a cover message (CM) based on the
letters of the secret message, and then embeds the
bits of the secret message into it. For example, the
AHA4S technique uses the omega network structure
to hide the bits of the secret message in a generated
cover message. This method converts the letters of
the secret message into related letters and uses a dic-
tionary to find the appropriate cover word. Finally, a
long and unfamiliar text is produced for the short se-
cret message, making it difficult to identify. Random
cover-based techniques have low transparency, low ca-
pacity for hiding information, and the cover message
generation is complex [16]. Examples of text genera-
tion are presented in [17]. The primary objective of
this research is to introduce a novel steganography
method based on the generation of ”time” in common
text files. The detailed steps of the embedding and
extraction algorithms will be explained in the next
section.

3 The proposed scheme

This method involves converting the hidden text (mes-
sage) into a specific time. For example, the hidden
text can be represented as "Monday, 23:11:30”. This
time is then embedded within a text containing vari-
ous dates and times. For instance, it can be inserted
into an online shopping list as the purchase time or
in a list of student assignment submission times. In
this method, days of the week are encoded using two
bits (Table 1).

Additionally, a table of alphabets, numbers 0 to 9,
and punctuation marks (a total of 48 characters) is
prepared. Thus, each character is encoded using six
bits (Table 2). It is obvious that for steganography
in other languages, it is only necessary to replace the
letters of the desired language in the alphabet table
(Table 2). This table can be adapted for languages
with up to 64 characters.

Table 1. Two-bit Encoding of Days of the Week

Day Binary Code
Saturday and Sunday 00
Monday and Tuesday 01
‘Wednesday and Thursday 10
Friday 11

3.1 Embedding Algorithm
The embedding algorithm consists of 5 steps.

(1) Grouping characters: Divide the characters of
the hidden message into groups of three.

Table 2. Character Encoding Table

Character index 1 2 3 4 5 6 7 8 9 1011121314 15 16
Character abcdefghijk1mn o p
Character index 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32

Character

qgqr s tuvwxyz. ) (! ?
Character index 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
Character » 7 : ; 012 3 45 6 7 8 9 space /

(2) Converting groups to binary code: Convert each
group, based on its constituent characters, into
a sequence of 0s and 1s using Table 2. For exam-
ple, ”you” is encoded as 011001001111010101.

(3) Extracting the day of the week and time: From
the first two bits of each resulting 18-bit string,
extract the day of the week using Table 1. The
next 16 bits are used to represent the time (in
seconds) as a binary number. That is, the 16
bits are converted to a decimal number. This
number represents the desired time in seconds.

(4) Converting time in seconds to real time: The
extracted binary number (seconds) from the
previous step is converted to real time (hours,
minutes, and seconds).

(5) Inserting time into the text: Finally, the result-
ing time is inserted into a suitable text, such
as an online shopping list or a list of student
assignment submission times.

3.2 Extracting Algorithm

The extraction algorithm, consisting of 5 steps, is the
inverse of the insertion process (Figure 1).
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Figure 1. Extracting Algorithm Steps

(1) Identifying times: In the received text, iden-
tify and record all times, including day, hour,
minute, and second, in the order they appear.

(2) Converting time to a binary sequence:

(a) Converting the day: For each time, convert
the day to a 2-bit sequence according to
Table 1.

(b) Converting hours, minutes, and seconds to
seconds: Convert the hours, minutes, and
seconds of each time to seconds using the
following formula:

Total seconds = (H x 3600)+ (M x60)+S
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In this formula, H denotes hours, M de-
notes minutes, and S denotes seconds.

(¢) Convert the total seconds to a 16-bit bi-
nary number.

(d) Combining bits: Combine the 2-bit se-
quence resulting from the day conversion
with the 16-bit sequence resulting from
the second conversion to create an 18-bit
sequence.

(3) Converting to 6-bit groups and then to charac-
ters:

(a) Dividing into 6-bit groups: Divide the re-
sulting bit sequence into 6-bit groups.

(b) Converting to decimal: Convert each 6-bit
group to its equivalent decimal number.

(c¢) Converting to a character: Using Table 2,
convert the decimal number of each group
to its corresponding character.

(4) Forming the hidden message: Place the char-
acters obtained from the previous step side by
side in order to extract the hidden message.

4 Algorithm Analysis

In the following, the features of the proposed algo-
rithm are examined. Focusing on three main aspects,
including capacity, resistance, and transparency, the
strengths and weaknesses of the method are identi-
fied and its performance is evaluated compared to
other existing methods.

4.1 Capacity

This method can hide 18 bits of information (equiva-
lent to 3 characters) for each date (including day of
the week and time). Therefore, it is important that
the cover text, without losing transparency and with-
out creating doubt, can accommodate several dates.
For example, suggested texts can include items such
as an online shopping list, the time and date of sub-
mitting assignments by students, and similar items,
where it is normal to include a large number of dates
(Figure 2).

4.2 Resistance

Compared to structure-based steganography algo-
rithms, this scheme is resistant to a wide range of
attacks, including retyping, OCR, printing and copy-
ing, compression, changing document features, and
transferring to a non-Unicode environment. Also, un-
like linguistic steganography methods, this scheme
is resistant to semantic paraphrasing and changes in
word order. However, it is still vulnerable to visual
attacks such as deletion.
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Transaction Details

The third week of January
From January 10, 2021 to January 16, 2021
No. Purchaser Amount | Transaction | Transaction
(USD) |reference |time
number
1 John Doe $3.14 612345 Tonday
03:17:25
2 Jane Smith 5489 789012 Tuesday
18:42:56
3. Michael Johnson | 57.23 B34567 Wednesday
05:23:11
4. Emily Brown $8.56 812345 Thursday
21:55:43
5. David Wilson 511.89 678901 Friday
14:38:07
6. Olivia Davis $13.21 543210 Saturday
06:12:34
7. Danizl White 515.54 B76543 Sunday
23:08:52
B Sophia Rodriguez | 517.87 201234 Tuesday
11:47:18
9. Matthew Lee 520.20 567830 Wednesday
02:36:59
10. Ava Moore 52253 432108 Thursday
15:21:44
11. Benjamin Martin | 524.86 785012 Friday
05:54:27
12 Charlotte Taylor $27.18 654321 Saturday
22:30:15
13. James Andersan 52952 S01234 Sunday
13:16:41
14. Abigail Hall 53185 567890 Monday
04:51:03
15. William Harris 534.18 432109 Tuesday
20:25:38
16. Victoria Nelson $36.51 B76543 Wednesday
11:08:22
17. Ethan Carter 538.84 S01234 Thursday
03:43:57
18. Ella Adams 541.17 567890 Friday
20:18:32
19 Alexander Wright | 543.50 432109 Saturday

Figure 2. An example of a shopping list (Transaction Details)
4.3 Transparency (Imperceptibility)

If the appropriate text context is selected, the scheme
has visual transparency and there is no distinction
between the original cover text and the hidden text.

5 Conclusion

In this paper, an innovative algorithm for text
steganography was presented. This algorithm is a
type of text generation algorithm and is not depen-
dent on a specific language and can be used in all lan-
guages. The proposed algorithm is resistant to most
attacks (except for visual attacks involving deletion
and replacement) and has good transparency. The
algorithm boasts a capacity of 18 bits per date. A key
consideration for the algorithm’s application is the
selection of an appropriate initial textual context for
embedding the dates. While finding or creating such
a context requires careful consideration, it presents
an opportunity to integrate the hidden information
naturally and seamlessly within the document.
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