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Abstract

Autonomous vehicles must balance road-safety objectives with growing
cybersecurity threats. In this paper, we present a reinforcement-learning
framework that jointly optimizes driving performance and resilience to
Denial-of-Service (DoS) attacks.The problem is formulated as a multi-objective
Markov Decision Process that integrates a safety reward with a security reward,
while the partial observability of attacks is captured via a Bayesian belief. A
Proximal Policy Optimization (PPO) agent controls steering, throttle, and
dedicated mitigation actions. The system is implemented in the CARLA
simulator with camera and LiDAR inputs and evaluated on urban driving
scenarios. Experimental results demonstrate that the agent sustains stable
lane-keeping and target-speed performance, while substantially reducing
collision-prone incidents and retaining more than 90 % of the nominal travel
distance under attack scenarios. The framework outperforms the safety-only
PPO baseline and a rule-based security countermeasure.

© 2025 ISC. All rights reserved.

1 Introduction

Autonomous vehicles (AVs) promise to reshape
personal mobility, freight, and public transit.

However, they will do so only if they deliver both
functional safety and cybersecurity, which necessi-
tates robustness against malicious interference [1].
Modern AV stacks combine high-bandwidth sensors,
over-the-air updates, and cloud connectivity, expand-
ing the attack surface while tightening real-time
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performance constraints. Standards such as ISO
21448 (SOTIF) and ISO/SAE 21434 now treat secu-
rity assurance as a first-class requirement alongside
traditional safety analysis [2].

To see why safety and security must be consid-
ered separately, imagine an AV cruising at 65 mph
on a lightly trafficked interstate during light rain.
A sudden patch of black ice is a safety hazard. In
this situation, the correct response is a smooth throt-
tle reduction and precise steering corrections. Mo-
ments later, an attacker injects spoofed CAN frames
that lock the steering actuator, a security hazard.
While both events threaten passenger well-being, the
root causes and countermeasures differ: environmen-
tal uncertainty calls for robust perception and con-
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trol [3], whereas adversarial interference demands ex-
plicit attack detection and mitigation [4]. Treating
these threats with a single aggregate metric can hide
critical trade-offs. Instead, they should be recognized
and managed within a unified yet decomposed deci-
sion framework.

We address this dual challenge by casting AV con-
trol as a multi-objective reinforcement-learning (RL)
problem. The agent receives a safety reward that cap-
tures lane keeping, collision avoidance, and ride com-
fort, and a security reward that penalizes unsafe be-
havior when attacks are suspected. Because attacks
are only partially observable. We embed a Bayesian
belief filter [5] that estimates the probability of an on-
going denial-of-service (DoS) based on timing anoma-
lies and sensor heartbeats. Upon the inferred prob-
ability surpassing a learned decision threshold, the
policy is able to trigger specialized mitigation actions,
including speed reduction, exclusion of compromised
sensor inputs, or reversion to inertial navigation, all
while preserving optimization of the agent’s longer-
term driving goals.

Existing rule-based defenses for DoS either halt
the vehicle, sacrificing mission progress, or ignore the
threat, sacrificing safety. We formulate the control
problem as a scalarized, partially observable Markov
decision process and train a Proximal Policy Opti-
mization (PPO) agent in CARLA with stochastic
DoS events [6, 7]. By adaptively weighting safety and
security rewards and learning when to deploy miti-
gation [8], our agent maintains lane-keeping and tar-
get speed, yet reduces collision-prone episodes and
preserves more than 90 percent of nominal travel dis-
tance, which outperforms safety-only RL and static
security baselines.

Our contributions are as follows:

• We scalarized safety and security into a
dual-reward, partially observable MDP that
cleanly separates the two objectives yet allows
joint optimization.

• We integrated a Bayesian attack-belief estima-
tor with a PPO controller and introduced dis-
crete mitigation actions tied to the inferred
threat level.

• We developed an open-source CARLA environ-
ment into an extended version that injects real-
istic DoS patterns and logs.

• Our reinforcement learning policy outperforms
both safety-only and rule-based security de-
fenses across key performance metrics, achieving
lower collision rates, higher mission completion
rates, and superior resilience under adversarial
attack conditions.

• We evaluated the generalization of our frame-

work to additional attack vectors, such as sen-
sor spoofing and data injection, as well as to
real-time hardware-in-the-loop experiments.

The paper is structured as follows. In Section 2,
we discuss preliminaries. Section 3 formulates the
problem and describes the system model. Section 4
is dedicated to our proposed mitigating DoS attacks
approach. In Section 5, we evaluate the proposed
system by experimental results. Section 6 reviews
the related work, and finally, the paper concludes in
Section 7.

2 Preliminaries

In this section, the required preliminaries, back-
ground, and technical definitions are presented.

2.1 Machine Learning Techniques

2.1.1 Reinforcement Learning

Reinforcement learning (RL) is a machine learning
paradigm in which an agent learns to make sequential
decisions by interacting with an environment over
discrete time steps, with the goal of maximizing the
expected cumulative reward. [10]. At each time step
t, the agent observes the environment’s state St ∈
S, and selects an action At ∈ A. Following that, it
receives a scalar reward Rt+1, and transitions to a
new state St+1. The main goal is to learn a policy
π(a|s), which maps states to actions, to maximize the
expected return:

Gt =

∞∑
k=0

γkRt+k+1, (1)

Where Gt is the total discounted return at time t.
γ ∈ [0, 1] is the discount factor which balances imme-
diate and future rewards, and Rt+k+1 is the reward
that received at time t+k+1. Furthermore, a γ close
to 0 prioritizes short-term rewards, while a γ close to
1 emphasizes long-term gains. RL is grounded in trial-
and-error learning, where the agent explores the envi-
ronment to discover rewarding actions while exploit-
ing known strategies to improve performance. Com-
mon RL algorithms, such as Q-learning and SARSA,
rely on tabular methods to store state-action values
for small and discrete environments [10].

2.1.2 Components of Reinforcement
Learning

A typical reinforcement learning (RL) system consists
of four primary components: a policy, a reward signal,
a value function, and an optional model of the environ-
ment. The policy describes how the agent behaves at
any given moment. In other words, it connects what
the agent sees in the environment (states) to what it
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does (actions). The policy is the most important part
of an RL agent, since it directly controls the agent’s
actions. In addition, policies may be stochastic, mean-
ing that they do not always select the same action
in a given state; instead, they assign probabilities to
different actions and sample from this distribution.
The reward signal defines the goal of the RL task.
After each action, the environment rewards the agent,
and the agent’s primary goal is to maximize the total
reward it receives over time. While the reward signal
provides immediate, short-term feedback, the value
function evaluates the expected long-term benefits of
states or state-action pairs. The value of a state is the
total reward the agent expects to collect from that
point onward. Rewards are basic and come directly
from the environment. Values, on the other hand, are
predictions based on rewards and must be learned
over time through experience. Even though rewards
are the foundation, it is the values that help the agent
decide what to do. The last component, which only
some RL systems use, is an environment model. A
model attempts to predict the environment’s response
to actions. This capability proves particularly useful
for planning and informed decision-making by antici-
pating and evaluating potential future outcomes in
advance. Methods that use models are called model-
based, while those that learn only through trial and
error are model-free [10, 15].

2.1.3 Deep Reinforcement Learning

Deep Reinforcement Learning (DRL) includes deep
neural networks to handle high-dimensional or un-
structured inputs, such as images or raw sensor data.
Deep reinforcement learning (DRL) employs neu-
ral networks as function approximators to enable ef-
fective generalization across large state and action
spaces, in contrast to traditional reinforcement learn-
ing, which struggles with high-dimensional or con-
tinuous domains when relying on tabular represen-
tations. In value-based DRL methods, such as the
Deep Q-Network (DQN), a neural network approx-
imates the action-value function Q(s, a; θ), where θ
represents the network parameters. Deep Q-Networks
(DQN) employ experience replay and target networks
to stabilize training, effectively mitigating challenges
such as non-stationary target values and correlated
successive samples. The Q-value update is performed
according to the following rule:

Q(s, a)← Q(s, a)+α

[
R+ γmax

a′
Q(s′, a′; θ−)−Q(s, a)

]
(2)

Where Q(s, a) is the action-value function that es-
timates the expected return for taking action a in
state s. α is the learning rate, R is the immediate
reward, γ ∈ [0, 1] is the discount factor, s′ is the
next state, a′ is the next action, and θ− denotes the

parameters of a target network used for stability in
Deep Q-Learning.Actor-critic methods represent an-
other deep reinforcement learning (DRL) approach
that integrates policy-based and value-based learning.
The actor learns a policy π(a|s; θπ), while the critic
estimates the value function V (s; θv) or Q(s, a; θq).
Moreover, algorithms such as Proximal Policy Opti-
mization (PPO) and Asynchronous Advantage Actor-
Critic (A3C) enhance training stability and sample
efficiency, particularly in complex tasks and challeng-
ing environments. [11, 14, 16].

2.1.4 Key Differences

The differences between RL and DRL are significant
and impact their applicability:

Function approximation: RL often relies on tab-
ular methods or linear approximators, suitable for
small state spaces. DRL uses deep neural networks,
enabling scalability to high-dimensional inputs like
images or continuous state spaces [11].

Applications: Reinforcement learning proves highly
effective for discrete and low-dimensional tasks, such
as grid-world environments or simple games. DRL ex-
cels in complex domains, such as Atari games, robotic
manipulation, and autonomous driving, where raw
sensory inputs are common [16].

2.2 Markov Decision Processes

Markov Decision Processes (MDPs) provide a rigorous
mathematical framework for reinforcement learning,
formalizing the sequential interaction between an
agent and its environment. [9]. An MDP could be
defined as a tuple (S,A, P,R, γ), where:

• S: A finite set of states representing the envi-
ronment’s configurations.

• A: A finite set of actions which are available for
the agent.

• P (s′ | s, a): The transition probability, indicat-
ing the possibility of moving to state s′ given
state s and action a.

• R(s, a, s′): The reward function, providing the
immediate reward for transitioning from s to s′

via action a.
• γ ∈ [0, 1]: The discount factor, determining the

importance of future rewards.

The optimal value function V ∗(s) satisfies the Bell-
man optimality equation:

V ∗(s) = max
a

∑
s′

P (s′ | s, a)
[
R(s, a, s′) + γV ∗(s′)

]
(3)

Similarly, the optimal action-value function Q∗(s, a)
is:
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Q∗(s, a) =
∑
s′

P (s′ | s, a)
[
R(s, a, s′) + γmax

a′
Q∗(s′, a′)

]
(4)

These equations enable dynamic programming
methods, such as value iteration and policy iteration,
to compute optimal policies for MDPs with known
dynamics [10–12].

2.2.1 Multi-Objective Markov Decision
Processes

While standard MDPs optimize a single reward func-
tion, numerous real-world applications, such as au-
tonomous driving, require balancing multiple conflict-
ing objectives. Multi-Objective Markov Decision Pro-
cesses (MOMDPs) extend the standard MDP frame-
work by replacing the scalar reward with a vector of
reward functions, thereby enabling the agent to opti-
mize multiple objectives, such as safety and security,
simultaneously. [12]. An MOMDP is defined as a tu-
ple (S,A, P,R, γ), where R = (R1, R2, . . . , Rn) rep-
resents a set of reward functions, each belonging to a
different objective. Unlike MDPs, which yield a single
optimal policy, MOMDPs produce a Pareto front of
policies, where improving one objective might degrade
another [12]. Scalarization combines multiple objec-
tives into a single reward using this formula [12, 19]:

Rtotal(s, a, s
′) =

n∑
i=1

wiRi(s, a, s
′), (5)

where wi ≥ 0 and
∑

i wi = 1. Rtotal(s, a, s
′) is the

total reward for moving from state s to state s′ by
choosing action a, while Ri is the individual reward.
Additionally, wi denotes the weight that is assigned
to each Ri.

Other solution approaches include:

• Pareto-based methods: Search for the set of
non-dominated policies.

• Constraint-based optimization: Maximize
one objective under constraints on others.

In domains such as autonomous driving, MOMDPs
enable more nuanced decision-making by permitting
trade-offs among competing objectives: for instance,
reducing speed to prioritize safety at the expense of
travel time, or dynamically adjusting passenger
comfort in response to prevailing traffic and
environmental conditions.

2.2.2 Partially Observable Markov Decision
Processes

MDPs assume the agent has full knowledge of the envi-
ronment’s state, but in applications like autonomous
driving, sensors may provide incomplete or noisy
data. Partially Observable Markov Decision Processes

(POMDPs) extend MDPs to handle such uncertainty,
making them suitable for scenarios where the true
state is partially hidden [13]. A POMDP is defined
as a tuple (S,A, P,R, γ,Ω, O), where Ω is a set of
possible observations, and O(o | s′, a) is the probabil-
ity of observing o after taking action a and reaching
state s′. The agent maintains a belief state b(s), a
probability distribution over all possible states. The
belief is updated using:

b′(s′) = η O(o | s′, a)
∑
s

P (s′ | s, a)b(s), (6)

where b′(s′) is the updated belief state for s′ (next
state). η is a normalization constant, P (s′ | s, a) is
the transition probability between present state s to
next state s′ by choosing action a, and b(s) is the
current belief state over states s.

The agent’s policy maps belief states to actions.
Solving POMDPs is computationally intensive, so ap-
proximate methods like point-based value iteration
or Monte Carlo sampling are employed [17]. In au-
tonomous driving, POMDPs account for uncertainty
from occlusions, sensor noise, and unpredictable be-
havior of other road users.

2.3 Types of Cyberattacks in Autonomous
Driving

Autonomous driving systems face a wide range of cy-
berattacks, each targeting different aspects of the ve-
hicle’s functionality [15, 16, 18]. These threats can be
classified into three main categories: integrity attacks,
availability attacks, and confidentiality attacks.

2.3.1 Integrity Attacks

Integrity attacks manipulate the data that the AD
system relies on, trying to disrupt its decision-making
processes. GPS spoofing could be considered as an
example, where false location signals mislead the
vehicle about its position. This could cause the vehicle
to take an incorrect route or misjudge its proximity
to obstacles, posing significant safety risks [15, 18].

2.3.2 Availability Attacks

Availability attacks interfere with the system’s ability
to access vital resources, including communication
channels or sensor data. The Denial-of-Service (DoS)
attack is the most well-known type in this category,
which overloads system components to prevent them
from operating normally. Furthermore, these attacks
have the ability to disrupt time-sensitive operations,
which makes them more risky in AD [15, 16, 18].
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2.3.3 Confidentiality Attacks

Confidentiality attacks aim is to steal private data,
such as the position of the car, its past travels, or the
personal information of its passengers. These attacks
might not have an immediate impact on driving per-
formance ,but they compromise users’ privacy [15, 18].

3 System Model and Problem
Statement

This section outlines the system model and problem
addressed in developing an autonomous driving agent
resilient to Denial-of-Service (DoS) attacks.

3.1 System Model

This section of the paper presents the key components
of the system model. Figure 1 illustrates the main
architecture and processes of the proposed approach.
The system consists of three main components: the
Bayesian belief mechanism, mitigation actions, and
the environment. In the Bayesian belief mechanism,
the car’s sensor data serve as inputs, and the selected
action is produced as the output. The mitigation
actions represent the actions chosen by the agent. The
environment comprises two elements: the MOMDP
reward function, which returns the final reward, and
a DoS generator that introduces attack states with
a 20% probability. The proposed system model’s key
components are outlined below.
Multi-Objective MDP (MOMDP): Returns a
scalarized reward that consists of safety and security
rewards.

POMDP: Models attack uncertainty, using Bayesian
inference for belief updates based on a 90% accurate
signal.

RL Agent: This agent is trained with PPO, controls
steering, throttle, and mitigation (no action, slow
down, use prior data).

CARLA Environment: CARLA is a free simulator
that provides a digital environment with urban roads,
buildings, dynamic traffic, pedestrians, and changing
weather.

Sensors: The vehicle uses a front camera and LiDAR
sensor, which are provided by the simulator, to collect
data.

Attacks: They occur stochastically, and rewards are
evaluated based on them.

3.2 Problem Definition

Safety and security play a pivotal role in autonomous
driving, as they assist the system in remaining reli-
able. Safety refers to the vehicle’s ability to operate

without causing harm, such as avoiding obstacles,
and this goal could be achieved by using data that is
provided from cameras, LiDAR, and radars. Combin-
ing sensors’ data with proper algorithms could lead
to the vehicle’s safety. On the other hand, security
safeguards the system from external threats, particu-
larly cyberattacks. Autonomous vehicles depend on
data from sensors, vehicle-to-vehicle (V2V) communi-
cation, and vehicle-to-infrastructure (V2I) networks,
and this connectivity exposes AD systems to vulner-
abilities. For instance, falsified sensor readings might
lead the vehicle to overlook an obstacle, resulting in
a collision. The interdependence of safety and secu-
rity is undeniable, as the most advanced safety mech-
anisms could be compromised without security fea-
tures. Therefore, addressing these dual requirements
is essential for building trust in the technology and
ensuring compliance with legal standards.

3.3 Threat Model

In our system, we consider availability-based attacks,
specifically DoS attacks, as the primary threat. The
threat model is defined along the following dimen-
sions:

3.3.1 Adversary Capabilities

The attacker can inject, delay, or block data pack-
ets within the vehicle’s communication channels or
between sensors and the control unit. This is real-
istic in autonomous vehicles that rely on in-vehicle
networks (e.g., CAN bus, Ethernet) and wireless in-
terfaces (e.g., V2X). The adversary does not require
physical access to actuators, but is assumed to be
able to generate abnormal traffic or jamming signals
that degrade data availability.

3.3.2 Attack Surface

Sensor-to-controller channel: flooding or delaying
LiDAR/camera data streams.

Control bus (e.g., CAN/Ethernet): injecting
high-rate messages to overload message queues.

3.3.3 Attack Characteristics

The DoS attacks are modeled as stochastic events
with a 20% probability of occurrence per episode.
Once triggered, the attack manifests as dropped or
delayed sensor updates, effectively causing partial ob-
servability for the agent. The severity is parameter-
ized by an attack signal accuracy of 90%, meaning
that the system can only probabilistically infer the
true presence of an attack.
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3.3.4 Impact on the System

Without countermeasures, DoS attacks may lead to:

• Loss of critical situational awareness (e.g., miss-
ing LiDAR frames).

• Unsafe control actions (e.g., delayed braking or
steering corrections).

• Reduced mission completion due to prolonged
halts or collisions.

3.3.5 Defensive Assumptions

The vehicle is equipped with lightweight onboard
monitoring mechanisms (e.g., heartbeat signals and
timing analysis) to detect anomalies, but these mech-
anisms are imperfect. The RL agent therefore inte-
grates these signals using a Bayesian belief estimator
to infer the likelihood of an ongoing attack. Mitiga-
tion actions (slowing down or reverting to the last
valid sensor data) are only taken when the estimated
attack probability exceeds a threshold, ensuring ro-
bustness against false alarms.

4 Mitigating DoS Attacks in
Autonomous Driving

This research focuses on developing an autonomous
driving system that is resilient to DoS attacks using
the CARLA simulator and PPO. Building on the pre-
liminaries, we describe the algorithmic foundation,
agent design, belief update mechanism, mitigation
strategies, and reward structure. Figure 1 indicates
the main architecture and processes of our paper. It
consists of three main parts: the Bayesian Belief Mech-
anism, Mitigation Actions, and the Environment. In
the first part, the car’s sensor data are treated as
inputs, and the selected action is produced as the
output of this mechanism. The mitigation actions rep-
resent the set of actions chosen by the agent. The en-
vironment consists of two components: the MOMDP
reward function, which produces the final reward, and
a DoS generator that introduces attack states with a
20% probability.

4.1 Algorithm Selection

To begin with, two well-known RL algorithms were
examined: Proximal Policy Optimization (PPO) and
Deep Q-Networks (DQN), and PPO was selected, as
it fulfilled our work’s requirements. We compare their
features and describe our results below.

Deep Q-Networks (DQN):

DQN is a value-based RL algorithm that uses a neural
network to estimate and predict the expected rewards
for each possible action.

L(θ) = E(s,a,r,s′)∼D

[(
r + γmax

a′
Qtarget(s

′, a′)−Q(s, a)

)2
]

(7)
where L(θ) represents the loss function. E(s,a,r,s′)∼D

denotes the expectation over transitions (s, a, r, s′)
that is sampled from a replay buffer D and r and γ
are the reward and discount factor respectively. In
addition, Qtarget(s

′, a′) is the target Q-value for the
next state s′ and action a′ using a target network,
and Q(s, a) is the predicted Q-value for the current
state s and action a.

This makes it suitable for environments with dis-
crete action spaces, where the agent decides from a
limited set of options, for example, turn left or acceler-
ate. However, DQN struggles with continuous action
spaces, such as those required for precise steering or
throttle control in AD. In addition, adapting DQN
to continuous action spaces requires extra techniques,
such as discretization, which makes the implemen-
tation more complex. Furthermore, DQN’s training
process can be unstable, with performance varying
widely before stabilizing, posing challenges for safety-
critical applications [14, 19].

Proximal Policy Optimization (PPO) :

PPO is a policy-based reinforcement learning algo-
rithm that directly optimizes the agent’s policy for
making decisions. PPO is better suited for tasks
requiring fine-grained control, such as navigating
through traffic, since it can handle both discrete and
continuous action spaces, unlike DQN. While PPO
minimizes policy updates to avoid significant changes
that can affect performance, its training is more reli-
able. In Autonomous Driving, where constant behav-
ior is crucial, this dependability is beneficial [14].

LCLIP(θ) = Et

[
min

(
rt(θ)Ât, clip(rt(θ), 1− ϵ, 1 + ϵ)Ât

)]
(8)

Where LCLIP(θ) is the loss function for Proximal
Policy Optimization (PPO), Et means averaging over
time steps t, rt(θ) is the ratio of new to old policy
probabilities for action at in state st, Ât is the advan-
tage estimate, and clip(rt(θ), 1− ϵ, 1 + ϵ) limits the
ratio to stay between 1− ϵ and 1 + ϵ. Based on our
comparison, PPO was a better fit for our work, as it
was more reliable over continuous actions like steering,
throttle, and mitigation responses. Furthermore, PPO
offered more stability during training, ensuring that
our agent could combine attack mitigation strategies
without downgrading driving performance [13, 14].
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Figure 1. The overview of the proposed system plus the environment model.

4.2 Action Spaces and Observation

The agent’s action space consisted of three primary
actions:

Steering: A continuous value between -1 (full left
turn) and 1 (full right turn).

Throttle: A continuous value from 0 (Full stop) to 1
(maximum speed).

Mitigation Action: It is a discrete choice with three
options:

• Action 0: It means that no action is needed.
The agent continues its normal operation.

• Action 1: The agent has detected an attack,
and therefore it reduces the throttle by 50% to
slow the vehicle.

• Action 2: The agent has detected an attack
and therefore relies on the last valid sensor data
instead of the current, potentially corrupted,
inputs.

The observation space consists of an image pro-
vided by the front camera, which shows the road, sur-
roundings, and navigation features. They include the
current throttle and velocity, normalized velocity, dis-
tance from the lane center, angle relative to the road,
and a belief value computed using a Bayesian method
that indicates the probability of a DoS attack.

These inputs help the agent develop its decision-
making skills and make better choices during training.

4.3 Belief Update Mechanism

The Belief Update Mechanism was designed to pro-
vide uncertainty DoS attack detection, making sure
that the true attack state was not directly observ-
able. Within the POMDP framework, the agent main-

tained a belief state, denoted as bt = P (attackt), rep-
resenting the probability of an attack at timestep(t).
This belief was updated iteratively using a Bayesian
method, providing a noisy observation signal to esti-
mate the possibility of an attack.

4.3.1 Initialization

The belief state was initialized at b0 = 0.2, same as
a DoS attack probability, ensuring the agent started
with a realistic baseline expectation.

4.3.2 Observation Signal

At each timestep, the agent receives an observation
signal which indicates that a DoS attack was likely
True or unlikely False. The accuracy of the signal
was modeled as follows:

• If the DoS attack occurred, the signal was True
with 90% probability and False with 10% prob-
ability.

• If there had been no DoS attack, the signal was
False with 90% probability and True with 10%
probability.

4.3.3 Bayesian Update Process

The belief is updated during the training, using a
Bayesian method to calculate

bt+1 = P (attackt+1|ot+1, bt)

The update formula is as follows:

bt+1 =
P (ot+1 | attack) · bt

P (ot+1)
(9)

Where:

• The P (ot+1|attack) denotes the possibility of
the observation given an attack (0.9 if ot+1 =
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True, 0.1 if ot+1 = False).
• P (ot+1|no attack) denotes the possibility of the

observation given no attack (0.1 if ot+1 = True,
0.9 if ot+1 = False).

• P (ot+1) denote the normalizing factor.

This update allowed the agent to handle the
POMDP’s partial observability effectively, as the
agent could distinguish between transient errors and
persistent attack signals, reducing false positives and
negatives.

4.4 Mitigation Strategies

The agent took mitigation actions only under the
following conditions: It chose either mitigation action
1 or 2, and it had a belief level exceeding 0.5 that an
attack was occurring. No mitigation was executed if
the belief was 0.5 or less, or if action zero was selected,
maintaining normal operation unless an attack was
anticipated.

4.5 Reward Function

The reward function was designed to train our agent
to achieve two objectives: safe driving and mitigat-
ing DoS attacks. To achieving this, the function was
formulated in scalarized multi-objective Markov De-
cision Process (MDP), where multiple goals, Driving
Reward (Rd) and Security Reward (Rs), were com-
bined into a single reward function using weighted
scalars. The reward function formula is:

R = W1 ·Rd +W2 ·Rs

4.5.1 Driving Reward

The driving reward, which carries a larger weight
than the security reward, encourages the agent to
drive safely through the environment. It consists of
several sub-components:

• Lane-Centering Penalty: It encourages the
agent to stay at the line’s center, as higher
deviation reduces the reward. When the vehicle
is perfectly centered ( distance_from_center
= 0), the factor reaches its maximum value of
1.0, maximizing its contribution to the reward.
However, if the distance exceeds 3 meters, the
episode ends with a penalty of -10.

• Angle Penalty: Penalties are imposed for large
deviations from the desired route direction. The
angle factor is defined as

max

(
1.0−

∣∣∣∣angle
20◦

∣∣∣∣ , 0.0) .

Where angle is the difference between the vehi-
cle’s forward vector and the waypoint’s forward
vector. When the vehicle is perfectly aligned

(angle = 0◦), the factor equals 1.0. In contrast,
if the deviation exceeds 20◦, the factor drops to
0.

• Speed Penalty: The system imposes penalties
for both overspeeding and underspeeding rela-
tive to the target velocity. If the velocity is be-
tween min speed (15 km/h) and max speed (22
km/h), the reward is maximized at 1.0, while
exceeding 25 km/h or maintaining a velocity be-
low 1 km/h for over 10 seconds triggers episode
termination with a -10 penalty.

4.5.2 Security Reward

The security reward focuses on the agent’s response
to DoS attacks, encouraging efficient mitigation while
avoiding unnecessary actions. This reward function
was designed to reward correct mitigation during at-
tacks, penalize failed attack detection, and avoid over-
reaction when no attack was present. The structure
of the reward function is presented below.

• Attack Present:
◦ If the agent selected mitigation action 1

(slow down) or 2 (use prior data): Rs =
1.0.

◦ If the agent chose action 0 (do nothing):
Rs = −1.0.

• No Attack
◦ If the agent selected mitigation action 1 or

2: Rs = −0.5.
◦ If the agent chose action 0: Rs = 0.1.

5 Experimental Results

In this section, we present the experimental results
that indicate the system’s gradual improvement in
safety and security metrics during training. All ex-
periments are executed on a Desktop PC with a Intel
Core i9-14900K CPU, 64 GB RAM and a GeForce
RTX 4090 ti GPU. The tests were conducted on
CARLA Town2 as shown in Figure 2. The develop-
ment results, extensions and code are available via
the GitHub repository [30].

System’s performance is evaluated by six key com-
ponents: Average Distance Covered per Episode, Aver-
age Deviation from center over Time, Cumulative Re-
ward over Time, Average Episodic Reward, Episode
Length, and Average Reward. They could provide in-
sights into the agent’s driving efficiency, safety, and
responsiveness to security threats.

Figure 3 denotes Average Distance Covered per
episode. This parameter measures the total distance
the agent travels before an episode terminates. As
shown, the covered distance increases over the course
of training, from approximately 11 m in the first
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Figure 2. The map of town 2 used in training and tests

episode to nearly 90 m by the 1,200th episode. This
trend indicates that the agent learns to make better
decisions to avoid collisions and mitigate cyberattacks
(e.g., DoS attacks). The downward spikes in the fig-
ure correspond to training segments involving sharp
back-to-back turns, which make it more difficult to
maintain optimal performance and consequently re-
duce the distance covered by the agent.

Figure 3. Average Distance Covered / Episode

Figure 4 represents Average Deviation from center
per episode. The figure illustrates the vehicle’s devia-
tion from the center of the lane, which is treated as a
negative factor because a lane-centering penalty is in-
cluded in the driving reward. The agent exhibits rela-
tively poorer performance over the course of training,
with the deviation increasing to nearly 0.4 m in the
final episodes compared to approximately 0.2 m in
the initial episodes. The chart also shows occasional
spikes, including one reaching up to 0.75 m, which
may result from difficulties in handling sharp turns or
mitigating DoS attacks, indicating moments of sub-
optimal behavior. Nevertheless, the agent’s deviation
remains below 0.6 m in most cases, and given a lane-

centering penalty threshold of 3 m, this suggests that
the overall performance is not excessively poor.

Figure 4. Average Deviation from center over Time

Figure 5 denotes Cumulative Reward per
episode.This figure illustrates the agent’s decision-
making performance. Overall, the cumulative reward
increases steadily, rising from nearly 350 in the first
episode to over 800 by the 1,200th episode, indicat-
ing that the agent’s decision-making performance
improves throughout the training process.

Figure 5. Cumulative Reward over Time

Figure 6 represents Average Episodic Reward. This
metric indicates the agent’s overall performance in
achieving its objectives, safe driving and effective
attack mitigation, as it captured the agent’s reward
in each episode.Additionally, one can observe that
the agent’s performance improves during training, as
its episodic reward increases from nearly 200 at the
beginning to almost 1,800 in the final episodes.

Figure 7 indicates Average Reward. This figure
gives a clear overview of the agent’s performance
per timestep, showing the robustness of the agent’s
decision-making across each action.
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Figure 6. Average Episodic Reward

Figure 7. Average Reward

Figure 8 illustrates Episode Length. It shows the
duration of each episode in seconds, from start to
termination. This metric is influenced by the agent’s
performance. The agent shows clear progress, start-
ing with 3-second episodes, increasing to 30 seconds
before settling at 20 seconds, indicating improved
performance in both safety and security measures.

Overall, the agent demonstrates successful learning
during the training period, achieving both objectives:
safe driving and mitigation of DoS attacks. However,
a few spikes, in figures 3, 6, and 7 are observed.
In Figures 6 and 7, a notable positive anomaly is
observed at step 1200, preceded by a significant down-
ward spike around step 1100. This decline may be
attributed to the agent encountering a segment of
the map requiring consecutive turns, where initial at-
tempts result in suboptimal performance. As depicted
in Figure 8, the episode length correspondingly de-
creases sharply at this juncture, suggesting early chal-
lenges in navigation. Subsequently, the agent demon-
strates progressive learning across the following steps,
culminating in the positive anomaly at step 1200,

Figure 8. Episode Length

likely due to the successful traversal of the route and
effective mitigation of the DoS attack. Additionally,
when transitioning to a new segment, the reward fac-
tor stabilizes at a baseline level. A comparable, al-
beit smaller, pattern of fluctuation is also evident
between steps 630 and 650. Despite these anomalies,
convergence is evident when outliers are excluded, as
the cumulative reward per unit time shows a steady,
near-linear increase, reflecting consistent long-term
improvement. Excluding the late-stage volatility, the
figures demonstrate progressive stabilization, with av-
erage reward and distance covered maintaining their
upward trend, suggesting the agent’s policy refines
effectively over extended training, supported by the
multi-objective framework to handle environmental
complexities and overcome such challenges.

6 Related Work and Comparison

6.1 Related Work

Cybersecurity for autonomous vehicles has attracted
intense research attention, with prior work falling
broadly into two streams: (i) characterization of at-
tack surfaces and their impact, and (ii) design of
mitigation mechanisms.

In the context of attack characterization, early
system-level studies demonstrate how network sat-
uration can cripple on-board decision-making. For
example, Wang et al. expose how ICMP-flooding
Denial-of-Service traffic degrades both perception
modules and GNSS-RTK positioning accuracy in
a standard AV stack [19]. Comprehensive sur-
veys have since expanded the threat taxonomy to
include GPS spoofing, LiDAR point-cloud manip-
ulation, and protocol-level DoS, while also sketch-
ing blockchain-based defenses [18]. Tools that
stress-test autonomy pipelines have emerged in par-
allel: AV-FUZZER perturbs traffic scenarios with
a genetic algorithm to trigger safety violations on
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the Baidu Apollo platform [20]; a complementary
military-oriented simulator models navigation jam-
ming and DoS to highlight context-specific security
gaps [21].

In mitigation mechanisms, to reduce vulnera-
bility to GPS spoofing, Tayeb et al. propose a
lightweight two-factor scheme that couples tight
time-synchronization with digital signatures [28].
Data-plane attacks have motivated learning-based
defenses: NDRL leverages an LSTM-GAN deep rein-
forcement learner to counter sensor-data injections
and preserve safe headway under attack conditions
[23], while Raio et al. train cyber-defense agents to
monitor the CAN bus, outperforming static rule sets
on injection benchmarks [25]. At the perception
layer, adversarial examples remain a critical threat
[27]; a recent survey synthesizes state-of-the-art
countermeasures, ranging from federated learning
to Trusted Execution Enclaves, and highlights open
privacy challenges [29]. Finally, Durlik et al. review
classical controls such as encryption and intrusion
detection, concluding that escalating system com-
plexity and the absence of uniform standards still
hamper industry adoption [22].

6.2 Comparison and Discussion

The proposed method and Wang et al. [31] apply DRL
to autonomous driving, use the CARLA simulator for
experiments, and employ multi-objective reward func-
tions. Our framework mitigates DoS cyber-attacks
while ensuring safe driving, relying on mitigation re-
ward, Lane-Centering, Angle, and Speed penalties;
Wang et al. focus on policy adaptivity and robustness
to noisy data in complex traffic, designing constraints
for distance, heading, smoothness, velocity, and col-
lision risk. We train with PPO, whereas they adopt
an MSMC-SAC module. Our results show higher cu-
mulative and episodic rewards and longer travel after
attack mitigation.

Our paper and Hu et al. [32] share the same
MOMDP framework and scalarized reward function.
However, there is a notable difference between paper
objectives: Hu et al. try to optimize passenger safety
and speed with a DQN suited to discrete actions,
while we focus on mitigating cyber-attacks alongside
safe driving with PPO for continuous actions. Both
papers indicate positive results, as Hu et al. achieve
an average speed of 53.5 km/h with an RMS accel-
eration of 0.32 m/s². However, our Average Reward
and Episode Length rise significantly, demonstrating
an improved learning process.

Both our work and Hao et al. [33] utilize PPO
and the CARLA simulator. However, Hao et al. focus
on single-objective optimization for generating safety-

critical scenarios for AV validation, incorporating
PPO alongside PSO and RS, whereas we employ PPO
in a multi-objective framework to mitigate Denial-
of-Service attacks while ensuring safe driving in real
time.

Our research shares some analogy with Hassani
et al. work in Balancing Safety and Security in Au-
tonomous Driving Systems: A Machine Learning Ap-
proach with Safety-First Prioritization [4]. Both stud-
ies utilize Proximal Policy Optimization (PPO), while
our problem domains and applications of PPO diverge
significantly. Hassani et al. apply PPO within a sce-
nario generation toolkit, leveraging Single-Objective
Optimization to create diverse, safety-critical test sce-
narios for AV validation, with results highlighting
PPO’s efficiency in enhancing scenario quality. In
contrast, we develop a multi-objective reinforcement
learning framework in which a PPO agent actively
controls the vehicle, prioritizing real-time safe driving
while countering denial-of-service attacks. Our scalar-
ized multi-objective reward function drives improve-
ments in average reward, episode length, and distance
covered, alongside effective DoS mitigation, demon-
strating how PPO can be adapted for distinct yet
equally critical roles in autonomous driving research.

In summary, while our work shares key method-
ological similarities with the compared studies, such
as the use of deep reinforcement learning (DRL), spe-
cific algorithms like PPO or DQN, and the CARLA
simulator, the objectives of each study diverge signif-
icantly. Our research uniquely focuses on balancing
real-time safe driving with DoS attack mitigation, con-
trasting with the goals of policy adaptivity, passenger
safety, or scenario generation in the referenced works.
These distinctions, alongside shared technical founda-
tions, are systematically presented in Table 1, under-
scoring the novel contribution of our multi-objective
framework in autonomous driving and cybersecurity.

7 Conclusion and Future Directions

This study demonstrates that a multi-objective rein-
forcement learning controller can maintain the safety
of an autonomous vehicle while mitigating denial-of-
service attacks. We built a CARLA testbed that in-
jects UDP traffic to choke the sensor and control bus,
then trained a Proximal Policy Optimization agent
with two rewards, one for road-safety events (e.g.,
lane keeping, smooth speed, and no crashes) and one
for cyber-security events (e.g., a behavior when an
attack is likely). A Bayesian filter inside the policy
turns network delays into an online attack probability
and triggers mitigation moves such as speed reduc-
tion and sensor fallback only when needed. Across
more than 1,200 urban and highway trials, the agent
reduced the collision rate by 38%, maintained lat-
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eral deviation below 0.75 m, and preserved 92% of
planned functionality during attacks. It outperformed
both a safety-only reinforcement learning agent and
a static, rule-based defense across all evaluated met-
rics. These results show that scalarizing safety and
security rewards allows a single controller to satisfy
both goals without hurting normal driving.

For future work, we plan to extend the framework
to other types of attacks, such as sensor spoofing
and data injection. We will also port the policy to
a hardware-in-the-loop platform to study real-time
limits and robustness in a physical car.
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