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Abstract

Insider threats pose a significant cybersecurity risk, as authorised users can
exploit legitimate access to compromise sensitive systems and data. This paper
proposes an integrated behavioural anomaly detection approach to address three
critical challenges in AI-driven insider threat detection: lack of interpretability,
misleading evaluation metrics, and misalignment with operational taxonomies.
Our approach employs a three-stage pipeline: (1) an LSTM autoencoder
to detect temporal anomalies in login patterns, (2) DBSCAN clustering to
identify suspicious file access and device usage during anomalous sessions,
and (3) DBSCAN-based URL analysis to uncover exfiltration patterns. By
analysing behaviour across time, location, and web activity, this framework
builds actionable threat chains mapped to MITRE ATT&CK techniques
including T1078, T1005, T1204.002, T1567.002. It bridges the gap between
theoretical models and the daily work of a Security Operations Center (SOC).
In the data exfiltration scenario on the CERT R6.2 insider threat dataset, the
proposed approach achieved a recall of 83.3% and an accuracy of 91.7% in
classifying malicious days. The framework also provides interpretable alerts and
maintains operational efficiency.

© 2025 ISC. All rights reserved.

1 Introduction

Insider threats are a critical cybersecurity challenge
because they originate from trusted individuals

such as employees, contractors, or partners who can
intentionally or accidentally misuse their legitimate
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access to cause harm. Unlike external attacks that ex-
ploit software vulnerabilities, insider threats originate
from trusted users who already have legitimate ac-
cess to sensitive systems and data [1]. Because these
threats operate within normal access boundaries, tra-
ditional security measures like firewalls and intrusion
detection systems often fail to detect them [2].

Insider Threat Detection (ITD) systems continu-
ously analyse user behaviour to identify potential
malicious or negligent activity by authorised person-
nel [3]. These systems operate primarily by detect-
ing anomalies [4]. Using machine learning and sta-
tistical models, they first establish a baseline of nor-
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mal user behaviour and then flag significant devia-
tions [4]. Deviations from these baselines, such as un-
usual after-hours logins, unauthorised USB usage, or
abnormal data transfers, trigger alerts for further in-
vestigation. Current ITD frameworks integrate User
and Entity Behaviour Analytics (UEBA), endpoint
detection and response (EDR), and data loss preven-
tion (DLP) tools to provide a layered defense against
insider threats [2].

ITD approaches primarily fall into three cate-
gories: feature engineering-based, sequence-based,
and graph-based methods. Feature engineering-based
methods rely on manually defined behavioural indi-
cators (such as after-hours file access) combined with
machine learning classifiers like Support Vector Ma-
chines (SVM) or Random Forests [2]. Sequence-based
approaches model user activity sequences (sudh as
daily logs of login times and file accesses) to detect
temporal anomalies, often using Recurrent Neural
Networks (RNNs) or Long Short-Term Memory
(LSTM) networks. Graph-based methods leverage
relationships between users, devices, or activities,
utilising Graph Neural Networks (GNNs) to identify
anomalies in network structures [5].

Despite significant research efforts to apply AI al-
gorithms, from classical machine learning [4, 6] to
advanced deep learning [3, 5] in insider threat detec-
tion systems, three critical challenges persist, which
we name lack of interpretability, misleading evalua-
tion, and taxonomy divide, making them difficult to
use in the real-world.

The first issue in applying AI to insider threat de-
tection is the lack of interpretability in model out-
puts. Many AI systems, particularly complex deep
learning models [3], generate results such as risk scores
or anomaly flags without clear explanations [4]. The
lack of actionable context (such as the reason for
a flag or the specific triggering behaviour) makes
these outputs difficult for Security Operations Center
(SOC) analysts to investigate and respond. Without
interpretability, security analysts cannot prioritise in-
cidents, investigate root causes, or justify responses
such as account suspension. Consequently, even highly
accurate models become operationally ineffective, as
their outputs remain abstract and cannot be trans-
lated into concrete security actions.

Another critical challenge is the misleading eval-
uation of AI models due to imbalanced datasets. In-
sider threat incidents are rare compared to normal
user activity, leading to severe class imbalance [4, 7].
Many studies report high accuracy or precision, but
these metrics are deceptive because a model can
achieve them simply by always predicting "normal."
Such evaluations mask poor performance in detect-

ing actual threats, creating a false sense of relia-
bility. Moreover, some methods label themselves as
"anomaly detection" while relying on supervised learn-
ing with biased test sets, further obscuring their real-
world applicability [1].

A critical gap persists between AI-driven insider
threat detection research and operational security
frameworks, which we call the taxonomy divide.
While organisations rely on frameworks like MITRE
ATT&CK to classify and respond to threats [8, 9],
most academic studies either ignore this standard or
fail to align their detection methods with its taxon-
omy. Researchers frequently develop models that de-
tect "anomalies" in isolation, without mapping find-
ings to known adversarial techniques [2]. This omis-
sion makes it difficult for security teams to contextu-
alise AI-generated alerts within their existing threat
intelligence infrastructure.

This study focuses on a high-risk insider threat
scenario: an authorised user who logs in during non-
working hours, introduces a USB device, and connects
to an external URL to upload data.

Figure 1 provides a detailed mapping of the ob-
served insider threat actions to specific MITRE
ATT&CK techniques. The insider leverages valid
credentials (T1078) to log in during abnormal hours,
exploiting authorised access. The attack uses a mali-
cious USB device (T1204.002) to execute a harmful
script. The insider then collects sensitive local data
(T1005) from the system, a common step before ex-
filtration. Finally, the data is exfiltrated via a web
service (T1567.002) to evade detection by blending
with normal traffic.

In this paper, we present an integrated behavioural
anomaly detection framework designed to overcome
three critical barriers preventing AI adoption in oper-
ational security environments: uninterpretable results,
misleading performance metrics, and taxonomy divide.
Our approach correlates sequential indicators of ma-
licious intent through three stages, each addressing
these challenges directly:

First stage: An LSTM autoencoder builds per-
sonal behavioural baselines from user login sequences,
detecting anomalies in access times or session patterns
that indicate potential insider threats associated with
MITRE ATT&CK T1078 (Valid Accounts). Each de-
tected anomaly includes contextual details (deviation
type, baseline comparison, confidence score) and is
treated as a threat candidate requiring verification
through exfiltration analysis stages. This approach
balances detection sensitivity with operational practi-
cality by transforming raw anomalies into actionable
security hypotheses rather than definitive threats.
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Figure 1. Insider Threat Attack Flow with MITRE ATT&CK Mapping

Second stage: This stage employs DBSCAN clus-
tering to examine file access patterns during tempo-
rally suspicious sessions, specifically targeting data
staging behaviours associated with MITRE ATT&CK
techniques T1005 (Data from Local System) and
T1204.002 (User Execution: Malicious File). This
density-based method identifies clusters of high-risk
behaviour. Specifically, it flags users who, following an
anomalous login detected by the LSTM autoencoder,
proceeded to access sensitive directories or removable
storage devices. The clustering process serves as a
critical filtering mechanism, reducing the initial set of
temporal anomalies to a manageable subset of high-
probability threats by analysing three key spatial fea-
tures: (1) path sequences to classified data reposito-
ries, (2) frequency of removable device interactions,
and (3) file type access patterns. For suspicious ac-
tivity the cluster density increases and the system
generates prioritised alerts containing both the origi-
nal temporal anomaly context and newly identified
event correlations.

Third stage: Our final stage applies DBSCAN
to URL access logs during device-usage periods
flagged as suspicious by the spatial clustering stage
(T1005/T1204.002), targeting exfiltration patterns
(T1567.002) without relying on external threat
feeds [10].

The clustering only looks at suspicious web activity
from unusual sessions (LSTM-flagged). We analyse
two distinct feature sets to characterise this activity:

(1) Semantic URL Patterns: We apply TF-IDF to
the domain and path segments of URLs to iden-
tify (a) connection frequency bursts to uncom-
mon domains and (b) repeated access to known
file-sharing services.

(2) Data Transfer Volume: We separately calculate
the total bytes transferred per web session to
flag sessions with abnormal data transfer vol-
umes indicative of exfiltration. Our method de-
tects data exfiltration by monitoring the desti-
nation and the volume of data being sent.

This work makes three key contributions to insider
threat detection:

(1) Proposes the first insider threat detection
system that sequentially correlates temporal
(LSTM), spatial (DBSCAN), and exfiltration
(URL clustering) anomalies into actionable at-
tack chains, bridging the gap between academic
models and SOC workflows.

(2) Maps all detected behaviours to specific
techniques (T1078, T1005, T1204.002,
T1567.002), enabling direct integration with
enterprise threat intelligence platforms, which
is a critical advance over "black box" AI ap-
proaches.

(3) Comprehensive evaluation of CERT Dataset
v6.2 [7] showing the performance of the pro-
posed approach in the real-world insider threat
scenario.

The remainder of this paper is structured as fol-
lows: Section 2 analyses existing approaches to in-
sider threat detection. Section 3 details our inte-
grated methodology, including LSTM-based temporal
anomaly detection and DBSCAN clustering for device
and URL patterns. Section 4 presents comprehensive
experiments on the CERT Dataset v6.2, comparing
the detection performance with the baseline methods
and validating the coverage of the MITRE technique.
Finally, Section 5 summarizes our key findings and
outlines directions for future work.

2 Related Work

Modern insider threat detection (ITD) approaches
predominantly employ machine learning. However,
they face three persistent challenges: (1) lack of in-
terpretable outputs, (2) misleading evaluation metrics,
and (3) failure to align with operational taxonomies
like MITRE ATT&CK.We evaluate existing methods
against these specific challenges.

2.1 Interpretability Limitations

Deep learning has improved ITD by automating fea-
ture extraction from behavioural sequences, reduc-
ing the dependency on manual engineering [1, 3, 11].
However, this comes at the cost of interpretability:

Graph Neural Networks (LAN [1]) construct tem-
poral graphs where nodes represent user activities
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(logins, file accesses) and edges encode sequential re-
lationships. The model uses multi-head attention to
weight connections between distant events (a login at
time t and file deletion at t+ k). Although they effec-
tively capture long-range dependencies, these graph
embeddings (typically 128- to 256-dimensional vec-
tors) lack interpretability, as they cannot be traced
back to discrete malicious events like "CAD file copied
to USB at 02:17."

Hybrid CNN-Transformers (CATE [11]) process
log sequences through parallel streams: a 1D CNN
extracts local patterns (bursts of file downloads) while
a transformer layer models global dependencies using
self-attention. Though achieving 96.18% F1-score on
CERT r4.2, their classification heads output only
binary labels (malicious/benign) and do not identify
which specific technique (T1078, T1005, etc.) was
detected.

Dehghan et al. in [12] present ProAPT, a novel
framework that employs Deep Reinforcement Learn-
ing (DRL) to project and simulate the potential pro-
gression of Advanced Persistent Threats (APTs). The
core innovation lies in modelling the attacker as a
DRL agent that learns optimal, multi-stage attack
paths within a network environment to achieve a spe-
cific goal. Moving beyond detection, this method fo-
cuses on forecasting threats, allowing teams to antici-
pate an attacker’s next most likely moves from the
existing network state. By effectively generating real-
istic attack narratives, ProAPT serves as a valuable
tool for strategic security planning, penetration test-
ing, and strengthening cyber defences by highlighting
critical network vulnerabilities.

2.2 Misleading Evaluation Metrics

Current approaches often report inflated performance
due to improper handling of class imbalance, particu-
larly problematic in datasets like CERT r6.2, where
malicious instances constitute only 0.003% of sam-
ples. EBIGAN [13] attempts to address this through
a bidirectional GAN architecture that generates syn-
thetic minority samples using both forward (z → x)
and backward (x → z) latent space mappings. While
achieving 98% precision on resampled CERT r6.1
data, this approach suffers from generating unrealis-
tic behavioural sequences - such as producing 47 con-
secutive CAD file downloads at 1-second intervals -
that distort the true characteristics of insider threats.

LAN [1] proposes a hybrid loss function combin-
ing focal loss (α = 0.25, γ = 2) to down-weight
well-classified majority samples with contrastive loss
(margin = 1.0) to separate attack/normal embed-
dings in latent space. While theoretically sound, the
approach’s reported 9.92% AUC improvement is mis-

leading as it was evaluated on artificially balanced
test sets that do not reflect the extreme imbalance
of real-world operational environments. This evalua-
tion methodology masks the model’s likely poor per-
formance on genuine sparse threats, creating a false
sense of efficacy. Taxonomy Misalignment

2.3 Taxonomy Misalignment

The disconnect between academic research and op-
erational security frameworks remains a significant
barrier to practical deployment. Stacked LSTMs [14]
exemplify this gap through their sophisticated 3-layer
architecture: a bottom LSTM processes raw log se-
quences, a middle GRU layer captures weekly pat-
terns, and an attention head weights critical time
steps. Despite its technical complexity, the model only
outputs simple anomaly scores (on a 0–1 scale). It
does not map these detections to specific ATT&CK
techniques, leaving security analysts without action-
able threat intelligence.

Methods based on the tri-training paradigm, such
as the semi-supervised approach in [15], use ensemble
classifiers (SVM, RF, MLP) to iteratively label un-
data, thereby reducing dependence on manual labels.
Despite high detection rates (90%) with minimal la-
bels (1%), such methods cannot differentiate between
key techniques like T1078 and T1204, making their
outputs unsuitable for operational threat response
workflows.

Our analysis reveals fundamental gaps in current
insider threat detection research. These approaches
share three critical limitations: (1) reliance on arti-
ficially balanced datasets that inflate performance
metrics, (2) inability to map findings to MITRE
ATT&CK techniques, and (3) computational com-
plexity that hinders real-world deployment. Our
LSTM-DBSCAN pipeline addresses these short-
comings by combining the temporal sensitivity of
sequence modelling with the interpretability of
density-based clustering, operating directly on raw
imbalanced data while generating fully mappable
threat chains. This approach bridges the divide be-
tween academic detection models and operational
security frameworks, providing SOC teams with both
technical detection capability and the contextual
intelligence needed for effective response.

3 Proposed approach

To detect insider threats characterised by shifts in
login patterns, device usage, and web activity, we de-
veloped a multi-stage methodology that integrates
temporal anomaly detection with contextual analysis.
The methodology leverages a pipeline of LSTM-based
anomaly detection on pre-processed login events, fol-
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lowed by DBSCAN clustering of device and web ac-
tivities. It consists of three primary components: (1)
pre-processing login events to extract temporal fea-
tures, (2) identifying anomalous login sessions using
an LSTM autoencoder, and (3) analysing device and
web activities during anomalous sessions to uncover
patterns indicative of insider threats, such as unau-
thorised device usage or suspicious web access.

3.1 Login Event Pre-processing

The initial stage pre-processes login events to create
a structured dataset of user login sessions, captur-
ing temporal features that reflect deviations from
standard working hours. This process transforms raw
login and logoff events into session-level records suit-
able for anomaly detection.

3.1.1 Temporal Feature Engineering

For each login session, three temporal features are
computed to quantify deviations from standard work
hours:

• Duration Minus 8 Hours: The session duration
(logoff time minus login time) is adjusted by sub-
tracting 8 hours (28,800 seconds), representing a
standard workday. The result is formatted as a
signed timedelta (e.g., +02:30:00 or -01:15:00) to
indicate whether the session exceeds or falls short
of a typical workday.

• Time to Start Work: The time difference be-
tween the login timestamp and the next 7 AM
(start of the workday). If the login occurs after 5
PM, the next 7 AM is on the following day; other-
wise, it is on the same day. This feature flags logins
that occur outside of a user’s typical working hours.

• Time to Finish Work: The time difference be-
tween the logoff timestamp and the previous 7 PM
(end of the workday). If the logoff occurs after 7
AM, the previous 7 PM is on the same day; other-
wise, it is on the previous day. The feature measures
how late a session extends beyond typical hours.

These features are converted to seconds for nu-
merical processing and stored in an output file with
columns: event ID, login timestamp, logoff timestamp,
PC identifier, duration, time to start work, and time
to finish work. This dataset enables the identification
of sessions with unusual temporal patterns, such as
after-hours logins, which are potential indicators of
insider threats.

3.2 LSTM-Based Anomaly Detection

The second stage employs an LSTM autoencoder to
detect anomalous login sessions. The LSTM model
operates by first establishing a baseline of typical

login behaviour. It then flags anomalous sessions, such
as those occurring outside standard hours.

Assuming the sequence of events SEt−1 =<
E1, ..., Et−1 > at timestamp t− 1. the proposed ap-
proach predicts the next event Et with (Equation 1).

p(Et|SEt−1) =

t∏
i=1

p(Ei|SEt−1) (1)

To calculate the probability of event Et regarding
(Equation 1), the proposed approach must store the
sequence up to the timestamp t − 1. The structure
of an LSTM network is depicted in Figure 2, where
Ei and Yi are the input event and the model output,
respectively, at timestamp i. F is the LSTM gate
function. ht and Ct are hidden layer vectors, and
WHH , WHX , and WHY are parametric matrices [16].

The encoder transform the received sequence of
events into a single condensed context vector [17].
As this sequence is fed into the encoder, the hidden
state of the LSTM changes following (Equation 1),
where E_t represents each event and t indicates its
respective position in the sequence. Once all network
units have propagated their information, the encoder
then outputs a context vector C representative of
the entire input sequence [16]. The calculation of the
hidden states, represented as h_i, is conducted using
(Equation 2).

ht = fenc(W
(HH)ht−1 +W (HX)sct) (2)

The resulting context vector aggregates information
from each event and delivers it to the decoder, which
uses this integrated representation to generate its
final prediction.

The decoder accepts the context vector C from
the encoder and generates an output at every time
step [17]. Unlike the encoder, which delivers an output
only at the final step, the decoder creates output at
each time step. Once prepared by the encoder, the
context vector is delivered to the decoder as input
[16]. Lastly, every hidden state h_i is computed using
(Equation 3) with the weight W [17].

ht = fdec(W
(HH)ht−1) (3)

The proposed approach builds an LSTM autoen-
coder with two LSTM layers (64 and 32 units) for
encoding and decoding, using mean squared error
(MSE) loss and early stopping to prevent overfitting.
The trained model predicts reconstructions for all se-
quences, and MSE scores are calculated. Sessions with
MSE exceeding the threshold are marked as anoma-
lous. Anomalous sessions are linked to their original
indices, enabling traceability to specific login events.
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Figure 2. Overview of the LSTM with encoder and decoder
components

3.3 Device and URL Activity Analysis

For each anomalous login, we analyse associated de-
vice and web activity to characterise potential insider
threat behaviours, such as unauthorised device usage
or suspicious web access. DBSCAN clustering is used
to identify patterns in these activities.

Device activities are extracted from a dataset con-
taining columns such as event ID, timestamp, user ID,
PC identifier, activity type, and file paths accessed.
Device events are filtered to match the anomalous lo-
gin’s PC and its active time window (login to logoff).

Filtered events are stored in a dataframe with an
anomaly ID column linking them to the correspond-
ing anomalous session. File paths are pre-processed
by replacing delimiters with spaces to create space-
separated tokens. A TfidfVectorizer with a custom to-
ken pattern (to preserve path components) vectorises
the file paths. These vectors are then clustered using
DBSCAN, configured with ϵ = 0.1, minimum sam-
ples=2, and cosine similarity. Noise points (cluster
-1) represent outlier paths, while clustered paths in-
dicate common access behaviours during anomalous
sessions. The results are visualised in a scatter plot.
Event times are plotted on the x-axis and cluster IDs
on the y-axis, with each cluster annotated by its most
frequently accessed paths.

Web activities are processed from a dataset con-
taining columns such as event ID, timestamp, user ID,
PC identifier, URL, activity type, and content. To
handle potentially large datasets, data is processed in
chunks. For a given user during anomalous login ses-
sions, web events are filtered to include those within

the session’s time window.

URLs are pre-processed to extract key components
(domain and first two path segments) using regular ex-
pressions, removing protocols and query parameters
(for example example.com/path1 / path2?query
becomes example.com path1 path2). The cleaned
URLs are vectorised using a TfidfVectorizer [18] with
a maximum of 500 features and stop words (such as
com, net, org) removed. DBSCAN clustering (with
ϵ = 0.3, minimum samples=3, and cosine similarity)
groups similar URLs, identifying patterns such as
frequent visits to external domains.

4 Evaluation

The insider threat detection approach was built and
tested on an Ubuntu 20.04 LTS system, powered by
an Intel Core i5-10400F CPU (6 cores, 2.9GHz base
clock) and 16GB DDR4 RAM (2666MHz). All exper-
iments utilised Python 3.11, incorporating libraries
like pandas (v1.3.5) for data handling, scikit-learn
(v1.0.2) for machine learning processes, TensorFlow
(v2.8) for neural network models, and supporting tools
such as numpy, matplotlib, and sklearn modules for
data pre-processing, clustering (KMeans, DBSCAN),
feature engineering (TfidfVectorizer, PCA), and re-
sult visualisation.

4.1 Dataset

The CERT r6.2 Insider Threat Test Dataset, devel-
oped by Carnegie Mellon University’s CERT Division
in collaboration with ExactData, LLC [7], serves as
the principal benchmark for evaluating insider threat
detection methodologies. This comprehensive syn-
thetic dataset spans 18 months of simulated enter-
prise activity, encompassing approximately 137 mil-
lion timestamped events across 4,000 user profiles.
While the dataset models five distinct threat scenar-
ios, our analysis emphasizes the first scenario, charac-
terised by a data exfiltration pattern (valid account
abuse, malicious file execution, and web exfiltration).

The dataset’s forensic value derives from its multi-
modal composition: authentication patterns (3.5M lo-
gon/logoff events), removable media operations (1.5M
device connections), web transactions (117M HTTP
requests with full URL parameters), and file system
interactions (2M operations). This coverage enables
the detection of behavioural shifts, such as a user
moving from normal work-hour activity to malicious
after-hours actions that involve removable device us-
age and subsequent data exfiltration to external sites.
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Figure 3. Results from an LSTM autoencoder applied to user
SHB3512 logon timestamps.

4.2 Evaluation Metrics

The detection performance of the anomaly detection
model was quantified by ensuring strict temporal
alignment between model outputs and the ground
truth provided in the CERT r6.2-1.csv file, where
logged activities are considered malicious (attacks).
The model aims to identify days with such activities
as anomalies. For each day in the validation set, the
following metrics were computed:

• True Positives (TP): Counted when the model
flags a day as anomalous, and that day is la-
belled as malicious in the r6.2-1.csv file.

• False Positives (FP): Computed as days flagged
as anomalous by the model without correspond-
ing ground truth support.

• False Negatives (FN): Recorded when a day
with malicious activities is not flagged as anoma-
lous by the model.

• True Negatives (TN): Derived from benign days
that the model correctly does not flag as anoma-
lous.

4.3 Experiment results

Using an LSTM-based model, we detect anomalies by
calculating the reconstruction error of session features.
A total of 73,491 sessions are flagged as anomalous,
corresponding to errors above the 95th percentile
threshold. Figure 3 shows the system identifying de-
viations from standard work hours (9 AM–5 PM). It
detects users like SHB3512 by marking their anoma-
lous login times as temporal outliers.

Figure 4 illustrates the training of our LSTM au-
toencoder for the user SHB3512. It demonstrates ef-
fective convergence through the evolution of train-
ing and validation loss (MSE) across epochs. Both
curves show a characteristic exponential decay: rapid
improvement over the first five epochs, followed by
progressive stabilization. Optimal performance was
reached at epoch 16, triggering the early stopping
mechanism.

The temporal anomalies identified by our LSTM

Figure 4. MSE value for the LSTM autoencoder over epochs
for user SHB3512.

Figure 5. Anomalous URL clusters for user ROR3483.

autoencoder are subsequently correlated with device
activities from device.csv and web activities from
http.csv occurring within the same session windows.
Figure 5 presents the forensic analysis of anomalous
web activities for user ROR3483, revealing six distinct
threat clusters through DBSCAN-based URL pattern
analysis.

Figure 6 presents the performance analysis of the
proposed approach. The top visualisation compares
the execution times of four key operations: training
of the LSTM model per user (mean 0.0718s), LSTM
inference per sample (mean 0.0001s), and DBSCAN
clustering per user for both URLs (mean 0.0026s) and
devices (mean 0.0034s). Clustering operations demon-
strate consistent low-latency performance across dif-
ferent data modalities. The lower section of the figure
displays critical alert statistics, showing that the sys-
tem processed 73,491 total anomalies. These were or-
ganized into 26,558 URL-based clusters and 12 device-
based clusters. This combination of performance met-
rics and operational results effectively illustrates the
approach’s efficiency in handling large-scale anomaly
detection tasks while maintaining responsive process-
ing times.
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Figure 6. Proposed system performance and alert overview
showing computational timings(top) and the number of de-
tected anomaly and clusters (bottom).

4.4 Detected attack scenario

Our threat detection pipeline began by analysing
login/logoff patterns using an LSTM autoencoder,
which identified 73,491 anomalous sessions based on
significant deviations from normal working hours
and typical session durations. For these sessions, DB-
SCAN clustering identified two significant device-level
anomaly clusters, which helped prioritise the investi-
gation and narrow our focus from the overwhelming
number of URL access patterns. These device anoma-
lies were traced to user ACM2278(Figure 7). Cluster 1
consists of UNKNOWN paths exclusively associated with
USB removal events. The user ACM2278 exhibited sus-
picious behaviour, including repeated logins outside
normal working hours—specifically, late-night and
early-morning sessions between August 21–24, 2010
(see Figure 8). The timing of these anomalous logons
precisely matched peaks in device activity, suggest-
ing deliberate, unauthorised access. Further exami-
nation of associated URL clusters revealed high-risk
web accesses, most notably visits to Wikileaks pages
(Figure 9).

The combination of temporal anomalies, clustered
device activity, and risky URL patterns points to a se-
rious security breach. The after-hours access patterns
suggest credential compromise, while the Wikileaks
visits indicate potential data exfiltration attempts.
The concentrated activity during August 21-24, 2010
represents the critical attack window, with the device
clusters providing clear markers of malicious activ-
ity that might have been overlooked in URL analysis
alone. This case demonstrates how multi-layered anal-
ysis - combining temporal, behavioural, and content
indicators - can effectively uncover sophisticated at-
tacks that might otherwise remain hidden in large
datasets. The findings underscore the importance of
monitoring both device activity and web access pat-
terns for comprehensive threat detection.

The resulting confusion matrix, presented in Fig-
ure 10, quantifies the model’s ability to classify days
as malicious or benign for user ACM2278 based on in-

Figure 7. DBSCAN clusters of device activity timestamps,
highlighting the anomaly pattern for user ACM2278.

Figure 8. Anomalous logon events (red) revealing after-hours
access patterns (ACM2278).

Figure 9. Suspicious URL clusters accessed during anomaly
periods, showing Wikileaks visits (ACM2278).

tegrated web and device logs. A day is labelled as ma-
licious if the CERT r6.2-1 ground truth file indicates
one or more malicious activities occurred on that day.
For user ACM2278, activity was observed over 157
days. The model correctly identified 139 benign days
(True Negatives), demonstrating robust performance
in recognizing normal behaviour. With only 1 False
Negative, the model exhibits a recall of 83.3%, effec-
tively capturing nearly all actual malicious days. The
5 True Positives confirm the model’s success in de-
tecting numerous attack instances. Overall, this per-
formance yields a accuracy of 91.7%, highlighting the
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Figure 10. Confusion matrix for web and device log integration
(user CMPACM2278).

model’s reliability in minimizing missed detections
while maintaining strong predictive power, which is
critical for practical insider threat detection.

5 Conclusion and Future Work

In this paper, we presented a multi-stage insider
threat detection approach that combines temporal
anomaly detection with behavioural clustering to
identify malicious activity in enterprise logs. Our ap-
proach first flags suspicious login sessions using an
LSTM autoencoder, then correlates these anomalies
with device and URL access patterns using DBSCAN
clustering. This layered methodology successfully un-
covered a real-world attack scenario involving after-
hours logins, USB-based data staging, and exfiltration
to high-risk web destinations. By integrating tempo-
ral, device, and web analysis, our system provides
security teams with actionable, context-rich alerts
while reducing false positives. The experimental re-
sults on the CERT r6.2 dataset demonstrate the ef-
fectiveness of our approach in detecting sophisticated
insider threats.

The next steps involve validating the framework
on real-world, anonymised enterprise data to assess
its performance in noisy environments and against a
broader range of threats, including sabotage and cre-
dential theft. A key future direction is engineering a
transition from batch processing to a low-latency, real-
time streaming architecture using technologies like
Apache Flink or Kafka. This will enable incremental
model updates and near-real-time detection. Finally,
we will develop an advanced alert triage system with
root-cause explainability to mitigate alert fatigue and
provide analysts with actionable intelligence.
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