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1 Introduction

The advent of 5G marks a radical transformation
in global communication infrastructure. With

ABSTRACT

The evolution of fifth-generation cellular networks (5G) brings unprecedented
improvements in speed, latency, and scalability, but also introduces significant
new security challenges. While earlier studies have primarily focused on
there
remains a lack of comprehensive, reproducible security evaluations of 5G

performance benchmarking or examined isolated vulnerabilities,

core networks. This paper presents a scenario-based simulation study of
three distinct denial-of-service (DoS) attacks targeting critical components
of the 5G control plane. Using open-source tools such as Open5GS and
UERANSIM, we demonstrate: (1) large-scale registration flooding that
overloads both the next-generation NodeB (gNB) and the Access and Mobility
Management Function (AMF); (2) AMF resource exhaustion through massive
NGSetupRequest messages; and (3) tampering with a security-related parameter
in the User Equipment (UE) registration process to disrupt authentication.
The evaluation quantifies the impacts of Central Processing Unit (CPU) and
Random Access Memory (RAM) under these attacks, showing that even
commodity hardware testbeds can reveal critical vulnerabilities. Moreover,
analysis of the logs collected during the attacks confirms the successful
execution of each attack scenario. The findings highlight how scenario-based
simulations effectively explore various 5G attack surfaces and underscore
the necessity for targeted defense mechanisms to enhance the resilience of
next-generation mobile networks.
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promised data rates exceeding 10 Gbps, latency be-
low 1 millisecond, and support for up to one mil-
lion devices per square kilometre, 5G enables novel
paradigms such as ultra-reliable low-latency commu-
nications (URLLC), massive machine-type communi-
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(eMBB) [1].

Achieving these performance targets has necessi-
tated a complete architectural redesign of the mobile
core. The 3rd Generation Partnership Project (3GPP)
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defined 5G System (5GS), which introduces a Service-
Based Architecture (SBA). In this core, network func-
tions—such as the AMF, Session Management Func-
tion (SMF), User Plane Function (UPF), and Au-
thentication Server Function (AUSF)—register with
and discover each other via the Network Repository
Function (NRF). However, the actual service com-
munication between NFs is carried out through the
Service Communication Proxy (SCP) using RESTful
APIs [2].

While this architecture facilitates flexibility and
scalability, it also introduces new security vulnerabil-
ities. The increased number of network functions and
their dynamic interactions expand the attack surface,
potentially enabling adversaries to exploit the ses-
sion control procedures, authentication mechanisms,
and traffic forwarding paths [3]. Prior research has
demonstrated that improper configuration or imple-
mentation of key protocols—such as the Packet For-
warding Control Protocol (PFCP) and Non-Access
Stratum (NAS)—can be leveraged to perform session
hijacking, packet injection, or DoS attacks targeting
both the control and user planes [4].

Due to the high complexity of 5GS, particularly
their control signaling mechanisms and dynamic be-
havior, accurate simulation of 5G networks poses a
significant challenge. Commercial solutions are often
costly, closed-source, and limited in flexibility, making
them suboptimal for academic research or adversarial
scenario analysis. In contrast, open-source platforms
offer transparency, extensibility, and adaptability, fa-
cilitating the development of lightweight testbeds for
experimentation [5-7].

Among such tools, Openb5GS [8] provides a full
open-source implementation of the 5G core network,
supporting key functions (AMF, SMF, UPF, etc.) in
compliance with 3GPP specifications. It can be in-
tegrated seamlessly with UERANSIM [9], which em-
ulates gNBs and UEs by implementing NGAP and
NAS protocols, thereby enabling complete registra-
tion, session establishment, and mobility procedures
[10, 11]. For network security testing and custom
packet generation, Scapy [12, 13] serves as a flexi-
ble Python-based tool capable of crafting, modifying,
and injecting packets across multiple layers of the
network stack.

The combination of these tools enables the con-
struction of end-to-end 5G security testbeds in con-
tainerized or virtualized environments. Consequently,
leveraging open-source tools is becoming indispens-
able for advancing research and building resilient,
secure 5G infrastructure. This article utilises these
tools to simulate realistic 5G attacks and evaluate
vulnerabilities within the 5G infrastructure.
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In this paper, three simulation scenarios are pre-
sented and implemented using open-source tools, all
focusing on DoS attacks targeting various components
of the 5G network. Each scenario presents unique char-
acteristics and technical innovations, offering diverse
perspectives on architectural vulnerabilities within
5G systems.

The paper is organised as follows: Section 2 re-
views related work. Section 3 provides background
on 5G architecture. Section 4 presents the attack sce-
narios, simulation methodology, and results. Finally,
Section 5 concludes the paper.

2 Related Work

Numerous studies have analysed security threats at
various layers of the 5G architecture; however, many
remain theoretical or lack practical and structured
implementations of attacks on real platforms like
Open5GS. Dolente et al. [14] investigated vulnerabili-
ties in Open5GS and OpenAirlnterface implementa-
tions, reporting issues such as information disclosure
through insecure APIs and configuration weaknesses.
However, their study did not focus on control-plane
attacks such as flooding NAS or NGAP messages,
nor did it provide practical implementations of these
types of attacks. IN Giambartolomei et al. [15] evalu-
ated security threats in Open5GS management and
APIs using the STRIDE model, and identified weak-

nesses in session management and authentication.

Koutsos et al. [16] performed a formal analysis
of the 5G Authentication and Key Agreement (5G-
AKA) authentication protocol, revealing that the
RES" parameter could be transmitted before encryp-
tion activation, enabling Man-In-The-Middle (MITM)
attacks. Although their analysis is valuable, they did
not implement such an attack in a real environment.
A key relevant work is the 5Greplay framework intro-
duced by Salazar et al. [3]. It is an open-source 5G
traffic fuzzing tool capable of replaying and mutat-
ing NGAP and NAS packets from PCAP files or live
traffic. Despite supporting high replay rates (up to
9.56 Gbps), 5Greplay focuses on random fuzzing to
find unexpected errors.

Another relevant study is presented by Cui et
al. [17], which investigates security vulnerabilities re-
sulting from improper handling of 5G security con-
texts on the UE and Universal Subscriber Identity
Module (USIM) sides. Their analysis highlights poten-
tial flaws in context storage and re-synchronisation
mechanisms that could lead to authentication bypass
or replay attacks. However, their work remains theo-
retical and does not provide a practical implementa-
tion for the real-time manipulation of NAS authen-
tication messages. Additionally, the formal reassess-
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ment of the 5G Authentication and Key Agreement
Protocol for Forward Secrecy (5G-AKA-FS) protocol
by the authors of [18] proposes enhancements to the
5G authentication protocol by incorporating forward
secrecy. Their approach focuses on protocol-level im-
provements and formal verification of the enhanced
scheme. Nonetheless, it does not provide practical
manipulation of NAS-layer messages or delve into the
handling or modification of the RES™ field in opera-
tional environments.

Several recent studies analysed the performance
and vulnerabilities of open-source 5G cores. Menin et
al. [19] conducted an explainable performance analysis
of 5G core implementations using observability and
telemetry tools. Their study identified bottlenecks in
both control- and user-plane functions, but did not
evaluate adversarial scenarios or security attacks.

Similarly, Mukute et al. [20] benchmarked three
widely used 5G core platforms—OpenAirInterface,
OpenbGS, and Free5GC—through macro- and micro-
level experiments. They measured registration de-
lay, signalling overhead, and system call latency, pro-
viding a comprehensive comparison of core perfor-
mance. However, their analysis remained performance-
focused and did not consider DoS or other security
threats.

In contrast, Moheddine et al. [21] highlighted that
NGAP-targeted attack simulations remain very lim-
ited. Their work focused on specific NGAP vulner-
abilities, such as plaintext exchange of identifiers,
lack of strong gNB authentication, and absence of
message integrity checks. They implemented multi-
ple DoS attacks, most notably by injecting forged
UEContextReleaseRequest messages, which led to
the disconnection of legitimate UEs from the network.

Table 1 summarises recent studies and highlights
their differences compared to this work.

Building on these observations, this study presents
three novel and practical attack scenarios simulated
with Open5GS and UERANSIM, targeting AMF,
gNB, and UEs. A brief overview follows:

e DoS attack via fake UEs: In this scenario, a
large number of registration requests are gen-
erated using different IMSIs from non-existent
UEs. First, the gNB must configure a new Radio
Resource Control (RRC) connection for each
UE, and then the registration requests must
be checked by the AMF to determine whether
they are valid or not. Both the gNB and the
AMF must process these requests. IMSIs are
used because they can be easily changed, which
increases the processing overhead on both the
gNB and the AMF.

e DoS attack using fake NGSetupRequest
messages: In this scenario, a forged gNB gen-
erates a large volume of NGSetupRequest mes-
sages with a protocol-compliant structure, dis-
rupting the AMF’s ability to manage connec-
tions from legitimate gNBs. The core idea is to
use syntactically correct messages, since those
with invalid formats are immediately discarded
by the NGAP layer and do not significantly
affect system resources. Furthermore, it is as-
sumed that authentication mechanisms are en-
abled in the AMF to reflect a more realistic
environment. Otherwise, an attacker could im-
personate a legitimate gNB, leading the AMF
to accept malicious messages and potentially
enabling MITM attacks between the UE and
the AMF.

e DoS attack during the authentication
process: This scenario presents a creative ap-
proach to exploiting a security parameter in a
previously under-explored context. Specifically,
the RES™ parameter—used for user authen-
tication—is manipulated to launch an attack
that prevents legitimate users from successfully
registering. Since this parameter is transmitted
before encryption is enabled in the 5G-AKA
protocol, it is vulnerable to interception and
modification of NAS messages. The attack is
simulated using NFQUEUE and Scapy, and
the results demonstrate that altering the RES*
value effectively blocks authorised users from
completing the registration process.

The proposed attack is fully implemented in a real-
world test environment consisting of OpenbGS (ver-
sion 7.2.5) [8] and UERANSIM (version 3.2.7) [9].
Its impact on system resources—including CPU and
RAM—is quantitatively assessed. Unlike previous
studies, which primarily focused on theoretical threat
modelling, this work demonstrates a hands-on imple-
mentation using authentic, protocol-compliant mes-
sages aligned with official 3GPP procedures. This ex-
perimental approach significantly enhances the real-
world relevance and practical contribution of the re-
search.

It should be noted that our experiments were con-
ducted on commodity hardware with standard CPU
and memory resources. While this does not fully re-
flect carrier-grade 5G deployments, such a setup has
been widely adopted in prior research [19, 20] and
is sufficient to demonstrate the feasibility and repro-
ducibility of the studied DoS scenarios. Future work
will extend these experiments to high-performance
and distributed environments to better approximate

operator-scale infrastructures.
@
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Table 1. Comparison of related works

Study Focus Platform

Methodology Attack Scenarios

Menin et al. (2025) Performance & observ-Open5GS, Free5GC

ability

Experimental benchmark-None
ing

Mukute et al. (2024) Control-plane bench-Open5GS,
marking OAI

Free5GC, Macro- &

micro-None
benchmarks

Moheddine et al. NGAP-specific DoS at-Open5GS
(2025) tacks

Practical attack injection Multiple = NGAP  DoS
(e.g., UEContextRe-
leaseRequest)

This Work DoS on UE, gNB and Open5GS

Core

Practical adversarial sce-UE flooding, NGSetup over-
narios load, NAS tampering

3 Background on 5G System and
Architecture

5G networks utilise a service-based architecture
(SBA), allowing the core network to be composed of
modular network functions (NF's), each responsible
for distinct control-plane operations [2, 22]. Among
these, the AMF plays a central role. It handles tasks
such as UE registration, connection management,
mobility tracking, and authentication [23].

The communication between the gNB and the AMF
is established using the Stream Control Transmission
Protocol (SCTP), typically over port 38512. SCTP
provides reliable, message-oriented data transmission,
and is particularly suited for signaling in telecom sys-
tems. On top of SCTP, the Next Generation Applica-
tion Protocol (NGAP) manages control signalling be-
tween gNB and AMF, enabling procedures like regis-
tration, session setup, and handover management [2].

The International Mobile Subscriber Identity
(IMSTI) serves as a globally unique identifier assigned
to each mobile subscriber. It is used extensively in
the authentication and registration procedures of the
5G core network [2].

To analyze the signalling process, a PCAP trace
was captured using tcpdump [24] on port 38512. The
trace contains NGAP messages exchanged between
the gNB and the AMF, revealing detailed steps, in-
cluding SCTP setup, UE registration, authentication
procedures, identity allocation, and session manage-
ment.

The first NGAP control-plane message, NGSetupRequest,

is sent by the gNB to the AMF to initiate its regis-
tration with the 5G core. This message includes:

e Global RAN Node ID: A unique identifier
consisting of the PLMN ID and the gNB ID.

¢ RAN Node Name: The logical name of the
gNB used for OAM (Operations, Administra-
tion, and Maintenance) purposes.

e Supported TA List: The list of Tracking Ar-
eas served by the gNB.
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e Default Paging DRX: The periodic interval
at which UEs wake up to listen for paging mes-
sages.

Figure 1 shows the Wireshark [25] output of the
complete connection procedure between the UE and
the AMF in a PCAP file captured using the tcpdump
tool on port 38512. This file contains signalling mes-
sages exchanged between the gNB and the AMF via
the NGAP protocol, illustrating various stages such
as SCTP connection establishment, initial connection
messages, authentication, identity allocation, and ses-
sion management. Furthermore, Figure 2 displays the
detailed contents of the NGSetupRequest message
within the PCAP capture.

Destination Protocol Length info
192.168.38.135  192.168.38.145  SCTP 88 INIT

192.168.38.145  192.168.38.135  SCTP 312 INIT_ACK

192.168.38.135  192.108.38.145  SCTP 284 COOKIE_ECHO

192.168.38.145  192.168.38.135  SCTP COOKIE_ACK

192.168.38.135  192.168.36.145  NGAP 140 NGSetupRequest.

1921168.38.145  192.168.38.135  SCTP 68 SACK (Ack=8, Arwnd=106427)

192.168.38.145  192.168.38.135  NGAP 124 NGSetupResponse

192.165.35. 192.168.38. scTe 68 SACK (Ack=0, Arwnd=106442)

192.168.38.135  192.168.38.145 144 request

192.168.38.145  192.168.38.135  NGAP/NAS-565 152 SACK (Ack=1, + Down port, request
192.168.38.135  192.168.38.14: 152 SACK (Ack=1; .U port, response
192.168.38.145  102.168.38.135  NGAP/NAS-5GS 132 SACK (Ack=2, Arwnd=106496) , DOWnLiNKNASTransport, Security mode command
192.168.38.135  192.168.38.145  NGAP/NAS-56S 192 SACK (Ack=2, Arwnd=106496) , UpLinkNASTransport

102.168.38.145  192.168.35.135  NGAP/NAS-5GS 236 SACK (Ack=3, Arwnd=106496) , InitialContextSetupRequest

1921168.38.135  192.168.38.145  NGAP 164 SACK (Ack=3, p

192.168.38.145  192.168.38.135  SCTP 68 SACK (Ack=4, Arwnd=106496)

1921168.38.135  192.168.36.145 244 , up o

192.168.38.145  192.168.38.135  NGAP/NAS-5GS 160 SACK (Ack=6, Arwnd=106496) , DownlinkNASTransport

192.168.38.145  192.168.35.135

192.168.38.135  192.166.36.145  SCTP 68 SACK (Ack=5, Arwnd=106317

192.168.38.135  192.168.38.145  NGAP 132 PDUSessionResour ceSetupresponse

192.168.38.145  192.168.38.135  SCTP 68 SACK_(Ack=7, Arwnd=106496)

192.168.38.145  192.168.38.135  SCTP 112 HEARTBEAT

192.168.38.135  192.168.38.145  SCTP 112 HEARTBEAT_ACK

Figure 1. Complete signaling flow between UE, gNB, and
AMF captured on port 38512.

~ NGAP-PDU: successTulOutcone (1)
~ successfulOutcome
procedureCode: 1d-NGSetup (21)
criticality: reject (6)
~ value
~ NGSetupResponse
~ protocollEs: 4 items
~ Ttem 0: id-AMFName
~ Protocolle-Field
1d: 1d-AMFName (1
criticality: reject (8)
- e
AMFName : openSgs -anfd
~ Ttem 1: id-ServedGUAMIList
~ Protocolle-Field
id: id-ServedGUAMIList (96)
criticality: reject (8)
~ value
- ServedGUAMIList: 1 item
~ Iten
~ ServedGUANII tem

g
» pLUNIdentity: 997907
aMFRegionID: 62 [bit length 8, 0990 0910 decimal value 2]
aMFSetID: 0049 [bit length 10, 6 LSB pad bits, 0960 0600 01.. .... decimal value 1]
aMFPointer: @0 [bit length 6, 2 LSB pad bits, 090 00.. decimal value 0]
- Ttem 2: id-RelativeAMFCapacity
~ ProtocollE-Field
1d: 1d-RelativeAMECapacity (86)
criticality: ignore (1)
~ value
RelativeANFCapacity: 255
~ Ttem 3: id-PLNSupportList
~ ProtocollE-Field
1d: 1d-PLMNSupportList (80)
criticality: reject ()
~ value
= PLMNSupportList: 1 item
en o

~ PLHNSupportTten
~ pLMNIdentity: 99r9e7

Mobile Country Code (MCC): Private network (999)

Mobile Network Code (MNC): Unknown (78)

Figure 2. Wireshark output of the NGSetupRequest message.
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4 Scenario Implementation

In this section, three realistic attack scenarios are
simulated. For each scenario, a detailed description
is provided along with the simulation methodology,
configuration setup, and validation steps. At the end
of each scenario, the outcomes are analysed and the
results are evaluated. The simulations are conducted
using OpendGS for the 5G core network and UER-
ANSIM for the UE and gNB components.

4.1 Scenario 1: DoS Attack Based on Mass
Registration Requests from Similar
Users with Different IMSIs

4.1.1 Description:

In this scenario, a large number of registration re-
quests are simultaneously sent by the attacker to the
AMEF. Since each request must be processed and val-
idated by both the AMF and the gNB, significant
consumption of system resources such as CPU and
RAM occurs. As a result, the AMF and gNB become
unable to handle new incoming requests, ultimately
leading to service disruption.

The main idea of this attack is to generate fake
registration requests using invalid IMSIs. Figure 3
shows an overview of this scenario.

@‘r\

4]

Attacker

Figure 3. Illustration of bulk registration attempts by an
attacker using different IMSIs to simulate multiple users.

4.1.2 Simulation Methodology:

To simulate this scenario, three separate virtual ma-
chines (VMs) were utilised. The first VM hosted the
5G core network using Open5GS. The second VM
emulated the Radio Access Network (RAN) via UER-
ANSIM. The third VM was also configured with UER-
ANSIM to simulate multiple UEs simultaneously.

Multiple UE instances were generated by config-
uring the UE.yaml file provided by UERANSIM, as
demonstrated in Figure 4.

Using the Python script shown in Figure 5, a
unique IMSI is generated for each UE and replaced

O LN =

g0

8 protectionScheme
.~

O # Home k

12 I i rotecting with SUCI

Routing Ind

routinqlﬁd

28 imeiSv: "4

Figure 4. Sample UE.yaml file used to create multiple similar
user instances.

in the UE.yaml file. Afterwards, a new UE instance
is launched using the command . ./build/nr-ue -c
ue_file.

1 def create_and run_ue (ue_id):

2 # Un ch

3 "

4

5 # Cr ation file for the new UE
6 ue_file e _{ue_id}.yaml"

7 with open (UE_TEMPLATE, ’'r’) as template_file:
8 template_content = template_file.read()

9

10 # Replac he

11 template_co
*imsi-999700000000001" ", f"supi:

12

13 with open(ue_file, ‘w’) as new ue file:

14 new_ue_file.write (template_content)

15

16 # Set the path for the log file

LT log_file = os.path.join(LOG_DIR, f"ue_l

18

19 # Run the UER M command for each UE concurrently

20 try:

21 print (£"[+] Starting UE {imsi}...")

22 subprocess.Popen([’../build/nr-ue’, "-c’, ue_file],
stdout=open(log _file, 'w'),
stderr=subprocess. STDOUT)

except Exception as e:
24 print (£"[-] Error while starting UE {imsi}: {e}")

Figure 5. Python script for generating unique IMSIs and
launching UERANSIM instances for each UE.

A large number of similar UEs were created, each
assigned a unique IMSI, and all of them simultane-
ously sent registration requests to the AMF. Figure 6
illustrates the execution of the Python script, where
new UEs are instantiated with different IMSI values.



mahdi@mahdi;:

[+] Starting UE imsi-999700000000001..
[+] starting UE imsi-999700000000002...
[+] Starting UE imsi-999708000000003...
[+] Starting UE imsi-999760000000004...
[+] Starting UE imsi-999760000000005...
[+] Starting UE imsi-999700000000006. ..
[+] Starting UE imsi-9997068000000087...
[+] Starting UE imsi-999700000000008. ..
[+] Starting UE imsi-999700000000009...
[+] Starting UE imsi-9997006000006016...
[+] Starting UE imsi-999760000000011...
[+] Starting UE imsi-999700000000012...
[+] Starting UE imsi-999700000060013...
[+] Starting UE imsi-999700000000014...
[+] Starting UE imsi-999760000000015...
[+] Starting UE imsi-999766000000016...
[+] Starting UE imsi-999700000000017...
[+] Starting UE imsi-999700000000018...
[+] Starting UE imsi-999700000000019...
[+] Starting UE imsi-9997080000000826...

% sudo python3 UE_Flooding.py

Figure 6. Execution of the Python script for creating similar
UEs with different IMSI values.

4.1.3 Analysis and Result Evaluation:

Figure 7 presents the gNB log, showing that for each
new IMSI, the gNB must configure a new RRC in-
stance. This configuration involves allocating Medium
Access Control (MAC) resources, memory for RRC
processing, and maintaining context between the
RRC and NAS layers. Such repeated initialisation
leads to exhaustion of processing resources and mem-
ory at the gNB, eventually resulting in service degra-
dation or complete interruption.

[sctp] [info] Trying to establish SCTP connection... (192.168.38.145:38412)
[sctp] [info] SCTP connection established (192.168.38.145:38412)
[sctp] [debug] SCTP association setup ascId[3]

[ngap] [debug] Sending NG Setup Request

[ngap] [debug] NG Setup Response received

[ngap] [info] NG Setup procedure is successful

[rrc] [debug] UE[1] new signal detected

[rre] [debug] UE[2] new signal detected

[rre] [debug] UE[3] new signal detected

[rre] [debug] UE[4] new signal detected

[rrc] [debug] UE[5] new signal detected

[rrc] [debug] UE[6] new signal detected

[rrc] [debug] UE[7] new signal detected

Figure 7. Log output related to the gNB.

Figure 8 shows the log output from the AMF. Since
each UE request is complete and properly formatted,
the AMF proceeds to validate whether the user is
authorised or not. This processing consumes signifi-
cant computational and memory resources, eventu-
ally leading to performance degradation or service
disruption. The root cause of this vulnerability lies in
the lack of robust IMSI authentication mechanisms
and insufficient filtering of fraudulent traffic.

INFO: Registration request (../src/amf/gmm-sm.c:1323)

INFO: [suci-8-999-70-0000-0-0-0000000004)  SUCI (../src/amf/gnm-handler.c:174)

INFO: [le229eca-2e31-410-aaa2-7f5TeeTb2esf] Setup NF Instance [type:AUSF] (../lib/sbi/path.c:367)
INFO: [1e9d1d86-2e31-41f0-8b8b-218c5148e376] Setup NF Instance [type:UDM] (../lib/sbi/path.c:387)
WARNING: [suci-0-999-70-0600-0-0-0000000004] Cannot find SUCI [484] (../src/amf/gmm-sm.c:1906)
WARNING: [suci-8-999-70-8000-0-0-0800000604] Registration reject [11] (../src/amf/nas-path.c:211)
HARNING: [(null)] Failure in transaction; no context restoration. (../src/amf/gnm-sm.c:1917)

Figure 8. AMF log generated from high-volume UE registra-
tion requests.

Table 2 presents the evaluation metrics for this at-
tack scenario, including the percentage of CPU and
RAM usage observed over 2 minutes for 400 similar
users with different IMSIs. The virtual machine host-
ing the gNB was configured with 8 Gigabytes (GB)
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of RAM, while the AMF virtual machine had 16 GB
of RAM. Figure 9 illustrates the variation in RAM
and CPU utilisation percentages for the gNB during
the test duration.

Table 2. CPU and RAM utilization percentages before and
after the attack over 2 minutes.

Component Metric Before (%) After (%)

RAM 0.4 0.8
AMF
CPU 0.1 2.0
RAM 0.1 1.5
gNB
CPU 0.1 13.6
14
—— CPU Usage

Memory Usage

Usage (%)

Start Attack

[} 20 40 60 80
Time (seconds)

Figure 9. Percentage changes in RAM and CPU utilization
on the gNB during the attack scenario.

4.2 Scenario 2: DoS Against AMF Through
the Transmission of a Large Volume of
Fake NGAP Setup Request Messages

4.2.1 Description:

In this scenario, the attacker initiates a fake gNB
that sends a large number of NGAP Setup Request
(NGSetupRequest) messages to the AMF. These mes-
sages are protocol-compliant in format but contain
forged information in a list of Globally Unique AMF
Identifiers (GUAMIs), Each represents an AMF en-
tity that the gNB is authorised to connect to and
serve (servedGUAMIList). The AMF utilises this list
to authenticate the gNB and to verify its compatibil-
ity with the logical network configuration. According
to 3GPP standards, the AMF processes such mes-
sages, leading to the consumption of CPU and RAM
resources. Due to the high volume of requests, the
AMZEF’s resources become saturated, resulting in de-
graded performance and failure to respond to legiti-
mate gNBs properly.

The core idea of this attack is to exploit syntacti-
cally correct NGSetupRequest messages with falsified
content to overload the AMF. Messages with invalid
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formats are immediately discarded by the NGAP
layer and do not significantly impact resource usage.
Additionally, it is assumed that strong authentication
mechanisms are enabled on the AMF; otherwise, an
attacker could impersonate a legitimate gNB, causing
the AMF to accept malicious messages and enabling
attacks such as MITM between the UE and the AMF.

Figure 10 illustrates an overview of this attack
scenario.

(R
A -

gNB-n ™.

((({(éﬁ)))) ) \\\\\\
gNB-2 T : :|_|:-

/N _

Fake gNB

Figure 10. Overview of the AMF Denial-of-Service attack
using NGSetupRequest messages.

4.2.2 Simulation Methodology:

To simulate the proposed scenario, two separate vir-
tual machines were utilised. The first virtual machine
was used to emulate the 5G core network, while the
second acted as a fake gNB (attacker).

Using the Scapy library in Python, the NGSetupRe-
quest message, which is the initial message of the
NGAP protocol and operates over the SCTP trans-
port layer in 5G networks, was manually crafted. It
should be noted that Scapy does not natively support
the NGAP protocol; therefore, the message structure
had to be defined manually using Abstract Syntax
Notation One (ASN.1) format, the international stan-
dard for defining and encoding data structures in net-
working and telecommunication protocols, according
to 3GPP specifications for 5G networks.

To achieve this, the ASN1tools library was em-
ployed, which allows for generating and parsing
ASN.1-based structures. Figure 11, illustrates a
sample Python function used to construct the NGSe-

tupRequest message. To create a forged message, the
field servedGUAMIList was manipulated.

# T NGSetupRequest ———-

2 def build ngsetup_request (mcc="999", mnc="70"):
3 mce = mcc.zfill (3)
4

5

mnc = mnc.z£ill(3)

6 4 PLMN Identity in BCD format

T plmn_identity = bytes([

8 int (mec[1] + mec(0], 16),

9 int (mnel2] + mecl[2], 16),

10 int (mnc[1] + mnc[0], 16)

11 Bl

12

13 ngap_pdu = (’initiatingMessage’, {

14 L edt 21:

29

35 2]

37 encoded = ngap.encode (' NGAP-PDU’, ngap_pdu)
38 return encoded

Figure 11. Python code to generate NGSetupRequest mes-
sages with fake servedGUAMIList values.

Following the generation of fake NGSetupRequest
messages, a high volume of such messages is trans-
mitted to the AMF to launch the Denial-of-Service
attack. Remarkably, the attack can be executed with-
out compromising NAS-level encryption or authenti-
cation mechanisms, relying solely on basic network
configuration knowledge.

4.2.3 Analysis and Result Evaluation:

As shown in Figure 12, the AMF log illustrates the sys-
tem’s behaviour upon receiving a large volume of fake
NGSetupRequest messages. For each received mes-
sage, the AMF attempts to process the request and
ultimately responds with "connection refused", in-
dicating the invalidity of the SCTP packets. The vali-
dation and handling of such a high number of requests
lead to significant consumption of system resources,
particularly RAM and CPU.

INFO: gNB-N2 accepted[192.168.38.135]:38854 in ng-path module (../src/amf/ngap-sctp.c:113)
INFO: gNB-N2 accepted[192.168.38.135] in master_sm module (../src/amf/amf-sm.c:813)

INFO: [Added] Number of gNBs is now 33 (../src/amf/context.c:1273)

INFO: gNB-N2[192.168.38.135] connection refused!!! (../src/amf/anf-sm.c:873)

INFO: [Removed] Number of gNBs is now 32 (../src/amf/context.c:1301)

Figure 12. AMF log of the Denial-of-Service attack using fake
NGAP Setup Request messages.

Figure 13 shows the CPU and RAM usage per-
centage of the AMF during the transmission of 100
NGSetupRequest messages over an 8 second. Both
the attacker’s and the AMF’s virtual machines had 8
GB of RAM.
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Figure 13. CPU and RAM usage percentage during the DoS
attack.

4.3 Exploiting the RES* Parameter in an
MITM Attack in 5G Networks

In this scenario, the attacker targets the Response
value during the 5G-AKA authentication process
(RES™). The RES” is a critical authentication param-
eter generated by the UE and validated by the AUSF.
If not properly protected or validated, this value can
be intercepted or manipulated, leading to denial of
authentication for the legitimate user. However, the
attacker cannot impersonate the subscriber because
it does not possess the long-term secret keys (Ki and
OP/OPc) required to derive the ciphering and in-
tegrity keys. Therefore, the impact of such an attack
is limited to service disruption rather than identity
impersonation.

4.3.1 Description:

In this scenario, an MITM attack is introduced dur-
ing the user registration process in a 5G network.
The attacker positions themselves between the UE
and the AMF, intercepting and potentially modifying
authentication messages. In this process, the AMF,
acting as the central signalling point, relays authenti-
cation messages between the UE and the other core
network elements such as the AUSF and SEAF.

The novelty of this attack lies in the targeted ex-
ploitation of a security mechanisms defined in the
standardised 5G architecture, originally designed to
prevent replay and MITM attacks. In the 5G-AKA
protocol, the RES™ is generated by the UE and sent
to the SEAF through the AMF before encryption
is activated via the Security Mode Command. This
allows the attacker to intercept or tamper with the
authentication process at this early stage, potentially
disrupting registration and denying access to legiti-
mate users.

Figure 14 illustrates the overall concept of this
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attack scenario.
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Figure 14. Overview of the MITM attack aiming to manipu-
late the value of RES*.

4.3.2 Simulation Methodology:

Three separate virtual machines were used for this
simulation. The first machine acts as the UE, the
second one simulates the gNB and also serves as the
attacker placed in the communication path between
the UE and the 5G core. The third machine emulates
the 5G core network. This structural separation allows
precise traffic control, execution of the attack, and
detailed security analysis.

The realisation of this scenario requires a malicious
node positioned within the communication path be-
tween the UE and the 5G core, capable of acting
as an MITM by intercepting and modifying traffic.
This node is not necessarily a fake gNB; it could be
any node capable of positioning itself between the
UE and the 5G network. In the simulation environ-
ment, a software-based method was used instead of
real hardware.

To implement the malicious node, we employed
NetfilterQueue, a component of the Linux firewall
system (iptables), which allows selected packets to
be diverted from kernel space to user space for inspec-
tion. This redirection enables user-space applications
to receive, analyse, modify, or drop packets before
returning them to the kernel for further routing. In
our simulation, this process is carried out using the
Python library python-netfilterqueue, which pro-
vides a bridge between NetfilterQueue and Python
applications, enabling quick development of custom
logics such as packet modification, logging, or filter-
ing.

In 5G networks, authentication between the UE
and the core is performed via 5G-AKA protocol—an
enhanced version of the AKA used in previous gen-
erations. One of the key components in this process
is the RES" value, generated by the UE to prove
its identity. After receiving the challenge parameters
(RAND and AUTN) from the network, the UE cal-
culates the RES using a pre-shared key and prede-
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fined algorithms. It then derives RES™ by combining
RES with the Serving Network ID and other param-
eters using a cryptographic function defined in the
3GPP standard. This value is then sent to the SEAF.
The network compares this value with XRES™, which
was previously generated at the authentication centre.
The use of RES”™ ensures secure identity verification
in the distributed 5G architecture and strengthens
resistance against replay and MITM attacks.

According to the 3GPP TS 24.501 specification,
the location of the RES™ field within NAS messages
can be identified using IEI = 0x2D and MsgType =
0x57. This accurate field identification has enabled
a realistic and practical simulation of the attack sce-
nario. Figure 15 illustrates the position of RES™ in
the Authentication Response message.

- initiatingMessage
procedureCode : id-UplinkNASTransport (46)
criticality: ignore (1)
- value
~ UplinkNASTransport
- protocolIEs: 4 items
» Item 0: id-AMF-UE-NGAP-ID
» Item 1: id-RAN-UE-NGAP-ID
~ Item 2: id-NAS-PDU
~ ProtocolIE-Field
id: id-NAS-PDU (38)
criticality: reject (0)
- value
+ NAS-PDU: 7e00572d e31ed1377
~ Non-Access-Stratum 56S (NAS)PDU
~ Plain NAS 565 Message
Extended protocol discriminator: 56 mobility management messages (126)
0000 .... = Spare Half Octet: ©
.... 0000 = Security header type: Plain NAS message, not security protect
Message type: Authentication response (@x57)
- Authentication response parameter
Element ID: ©x2d
Length: 16

» Item 3: id-UserLocationInformation

Figure 15. RES" position in the Authentication Response
message.

The function code that detects and modifies the
RES" value in the NAS message is shown in Figure 16.

1 def scan_and _change (buf: bytes, new_hex: str | None):
2 data, found, changed = bytearray(buf), [], False
3 i=0
4 while i + 5 < len(data):
5 if data[i] == EPD_5GMM and data[i+2] ==
AUTH_RESP_MT:
6 Je=1i + 3
7 while j + 1 < len(data):
8 if data[j] == IEI_RES:
9 res_len = data[j+1]
start, end = j+2, j+2+res_len
if end > len(data): break
val = bytes(data[start:end])
found. append (hexlify (val) .decode ())
if new_hex:
new_res = unhexlify (new_hex)

if len(new_res) == res_len:
data[start:end] = new_res
changed = True
break
elses
if j + 1 >= len(data): break
j += 2 + data[j+1]
1= 3
continue
e N

26 return bytes(data), found, changed

Figure 16. RES” position in the Authentication Response
message.

With the start of the UE registration process, the
RES" value is identified from the Authentication Re-
quest message using a Python script, altered to a
different value, and then sent toward the AMF. Since

this modified value is invalid, the AMF rejects the
user registration.

4.3.3 Analysis and Result Evaluation:

Figure 17 illustrates that after the RES™ value is
tampered with by the attacker, the legitimate UE’s
registration process fails. Figure 18 confirms that the
AMEF rejects the legitimate UE’s request. From an
operational perspective, this attack—when performed
precisely at the moment the Authentication Response
is sent—achieves a 100% success rate. It demonstrates
that even standard security mechanisms, which are
designed to prevent replay and MITM attacks, can
be exploited in reverse to become effective tools for
executing other attacks, such as DoS.

[nas] [info] UE switches to state [MM-DEREGISTERED/PLMN-SEARCH]

[rrc] [debug] New signal detected for cell[1], total [1] cells in coverage
[nas] [info] Selected plmn[999/70]

[rrc] [info] Selected cell plmn[999/70] tac[1] category[SUITABLE]

[nas] [info] UE switches to state [MM-DEREGISTERED/PS]

[nas] [info] UE switches to state [MM-DEREGISTERED/NORMAL-SERVICE]

[nas] [debug] Initial registration required due to [MM-DEREG-NORMAL-SERVICE]
[nas] [debug] UAC access attempt is allowed for identity[0], category[MO_sig]
[nas] [debug] Sending Initial Registration

[nas] [info] UE switches to state [MM-REGISTER-INITIATED]

[rrc] [debug] Sending RRC Setup Request

[rrc] [info] RRC connection established

[rrc] [info] UE switches to state [RRC-CONNECTED]

[nas] [info] UE switches to state [CM-CONNECTED]

[nas] [debug] Authentication Request received

[nas] [debug] Received SQN [000000000501]

[nas] [debug] SQN-MS [600000000000]

[UERIN (BRFOH] Authentication Reject r

[nas] [mfo] UE switches to state [SU3 ROAMING NOT - ALLOHED]

Figure 17. UE deregistration with RES™ change.

05/28 14:46:46.844: [gnn] INFO: Registration request (../src/amf/gnn-sm.c:1323)
:46:46.844: [gnm] INFO: [suci-0-999-70-0000-0-0-0009000001]  SUCT (../src/amf/gnn-handler.c:174)
73: [anf] INFO: [insi-999700096000001:1] Release SM context [204] (../src/anf/amf-sn.c:553)
[anf] INFO: [imsi-999700000000001:1] Release SM Context [state:31] (../src/amf/nsnf-handler.c:1163)
[anf] INFO: [Removed] Number of AMF-Sessions is now © (../src/anf/context.c:2813)
[anf] WARNING: UnRef NF EndPoint(addr) [127.0.0.11:7777] (../src/anf/nausf-handler.c:130)
d [anf] INFO: Setup NF EndPoint(addr) [127.6.6.11:7777] (../src/anf/nausf-handler.c:130)
05/28 14:46:46.894: [gnm] ERROR: [suci-0-999-70-0000-0-0-0000000001] MAC failure (../src/anf/gnn-handler.c:943)
0000: e6f5599F 29b0e8ad 10c94071 Odasaaaa €
0060 6298fbf4 f671eabf 73765Fa2 61627808
0000: C570f87 1bscchas d9d7d249 eb833do3

n_response() failed (. Jsrc/ant /g o 1756)
05/28 14:46:46.894: [anf] WARNING: [suci-0-999-70-0000-0-0-0000000001] TTYYSRETSCTNSSITRM (. ./src/anf/nas-path.c:529)

Figure 18. AMF log after changing the RES™ value.

5 Conclusion

In this study, three DoS attack scenarios were de-
signed and implemented on a 5G network using
open-source tools. These scenarios targeted differ-
ent network components, including the gNB, AMF,
and UE. In the first scenario, the IMSI was ex-
ploited for large-scale registration flooding. In the
second, the NGSetupRequest message (specifically
the servedGUAMIList field) was abused to overload
the AMF. Furthermore, a security-related parameter
in the UE registration procedure was manipulated to
disrupt the authentication process.

The experiments were conducted on commodity
hardware with standard CPU and memory resources.
While this environment does not fully replicate carrier-
grade 5G infrastructures, it is consistent with prior
research and sufficient to demonstrate the feasibil-
ity and reproducibility of the studied DoS scenarios.
Future work will extend these experiments to dis-
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tributed and high-performance platforms to better
approximate operator-scale deployments.

Overall, this work demonstrates that scenario-
based simulation is an effective approach for in-depth
vulnerability analysis and realistic assessment of
network behaviour under adversarial conditions. The
findings highlight the importance of targeted and
robust defence mechanisms, such as rate-limiting
abnormal NGAP/NAS messages, strengthening au-
thentication and integrity protection for gNBs, and
applying anomaly detection against signalling storms.
Integrating such defences into open-source cores like
Openb5GS represents a valuable direction for future
research to enhance the resilience and security of 5G
infrastructures.
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