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1 Introduction

ABSTRACT

In 2023, Zhang et al. introduced the lightweight block cipher family GFRX-b/k,
offering various versions with different block (b) and key (k) lengths. Due
to the similarity of the GFRX’s round function to that of the SIMON, the
designers referenced the cryptanalysis conducted on the SIMON-32 and claimed
that the GFRX-64/128, with higher than 19 and 13 rounds, is resistant to
differential and linear cryptanalysis, respectively. In this paper, we examine the
differential and linear cryptanalysis of GFRX-64/96 and GFRX-64/128. We first
introduce baseline neural distinguishers for up to 7 rounds of the GFRX-64/96.
Subsequently, we extend a 6-round neural distinguisher by adding 2 rounds to
perform a key recovery attack, achieving an 8-round key rank analysis through
a deep learning-based approach. Furthermore, we conduct an automated
cryptanalysis of GFRX-64 using a SAT/SMT-based framework, identifying
an 1l-round differential distinguisher with a probability of 272, a 15-round
linear distinguisher with a correlation of 273°, and a 17-round linear hull with
a correlation of 273161 These results indicate that reducing the differential
and linear cryptanalysis of the GFRX block cipher to the differential and
linear cryptanalysis of the SIMON block cipher cannot yield accurate results or
bounds. To the best of our knowledge, this work represents the first third-party
cryptanalysis of the GFRX block cipher, offering new insights into its security.

(© 2025 ISC. All rights reserved.

mental component of modern cryptography and have
a critical role in securing data. One can see the ap-

Cryptography is a tool used to provide some main plication of the block cipher in industrial systems,
components of information security, such as con- computer networks, or Internet of Thing (IoT)-based
fidentiality and integrity. Block ciphers are a funda- applications. Some systems and applications, such

as IoT sensors and embedded systems, have been
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developed in recent years, have constraints in their
resources and memory usage. This leads to the de-
velopment of design and cryptanalysis of lightweight
block ciphers.

In recent years, several lightweight block ciphers,
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such as SIMON and SPECK [1], SAND-2 [2], ARADI
[3], GFSPX [4], QLW [5], LiteEncrypt [6], and so on,
have been introduced. From the perspective of the
components and transformations used in the design
of these block ciphers, they can be divided into two
categories: block ciphers with substitution boxes (S-
boxes) and block ciphers without substitution boxes.
The second category of block ciphers employs basic
operations such as modular addition, bitwise AND,
rotation, and XOR. These block ciphers are referred
to as ARX (Addition-Rotation-XOR) or AND-RX
(AND-Rotation-XOR) block ciphers. In addition to
the components used for designing a block cipher,
block ciphers can also be categorized as Feistel (gen-
eralized Feistel) and non-Feistel.

While the block ciphers should be efficient, they
should also provide security against known attacks.
Differential [7] and linear [8] cryptanalysis are two
important attacks that have been widely discussed
and applied to various block ciphers. Advancements
in these attacks have led to other attacks such as
impossible differential [9], zero correlation [10], inte-
gral [11], boomerang [12], differential-linear [13], and
so on. As a few examples in the field of cryptanal-
ysis of lightweight block ciphers, one can consider
the boomerang attack on Midori [14], integral crypt-
analysis of SAND [15], differential fault analysis of
SKINNY [16] and CRAFT [17], differential crypt-
analysis of SAND-2 [18], and linear cryptanalysis of
SIMON [19].

Before 2012 and the paper by Mouha et al. [20],
cryptanalysis of block ciphers was done manually, usu-
ally based on an ad-hoc approach. In 2012, Mouha et
al. explained how differential and linear cryptanalysis
can be performed using Mixed-Integer Linear Pro-
gramming (MILP). This work leads to the automa-
tion of the cryptanalysis of block ciphers. In addition
to developments in MILP-based automatic cryptanal-
ysis methods, cryptanalysts have also developed other
automatic methods, including constraint program-
ming (CP)-based automatic cryptanalysis methods
[21] and also methods based on the boolean satisfia-
bility problem (SAT) or satisfiability modulo theories
(SMT) [22].

Due to the importance of automatic cryptanalysis
methods in increasing the speed and accuracy of
cryptanalysis of block ciphers, these methods have
always been of interest. With the advancements in
machine learning applications, it has also been utilized
in the differential analysis of block ciphers to enhance
the efficiency of analyzing the security of block ciphers.
The application of deep learning to find the neural
distinguisher of a block cipher was first introduced
by Gohr [23] in CRYPTO 2019, about the block
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cipher SPECK and then was used for differential
cryptanalysis of some block ciphers such as [24-26].

In 2023, Zhang et al. [27] introduced a new
lightweight block cipher named GFRX. GFRX uses
Addition/AND, Rotation, and XOR (ARX or AND-
RX) operations in a generalized Feistel structure.
GFRX-b/k has different versions with the block
length (b) of 64 bits to 128 bits and the key length
(k) of 96 bits to 256 bits. The GFRX variants differ
in the number of rounds they employ. For example
GFRX-64/96 uses 26 rounds, while GFRX-64/128
uses 27 rounds.

So far, no independent cryptanalysis of this block
cipher exists. Only the designers of GFRX analyzed
the security of their block cipher against differential
and linear cryptanalysis and asserted that the versions
with more than 19 rounds and 13 rounds of the block
cipher GFRX-64/128 are resistant to differential and
linear cryptanalysis, respectively. Their cryptanalysis
method was based on the premise that since one-
half of the GFRX-64/128 block cipher is similar to
the SIMON-32/64 block cipher, the results of the
differential and linear cryptanalysis of the SIMON-
32/64 block cipher can be considered as a bound
for the differential and linear cryptanalysis of the
GFRX-64/128 block cipher, respectively. This paper
examines the security of GFRX against differential
and linear attacks.

Contribution

In this paper, we cryptanalysis the block ciphers
GFRX-64 against differential and linear attacks for
the first time. In the beginning, we try to use deep
learning for the differential cryptanalysis of the block
cipher GFRX-64/96. Then, a SAT/SMT-based auto-
mated method is used to verify the security of the
round-reduced versions of GFRX-64 against differ-
ential and linear cryptanalysis. The achievements of
this paper are summarized as follows:

(1) A deep learning approach produces neural differ-
ential distinguishers for 1 to 7 rounds of GFRX-
64/96. Using the 6-round neural distinguisher,
an 8-round key ranking is achieved. These neu-
ral distinguishers are derived using a residual
neural network [28], with their accuracies at
various rounds shown in Table 1.

Table 1. Neural differential distinguishers for the GFRX-64/96
cipher

# Rounds 1 2 3 4 5 6 7 8

Accuracy 1.0000 1.0000 1.0000 1.0000 0.9997 0.8751 0.6264 0.5009

(2) The differential and linear behavior of the
GFRX-64 is modeled as a SAT/SMT problem,
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which is solved using the CryptoSMT tool. This
results in an 11-round differential characteristic
with a probability of 272 and a 15-round linear
distinguisher with a correlation of 2739, While
the differential cryptanalysis does not exceed
the number of rounds covered by the designer’s
claims, the linear cryptanalysis represents an
improvement of one round compared to the
designers’ claims. Additionally, we obtained a
17-round linear hull for the GFRX-64 block
cipher with a correlation of 2731:61, Table 2
compares these cryptanalysis results with prior
GFRX-64 cryptanalysis.

Table 2. Comparison of differential and linear cryptanalysis
results of the GFRX-64 block cipher

Cryptanalysis #rounds Prob./Corr.  Ref.

Diff. 11 [27]

Diff. 11 2-62 This paper

Lin 13 [27]

Lin 15 2-30 This paper
Lin. Hull. 17 273161 This paper

To facilitate further investigation, verifica-
tion, and reproducibility, we have made our
source code for both neural-based and SAT/SMT-
based cryptanalysis publicly available at: https:
//github.com/CryptanalysisGFRX/GFRX64.git.

Organization

This paper is structured as follows: Section 2 covers
the preliminaries. Section 3 discusses neural distin-
guishers for GFRX-64/96 and employs a 6-round dis-
tinguisher in a 8-round key recovery attack on the ci-
pher. Automated differential and linear cryptanalysis
of GFRX-64 are explained in Section 4 and Section 5,
respectively. Finally, the conclusion of the paper is
presented in Section 6.

2 Preliminaries

2.1 Specification of GFRX-64

The block cipher GFRX-64 are two variants of the
GFRX block cipher family with the block length of
64 bits and key length of 96 and 128 bits. GFRX is
a lightweight family of block cipher designed based
on a generalized Feistel structure with four branches.
Suppose that X is a 4n-bit string. According to the
proposal of GFRX, we consider X = Lg || L1 || Ro ||
Ry where Lg, Ly, Ry, and Ry are the words of n-bit
length. We suppose that the subkey used in round
r of GFRX is K" and the output of this round is
X" =L{ || LT || Ry || Ry In order to update the
state X7 to the new state X"t GFRX uses three

round functions named Fun, Fapr, and Fypgr that
are defined as:

Fan(t) = (t <<< a)&(t <<< b) D (t <<< ),

FADL(S,t) = (S >>> d) Bﬂt,

Fapr(s,t) = (s <<<e)dt,

where B, >>>, <<<, &, and & means addition
module 2", rotation to right, rotation to left, bitwise
AND, and bitwise XOR, respectively. Also a, b, c,d, e

are named the rotation parameters and are 1,8, 2,8, 3,
respectively.

In the round ¢ of GFRX, three round functions,
Fuan, Fapr, and Fapg, are applied to the state X =

S0 LY || Ry || R: and the updated state X+l =
Lt L) RGP || RAY is produced as follows:

Lt = Fapr(Ly, BY) ® K, L™ = Fa (Ry) © Ry © K,
Rg*' = Fan(L}) ® Ly ® K, R{™ = Fapr(LiH, Ry),

where K¢, K}, and K} are the subkeys. The struc-
ture of GFRX is depicted in Figure Figure 1.
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Figure 1. Structure of the GFRX [27]

2.2 Specification of (SAT/SMT-based)
differential and linear cryptanalysis

Differential cryptanalysis [7] examines a specific plain-
text difference and its propagation through the round
transformations of a block cipher. It identifies the
input and output differences with the highest occur-
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rence probability for each transformation or round.
From these, a differential characteristic for a given
number of rounds is established. If this characteris-
tic’s probability exceeds that of the best differential
characteristic of a random function, the differential
attack is considered successful, allowing the character-
istic to differentiate the block cipher from a random
function.

In linear cryptanalysis [8], attackers focus on the
linear relationships between plaintext bits, ciphertext
bits, and key bits. To obtain these relationships, it is
necessary to find a linear approximation of the behav-
ior of the transformations or rounds of the block ci-
pher. If the correlation of these linear approximations
is higher than the correlation of them for a random
function, then the linear attack on the block cipher
is successful.

A Boolean formula is a formula that includes
Boolean variables, logical operators AND, OR,
NOT, and parentheses [22]. The Conjunctive Nor-
mal Form (CNF) of a Boolean formula is defined as
Nizo V2o Cij, where each Cj; (0 <i <n,0<j <
m; [22]. The Boolean Satisfiability Problem, abbre-
viated as SAT, is a decision problem in computer
science. The goal of this problem is to determine
whether it is possible to assign values of TRUE and
FALSE to the variables of a Boolean function such
that the final value of this Boolean function equals
TRUE. If such an assignment is found, then the
Boolean function is said to be satisfiable. Otherwise,
it is said to be unsatisfiable. The Satisfiability Mod-
ulo Theories (SMT) problem can be viewed as an
extension of the SAT problem, where Boolean vari-
ables are replaced by more complex structures such
as real numbers, arrays, and bit vectors within a for-
mula. The challenge lies in determining whether this
formula is satisfiable under specific logical theories
or not. Computational complexity theory categorizes
SAT problems as NP-complete, indicating that they
are at least as difficult as any problem within the NP
class. As a result, no efficient algorithm for solving
SAT problems has been proposed thus far.

In the field of cryptanalysis of symmetric ciphers,
especially block ciphers, SAT/SMT are used to au-
tomate the search for distinguishers (e.g. differential
or linear distinguishers). For instance, Mouha and
Preneel [29] employed a SAT/SMT-based approach
in 2013 to automatically identify differential charac-
teristics of ARX ciphers. Automated cryptanalysis of
block ciphers using SAT/SMT consists of two main
steps: modeling the block cipher’s behavior against
an attack as a SAT/SMT problem and solving the
SAT/SMT problem. A solution to the SAT/SMT
problem serves as a distinguisher for the cipher.
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To model a block cipher’s behavior against attacks
such as differential or linear attacks, it is essential
to first model the round function’s behavior under
these attacks. This also requires modeling the oper-
ators involved in the round function. Sun et al. [22]
classified the common operators in block ciphers into
linear and nonlinear categories and described how
their differential and linear behaviors can be framed
as SAT/SMT problems. This process involves con-
verting the operations of these operators into logi-
cal formulas such as conjunctive normal form (CNF)
which can then be solved with SAT/SMT solvers to
evaluate their performance against differential or lin-
ear attacks. Branch, modular addition, bitwise AND,
bitwise rotation, and XOR are the four main oper-
ators used in the design of the GFRX block cipher.
The CNF representations of differential and linear
behavior of these operators are provided in [22].

After the differential or linear behavior of the block
cipher algorithm has been modeled as a SAT/SMT
problem, SAT/SMT solvers such as STP [30] and
Boolector [31] are used to solve this problem. The
CryptoSMT [32] is an automated cryptanalysis tool
for symmetric ciphers that solves the SAT/SMT mod-
els of a block cipher using one of the mentioned
solvers.

2.3 Deep learning and neural networks

Deep learning, a subset of machine learning, employs
multi-layered neural networks to extract high-level
representations from data. These networks are par-
ticularly effective in capturing intricate patterns and
structures, making them highly suitable for crypt-
analysis tasks, such as distinguishing cipher outputs
from random sequences [23, 33, 34]. Neural networks
consist of multiple layers of interconnected neurons,
where each neuron performs a weighted sum of its
inputs followed by an activation function. The ar-
chitecture typically includes an input layer that pro-
cesses raw data, hidden layers that extract complex
features, and an output layer that produces the final
predictions, such as the probability of identifying a
cipher output as non-random.

Training a neural network involves using labeled
datasets, including a training set for optimizing model
parameters and a validation set for monitoring gen-
eralization. The learning process is guided by a loss
function, such as Mean Squared Error (MSE), which
quantifies prediction errors, and an optimizer, such
as stochastic gradient descent, which updates weights
iteratively. A dynamic learning rate schedule helps
balance convergence and exploration. After training,
the model is evaluated on a test dataset using metrics
such as accuracy and validation loss to measure its
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performance and generalization ability.

2.4 Neural distinguishers

Neural distinguishers are an advanced application of
deep learning in cryptanalysis, designed to differenti-
ate between cipher outputs and random data. They
rely on deep neural networks’ ability to detect com-
plex statistical biases that are often imperceptible
through conventional analytical methods. A neural
distinguisher is a supervised machine learning model
trained to classify input data into two categories: sam-
ples derived from a cipher (target distribution) and
purely random samples. Since encryption introduces
subtle statistical dependencies, a well-structured neu-
ral network can learn to distinguish these patterns,
providing a foundation for cryptanalytic attacks.

The construction of a neural distinguisher begins
with data generation, where plaintext pairs with spe-
cific differences (e.g., Aj,) are encrypted using a
reduced-round version of the cipher to produce ci-
phertext pairs. These are labeled as positive samples
(Y = 1), while randomly generated pairs serve as neg-
ative samples (Y = 0). The neural network is trained
on these labeled samples, learning patterns unique
to the cipher. Given a ciphertext pair X = (Cy, C1),
where Cy and C; originate from either the cipher
with input difference Aj, or from a random process,
the network approximates the posterior probability
PY =1] X) = f(X). A classification threshold
determines whether a given sample is more likely to
belong to the cipher or the random distribution [35].

3 Differential-neural cryptanalysis of
GFRX-64/96

In this section, we present a comprehensive neural
cryptanalysis of the GFRX-64/96 block cipher. First,
we construct neural distinguishers that exploit the
differential characteristics of the cipher to distin-
guish ciphertext pairs with specific input differences.
These distinguishers serve as a foundation for further
cryptanalytic attacks. Next, we extend the neural
distinguisher-based framework to perform a key re-
covery attack, demonstrating the practical utility of
neural networks in breaking reduced-round versions
of GFRX-64/96. The results highlight the effective-
ness of deep learning in uncovering vulnerabilities and
advancing our understanding of the cipher’s security.

3.1 Neural distinguishers for GFRX-64/96

Neural distinguishers represent a novel and power-
ful approach in cryptanalysis, leveraging deep learn-
ing techniques to uncover statistical biases within
cryptographic ciphers. This section presents the de-

velopment and evaluation of neural distinguishers
tailored for the GFRX-64/96 cipher. By utilizing a
ResNet-based architecture and a systematically gen-
erated dataset, we construct distinguishers capable of
identifying subtle patterns introduced by the cipher.
The training, architecture, and testing of these dis-
tinguishers are discussed in detail, along with their
performance across different rounds of the cipher.

Data generation

Generating high-quality data is a fundamental step in
training effective neural distinguishers for the GFRX-
64,/96 block cipher. The data generation pipeline con-
sists of creating labeled samples of ciphertext pairs,
carefully designed to maximize the distinguishabil-
ity between cipher outputs and random data. This
section details the methodology for constructing the
training and validation datasets.

The dataset comprises ciphertext pairs generated
with specific input differences (Ajy,) to facilitate dif-
ferential cryptanalysis. For positive samples (Y = 1),
the ciphertext pairs are derived from plaintext pairs
that differ by the chosen A;,. Negative samples (Y =
0) consist of randomly generated ciphertext pairs.
The input difference is selected based on its effective-
ness in revealing statistical biases within the cipher’s
structure. Previous studies have demonstrated that a
low Hamming weight is the most influential factor in
selecting the input difference for neural distinguishers
[23, 36]. Therefore, through exploration and testing
of various input differences with a Hamming weight
of 1, the difference (0z0, 020, 020, 020040) was found
to yield the highest accuracy.

Plaintext pairs are generated as follows:

e Random plaintexts PO = (POLCH POLI, POR07 PORl)
are created using a secure random number
generator.

e Corresponding plaintexts P; are derived by
XOR-ing Py with the chosen input difference
Aj, for positive samples. For negative samples,
P, is replaced with randomly generated values.

Each plaintext pair is encrypted using the GFRX-
64/96 cipher for a specified number of rounds
(n;). The encryption process produces ciphertext
pairs Cop = (Coro,Cor1,Coro,Cor1) and C1 =
(C110,C111,C1Rro, C1R1), where each ciphertext is
represented by four 16-bit words. Each ciphertext
pair provides a total of 128 input bits, which are
accompanied by a single binary label (V) to form a
complete dataset sample.

To prepare the data for neural network training,
the ciphertext pairs are converted into a binary ma-
trix format. The conversion process transforms the
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16-bit words of the ciphertexts into their binary repre-
sentation, ensuring compatibility with the input layer
of the neural network.

The final dataset consists of:

e A feature matrix X, where each row represents
the binary representation of a ciphertext pair,
resulting in a total of 128 bits per sample.

e A label vector Y, indicating whether the sample
is positive (Y = 1) or negative (Y = 0).

This structured data generation pipeline ensures
a balanced and diverse dataset, critical for training
robust neural distinguishers. By dividing each 64-bit
ciphertext into four 16-bit words, the pipeline pro-
vides precise binary representations as input features
for the neural network. The use of carefully selected
input differences enhances the distinguishers’ ability
to identify statistical biases in the cipher’s structure,
paving the way for effective cryptanalysis.

Input difference selection

To identify the most effective input difference (Ajy,)
for training neural distinguishers, multiple candidates
were evaluated on a 6-round GFRX-64/96 cipher us-
ing a ResNet with a depth of 1 over 3 epochs. Ta-
ble 3 summarizes some of the tested input differences
and their corresponding validation accuracies. Based
on the results, the difference (020, 020, 0z0, 020040)
achieved the highest accuracy of 0.8673, demonstrat-
ing its superior ability to reveal statistical biases in
the cipher.

Table 3. Validation accuracies for different input differences
(Ain) on 6-round GFRX-64/96 using a ResNet with depth 1
over 3 epochs.

Input Difference (A;,) Validation Accuracy
(0x0, 0x0, 0x0, 0x0040) 0.8673

(0x0, 0x0, 0x0, 0x0800) 0.8632
(0x0400, 0x0, 0x0, 0x0) 0.8200
(0x0, 0x0, 0x0, 0x0100) 0.8132
(0x0, 0x0, 0x0, 0x8000) 0.7723
(0x8000, 0x0, 0x0, 0x0) 0.7359
(0x0, 0x0, 0x0, 0x0001) 0.7347
(0x0, 0x0, 0x0, 0x0080) 0.7282
(0x0001, 0x0, 0x0, 0x0) 0.6201
(0x0, 0x0, 0x0001, 0x0) 0.5002
(0x0, 0x0001, 0x0, 0x0) 0.5004

From the results in Table 3, it is evident that the
most effective input differences have their active bit
in either the first word (Pyro) or the last word (Pog1)-
This insight highlights the importance of the place-
ment of active bits in designing effective input differ-
ences for neural distinguishers.
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Neural network architecture

The neural network architecture used for constructing
distinguishers is based on a residual neural network
(ResNet), following the principles outlined in [23].
ResNet incorporates shortcut connections, enabling
the model to bypass certain layers and thereby im-
prove training efficiency.The shortcut connection
allows the network to learn modifications to the iden-
tity mapping, significantly improving gradient propa-
gation and facilitating the training of deeper models
[28]. The input representation consists of ciphertext
pairs, where each ciphertext is divided into four 16-bit
words, forming a 128-bit feature vector. Given a pair
(Coy, C1), the structured input is represented as C =
{Coro,Cor1, Coro, Cort, Ciro, C1r1, C1ro, CiR1 }-
The preprocessing step reshapes this 128-dimensional
input into a (4 x 4, 16) tensor, facilitating structured
processing by convolutional layers. A permutation
layer is then applied to reorder the tensor, aligning
bits of the same position across different words to
enhance bit-level feature extraction.

The network begins with an initial convolutional
layer that extracts low-level features and generates
32 feature maps. This is followed by a sequence of
10 residual blocks, each containing two convolutional
layers with kernel size 3, batch normalization, and
ReLU activation. A shortcut connection within each
block allows the model to retain identity mappings,
improving gradient flow and learning efficiency. These
residual blocks enable hierarchical feature learning,
capturing intricate dependencies in ciphertext struc-
tures. The extracted feature maps are subsequently
flattened and passed through two fully connected lay-
ers with 64 neurons each, refining the learned repre-
sentations. The final output layer, equipped with a
sigmoid activation function, produces a probability
score indicating whether the input originates from
the cipher (Y = 1) or is random (Y = 0).

Training and testing of neural distinguishers

The training dataset consists of 107 samples of ci-
phertext pairs, generated using the methodology de-
scribed earlier. Each sample is labeled as either pos-
itive (Y = 1) or negative (Y = 0), depending on
whether it corresponds to a specific input difference
or a random pair. The dataset is balanced to prevent
bias during training. To monitor and validate the per-
formance of the network during training, a separate
validation dataset of size 10° samples was generated.
This dataset was created using the same process as
the training dataset but was kept entirely separate
to avoid data leakage.

The neural network was trained over 100 epochs
with a batch size of 5000, using the Adam optimizer
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due to its efficiency in handling large datasets and
non-convex optimization problems. The loss function
employed was Mean Squared Error (MSE), chosen
for its capability to measure the difference between
predicted and actual outputs effectively. To enhance
convergence and prevent the model from getting stuck
in local minima, a cyclic learning rate schedule was
applied, oscillating between 0.002 and 0.0001 over 10
epochs.

The training process was conducted on Google
Colab. After training, the neural distinguisher was
evaluated on a fresh test dataset of 106 samples. Key
metrics such as test accuracy and loss were recorded
to assess the model’s ability to distinguish between
ciphertext pairs derived from the cipher and random
data.

Results of neural distinguishers

Neural distinguishers were successfully trained for
up to 7 rounds of the GFRX-64/96 cipher, achieving
accuracies significantly higher than random guessing
(50%). These results demonstrate the effectiveness
of the proposed architecture in capturing statistical
biases introduced by the cipher. For 8 rounds, the
neural distinguisher achieved an accuracy close to
50%, indicating that the distinguishability diminishes
as the number of rounds increases.

The detailed results and accuracies for each round
are presented in Table 1. It is worth noting that these
results serve as a baseline, and further improvements
can be achieved through feature engineering on the
ciphertexts and by employing more advanced neural
network architectures.

3.2 Extension to key recovery attack

Inspired by the approach in [23] for SPECK32/64, we
adapt our 6-round GFRX-64/96 neural distinguishers
to perform an 8-round key-recovery procedure. The
central idea is to reduce the encryption path to the
6-round region recognized by the distinguisher via
partial decryption of the final round. Additionally, as
the first subkey addition in GFRX-64/96 occurs after
the first application of nonlinearity, it is possible to
extend the distinguisher by one round at no additional
cost. In a chosen-plaintext setting, the adversary can
inject plaintext differences of their choosing such that
they align perfectly with the output difference of the
first round of GFRX-64/96.

Once this partial decryption is carried out using a
guessed subkey word, the resulting 6-round internal
state is fed into the trained network to produce a
likelihood score. By iterating over all possible values
of the guessed 16-bit subkey word, one obtains a key

rank that indicates how likely each guess is to be
correct.

Recall that in an n-round GFRX-64,/96 encryption,
each round uses three 16-bit subkeys (k, k%, k%). In
our 8-round key recovery, we focus on one 16-bit word
of the last-round subkey, for instance k§. Denote the
final ciphertext pair by

Co = (Coro, Cor1, Coro, Cor1),

Cy = (Ciro, Cir1, Ciro, Cir1),
obtained after 8 rounds of GFRX-64/96. To test a
candidate value « for k§, we partially decrypt Cp and
C through the eighth round, leaving the first seven
rounds intact. Formally,

(E07E17R07R1) -
DecOneRound(Coro, Cor1, Coro, Cori; ks ki, k3),

and similarly for C;. Here, DecOneRound inverts ex-
actly one GFRX-64/96 round, using the candidate
k in place of the true key word kJ, while k7, kI (as-
sumed known for this step) come from the expanded
key. We thus obtain intermediate ciphertexts (the
state after 7 rounds), which we feed into the 6-round
neural distinguisher for scoring.

After that, we measure the likelihood of each par-
tially decrypted pair via our 6-round neural distin-
guisher. Suppose the distinguisher outputs a score
ZF €[0,1] for pair 4, indicating the probability that
the pair arises from an actual 6-round GFRX-64/96
encryption (versus random). To combine the scores
of n pairs, we apply the following log-odds sum:

Vg = Z]Og2< : k)’ (1)
p 1-27;

where k indexes the subkey guess k. The final score
v is used to rank all 2'6 candidate x. When v
is largest for the correct subkey x*, that subkey is
ranked highest. Empirically, if the distinguisher is
strong and n is sufficiently large (e.g., 64 or 128
ciphertext pairs), the true subkey «* will often occupy
one of the top ranks.

In GFRX-64/96, the final round key (k{,k7,k2)
spans three 16-bit words. The approach above out-
lines how to recover one of these words (e.g., k¢ ). Re-
peating the partial-decryption attack with a guessed
k] or kI allows retrieval of additional subkey words.
To realize the attack in practice, one first chooses
an input difference A;j, known to yield strong results
with the 6-round distinguisher (as established in Sec-
tion 3). A set of n plaintext pairs (P, P{) conforming
to Ay, is encrypted through 8 rounds to produce ci-
phertext pairs (C§, C}). Each C§ and Cf is then par-
tially decrypted with every candidate subkey word
K, generating n intermediate states per guess. These
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states are fed into the 6-round neural distinguisher to
produce scores ZF, which are aggregated according
to (1) to obtain vg. Sorting v; in descending order
yields the final key rank. Our experiments confirm
that, for a moderate number of pairs (e.g., n = 64 or
n = 128), the correct subkey emerges near the top
of the ranking. Specifically, when n = 128, the me-
dian key rank of the correct subkey is observed to
be 1, demonstrating the high effectiveness of neural-
distinguishers-based key recovery on 8-round GFRX-
64/96. Algorithm 1 outlines the procedure for the
neural-based key recovery attack on 8-round GFRX-
64/96.

Algorithm 1 .Neural-based Key Recovery Attack
on 8-round GFRX-64/96

Require: A trained 6-round neural distinguisher (N'), Number
of ciphertext pairs n, input difference Ajy,.
Ensure: Ranking of candidate keys.
Generate n plaintext pairs (P, P{) with input difference
Ajp.
Encrypt plaintext pairs through 8 rounds of GFRX-64/96,
obtaining ciphertext pairs (C(i)7 C’i)
for each candidate 16-bit last-round subkey word x (total
216 keys) do
for each ciphertext pair (C§,C%),i=1,...,n do
Partially decrypt one round using key guess x (and
known subkeys k7, k7) and obtain ((:‘8, C1%).
Feed the intermediate ciphertext pair into the 6-

round neural distinguisher A/ to obtain probability score
Zr.

end for

Compute aggregated key score using (1).
end for
Rank all candidate keys x according to their aggregated
scores vk in descending order.
return Key ranking.

4 Differential cryptanalysis of
GFRX-64

Desisigners of the GFRX explained that the GFRX-
64/128 block cipher can be divided into two parts:
GFRXp —32/64 and GFRXp — 32/64. In this way,
the GFRX-64/128 block cipher can be analyzed and
evaluated in terms of these two mentioned ciphers.
Since the security of the two ciphers, GFRX [ —32/64
and GFRXp — 32/64, is higher than that of the
SIMON-32/64 block cipher, it follows that the GFRX-
64/128 cipher possesses adequate security against dif-
ferential and linear attacks. The designers stated that
since no differential trail longer than 13 rounds has
been identified for the SIMON-32/64 block cipher, it
is reasonable to conclude that a longer differential
trail cannot be found for the GFRX-64/128 block ci-
pher either. Also, they said that for SIMON-32/64 the
best-extended attack based on the 13-round differen-
tial trail has 19 rounds. So differential cryptanalysis
could still be performed on 19 rounds of the GFRX-
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64/128 block cipher and more rounds of this cipher
are resistant against differential cryptanalysis.

In this section, we present differential cryptanal-
ysis on 11 rounds of GFRX-64. For this, we used
a SAT/SMT-based automated method to find the
best differential characteristic of the reduced rounds
of GFRX-64. After finding the SAT/SMT model of
the differential behavior of GFRX-64, we use the
tool CryptoSMT and the SAT solver STP to resolve
the problem and find a solution. For rounds 0 to 11,
the solutions along with their success probability are
listed in Table 4.

Table 4. Differential charecteristics for reduced rounds of
GFRX-64/96 and GFRX-64/128

Round i Lg Li Rf) R’i —log2 Pr

0 022220 020088 020000 020200 5

028800 020200 022000 028800

022002 020800 028000 022003

028008 022000 020002 02800C

020022 028000 00008 020032

020088 020002 020020 0200C8

020220 020008 00080 020320

020880 020020 020200 020C'80

022200 020080 00800 023200

© (00 [N | |[O || W (N |-

028800 020200 022000 02C'800

G|l ||| |0t D

=
o

022002 020800 08000 022003

11 028008 022001 020002 02800C —Xlogs Pr = 62

With respect to Table 4, the 11-round differential
characteristic of input differential

(022220, 020088, 020000, 00200),
and output differential
(0228008, 022001, 020002, 0800C"),

has the probability 2762 and is the best 11-round
differential characteristic for the block cipher GFRX-
64/96 and also the block cipher GFRX-64/128.

It should be noted that, according to the claims of
the GFRX block cipher designers, a 13-round differen-
tial characteristic exists for half of the GFRX-64/128
block cipher, whereas in this paper, an 11-round dif-
ferential characteristic was obtained for the entire
GFRX-64/128 block cipher. Although in the differ-
ential cryptanalysis of the GFRX-64 block cipher we
aimed to identify differential effects rather than dif-
ferential characteristics, our results didn’t lead to the
discovery of a differential distinguisher for more than
11 rounds.

5 Linear cryptanalysis of GFRX-64

Similar to the explanations provided in the section
on differential cryptanalysis of the GFRX-64 block
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cipher, the designers referenced the best linear crypt-
analysis of the SIMON-32/64 block cipher to assess
its security against linear attacks. They claimed that
since the best linear cryptanalysis (using linear char-
acteristics or their effects) does not exceed 13 rounds,
a linear sequence for the GFRX-64,/128 block cipher
with more than 11 rounds can not be obtained, and
attacks based on linear characteristics or linear hulls
on this cipher do not exceed 13 rounds. We employed
an automated linear cryptanalysis method based on
SAT/SMT, and after modeling the linear behavior of
the GFRX-64 block cipher and obtaining the related
SAT problem, we utilized the CryptoSMT tool and
the STP solver to derive a solution for the SAT prob-
lem. From this, we identified the linear characteris-
tics for various rounds of the GFRX-64 block cipher.
These characteristics are listed in Table 5. Similar to
the differential analysis, it can be stated that since
the GFRX-64/96 and GFRX-64/128 block ciphers
are similar and differ only in their key schedule, and
given that the key schedule does not affect the pro-
cess of obtaining a linear characteristic of a block
cipher, the characteristics presented for the GFRX-
64 block cipher hold true for the GFRX-64/96 and
GFRX-64/128 block ciphers.

Table 5. Linear characteristics for reduced rounds of
GFRX-64/96 and GFRX-64/128

Round i L} LY R} Ri —log2(Corr)
0 020004 020001 00001 00004 2
1 020010 020004 00004 020010 2
2 020040 020010 020010 020040 2
3 020100 020040 020040 020100 2
4 020400 020100 020100 020400 2
5 021000 020400 020400 021000 2
[§ 024000 021000 021000 024000 2
7 020001 024000 024000 020001 2
8 020004 00001 020001 020004 2
9 020010 020004 020004 00010 2
10 020040 020010 020010 020040 2
11 020100 020040 020040 00100 2
12 020400 020100 020100 020400 2
13 021000 020400 020400 021000 2
14 024000 021000 021000 024000 2
15 020001 024000 024000 020001 —Xlog2Cor = 30

With respect to Table 5, the 15-round linear char-
acteristic of input mask

(021001, 024C00, 0220420, 02:1000),
and output mask

(020001, 024000, 024000, 0z0001),

has the correlation 273% and is the best 15-round
linear characteristic for the block cipher GFRX-64/96
and also the block cipher GFRX-64/128. We note
that the designers of the GFRX claimed that no linear
characteristic with more than 13 rounds exists for
half of the GFRX cipher. However, here, a 15-round
linear characteristic has been identified for the entire
GFRX cipher.

A 17-round linear hull for the block cipher
GFRX-64

Following the identification of a 15-round linear char-
acteristic for the GFRX-64 block cipher, we employed
its linear behavior model to derive a linear hull. We
began by identifying a 17-round linear characteristic

with input mask
(020080, 020060, 020020, 00080),
and output mask

(020004, 020080, 020080, 02:0004),

and correlation 273%, similar to the 15-round char-
acteristic search. Then explored other linear charac-
teristics sharing these masks. We obtained 20413 lin-
ear characteristics with a correlation of 2739, 24750
linear characteristics with a correlation of 2749, 22069
with a correlation of 274!, and 16054 with a corre-
lation of 2742, According to [37], combining n; char-
acteristics with the correlations of ¢; yields a linear

hull with a correlation of 2*\/@. Thus, these char-
acteristics collectively form 17-round linear hulls with
correlations of 273184 9=32.70 9=33.78 4 2-35.01
respectively. When aggregated, they produce a 17-
round linear hull with a correlation of 27316075 The
17-round linear characteristics along with their corre-
lations are summarized in Table 6.

Table 6. A 17-round linear hull for GFRX-64. ¢; and n; are
the correlation and number of 17-round linear characteristics

(LC).

—logy(¢;) # 17-round LC (n;) — logg(\/niC?) - 10%2(\/ch2¢1 ”J'cﬁ)

39 20413 31.8413 31.8413
40 24750 32.7024 31.6504
41 22069 33.7851 31.6139
42 16054 35.0146 31.6075

6 Conclusion

In this paper, we studied and examined the security
of two versions of the GFRX family of block ciphers,
with a block length of 64 bits and key lengths of 96
and 128 bits, against differential and linear cryptanal-
ysis methods. Our analytical methods can be general-
ized to other versions of this family of block ciphers.
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Based on the cryptanalysis conducted, we identified
differential and linear distinguishers, along with some
observations regarding the GFRX-64 cipher. We first
demonstrated how to utilize a deep learning-based
method to obtain neural distinguishers for rounds 1
to 7 of the GFRX-64/96 block cipher. Additionally,
we presented an 8-round key recovery attack using a
6-round neural distinguisher on this cipher. We then
employed an automated cryptanalysis method based
on SAT/SMT, and after modeling the differential and
linear behavior of the GFRX-64 block cipher as a
SAT/SMT problem and solving it, we obtained an
11-round differential distinguisher based on differen-
tial characteristics, as well as 15 and 17-round dis-
tinguishers based on linear characteristics and linear
hulls, respectively. The distinguishers of GFRX-64
were obtained for the first time through direct crypt-
analysis of this block cipher, demonstrating that the
claims made by the designers of the GFRX regarding
the security of this cipher in relation to the security
of the SIMON block cipher are not valid.
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