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1 Introduction

ABSTRACT

Oblivious Transfer (OT) is one of the fundamental building blocks in
cryptography that enables various privacy-preserving applications. Constructing
efficient OT schemes has been an active research area. This paper presents
three efficient two-round pairing-free k-out-of-n oblivious transfer protocols
with standard security. Our constructions follow the minimal communication
pattern: the receiver sends k messages to the sender, who responds with n+k
messages, achieving the lowest data transmission among pairing-free k-out-of-n
OT schemes. Furthermore, our protocols support adaptivity and enable the
sender to encrypt the n messages offline, independent of the receiver’s variables,
offering significant performance advantages in one-sender-multiple-receiver
scenarios. We provide security proofs under the Computational Diffie-Hellman
(CDH) and RSA assumptions, without relying on the Random Oracle Model.
Our protocols combine minimal communication rounds, adaptivity, offline
encryption capability, and provable security, making them well-suited for
privacy-preserving applications requiring efficient oblivious transfer.

(© 2025 ISC. All rights reserved.

ceiver learns M} but cannot obtain any information
on M;_j, and gains no knowledge of the receiver’s

blivious Transfer (OT) is a fundamental crypto-
O graphic primitive that enables secure two-party
computation. In its simplest form, known as 1-out-of-
2 OT, one party (the sender) holds two messages M
and M, while the other party (the receiver) holds
a bit b. At the end of the protocol execution, the re-
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selected bit b. Despite its seeming simplicity, OT is a
powerful building block for constructing secure mul-
tiparty computation (SMPC) protocols [1] and vari-
ous other privacy-preserving applications, like private
set intersection [2, 3], and location-based services [4].
Since its introduction by Rabin in 1981 [5], Oblivi-
ous Transfer (OT) has been widely researched[6, 7]
and has become a vital tool in modern cryptography.
It allows secure computations while maintaining the
confidentiality of inputs and outputs.

The concept of k-out-of-n Oblivious Transfer (OT)
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emerged as a generalization of the fundamental 1-
out-of-2 OT primitive introduced by Rabin in 1981
[6]. This generalization, first proposed by Brassard,
Crépeau, and Robert [8]. Over the years, numer-
ous efficient constructions and security models for
k-out-of-n OT have been explored [9-13], driven by
its potential applications in areas such as secure
database querying [14], private information retrieval
[15], privacy-preserving data mining[16] ,and data
transmission[17]. In the pairing model, Lai et al.
[18] achieved the lowest communication cost, where
the receiver sends 3 group elements to the sender,
who responds with n+1 group elements. In pairing-
free schemes, the lowest communication cost involves
the receiver sending k group elements to the sender
and the sender sending n+k group elements to the
receiver[19, 20]. While these constructions optimize
communication complexity, designing efficient k-out-
of-N OT protocols under stronger security assump-
tions remains an active research direction|[21, 22].

Our contribution

In this paper, we present three pairing-free k-out-of-n
oblivious transfer schemes with several useful features.
The key contributions of this paper are as follows:

1. Offtine encryption. Our protocols allow the
sender to pre-encrypt messages independent of
the receivers’ inputs, improving the overall on-
line execution performance.

2. One-sender multiple-receiver support. Because
the encryption of messages is independent of
the receiver’s inputs, our schemes can be ap-
plied in scenarios where a single sender commu-
nicates with multiple receivers, enhancing their
practicality in real-world settings.

3. Adaptivity. Receivers can choose their inputs in
an adaptive manner, ensuring flexibility during
the execution of the protocol.

4. Pairing-free design. Unlike previous schemes
such as [18, 23], which rely on costly pairing
operations, our constructions avoid such expen-
sive computations, making them practical for
resource-constrained environments.

5. Efficiency. The proposed schemes achieve
efficient communication and computation
costs, making them suitable for lightweight or
resource-constrained devices such as IoT nodes.

6. New Computational Problems. We have pro-
posed two new computational problems, one
based on the Computational Diffie-Hellman
(CDH) assumption and another based on the
RSA assumption, and proved their hardness
relative to standard assumptions through
polynomial-time reductions.

7. Provable security. We provide formal security
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proofs under the standard model, guaranteeing
strong security assurances without relying on
the Random Oracle Model.

Our proposed pairing-free k-out-of-n oblivious trans-
fer schemes offer several advantages over previous
works. In contrast to the schemes [18, 23|, which
rely on costly pairing operations, our constructions
eliminate the need for such expensive computations,
making them more suitable for resource-constrained
environments. Furthermore, our protocols support of-
fline precomputation, enabling the sender to encrypt
messages independent of the receiver’s inputs. This
feature not only makes our schemes usable in one-
sender-multiple-receiver scenarios, but also enhances
the efficiency of online execution of the protocol. In
Section 6, we provide a comprehensive comparison of
our protocols with other k-out-of-n oblivious transfer
schemes that share similar features, such as adaptiv-
ity and offline precomputation capabilities [17, 19, 24—
27].

We organize the rest of this paper as follows. In
Section 2, we review some preliminary concepts, hard
assumptions, and their respective proofs. Section 3
presents a discussion of related works. Section 4
describes the constructions of our three proposed
pairing-free k-out-of-n oblivious transfer schemes. The
security proofs for these schemes are provided in Sec-
tion 5. In Section 6, we compare our proposed schemes
with other existing pairing-free k-out-of-n oblivious
transfer protocols. Finally, we provide a concluding
summary and outline potential future research in Sec-
tion 7.

2  preliminaries

This section introduces and defines core concepts
that are essential throughout the paper: Oblivious
Transfer, a variant of the Generalized Computational
Diffie-Hellman (CDH) and RSA assumptions, along
with essential lemmas employed in Section 5. We also
define the notations used in the paper.

2.1 Notations

For an elliptic curve E defined over a finite field I,
let N' = #E(F,) denote the number of points on E.
If G is a generator of this elliptic curve, then for any
integer a € Zy/, we define [a]G as the point on the
elliptic curve obtained by scalar multiplication of the
generator G with a, i.e.,

a times

—~
WG=G+G+ - +G.

Table 1 provides a summary of the notations and
symbols that will be used in the subsequent sections
of this paper.
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Table 1. Table of Notations

Notation Description

n # of sender messages

# of messages the receiver wishes to obtain.

o, Index of the i-th message that the receiver selects.
G Generator of an additive group (elliptic curve).
g Generator of a multiplicative group.

E Elliptic curve used in Scheme A.2.

N’ # of points on the elliptic curve E.

p’,q"  prime numbers described in scheme A.1.

!

p”,q"” prime numbers described in scheme A.2.

P, q prime numbers described in schemes B.1, B.2.

(N,e,d) RSA parameters used in Schemes B.1 and B.2.

2.2 Oblivious Transfer

Oblivious Transfer (OT) is a two-party cryptographic
protocol, first introduced by Rabin [5] in 1981. It has
evolved into three main varieties:

e l-out-of-2 OT: In this variant, two parties are
involved: a sender and a receiver. The sender
possesses a pair of messages, mg and my, while
the receiver has a private bit b. At the end of
the protocol, the receiver learns my; but noth-
ing regarding mj_p, and the sender gains no
knowledge about the value of b.

e l-out-of-n OT: This is a generalization of the 1-
out-of-2 OT, where the sender possesses n mes-
sages mqy,Ma, ..., My, and the receiver holds
an integer r € {1,2,...,n}. Upon completion,
the receiver learns m,. without obtaining any in-
formation about the other messages, while the
sender remains unaware of the value of r.

e k-out-of-n OT: Further extending the concept,
this variant allows the receiver to obtain k
messages out of the n messages held by the
sender. Specifically, the sender holds n messages
mi, Ma, ..., My, and the receiver possesses k in-
tegers 01,092,...,0, € {1,2,...,n}. Following
the protocol, the receiver’s output consists of
Mgy, Mey, - - - Mo, Without obtaining any infor-
mation about the remaining messages, while
the sender remains oblivious to the values of
01,025...,0L.

These variants of Oblivious Transfer enable secure
two-party computation and serve as fundamental
building blocks for various cryptographic protocols.

2.3 System Model

In Secure Multiparty Computation, security guaran-
tees are typically analyzed under different adversarial

models. The two most common models are the semi-
honest model and the malicious model.

e Semi-honest model: In the semi-honest (also
known as honest-but-curious) model, adver-
saries are assumed to follow the protocol
specification correctly, but they try to learn
additional information from the transcript of
the execution. In other words, a semi-honest
adversary does not deviate from the prescribed
steps, but may attempt to infer private inputs
of other parties based on its entire view of the
protocol execution.

e Malicious model: In the malicious model, ad-
versaries are allowed to arbitrarily deviate from
the protocol specification. A malicious adver-
sary may send malformed or inconsistent mes-
sages, abort prematurely, or collude with other
corrupted parties in order to learn private infor-
mation or disrupt the computation. Protocols
secure in this model provide stronger guaran-
tees, but are generally less efficient than those
designed for the semi-honest setting.

It is well known that two-party protocols secure in the
semi-honest model can, in principle, be compiled into
protocols secure against malicious adversaries by re-
quiring parties to provide proofs that their actions are
consistent with the prescribed protocol execution[28].
However, this generic transformation typically de-
creases efficiency, motivating the design of dedicated
protocols secure in the malicious setting.

Oblivious Transfer protocols assume an authenti-
cated point-to-point communication channel between
two parties. The channel ensures delivery and in-
tegrity of messages, while confidentiality is guaran-
teed by the cryptographic design of the protocol itself.

2.4 Computational Assumptions

This section outlines the core computational hardness
assumptions that underpin the security proofs in this
work: the Computational Diffie-Hellman assumption
and the RSA assumption.

Computational Diffie-Hellman (CDH) assump-
tion[29]: Consider a cyclic group G of prime order
p with randomly chosen generator g. The Computa-
tional Diffie-Hellman assumption states that, given
(g,9% ¢°) for a,b randomly chosen from Z,, it is
computationally infeasible to compute g** mod p.

Our construction is implemented in groups where
the Computational Diffie-Hellman problem (CDH) is
believed to be hard. For our work, we utilize a vari-
ant of the Generalized Multi-Variant Computational
Diffie-Hellman problem, which we explain further in

Section 5.
@



RSA assumption: Given N,e and m® mod N
such that N is the product of two large random
prime numbers p, g of approximately equal size, and
ged(e, (p—1)(¢—1)) = 1 finding m is computationally
hard.

Lemma 1. Let G be a finite cyclic group of order
k, and g be a generator of G. For an integer o with
ged(a, k) =1, g@ is also a generator of G.

Lemma 2. In a finite cyclic group G of prime order
p, every element other than the identity is a generator.

Remark 1. To create a cyclic group of prime order
q, one can choose a prime ¢ and an arbitrary small
integer r such that p = rq + 1 is also prime. Since
»(p) = rq, where ¢ is Euler’s totient function, we
can randomly select an element g from Z such that
g" #£ 1 (mod p) and g2 = 1 (mod p). This ensures
that the order of g is ¢, which means ¢ is a generator
of a cyclic group G of prime order q.

3 Related work

The problem of constructing efficient k-out-of-n Obliv-
ious Transfer (OT) protocols has been a significant
focus in cryptography since the primitive’s generaliza-
tion from l-out-of-2 OT [5, 8]. Research efforts have
primarily aimed at optimizing key performance met-
rics: the number of communication rounds, compu-
tational complexity, communication bandwidth, and
the strength of the security model. Existing schemes
can be broadly categorized based on their underlying
cryptographic assumptions, particularly those that
rely on bilinear pairings and those that are pairing-
free.

Pairing-based Schemes. A line of research has uti-
lized bilinear pairings to construct OT protocols, fo-
cusing on minimizing communication overhead. This
approach achieves the lowest known communication
cost for k-out-of-n OT: The receiver sends only a con-
stant number of group elements (e.g., 3 [18]) and the
sender responds with n+1 elements. Similarly, Guo et
al. [23] introduced a pairing-based subset membership
encryption scheme applicable to OT. However, this
communication efficiency comes at the cost of compu-
tationally expensive pairing operations, which are of-
ten prohibitive for resource-constrained environments.
Furthermore, their protocol requires a Trusted Third
Party (TTP) to generate the public parameters.

Puairing-free Schemes. The majority of efficient OT
constructions avoid pairings, basing their security on
assumptions like the Computational Diffie-Hellman
(CDH), Decisional Diffie-Hellman (DDH), or RSA
problems. A primary efficiency goal in this category is
to minimize communication rounds, computation cost
,and the number of communicated group elements.
Several protocols [17, 24, 25] operate in three rounds:
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The sender initiates the protocol by sending n ele-
ments, the receiver subsequently sends k elements,
and the sender concludes it by responding with k&
elements. However, a more efficient communication
pattern is achieved by state-of-the-art two-round pro-
tocols [19, 26, 27]. In this superior two-round struc-
ture, the receiver initiates the protocol by sending k
elements, and the sender concludes it by responding
with n + k elements. This decrease in rounds mini-
mizes latency and interaction, leading to a more prac-
tical and efficient protocol execution, especially in
high-latency networks.

Several works have explored additional features be-
yond basic efficiency. The concept of adaptivity, where
the receiver can choose their selection indices inter-
actively during the protocol, has been addressed in
various designs [19]. Another impactful feature is of-
fline precomputation or offline encryption, where the
sender can pre-process and encrypt their messages
independent of the receiver’s inputs. This not only im-
proves online performance, but also naturally enables
one-sender-to-multiple-receivers scenarios, a signifi-
cant advantage for real-world deployment [19, 26].

A critical differentiator among schemes is their se-
curity foundation. Many efficient protocols rely on
the Random Oracle Model (ROM) for their security
proofs [17, 19, 26]. In contrast, practical proofs in the
standard model are often considered more robust and
desirable. Furthermore, some schemes [24, 25] achieve
standard model security in three rounds, but this
sacrifices both round efficiency and practical applica-
bility by introducing an extra round of latency and
requiring messages themselves to be exponentiated.

Our Stand. This paper contributes to the line of
pairing-free, standard-model k-out-of-n OT proto-
cols. Our three proposed schemes (A.1, A.2, B.1) are
designed for high practicality, achieving a combina-
tion of efficiency and simplicity that is well-suited
for resource-constrained environments. As summa-
rized in Table 2, our protocols achieve the minimal
communication pattern, among pairing-free proto-
cols, of n + 2k group elements in just two rounds,
matching the most efficient prior pairing-free work
[19]. Crucially, our Scheme B.1 achieves the lowest
computational cost among its peers, a key advantage
for energy-limited devices. Furthermore, unlike some
other schemes [17, 19, 26, 27], our constructions avoid
complex operations: they rely solely on efficient mod-
ular arithmetic and pseudorandom number genera-
tor. This focus on algorithmic simplicity combined
with minimal rounds, minimal communication ,and
computational overhead, makes our protocols partic-
ularly attractive for lightweight applications and IoT
ecosystems.
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Scheme A.1

Sender (mi,...,mnp) Receiver (o1,...,0%)
q¢,p' =2¢ +1 are prime,

(9) is a subgroup of Z7, of order q

ryar,Q,. ..

SP={q,9,9°",9°2,...,9°"}

,0n ER Z:;/

51,82,...,5L €ER Z;,
(g%e1)® ..., (g% )%
fori=1,2,...,n
ci =my - g
Cl?""cn7(g‘91aal )T7"'7(g5kaak),r

forj=1,2,...,k
rSjQg —s71t p’ —rag
(g .7) i =g J

Scheme A.2
Sender (mi,...,mnp) Receiver (o1,...,0%)
p’,N' = #E(F,) are prime,
G is a generator of E(F,)
T,01,02,...,0n €ER ZNy
SP={p",G,N",[]G,...,[an]G}
51,82,...,5k €R Z Ny
[Slaol]G7 ceey [Skagk]G
fori=1,2,...,n
¢ =m; + [ra;]G
Clye oy Cny [rS1004]G, ... [rspao, |G

for j=1,2,...,k
[5;1r5jagj]G = [raq,]G
Mo

j = Coy — [rac]G

Figure 1. Scheme A.1: The construction of k-n OT based on
Discrete logarithm in mult. group

4 k-out-of-n OT schemes

In this section, we describe three efficient k-out-of-n
Oblivious Transfer protocols with standard security
proofs. In all these schemes a sender possesses n
messages, 1M1, Ms, ..., My, and a receiver wishes to
recover k messages Mg, , Moy, - - -, My, OUt of those
n messages, where = {o1,09,...,0%} are the k
indices chosen by the receiver.

4.1 Scheme A

In this section, we present two k-out-of-n OT con-
structions, both of which rely on the hardness of the
Discrete Logarithm Problem (DLP) for their secu-
rity guarantees. The first construction (Section 4.1.1)
employs a multiplicative group, while the second con-
struction (Section 4.1.2) utilizes an additive group.

4.1.1 Construction A.1

Let ¢’ and p’ = 2¢' + 1 be fixed prime numbers, and
let g be a generator of a cyclic multiplicative group
G of order ¢’, which is a subgroup of Zy,. The sender
generates the parameters p’, ¢’ and g and shares these
values with the receiver. All arithmetic operations
mentioned hereafter are performed modulo p’. Scheme
A.1 is depicted in Figure 1.

The sender randomly selects n distinct inte-
gers ai,ao,...,an €r Zy, and then computes
g*t, g®2, ..., g% and publishes these values on a bul-
letin board, accessible to both parties. The system
parameters generated by the sender are denoted

Figure 2. Scheme A.2: The construction of k-n OT based on
the Discrete logarithm in additive groups

as SP = {¢,g9,9*,9*%,...,9°}. The protocol is
executed using the following steps:

1. The receiver selects k integers si, Sa, ..., Sk,
randomly from Z,, then computes and sends
the values (¢g®=1)%1, ..., (g%*)** to the sender.

2. The sender selects an integer r, randomly from
Zy.Foreacht=1,2,..., n, the sender encrypts
the message m; as ¢; = m;-g"“#, then computes
the values (g°1%7:)", (g*2%w2)", ..., (g )"
and sends them to the receiver.

3. For each j =1,2,...,k, the receiver first com-
putes (g% )Sfl = ¢g"%’i, where sj_l denotes
the multiplicative inverse of s; modulo ¢’. Then,
using the Extended Euclidean algorithm, the
receiver computes g ' 5. Finally, the receiver

can recover mg; as follows: my, = cq; g~ "7,

4.1.2 Construction A.2

Let p” be a fixed prime number, and G be a gen-
erator of a prime order elliptic curve E of order
N' = #E(F,~) defined over finite field F,~. The
sender generates the parameters p”,E and G and
shares these values with the receiver. All arithmetic
operations mentioned hereafter are performed in
the elliptic curve group E(F,). Scheme A.2 is
depicted in Figure 2. The sender has n messages,
mi, Ma, ..., and m,, which are points on the elliptic
curve E(F,~). The sender randomly selects n dis-
tinct integers oy, a0, ...,a, €g Z5, and computes
[a1]G, [a2]G, ..., [on]G and publishes these values
on a bulletin board accessible to both parties. The
system parameters generated by the sender are de-
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Scheme B.1
Sender (mi,...,mnp) Receiver (o1,...,0%)
P, q are primes,
N =pg, ¢(N)=(p—-1)(g-1)
e€ Z:;(N)’ ed=1 mod ¢(N)
T €Ly
SP = {N,e,z° mod N}
ai,...,0Qn:n consecutive primes
with predefined prime a1 > 3.
51,82,...,8k €ER Z}
Qo (aje)s‘i sy Qoy (xe)sz
fori=1,2,...,n
c; =m; - xa?
ClyeosCn, Ay TS1, ., O, TS},
for j=1,2,...,k
ag :L‘Sjs;1 = af,lj:c
Me; = Co, (aﬁ]ﬂc)fl

Figure 3. Scheme B.1: The construction of k-n OT based on
RSA

noted as SP = {p’,G,N', [1]G, [a2]G, ..., [a,]G}.
The protocol is executed using the following steps:

1. The receiver randomly selects k integers s1, sa, . . .

from Z3;,, then computes and sends the values

[$106,]G, [82006,]G, . . ., [SkQs, ]G tO the sender.
2. The sender randomly selects an integer
r €r Zy.. For each ¢ = 1,2,...,n, the

sender encrypts the message m; as ¢ =
m; + [ra;]G. Subsequently, the sender computes
[rs104,]G, [rse0s,]G, . .., [rsyay, |G and sends
these values to the receiver.

3. For each j =1,2,...,k, the receiver first com-
putes [sj_lfrsjag].]G = [rag,|G, where sj_l de-
notes the multiplicative inverse of s; modulo
N’. Then, the receiver can recover m,; for each
Jj=1,2,...,k as follows: m,, = co, — [ray,|G.

4.2 Scheme B.1

This Scheme is based on the RSA algorithm, which
relies on the computational difficulty of factoring
large composite numbers. Let a and b be two distinct,
large prime numbers greater than n, carefully chosen
by the sender in such a way that p = 2a + 1 and
q = 2b+ 1 are prime numbers as well. Let N = pq
and ¢(N) = (p—1)(¢ — 1) = 4ab, and ay, az, ...,y
be a sequence of n consecutive prime numbers, with
a1 = 3 or any predefined prime greater or equal
than 3. This choice is used for two reasons: First, it
is essential that each «; is co-Prime to N to ensure

1S¢0ured)

Scheme B.2: Adaptive Version of Scheme B.1

Sender (mi,...,mnp)

Receiver ()
P, q are prime,

N=pg,p(N)=({p—-1)(qg—1)

ec Z:;(N) ,ed=1 (mod ¢(N))

x €Ly ,SP={N,e,z° mod N}

ai,...,op are consecutive primes

with predefined prime ay > 3.

fori=1,2,...,n

c; =my - xaf

Cly---5Cn

for step 7 =1,2,...,k
Sj €R Z}k\f
choose o adaptively

ag; (2€)s5

raise to power of d

d )
Qg TS

d .. —1_ _d
Qo TGS, = Qg T

Mo, = Co - (oagja:)_l

Figure 4. Scheme B.2 : Adaptive OT construction based on
Scheme B.1

Sk

correct computation within the multiplicative group
Z}; . Second, using consecutive primes allows both
parties to independently generate the same set of
primes algorithmically from the agreed-upon starting
point ag, eliminating the communication overhead
that would be required to negotiate a random set of n
primes. All arithmetic operations mentioned hereafter
are performed modulo N. Scheme B.1 is depicted in
Figure 3.

The sender randomly selects an integer e from
the set ZZ(N)’ where its elements are all integers
k satisfying 1 < k < ¢(N) and ged(k,¢p(N)) = 1.
Subsequently, the sender employs the Extended Eu-
clidean algorithm to compute d, such that ed = 1
(mod ¢(N)). This ensures that d is the multiplicative
inverse of e modulo ¢(N). The sender also randomly
selects an integer = from the set Z};, in such a way
that 2* # 1 (mod N) and computes x° mod N, then
publishes the values e and z° on a public bulletin
board, while keeping the values p, q, d, and x secret.
The protocol is executed using the following steps:

1. The receiver randomly selects k integers

51,82,...,8k €R 4}, then computes and sends
values o, (2°)s5,. .., g, (2°)sf, to the sender.
2. For each ¢ = 1,2,...,n, the sender encrypts
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the message m; as ¢; = m; - rad. Subsequently,
the sender computes (o, - 2¢5$)9, ..., (g, -
2¢5%)? = aglacsh .. ,aikxsk and sends these
values to the receiver.

3. For each j = 1,2,...,k, the receiver first
employs the Extended Euclidean algorithm
to compute sj_l. then, the receiver computes

agjzvsjsjfl = ag_jx . Finally, to decrypt co,
for each j = 1,2,...,k, the receiver computes

Mg, = Co; - (agjm)_l, where (af,ljx)_l is the

multiplicative inverse of ozgjx modulo IV, which
is also computed using the Extended Euclidean
algorithm.

4.3 Characteristics and Optimizations
constructed schemes inherit the following features:

e Adaptivity: All of the proposed schemes are ca-
pable of being used as adaptive Oblivious Trans-
fer protocols. Initially, the sender encrypts n
messages and sends them to the receiver. To
recover each message, the receiver follows the
protocol for a single choice, sends the corre-
sponding data to the sender, and the sender re-
sponds with one message based on the protocol.
To illustrate, we present the adaptive version
of Scheme B.1 in Figure 5. The same transfor-
mation can be applied to the other schemes to
achieve adaptivity.

e Precomputation: Our schemes enable the sender
to precompute the encryption of n messages
offline, independent of the receiver’s parame-
ters and choices. The precomputation offers two
key advantages: Improved efficiency by reduc-
ing computational overhead during protocol ex-
ecution, and support multi-receiver scenarios
by allowing precomputation and broadcast of
encrypted messages to multiple receivers.

Moreover, the system can be further optimized
by introducing a pseudorandom function F
{1,...,n} — G, where G represents the cyclic group
utilized in our cryptosystem. With this function,
the receiver no longer needs to publish n separate
parameters. Instead, both the sender and the re-
ceiver can independently compute F'(i) for each
1 € {1,2,...,n}. This modification significantly re-
duces the size of the public key and consequently
enhances the overall efficiency of the cryptosystem.
However, it is important to note that for IoT sys-
tems, this optimization presents a trade-off. While
it reduces communication overhead, it necessitates
additional hardware resources for implementing func-
tion F', which may be a considerable constraint in
resource-limited IoT devices.

5 security proofs

To establish the security of our oblivious transfer
schemes, we introduce two new computational prob-
lems and prove their hardness via formal reductions:
one to the Computational Diffie-Hellman problem
and another to the RSA problem.

Problem 1. Alternative Generalized Computational
Diffie-Hellman problem (AGCDH): Let g be a ran-
domly chosen generator of a cyclic group G of prime
order p. Given (g, g**, g2, ...,
for r,a1,a0,...,ax41 randomly chosen from
{0,1,...,p — 1}, it is computationally infeasible to
compute g"*k+1,

Proof. To derive a contradiction, we begin by sup-
posing the existence of a polynomial-time algorithm
for the AGCDH, This would allow us to construct a
polynomial-time solver for the CDH problem, demon-
strating that CDH < AGCDH.

We assume that there exists an efficient algorithm 4
that can solve the AGCDH. A CDH solver S(g,¢", %)
can be constructed as follows:

1. S generates k random integers [, fo, ..., Ok
from Zj.
2. S calls A; as a subroutine with the input

(9796179527 A 7gﬂk7gl‘7 (gr)ﬁl) (gr)ﬁ2’ AR
3. A; returns ¢g"”*
4. S outputs ¢"* as the solution to the CDH prob-
lem instance (g, 4", g*).

It follows that if there exists an efficient algorithm
A; that can solve the AGCDH, then we can use it to
construct an efficient solver S for the Computational
Diffie-Hellman (CDH) problem. In other words, the
CDH is reducible to the AGCDH problem. If the CDH
problem is considered to be hard, then the AGCDH
must also be considered at least as hard, since solving
the AGCDH would allow us to efficiently solve the
CDH problem as well. O

Problem 2. Generalized Blinded RSA (GBRSA):
In an RSA algorithm with parameters (N, e, d), given
non-identity random elements x, 81, B2, .. ., Bk, Br+1
from Zj;, it is computationally hard to compute

xﬁg+1 given (N, €, xe’ 617 ﬂ?a ) ﬁk, ﬁk+17 xﬂlda xﬂga ..

Proof. We show that if there exists a polynomial-
time algorithm for the GBRSA, then we can use it
to solve the RSA in polynomial-time, which means
RSA X GBRSA.

We assume that there exists an efficient algorithm A,
that can solve the GBRSA. RSA solver S(e, N,y =
m¢) can be constructed as follows:

1. S generates k+1 random integers Ay, Ao, ..

from Z},.
Se6ud)

Qg K41 Ty T2
9o gt g g

. ,gTak)

(g7)%).

L zpB).

'7Ak7x



2. S calls Ay as a subroutine with the input
(N,e,xe,Af,AS, . '3A23y71'A171'A2a B amAk)‘

3. Ay returns zy? = z(m®)? = xm (mod N)

4. S outputs x71zm = m (mod N) as the solu-
tion to the RSA problem instance (e, N, m®).

If there exists an efficient algorithm A5 that can
solve the GBRSA, then we can construct an efficient
algorithm S for the RSA problem. In other words,
RSA is reducible to the GBRSA, which implies that
the GBRSA must be considered at least as hard as
the RSA problem. O

Equipped with the hardness of these new problems,
we proceed to define the security model for oblivious
transfer and present the security proofs of our con-
structions, which are founded upon these hardness
assumptions.

In k-out-of-n OT schemes the sender possesses n

messages, mi,Ma, ..., My, and the receiver wishes
to recover k of those messages, Mg, , Mgy, - - ., Moy,
where 01,09,...,0% are k indices chosen by the re-
ceiver.

So far, we have presented three schemes for semi-
honest parties with the following security require-
ments:

e Receiver’s Privacy: It is computationally in-
feasible for the sender to distinguish between
I ={01,09,...,0r} and any other arbitrary set
I' ={o{,0%,...,05} of the same size[19)].

e Sender’s Security: The receiver cannot recover
any message m; for j & {o1,09,...,04}

In the rest of this section, we are going to provide
Security proofs for our schemes:

5.1 Security of Scheme A.1

Lemma 3. n scheme A.1, the receiver’s choices are
unconditionally secure.

Proof. Based on Lemma 2, since ged(q’, «;) = 1 for
each i € 1,2,...,n, it implies that g* is a generator
of the group G of order ¢’. When the sender receives
E = (g®-i)®, this value can be potentially a mask
for any element in the set B = {¢g*,¢*2,...,¢°"},
because all elements in B are generators of G. As g%
and g% are generators of the group G, for any two
distinct indices 1 < 7 # j < n, there exist integers
s; and s; such that g**** = g*9%/. Consequently, the
received value E can potentially mask any element
of the set B, and the receiver’s choice o; is hidden
from the sender. Therefore, the receiver’s choices are
unconditionally secure, meaning that the sender has
no information about the receiver’s choice, even with
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unlimited computational power, as £ can mask any
element of the set B equally likely.

O

Lemma 4. In scheme A.1, the sender’s security is
conditional, subject to AGCDH problem.

Proof. Suppose 1 < j < n is not an element of
the set Q = {o1,09,...,0%}, but the receiver can
recover m; from executing the protocol, defined
in Scheme A.1. If the receiver can recover m;
from the received ciphertext ¢; = m; - ¢"*/, one
can then effectively recover ¢"™* by computing
cj - m;l = ¢"%. Since the receiver is semi-honest,
it follows the exact execution of the protocol.
Therefore, by the end of the protocol, it possesses
the set T = {g™,...,¢%",01,...,0k,S1,---, Sk,
g% . gtRYeR gtSi%er gtk Yok ey L ety
which comprises public parameters, the receiver’s
choices, the receiver’s secret values, and the tran-
script of the protocol. In a semi-honest setup, if the
receiver can recover the extra data m;, it means
there exists a polynomial-time algorithm R that the
receiver executes to recover m;. However, we prove
that there exists no probabilistic polynomial-time
(PPT) algorithm R; to recover the extra data m;.
Therefore, there exists no semi-honest receiver who
can recover m;.

Suppose there exists a PPT algorithm R, that
can recover m; for j ¢ €. We construct an algo-
rithm Asz that can solve the AGCDH problem us-
ing R as a subroutine. Given an AGCDH instance
(9,A1,As, ..., Ap,x, AT, A5, ..., A}) A3z proceeds as
follows:

1. Computes the public parameters PP through
this process: It submits (Aj, As,..., Ak, x)
as (g%1,g%z2,...,g%%,¢g%) to the bulletin
board. For the remaining n — k — 1 values in
PP, As selects random non-identity elements
from the cyclic group G.

2. randomly selects k integers s1, s2, ..., s from
Ly, , collectively referred to as the set S. It then
computes (g*71)%t, ... (g%=*)%, and denotes
them as the set A.

3. Utilizing the values si,sa,...,s; from set S,
computes (A7)°*, (45)%%, ..., (A})%, collec-
tively denoting them as set B. Furthermore,
generates n random values to serve as the
ciphertexts C.

4. Constructs the transcript 7 = {PP,Q, S, A, B,C}

in the simulated world, which is indistinguish-
able from the real-world transcript 7.

5. Executes Ry with input 7" as a subroutine to
obtain m;.
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6. Computes c; 'mj_1 = z" and outputs it as the

solution to the AGCDH problem with input
(gv A17 A23 R Ak,.’E, AE»A; s 7A2)

If the receiver could efficiently recover the message m;
for j ¢ © in polynomial-time, then the algorithm As
could use Scheme A.1 to solve the AGCDH problem,
which has been proven to be computationally hard.
Therefore, it must be computationally infeasible for
the receiver to recover m;, implying that Scheme A.1
is computationally secure for the sender’s security.

O

5.2 Security of Scheme A.2

Lemma 5. In Scheme A.2, the receiver’s choices are
unconditionally secure and the sender’s security is
conditionally secure.

Proof. The proof of this theorem is similar to the
proofs presented in Lemmas 3 and 4, with the dif-
ference that Scheme A.2 operates on elliptic curve
points. Therefore, we omit the proofs. O

5.3 Security of Scheme B.1

Lemma 6. In Scheme B.1, the receiver’s choices are
unconditionally secure.

Proof. The sender receives z€q;s® from the receiver
and sends zads back to it. Since the sender possesses
the values x and x¢, it can compute (a;s¢, afs), which
hides the receiver’s choice «;, because it can be gen-
erated by masking any arbitrary choice ; with s’ =
agaj_ds (mod N), according to Scheme B.1. There-
fore, by observing (w, w?) = («;s¢, als), one cannot
obtain any information about the choice «;, since
there exists some ¢, which can be used as the masking
factor for any arbitrary choice «;, where

(w,w?) = (a;t, a?t)
t= wdozj_d mod N

Therefore, (a;s¢, als) can potentially mask any o,
and the receiver’s choice «; is perfectly hidden from
the sender. O

To establish the sender’s security for Scheme B.1,
we must first prove the following lemma:
Lemma 7. The GBRSA problem remains compu-
tationally hard even when B1, B, ..., Bk, Bk+1 are all
prime numbers.

We prove that if there exists a polynomial-time
algorithm for the GBRSA problem in the prime
setup, then we can use it to solve the RSA problem
in polynomial-time, implying that RSA < GBRSA-
prime (RSA reduces to GBRSA in the prime setup).

Suppose there exists an efficient algorithm 4, that
can solve the GBRSA problem. We can construct an
RSA solver S(e, N,y = m®) as follows:

1. S generates k+1 random integers Ay, Ao, ..., Ag,

from Z}, such that for each 1 <1i < k, AY is
prime (refer the reader to Appendix A).

2. If y is not prime, S finds a random 6 such that
0°y becomes prime. If y is prime, S sets 0 = 1.

3. S calls A4 as a subroutine with the input
(N,e,x AT, AS, ... AL, y0°, x A, xAs, ..., TAy).

4. Ay returns zy?0°d = a(m€)0 = axmb
(mod N).

5. S outputs z tamff~1 = m (mod N) as the so-
lution to the RSA problem instance (e, N, m®).

If there exists an efficient algorithm A4 that can solve
the GBRSA problem in the prime setup, then we
can construct an efficient algorithm S for the RSA
problem. In other words, RSA is reducible to the
GBRSA problem in the prime setup, which implies
that it is at least as hard as the RSA problem. Having
proved the hardness of the GBRSA problem in the
prime setup, we use it to prove the security of this
lemma.

Lemma 8. In Scheme B.1, the sender’s security is
conditional according to Lemma 7.

Proof. Let us assume that there exists a polynomial-
time algorithm Ry that allows the semi-honest
receiver to recover the plaintext m; for some j ¢ (2,
where Q = {01, 09,...,0%} is the set of indices cho-
sen by the receiver. We show that the existence of
such an algorithm R5 leads to a contradiction, as
it can be used to solve the GBRSA problem in the
prime setup, which is known to be at least as hard
as the RSA problem. If the receiver can recover m;
d

from the received ciphertext ¢; = m; - zaj, where a;

is the j-th prime starting from 3 (or any predefined
1

prime number), one can then compute m; e =
xa?, effectively recovering the value xa?. Since the
receiver is semi-honest, it follows the exact execu-
tion of the protocol, and ultimately, it obtains the
set T = {N,e,2%,01,...,0k, 81,8k, 0o ST, .. .,
Oy, TCSE, aglxsl, ceey agk:csk, Cl, .-+ Cn}, which com-
prises the public parameters, the receiver’s choices,
the receiver’s secret values, and the transcript of the
executed protocol. We construct an algorithm Ay that
uses Ro as a subroutine to solve the GBRSA problem
in the prime setup. Given a GBRSA prime instance
(Nveaxeaﬂlaﬂ% e 'aﬁk,ﬂk+laxﬁ?axﬂga s axﬂg) A5

proceeds as follows:

1. Constructs the public parameters PP as
{N,e,z¢}.

2. Selects S = {s1,s2,...,5,} containing k
random integers from Zj}, then computes

1S¢0ured)



{B1z°sy,. .., Brass} and denotes them as set
A.

3. Computes (z8¢)s1,..., (zB{)sk using the val-
ues Si,S9,...,S; and denotes them as set B,
and generates n random values as ciphertext
set C.

4. Compute o; = Pindex(8;), where the function
Pindex(5;) returns the position of §; within
the sorted (ascending) list of all 5 values, and
then construct Q = {oy,...,04}

5. Constructs the transcript 77 = { PP, {2, S, A, B,C}

in the simulated world, which is indistinguish-
able from the real-world transcript 7.
6. Executes R as a subroutine, with inputs 77 and

Pindex(Br+1), and obtains my,, Myy, .., Me,
with the extra plaintext m;, where j =
Pindex(Byy1)-

7. Computes mj_1 cj = xa}i = xﬂ,irl and outputs
the solution to the GBRSA problem with input
(N,€7.'L'e751,627 e

If the receiver could recover more than k chosen
plaintexts, a solver A5 could use Scheme B.1 to find
a solution for the GBRSA for the special case, where
B1,- ., Br+1 are prime numbers, which was proved to
be at least as hard as the RSA problem. Therefore,
the receiver cannot recover additional data ,and the
sender’s security is conditional. O

6 Performance Analysis
6.1 Comparison

In this paper, we have proposed three efficient two-
round k-out-of-n Oblivious Transfer protocols. In
these protocols, the receiver first transfers k data
to the sender, followed by the sender transferring
n—+k data to the receiver. This communication pat-
tern achieves the lowest data transmission among
the existing pairing-free k-out-of-n oblivious trans-
fer schemes. An additional significant feature of the
three proposed schemes is their support for adap-
tivity, enabling the receiver to retrieve one of the k
selected data by sequentially executing the protocol
to recover one data at a time (k=1). Furthermore,
our constructions enable offline encryption of the n
messages by the sender, independent of the receiver’s
choices and random variables, before executing the
protocol. This property offers significant performance
advantages in scenarios where the sender needs to
prepare encrypted data for multiple receivers,which
was first introduced in [10]. Table 2 provides a com-
prehensive comparison of our proposed schemes with
other existing pairing-free k-out-of-n oblivious trans-
fer protocols that support adaptivity, focusing on the
computational complexity for the sender and the re-
ceiver during the protocol execution[17, 19, 24-27].
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6.2 Performance Evaluation

We have implemented and evaluated our proposed
schemes using Python, leveraging the gmpy?2 library
for efficient arbitrary-precision arithmetic and Sage-
Math for advanced cryptographic operations. The
simulations were conducted as follows:

e Scheme A.1, employing multiplicative group
arithmetic, utilizes a 2048-bit modulus.

e Scheme A.2; based on elliptic curve cryptogra-
phy, is implemented with a 224-bit curve, pro-
viding security comparable to Scheme A.1.

e Scheme B.1, based on RSA, also employed a
2048-bit modulus, ensuring equivalent security
to Schemes A.1 and A.2.

This setup ensures consistent performance metrics
across all three protocols, allowing for accurate com-
parison of their computational efficiency. The source
code for our implementations, along with additional
execution time comparisons, is publicly available at
GitHub . We have performed the simulations using
a desktop system featuring an Intel Core i7-6500U
processor operating at 2.5 GHz, supported by 8 GB
of RAM.

In the remainder of this section, we analyze the
impact of parameters n and k on the execution time
of our protocols, both with and without precomputa-
tion. For clarity, we present representative results us-
ing Scheme A.1; however, similar trends are observed
across all schemes, as documented in our supplemen-
tary GitHub repository.

Figure 5 illustrates the impact of increasing n on
the execution time of 7-out-of-n Oblivious Transfer
in Scheme A.l. The comparison between scenarios
with and without precomputation reveals that the
precomputation performance of the model remains
constant regardless of n, indicating its independence
from this parameter. Figure 6 demonstrates how in-
creasing k affects the execution time of k-out-of-45
Oblivious Transfer in Scheme A.1, again comparing
precomputation and non-precomputation scenarios.

7 Conclusions

In this paper, we have presented three efficient two-
round pairing-free k-out-of-n oblivious transfer proto-
cols with standard security in the semi-honest model.
These protocols can also be used as adaptive oblivi-
ous transfer schemes. Our schemes offer comparable
performance in terms of communication rounds, com-
putational complexity for both parties, and the size
of transmitted messages. Furthermore, they provide
provable security under the well-studied Computa-

I https://github.com /keykhosro/k-n-Oblivious-Transfer.git
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Table 2. Comparison of pairing-free k-out-of-n OT schemes

k-n OT rounds Sender Comp. Receiver Comp. Comm. Security Proof Adversary Pros & Cons
k+n)M 2kM kI
Scheme A.1 2 ( +n]\}M B +i1\;M m n+ 2k CDH-standard Semi-honest NA
k+n)A 2kA ki
Scheme A.2 2 ( n XAM i‘ch o n+2k  CDH-standard Semi-honest NA
k+n)M kM kI
Scheme B.1 2 ( +n ]\;ME +gk—;—\/[an n + 2k RSA-standard Semi-honest NA
. The message itself
[25] 3 (n+ k)MEg 2kMg n+2k  RSA-standard Semi-honest exponentiated
(k+n)Mg+ 2kMg + kInv ..
[19] 2 onH + nEnc L kdec 4 2k H n+ 2k CDH-ROM Malicious NA
[24] 3 (n+k)Mg 2kMpg + klnv n + 2k DDH-standard Semi-honest 'Ijhe message' itself
+1Inv is exponentiated
needs a third
party for
[17] 3 (ijmlc)]-]l\/[f ;nglfyM nf & (n+2)Mp +2k+3 CDH-ROM Malici computing
n - alicious
+kInv +nMa +nXOR (k+1)Mg
operations
1F+1H nk +nH . only secure as
[26] 2 FIXOR +2Mp  +nXOR+ (n+ )My 7T3  CDH-ROM - Semihonest . ¢ n or
nH +nXOR kH + kEXOR
(20n + 20k+ (36 + 40k+ b ofm a9
consist of n
[27] 2 20log(ss))Aa 20log(sr))Aa n+20k  GFP-standard Semi-honest | atrix as Public
+(40n + 40k+ +(70 + 80k+ parameters
40log(ss))Am 40log(sr))Am

Mg : Exponentiation in multiplicative group, Mj;: Multiplication in multiplicative group, A 4: Addition in additive group, Aps:
Scalar multiplication in additive group, H: Hash function, Enc/Dec: Symmetric Encryption/Decryption, Inv: Inversion, F:
Permutable Function, sg, sg: Private keys of Sender and Receiver, GFP: Group Factorization Problem

—e— W/O precompute
-m- with precompute

execution time in second

Figure 5. Comparing Scheme A.1 With and Without Pre-
computation, Impact of Increasing n on Execution Time for
7-out-of-n OT.

tional Diffie-Hellman (CDH) and RSA assumptions,
without relying on the Random Oracle Model (ROM).

It is crucial to recognize that the emergence of
quantum computers poses a significant threat to tra-
ditional cryptographic systems based on the hardness
of integer factorization and discrete logarithms. These
systems are no longer considered secure in the face of
quantum computing capabilities. To address this chal-
lenge, NIST recommends the use of hybrid cryptog-
raphy during the transition period from classical to
post-quantum cryptography. Building on this recom-
mendation, a promising direction for further research

2.51 —&— W/O precompute
-m- with precompute

execution time in second

Figure 6. Comparing Scheme A.1 With and Without Pre-
computation, Impact of Increasing k on Execution Time for
k-out-of-45 OT.

is the design of an Oblivious Transfer (OT) scheme
that incorporates either hybrid or post-quantum en-
cryption methods. Such a scheme should be optimized
for implementation in Internet of Things (IoT) sys-
tems, addressing both the security concerns of the
post-quantum era and the practical constraints of IoT
devices.
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Appendix: Related proofs of Lemma 7

In this section, we prove that Step 1 of Lemma 7 runs
in polynomial time.

Claim A.1l. Step 1 of Lemma 7 is executed in
polynomial-time.

Proof. Let N be an RSA modulus (so N = pg with
distinct primes p, q), let

p(N)=(p—-1)(¢g—1),

and let integers e, d satisfy ged(e,(N)) = 1 and
ed =1 (mod ¢(N)). Denote by n’' := [logy, N the
bit-length of N. Complexity statements are measured
as functions of n.

a) algorithm
The randomized algorithm is as follows:

1. Choose A uniformly at random from {1,..., N—
1}. If ged(A, N) # 1 then reject and repeat
Step 1 (this step ensures A € Z%).

2. Compute y <+ A° mod N.

3. Test whether y is prime. If yes, output A; oth-
erwise, repeat from Step 1.

b) Expected running time.

We prove the algorithm succeeds in expected
polynomial-time by three facts:

1. Exponentiation by e is a permutation of Z}.

2. A uniformly random element of Z} is prime
with probability ©2(1/log N).

3. Each trial (one iteration) takes polynomial-time
in terms of n.

¢) The map x — x° mod N is a bijection on Z}.

Since ged(e, ¢(N)) = 1, there exists an integer d
with ed =1 (mod ¢(N)). For any x € Z},, we have

(gce)d = ged = glthe(V) — m-(m“’(N))k =2z (mod N),

where ed = 1 + kp(N) for some integer k, and we
use Euler’s theorem 2¥(Y) = 1 (mod N). This shows
that the inverse map is y — y% mod N. Therefore,
the map f : Z} — Z} defined by f(z) = 2° mod N
is a permutation. In particular, if A is uniform over
Zy, then y = A° mod N is uniform over Z}.

d) Probability that a random element of Z}; is prime.

Let w(x) denote the number of primes < z. The
number of primes in {2,..., N — 1} that are co-Prime
to N is Asymptotically 7(N — 1) — 2 (p, q are primes
but not co-Prime to V). The size of Z}; is p(N) < N.
Thus, for a random y drawn uniformly from Z7,,

(N —-1)—2 (N —-1)—2
p(N) T N

Pr[y is prime] ~

1S¢0ured)
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By the Prime Number Theorem, we have 7(N — 1) =
N
©(——). Hence, for sufficiently large N,

log N
Pr[y is prime] = Q !
yEp - \logN )~

Consequently, the expected number of independent
trials until success is

E[#trials] = O(log N).

e) Time per trial is polynomial in n.

We show that each trial is performed using the
following polynomial-time operations:

e Compute ged(A, N) using the Euclidean algo-
rithm, which runs in polynomial-time in terms
of n'.

e Compute A° mod N wusing binary exponen-
tiation (square-and-multiply). This requires
O(loge) modular multiplications; since e <
©(N) < N, we have loge = O(n’), and each
multiplication /reduction is polynomial-time in
n'.

e Test the primality of y using a polynomial-time
primality test, which runs in polynomial-time.

Therefore, the time per trial is polynomial-time in n’,
denoted poly(n').

f) Final computation
The expected running time of the algorithm is
E[total time] = E[#trials] - (time per trial)
= O(log N) - poly(n)

Since n’ := [logy N'| and n’ - poly(n’) is still polyno-
mial in terms of n’, the expected total time is polyno-
mial in terms of n’. Thus, the randomized procedure
runs in expected polynomial-time. O
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