The ISC Int'l Journal of
Information Security

October 2025, Volume 17, Number 3 (pp. 1-13)
I se c u re http://www.isecure-journal.org

PRESENTED AT THE ISCISC’2025 IN TEHRAN, IRAN.

QuMixnet: A Quantum-Safe Mixnet Protocol **

Seyed Mohammad Dibaji?

Taraneh Eghlidos >*, and Hossein Pilaram 2

L Department of Electrical Engineering, Sharif University of Technology, Tehran, Iran.
2 Electronics Research Institute, Sharif University of Technology, Tehran, Iran.

ARTICLE INFO.

Keywords:

Mix networks, Post-quantum
cryptography, Anonymous
communication, Peer-to-peer
networks

Type:

doi:

1 Introduction

ABSTRACT

The emergence of quantum computing threatens the security of traditional
cryptographic primitives underpinning anonymous communication protocols
like mix networks (mixnets), necessitating quantum-resistant alternatives. This
paper introduces QuMixnet, a mixnet protocol designed to withstand quantum
attacks while ensuring robust anonymity and privacy. QuMixnet employs
post-quantum cryptographic primitives, utilizing CRYSTALS-Dilithium for
digital signatures to guarantee authenticity and CRYSTALS-Kyber for key
encapsulation to secure message encryption with symmetric ciphers (e.g.,
AES-GCM). Operating on a peer-to-peer (P2P) architecture, every node can
serve as a sender, receiver, or mix node, enhancing anonymity by obscuring
participant roles. Sender-determined routing ensures that only the sender knows
the full message path, with onion routing layered encryption across nodes. To
counter traffic analysis, QuMixnet implements message padding to a fixed size,
dummy messages for traffic covering, and batch processing with shuffling. A
security model, evaluated through formal security games, confirms resilience
of QuMixnet against adversaries with quantum capabilities, achieving strong
sender and receiver anonymity, communication anonymity, confidentiality, and
integrity. QuMixnet advances anonymous communication by offering a scalable,
quantum-safe solution that fortifies privacy against evolving threats.

(© 2025 ISC. All rights reserved.

by David Chaum in 1981 [1], mixnets route messages
through proxy servers called mixes or mix nodes,

Mix networks, or mixnets, are cryptographic proto- which shuffle and relay messages to obscure the link
cols designed to provide anonymity and privacy between sender and recipient. This mechanism makes
for communication over the internet. First introduced it challenging for adversaries to perform traffic anal-

ysis and trace communications, thereby protecting
user privacy in applications such as electronic voting
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and anonymous messaging. Despite their potential,
mixnets face significant challenges, including vulner-
ability to powerful adversaries capable of monitoring
entire networks and the computational overhead asso-
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real-time applications. Moreover, the advent of quan-
tum computing poses a threat to traditional crypto-
graphic primitives, such as RSA and Elliptic Curve
Cryptography (ECC), which are susceptible to quan-
tum attacks using algorithms like Shor’s [2]. This
necessitates the development of quantum-resistant
cryptographic solutions to ensure long-term security.

Several mixnet protocols have been developed
over the years, each addressing specific aspects of
anonymity and security. Notable examples include
Mixmaster [3], a widely used anonymous remailer
system, and Mixminion [4], which introduced en-
hanced security features and flexibility. The Invisible
Internet Project (I2P) [5], launched in 2003, is a
P2P anonymity network that employs a mixnet ar-
chitecture for secure communication. The Loopix
anonymity system [6] has been proposed, offering
a decentralized mixnet infrastructure with robust
privacy guarantees. Building on Loopix, the Nym
mixnet [7], launched in 2022, offers scalable privacy
solutions with an incentive-driven model, as detailed
in research on reward-sharing schemes [8]. Other
post-2020 developments include HOPR [9], which
provides an incentivized P2P mixnet for metadata
privacy, and the Zero Knowledge Network (0KN) [10],
which leverages the Trellis protocol [11] for anony-
mous broadcast communication. Notably, Katzenpost
[12] and Elixxir’s cMix (now part of xx.network) [13]
incorporate post-quantum cryptographic techniques
to ensure resilience against quantum adversaries.
Katzenpost employs hybrid post-quantum cryp-
tography, such as Kyber768, in its link layer [12],
while xx.network uses quantum-resistant cryptogra-
phy during its precomputation phase [13]. Despite
these advancements, many protocols rely on classical
cryptography or are in the process of transitioning
to quantum-safe designs, as seen in Nym’s 2025
roadmap to adopt the Outfox format [14].

The authors’ contributions

In this paper, we present QuMixnet, a mixnet protocol
designed to address these challenges. QuMixnet incor-
porates post-quantum cryptography to ensure long-
term security against quantum computing threats.
Specifically, it employs CRYSTALS-Dilithium [15] for
digital signatures and CRYSTALS-Kyber [16] for key
encapsulation, both of which are lattice-based crypto-
graphic schemes standardized by the National Insti-
tute of Standards and Technology (NIST) as quantum-
resistant algorithms [17]. Additionally, QuMixnet uti-
lizes a P2P architecture, where every node can func-
tion as a sender, receiver, or mix node, enhancing
scalability and resilience. The protocol also imple-
ments traffic obfuscation techniques, including mes-
sage padding, dummy message injection, and batch

1S¢0ured)

QuMixnet: A Quantum-Safe Mixnet Protocol — Dibaji, Eghlidos, and Pilaram

processing, to thwart traffic analysis.

Compared to well-known mixnets, QuMixnet offers
distinct advantages. Unlike Loopix and Nym, which
rely on classical cryptography such as the Sphinx
packet format [18], QuMixnet provides quantum-
resistant security, making it future-proof against quan-
tum adversaries. Its P2P architecture offers superior
scalability and flexibility compared to non-P2P meth-
ods, where static roles and rigid structures often limit
adaptability and expose vulnerabilities to targeted
attacks. The decentralized design also strengthens
anonymity by eliminating single points of failure and
making traffic patterns harder to analyze, as the dy-
namic participation of nodes obscures communica-
tion flows. In contrast, non-P2P systems can be more
easily mapped and exploited by adversaries due to
their predictable topologies. Additionally, QuMixnet
employs sophisticated traffic obfuscation techniques
that provide a significant edge over systems with less
robust countermeasures.

The remainder of this paper is organized as follows:
Section 2 provides an overview of the QuMixnet pro-
tocol, including its architecture, cryptographic primi-
tives, key features, and a 5-Node example. Section 3
presents a detailed step-by-step description of the
protocol’s operation. Section 4 presents a security
analysis, defining the adversary model and demon-
strating the protocol’s security properties through
formal security games. Finally, Section 5 concludes
the paper, highlighting the main contributions.

2 Related Work

QuMixnet distinguishes itself through its fully post-
quantum cryptographic framework and P2P architec-
ture, offering enhanced scalability and robust traffic
obfuscation techniques that address evolving security
threats. Table 1 provides a comparative analysis of
QuMixnet against some well-known mixnets.

In the context of post-quantum mixnets tailored
for electronic voting, recent research has focused on
lattice-based constructions to ensure long-term secu-
rity. Aranha et al. [19] propose a verifiable mixnet
with distributed decryption, utilizing BGV cipher-
texts and amortized zero-knowledge proofs to ensure
shuffle correctness. Boyen et al. [20] introduce a prac-
tical decryption mixnet with external auditing, em-
ploying lattice-based primitives and a trip wire tech-
nique for accountability. Farzaliyev et al. [21] enhance
lattice-based mixnets for e-voting by optimizing zero-
knowledge proofs, achieving scalability up to 100,000
votes. These works prioritize verifiability and account-
ability in sequential architectures, contrasting with
QuMixnet’s broader application scope.

Table 2 compares QuMixnet with these lattice-
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Table 1. Comparison of QuMixnet with Well-Known Mixnets

Protocol Architecture Security Routing Traffic Obfuscation Quantum Resis-
tance
Mixminion [4] Free-route decentral- Classical (enhanced remailer Free-route with for- Shuffling, delays, batching No
ized mixnet security) ward anonymity
Loopix [6] Decentralized strat- Classical (Sphinx packet for- Poisson mixing with Cover/loop traffic, Poisson- No
ified topology with mat, layered encryption) brief delays process randomness, exponen-
providers and mixes tial delays, shuffling
HOPR [9] Incentivized P2P Not specified (focus on meta- Multi-hop relay Packet splitting, mixing, cover No
mixnet data privacy) traffic
cMix [13] Decentralized fixed Quantum-resistant in precom- Cascade with precom-Mixing via precomputed Yes (xx.network)
cascade of mix nodes putation phase putation shared values, minimal real-
time ops
Nym [7] Decentralized layered Classical (Sphinx format), Source-routed decryp- Uniform packet sizes, cover Planned (2025

Katzenpost [12]

(5 hops: entry/exit

post-quantum planned (Out-

gateways + 3 mix lay-fox format)

ers)

Decentralized mixnet
with providers and
layered mixes

Hybrid post-quantum (Kyber
variants, Sphinx format)

tion

Onion-like with
Sphinx routing

traffic, exponential delays,
timing obfuscation

Delays, shuffling, batching

roadmap)

Yes (hybrid PQ)

QuMixnet P2P (every node as Post-quantum (Dilithium sig- Sender-determined Fixed-size padding, dummy Yes (lattice-
sender/receiver/mix) natures, Kyber KEM, AES- onion routing messages, batch processing based)
GCM symmetric cipher) with shuffling, timestamps
Table 2. Comparison of QuMixnet with Lattice-Based Voting Mixnets
Protocol Architecture Security Routing Traffic Obfuscation Quantum Resis-

tance

Boyen 2020 [20]

Farzaliyev 2023
[21]

Aranha 2023 [19]

QuMixnet

Sequential mix
servers with external
auditors

Sequential mix nodes

Sequential mix nodes
with distributed de-
cryption

P2P (every node as
sender/receiver/mix)

Lattice-based (IND-CCA2

PKE from LWE, digital signa- tion and shuffling by

tures)

Lattice-based (Ring-LWE,
Module-SIS/LWE, amortized

zero-knowledge proofs for shuf-

fle)

Lattice-based (BGV cipher-
texts, BDLOP commitments,
amortized zero-knowledge
proofs)

Post-quantum (Dilithium sig-
natures, Kyber KEM, AES-

Iterative decryp-

servers

Re-encryption shuf-
fling by mix nodes

Sequential shuffling
by mix nodes

Sender-determined
onion routing

Shuffling with trip wires for
verifiability (no explicit obfus-
cation beyond mixing)

Shuffling with zero-knowledge
proofs (no explicit padding or
dummies)

Shuffling for permutation hid-
ing (no explicit padding or
dummies)

Fixed-size padding, dummy
messages, batch processing

Yes (lattice-
based)

Yes (lattice-
based)

Yes (lattice-
based)

Yes (lattice-
based)

GCM symmetric cipher)

with shuffling, timestamps

based voting mixnets. While QuMixnet leverages its
P2P design and extensive traffic obfuscation for gen-
eral anonymous communication, the compared proto-
cols focus on e-voting-specific requirements, empha-
sizing verifiable shuffles and decryption.

3 Overview of the Proposed Protocol

3.1 Objective

The ultimate goal of this protocol is to securely trans-
mit a secret from a sender to a receiver with a high
degree of confidentiality, integrity, and anonymity.
Specifically, the protocol aims to provide relationship
anonymity, ensuring that while the sender and re-
ceiver are aware of each other’s identities, their com-
munication relationship remains hidden from interme-
diate nodes and external observers. This is achieved
through a combination of onion routing [22], traf-
fic obfuscation, and the P2P architecture. The de-
sign leverages a mixnet architecture, combined with
advanced cryptographic techniques and traffic ob-
fuscation methods, to ensure that even a powerful
adversary, monitoring the network, cannot reliably
associate a specific message with its true sender or

receiver, nor determine the communication patterns
between nodes. Key enhancements, such as padding
messages to a fixed size and injecting dummy mes-
sages, further obscure traffic patterns, while times-
tamps prevent replay attacks, collectively strengthen-
ing the security guarantees of the protocol.

3.2 Key Components and Cryptographic
Primitives

3.2.1 CRYSTALS-Dilithium for Digital
Signatures

The sender (Alice) uses Dilithium to sign the mes-
sage, which includes not only the secret, but also the
identities of both the sender and the receiver. This
signature ensures the authenticity and integrity of
the transmitted data, binding the secret to both iden-
tities and preventing forgery.

3.2.2 CRYSTALS-Kyber for Key
Encapsulation

At the core of this protocol is CRYSTALS-Kyber,
which serves as the foundation for the encryption
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scheme. Instead of directly employing public-key en-
cryption, the protocol leverages Kyber’s key encapsu-
lation mechanism (KEM) to encapsulate symmetric
keys, which are then used with state-of-the-art sym-
metric ciphers, such as AES-GCM (Advanced Encryp-
tion Standard with the Galois/Counter Mode) [23],
to encrypt the payload. This cryptographic approach
ensures both post-quantum security and high perfor-
mance, combining the robustness of Kyber against
quantum attacks with the efficiency of symmetric
encryption for larger data.

3.2.3 Onion Routing

Once the message is signed and encrypted for the
receiver, it is further wrapped in multiple layers of
encryption, one for each node, in the selected route.
Each layer contains the address of the next node and
is encrypted with the public key of that node. This
layered approach means that every mix node can only
decrypt its specific layer, revealing just enough infor-
mation to forward the message without uncovering
its entire content.

3.3 P2P Mixnet and Route Selection
3.3.1 P2P Mixnet Architecture

In this protocol, the network is structured as a P2P
mixnet. Each node within the network is capable
of simultaneously functioning as a sender, receiver,
and mix node. This design is essential because it en-
sures that the node through which a message enters
or exits is not necessarily the original sender or the
ultimate recipient. Such a configuration creates an
environment where message flows are indistinguish-
able from one another, greatly complicating efforts
by an adversary to correlate traffic patterns. The
P2P architecture therefore plays a crucial role in en-
hancing anonymity. Because any node may originate,
terminate, or merely relay a message, an adversary
cannot reliably determine whether traffic entering or
leaving a node began or ended there. That ambiguity
significantly hinders traffic analysis efforts.

3.3.2 Sender-Determined Routing

An important feature of the protocol is that the sender
selects the entire route that the message will traverse
through the network. By choosing the complete se-
quence of mix nodes in advance, only the sender has
knowledge of the final recipient’s address. This con-
trasts with other designs where each mix node might
determine the next hop. In those cases, intermediate
nodes would eventually need to know the final recipi-
ent’s identity, potentially aiding an adversary if any
of those nodes are compromised. By keeping the re-
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cipient’s address hidden from all mix nodes except
for the last one, the protocol minimizes the risk of
targeted surveillance or collusion among mix nodes.
It should be noted that the last mix node knows the
address of the final recipient but does not know that
it is the final recipient due to padding and encryption.
The sender selects the route based on trust and repu-
tation, leveraging a Distributed Hash Table (DHT)
[24] and real-time updates via gossip protocols [25] to
choose reliable and diverse nodes, further enhancing
security against collusion and targeted attacks.

3.3.3 Enhanced Security through Layered
Anonymity

Although the receiver and sender are aware of each
other’s identities in end-to-end communication, the
use of a P2P mixnet introduces multiple layers of
anonymity during the message’s transit. This implies
that even if an eavesdropper monitors the network’s
entry or exit points, it remains unlikely they can asso-
ciate a message with its actual sender or receiver, as
the message is obscured by being mixed with traffic
from other nodes. The additional encryption layers
not only protect the message content, but also ob-
scure the communication endpoints, providing robust
defense against traffic analysis.

3.4 Security and Practical Considerations
3.4.1 Confidentiality and Integrity

By combining the capabilities of Kyber with
Dilithium, the protocol provides end-to-end secu-
rity. The receiver can verify the authenticity of the
message and be confident that the secret has not
been tampered with, while any intercepted message
remains indecipherable without the appropriate
decryption keys.

3.4.2 Resistance to Collusion and Traffic
Analysis

The sender-determined routing reduces the risk of
collusion among mix nodes because no single node
or group of nodes can piece together the full commu-
nication path, unless they control the entire route.
Additionally, the P2P structure makes it challenging
for an adversary to perform effective traffic analysis,
even when monitoring final links. To further resist
traffic analysis, the protocol incorporates a sophisti-
cated padding mechanism. All messages transmitted
over the network are padded to a fixed size denoted
by MSG_SIZE, preventing adversaries, specifically ex-
ternal observers from correlating messages based on
their lengths. Additionally, a specific padding strat-
egy is applied to the message payload intended for
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Bob to ensure that the last mix node cannot deduce
whether it is forwarding the message to another mix
node or to the final recipient, thereby protecting the
recipient’s identity. This strategy adjusts padding
based on the secret size relative to a typical mix node
layer denoted by Lpix which is explained in more
detail in Section 4.1.2.

Furthermore, timestamps are included in both the
message content and the padding layers to prevent
replay attacks, ensuring that each message is fresh
and cannot be reused by an adversary. Moreover, the
protocol utilizes dummy messages, encrypted and
padded similarly to real messages, to create additional
cover traffic. These dummies are injected by mix
nodes and sent to random nodes, making it harder
for an adversary to distinguish real communication
patterns from noise. Mix nodes process messages in
batches by collecting them over a defined time interval
and shuffling them before forwarding. This batching
and shuffling disrupt temporal correlations, thereby
hindering an adversary’s ability to associate incoming
and outgoing messages based on their sequence or
timing characteristics.

3.4.3 Scalability and Resource Management

Although the proposed design introduces increased
computational and bandwidth overhead, it remains
an attractive solution due to the security and privacy
benefits, since nodes handle both their own traffic
and relayed messages. Effective load balancing and
efficient cryptographic implementations are essential
to maintain network performance, especially under
heavy traffic conditions.

3.4.4 Robustness Against Powerful
Adversaries

The protocol is designed to withstand attacks from
powerful adversaries, including those with global vis-
ibility of the network and control over a subset of
nodes. Through the combination of cryptographic pro-
tections, traffic obfuscation, and careful route selec-
tion, the protocol ensures that even such adversaries
cannot reliably trace messages or identify communi-
cating parties.

3.5 5-Node Setup Example

Consider a P2P mixnet with numerous nodes, among
which we focus on five: Alice, MixNode 1 (M1), MixN-
ode 2 (M2), MixNode 3 (M3), and Bob. Alice selects
a route for her message: Alice - M1 — M2 — M3
— Bob, as shown in Figure 1. Figure 2 illustrates
onion routing mechanism of the QuMixnet protocol.
Alice’s message to Bob is wrapped in multiple encryp-

. : Other nodes
’ ,,,,,,, : Other connections
/
/

Figure 1. 5-Node Setup Example

tion layers: Orange for M1, green for M2, blue for
M3, red for Bob, and a yellow padding layer for stan-
dardization of the message size to MSG_SIZE. As the
message travels through M1, M2, and M3, each node
peels off its outer layer and adds new padding, en-
suring anonymity and security by fixing the message
size through the network. When it reaches Bob, only
the core message remains, which is then decrypted
by Bob.

4 Protocol Workflow

This section describes the QuMixnet protocol, de-
tailing the steps for Alice to send a secret to Bob
over a P2P mixnet with post-quantum security. The
protocol uses CRYSTALS-Dilithium for signatures,
CRYSTALS-Kyber for key encapsulation, onion rout-
ing, message padding, dummy traffic, and batch pro-
cessing to ensure anonymity, confidentiality, and re-
sistance to traffic analysis.

4.1 Alice’s Operations
4.1.1 Message Preparation and Signing

Alice initiates the process by preparing a message that
contains the secret she wants to send to Bob. This
message includes the secret itself, her unique identi-
fier such as hash of a public key or network address,
Bob’s unique identifier, and a timestamp to ensure
the message’s freshness and prevent replay attacks.

ISeﬂur@
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M1 Onion layer M2 Onion layer M3 Onion layer Padded and encrypted message for Bob

Alice mmp = /11

V am
V o
A

Figure 2. 5-Node onion routing mechanism

To guarantee that the message comes from her and
has not been tampered with, Alice signs it using her
CRYSTALS-Dilithium private key, producing a signa-
ture that Bob can later verify with her corresponding
public key. The process is detailed in Pseudocode 1.

Pseudocode 1 Message Preparation and Signing

1: function PREPAREMESSAGE& SIGN (secret,
ID 4, IDp, SKpii,a)

2 T + CurrentTime()

3 M + (secret,ID4,IDp,T)

4 o4 < Signp;(SKpi,a, M)

5: M+ (M,o4)

6 return M’

7: end function

4.1.2 Encryption Process for Bob

The combination of the message and its signature
forms the initial payload. To protect this payload
from eavesdroppers, Alice encrypts it for Bob. She
uses Bob’s CRYSTALS-Kyber public key to gener-
ate a symmetric key and an encapsulation ciphertext
through the Kyber encapsulation process. Before en-
crypting the payload M’ = (M, o 4) for Bob, Alice ap-
plies a padding strategy to prevent adversaries from
deducing information based on message length. The
padding depends on the size of the secret within M. If
the secret size is smaller than or equal to L,ix, where
Lix is the sum of the sizes of the nonce, encapsula-
tion ciphertext, address, and symmetric encryption
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tag for a typical mix node layer, Alice randomly se-
lects a size for padded M’ within the range of Ly
and the maximum allowed by the fixed message size
MSG_SIZE. If the secret size exceeds Ly, the size
for padded M’ is randomly chosen between 0 and the
maximum possible value constrained by MSG_SIZE.
This approach prevents the last mix node from deduc-
ing whether it forwards to another mix node or the
final recipient based on size, thus safeguarding the
communication path’s confidentiality. She then en-
crypts the padded payload with a symmetric cipher,
such as AES-GCM, using the symmetric key and a
random nonce, producing a ciphertext that only Bob
can decrypt with his Kyber private key. Pseudocode 2
outlines the encryption procedure intended for Bob.

4.1.3 Onion Routing

Alice prepares the message for routing through the
mixnet using onion encryption. She selects a sequence
of mix nodes based on factors like trust and network
topology. Starting with the last mix node, Alice en-
crypts the ciphertext intended for Bob, along with
Bob’s address, using the last mix node’s Kyber public
key to generate a symmetric key and encapsulation ci-
phertext. She then works backward, encrypting each
subsequent layer with the public key of the preceding
mix node, embedding the address of the next node in
each layer. This creates a nested, onion-like structure
where each mix node can only decrypt its own layer
to reveal the next hop, ensuring that no single node
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Pseudocode 2 Encryption for Bob

1: function ENCRYPTFORBOB(M', PKxkyber, B,
Lix, MSG_SIZE)
2: Siz€secret — SizeOf(secret in M)
if sizegocret < Lmix then
: pad'size <+ Random(Lpix +
SizeOf(M"), max allowed by MSG_SIZE)
5: else
: pad’size —
Random(SizeOf(M’), max allowed by MSG_SIZE)
7 end if
8: padded M’ « Pad(M’, pad’size)

9: (Ksym,msg,Ba CK,msg,B) —
Kyber_Encaps(PKkyber,B)

10: noNCemsg, g < RandomNonce()

11: Csym msg,B SymEnchf:mggl; (padded M)

12: C’B — (CK,msg,Ba NONCEmsg, B, C’sym,msg,B)

13: return Cp

14: end function

knows the full path from Alice to Bob.

To transmit the message through the network, Alice
adds an additional padding layer for the first mix
node. This layer includes a flag indicating that it is a
real message as opposed to a dummy, a timestamp,
and the onion-encrypted ciphertext. She pads this
payload to a fixed size to maintain uniformity across
all messages in the network, then encrypts it with the
first mix node’s Kyber public key using the same en-
cryption approach. This padded and encrypted mes-
sage is sent to the first mix node, marking the begin-
ning of its journey through the network. The mech-
anism is algorithmically described in Pseudocode 3.
Each mix node performs a similar padding and en-
cryption operation, as detailed in Section 4.2.1.

4.2 Mix Nodes’ Operations
4.2.1 Processing at Each Mix Node

Each mix node in the sequence processes incoming
messages in batches to further obscure their origins
and destinations. Upon receiving a message, a mix
node decrypts the padding layer using its Kyber pri-
vate key, checks the timestamp to discard expired or
replayed messages, and determines whether it is a
real message or a dummy based on the flag. For real
messages, the node decrypts the onion layer to un-
cover the ciphertext for the next hop and its address.
The node then shuffles the batch of messages it has
collected over a time interval to disrupt any timing
correlations, re-encrypts each real message with a new
padding layer for the next hop, and forwards them
accordingly. To maintain consistent traffic patterns
and confuse adversaries, the node also generates and
sends dummy messages to random nodes or selected

Pseudocode 3 Onion Routing

1: function ONIONROUTING(Cp, Addrp,
{N1,....,Npn}, {PKkyber,n, }» PAYLOAD_SIZE,

MSG _SIZE)
2: Cn, —
EncryptOnionLayer(Cp, Addrg, PKkyber N, )
3: for i =n — 1 downto 1 do
4: CNi —
EncryptOnionLayer(Cy,, ,, Addry,. ,, PKkyber,n;)
5: end for
6: flag < 0
7: Tpad, N,  CurrentTime()
8: Payload « (flag, Tpad,n,, Cny )
9: Payload + Pad(Payload, PAYLOAD_SIZE)
10: (Ksym,pad,NU CK7pad7N1) —
Kyber_Encaps(PKkyber, v, )
11: noncepaq,n, < RandomNonce()
12: Csym pad,N, SymEncrll(or;ze‘;:le (Payload)
13: Mpad, N, —

(CK,pad,Nl , NONCEpad, Ny » C’sym,pad,Nl )
14 if SizeOf(Mpaq,n,) = MSG_SIZE then

15: Send(Mpad,Nl, AddI’Nl)
16: else

17: error ”incorrect size”
18: end if

19: end function
20: function ENCRYPTONIONLAYER(X, Addryext,
PKKyber,Ni>

21: (Ksym,onion,N,i 5 CK,onion,Ni) —
Kyber_Encaps(PKkyber v, )
22: NONCEopion,N; ¢ RandomNonce()
23: C’sym onion,N; <~
honceonion,Ni
SymEnCKsyln onion, N; (X’ Addrne}(t)
24: return

(CK,onion,Ni » NONCEonion, N, » Csym,onion,Ni)
25: end function

nodes based on a specific strategy in the network af-
ter shuffling. Note that these dummy messages are
padded and encrypted payloads with a dummy flag.
Pseudocode 4 provides a detailed algorithm for the
operations performed by each mix node N;.

Note: Among the real messages being sent to the
next hop, some could originate from the mix node it-
self. However, since Pseudocode 4 focuses on the role
of the mix node, this aspect has not been included.

4.2.2 Final Delivery to Bob

The last mix node processes its batch similarly and
forwards the message to Bob. The process is detailed
in Pseudocode 5. Note that this mix node functions
similarly to the other mix nodes. However, the focus
here is on its role as the last mix node.
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Pseudocode 4 Processing at Mix Node N;

1:

10:
11:
12:
13:
14:
15:
16:
17:
18:

19:

20:

21:
22:

23:

24:
25:

26:

27:
28:
29:
30:
31:
32:

33:

34:

function PROCESSMIXNODE({Mpaa},
SKkyber,n;;, MIN.BATCH, PAYLOAD_SIZE,
MSG_SIZE)
messages +—
CollectMessagesOverTime({ Mpaq})
real'msgs < [ ]
for each Mp.q =
(Ck pad, noncepad, Csym pad) in messages do
Ksym,pad,Ni —
Kyber_Decaps(Ck pad, SKkyber, N, )
(ﬂag, Tpad,Ni , data) —
SymDecZ?ii‘;:Ni (Csym,pad)
if Tpad,n, is expired then
discard Mp,q
end if
if flag =1 then
discard M.q
else
Ch, + data
real'msgs.append(Cly;,)
end if
end for
out'msgs < [ ]
for each Cl; =
(CK,onion,Nj , NONCConion,N; 5 Osym,onion,N,y) in
real'msgs do
Ksym,onion,Ni —
Kyber—DecapS(CK,onion,Ni ) SKKyber,Ni)
(X, Addrpext) <
SymDeCI]l(O:(;ezzllzzzz (Csym,onion,Ni )
Payload + (0, CurrentTime(), X)
Payload —
Pad(Payload, PAYLOAD _SIZE)
(Ksym,pad,NH_l 3 CK,pad,N,;_H) —
Kyber_Encaps(PKkyber,next)
noncepad,n,,, < RandomNonce()
Copmpnd N1~
SymEnc Kymz:i];::ll (Payload)
Mpad,N,_H <~
(CK,pad,Ni+1 ) noncepad,NiJrl 9 Csym,pad,Ni+1)
out msgs.append((Mpad, N, » Addryext))
end for
R + |real'msgs|
for j =1 to max(0, MIN_.BATCH — R) do
N; + SelectRandomNode()
Payload —

(1, CurrentTime(), RandomBytes(typical onion size))

Payload —
Pad(Payload, PAYLOAD _SIZE)
(Ksym,pad,NijK,pad,Nj) —
Kyber_Encaps(PKkyber, v, )

Pseudocode 4 Processing at Mix Node N; (Con-

tinued)
35: noNCepad,N; RandomNonce()
36: Csym,pad,Nj <~

37:

38:
39:
40:
41:
42:
43:
44:
45:
46:
47:
48:

NoNCepad, N

SymEncy "7 (Payload)

Mpad,dummy —
(CK,pad,Nj , NONCEpad, N, CVsym,pad,Nj )
out 'msgs.append((Mpad,dummy, Addry;))
end for
out'msgs <— Shuffle(out msgs)
for each (Mpaq, Addr) in out'msgs do
if SizeOf(Mpaq) = MSG_SIZE then
Send(Mpaq, Addr)
else
error ”incorrect size”
end if
end for
end function

J
d,N;

Pseudocode 5 Final Delivery to Bob
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1:

10:

11:

12:
13:
14:

15:
16:
17:

19:
20:
21:
22:
23:

function DELIVERTOBOB(Mpaq, v,
SKkyber. N, » PKkyber.5, PAYLOAD_SIZE,
MSG _SIZE)
(CK,pad; NONCEpad, C’sym,pad) — Mpad,Nn
Ksym,pad,Nn <~

Kyber_Decaps(Ck, pad; SKkyber, N, )

(flag, Tpaa, N, , data)
Nnoncep,,

SymDecy [ P ., (Coym.pad)

if Thaa,n, is expired or flag =1 then

discard Mpaq, N,

end if

Cy, < data

(CK,onion,Nn , NONCEConion, N, 5 Csym,onion,Nn) —
Cn,
Ksym,onion,Nn —
Kyber—DecapS(CK,onion,Nn ’ SI{Kyber,N71 )

(CB, AddIB) —
SymDec ™ % (Coym omion, N, )

Payload < (0, CurrentTime(),Cp)

Payload + Pad(Payload, PAYLOAD_SIZE)

(Ksym,pad,Ba CK,pad,B) —
Kyber_Encaps(PKkyber,B)

noncepaq, g < RandomNonce()

noncepad, B
C’sym,pad,B — SymEnCKSyIn,pad,B (Payload)

Mpad,B <~ (OK,pad,Ba NOoNCepad,B, C(sym,pa,d,B)
if SizeOf(Mpaq 5) = MSG_SIZE then
Send(Mpad,B, AddI‘B)
else
error "incorrect size”

end if
end function
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4.3 Bob’s Operations
4.3.1 Reception and Decryption by Bob

Bob receives the message, decrypts the padding layer
with his Kyber private key, and checks the times-
tamp to ensure it is valid. He then decrypts the inner
ciphertext using his Kyber private key to retrieve
the symmetric key, which he uses to decrypt the
padded payload and recover Alice’s original message
and signature. Bob verifies the signature with Alice’s
Dilithium public key, confirms the timestamp and
identifiers match the expected values, and accepts
the secret if all checks pass. Pseudocode 6 outlines
the procedure Bob follows to decrypt and verify the
received message.

Pseudocode 6 Reception and Decryption by Bob

1: function DECRYPTBYBOB(Mpad, B, SKkyber, B,
PKpil 4, IDp)
(CK,pad,Ba Nnoncepad,B; CYs.ym,paud,B) — Mpad,B
3: Ksym,pad,B —
Kyber_Decaps(Ck pad, B, SKkyber,B)
(flag, Tpaa,5,data) <
Sychc}Zjij‘:j’g (Csym,pad, B)
if Tphaa,B is expired or flag = 1 then
discard M.q,B
end if
Cp + data
(CK,msg,B7 NONCEemsg, B Csym,msg,B) < C(B
10: Ksym,msg,B —
Kyber_Decaps(Ck msg, B, SKkyber, B)
11: padded M’ « SymDec?&rylifﬂ‘zii (Csym,msg,B)
12: M’ + RemovePadding(padded M")
13: (M,04) < M’
14: (secret, ID 4, ID’;, T) < M
15: if T is expired then

»

=

16: reject M

17: end if

18: if Verifyp;(PKpi,a, M, 04) # True then
19: reject M

20: end if

21: if ID’; # IDp then

22: reject M

23: end if

24: return (secret,IDy4)

25: end function

5 Security

In this section, we rigorously analyze the security
properties of QuMixnet, establishing its resilience
against quantum-capable adversaries through for-
mal models and proofs. We begin by defining the
adversary model, which assumes a powerful attacker
with global network visibility, control over a frac-
tion of nodes, and access to quantum computing

resources. Subsequently, we introduce a series of
security games that capture key anonymity and
privacy guarantees, including sender and receiver
anonymity, communication anonymity, confidential-
ity, and integrity. Our analysis demonstrates that
QuMixnet achieves negligible adversary advantages
under standard post-quantum cryptographic assump-
tions, leveraging the IND-CCA2 (Indistinguishability
under Adaptive Chosen-Ciphertext Attack) security
of CRYSTALS-Kyber and also the AEAD (Authen-
ticated Encryption with Associated Data) security
of symmetric cipher, plus the sEUF-CMA (Strongly
Existential Unforgeability under Chosen Message
Attack) security of CRYSTALS-Dilithium.

5.1 Adversary Model
The adversary A has:

e Full network visibility, observing all traffic.

e Control over a fraction f < 1 of |N| nodes
(IC|=f-IND).

e Quantum capabilities, bounded by the post-
quantum security of Kyber, the symmetric ci-
pher, and Dilithium.

The protocol uses onion routing, message padding
(pad to MSG_SIZE), batching (MIN_BATCH = B), shuf-
fling, and dummy messages. Security parameters are
as follows:

® ckyber: Advantage in breaking Kyber’s IND-
CCA2 security.

® esym: Advantage in breaking the symmetric ci-
pher’s AEAD security.

® cDilithium: Advantage in forging a Dilithium sig-
nature.

All these advantages are negligible in the security
parameter \.

5.2 Security Games

We define five games, measuring the adversary’s ad-
vantage relative to random guessing.

5.2.1 Game 1: Sender Anonymity

Goal: A identifies the sender of a message to a known
receiver.

Setup:

(1) The challenger C initializes the P2P mixnet with
|N| nodes.

(2) A selects corrupted nodes C' C N, |C|= f - |N]|.

(3) C picks two honest senders Sy, S; € N\ C and
a receiver R € N \ C, informing A.

(4) C flips a bit b € {0,1}, and S, sends a message

to R via n mix nodes.
@



(5) A observes traffic and guesses b’ € {0,1}.
Adversary’s Goal: Correctly guess b.

Advantage:

1

Advfgnder—anon — PI‘[b/ _ b] _ ’

2

5.2.2 Game 2: Receiver Anonymity

Goal: A identifies the receiver of a message from a
known sender.

Setup:

(1) C initializes the network.
(2) A selects C C N.

(3) C picks a sender S € N \ C and two honest
receivers Ry, Ry € N \ C, informing A.

(4) C flips a bit b € {0,1}, and S sends a message
to Ry via n mix nodes.

(5) A observes traffic and guesses b’ € {0,1}.
Adversary’s Goal: Correctly guess b.
Advantage:

receiver-anon __
AdVA =

1
Pr[t =b] — ‘

2
5.2.3 Game 3: Communication Anonymity

Goal: A determines if a specific sender-receiver pair
communicates.

Setup:

(1) C initializes the network.
(2) A selects C C N.

(3) C picks two honest pairs (So, Rg) and (51, R1)
in N\ C, informing A.

(4) C flips a bit b € {0,1}, and S, sends a message
to Ry via n mix nodes.
(5) A observes traffic and guesses b’ € {0,1}.
Adversary’s Goal: Correctly guess b.
Advantage:
1

Advepranen = ‘Pr[b' =0 — 2‘

5.2.4 Game 4: Confidentiality

Goal: A learns the content of a message.
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Setup:

(1) C initializes the network.
(2) A selects C C N.
(3) Cpicks S,Re N\ C.

(4) A submits two equal-length messages mq, m;
to C.

(5) C flips a bit b € {0,1}, and S sends my, to R
via n mix nodes.

(6) A observes traffic and guesses b’ € {0, 1}.

Adversary’s Goal: Correctly guess b.

Advantage:

Advee™ = [Pr[t) = b] — =

2

|

5.2.5 Game 5: Integrity
Goal: A tampers with a message undetected.
Setup:

(1) C initializes the network.
(2) A selects C C N.
(3) C picks S,Re N\ C.

(4) S sends a message m to R via n mix nodes,
signed with Dilithium.

(5) A may modify messages at corrupted nodes,
producing m/.

(6) R outputs m/’ if the signature verifies, or L if
invalid.

Adversary’s Goal: Produce m’ # m such that R
accepts m’ #£L.

Advantage:
Adv = Pr[m’ #mAm/ #1]

5.3 Security Analysis

We analyze QuMixnet’s security assuming a suffi-
ciently large network and honest node batching, we
quantify adversary advantages in security games.

5.3.1 Assumptions

We make the following assumptions:

e Kyber is IND-CCA2 secure (ekyber < 27N,
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e The symmetric cipher is AEAD secure (€gym <
271).

e Dilithium is sEUF-CMA secure (epilithium <
27M).

e |N|is large, f < 1, n ensures f™ <27

e mix nodes process batches > B, with shuffling
and dummies.

5.3.2 Game 1: Sender Anonymity

Analysis: A succeeds if they control all n mix nodes
with probability Pr[E] = f™ or break Kyber or the
symmetric cipher to infer the sender. Breaking either
suffices for A to succeed, so the probability is % +
€Kyber + €sym -

1
Pr[t/ =b] < f*-1+(1— f")- (2 + €Kyber + esym>

!
)

sender-anon 1 n n
AdvA d S §f + (1 - f )(EKyber + 6sym)

1
+ §fn + (1 - fn)(eKyber + 6syrn)

1
A ] sender-
sender-anon < 2fﬂ € yber €sy ,
which is negligible since f", €Kyber, €sym < 2 A

5.3.3 Game 2: Receiver Anonymity

Analysis: Similar to Game 1, A needs to control all
n nodes or break Kyber or the symmetric cipher.
; 1
Advfzcelver-anon S §f7L + EKyber + esym,
which is negligible.

5.3.4 Game 3: Communication Anonymity

Analysis: A succeeds if all n nodes are compromised
or Kyber or the symmetric cipher is broken.

1
Advi(\)m_anon S ifn + 6Kybcr + 6syma
which is negligible.

5.3.5 Game 4: Confidentiality

Analysis: A must break Kyber or the symmetric
cipher to distinguish mg from m;.

conf
AdV_A < €Kyber + €sym)

which is negligible.

5.3.6 Game 5: Integrity

Analysis: A must forge a Dilithium signature.

int
AdVA < €Dilithium

which is negligible.
6 Conclusion

QuMixnet represents a significant advancement in
the field of anonymous communication protocols
by addressing the vulnerabilities posed by quantum
algorithms. Through the integration of post-quantum
cryptographic primitives, specifically CRYSTALS-
Dilithium for digital signatures and CRYSTALS-
Kyber for key encapsulation, QuMixnet ensures
long-term security and resilience against quantum-
based attacks. Its P2P architecture, where every
node can function as a sender, receiver, or mix node,
not only enhances scalability and flexibility, but also
strengthens anonymity by obscuring the roles of
participants and thwarting traffic analysis. Sophisti-
cated traffic obfuscation techniques of the protocol,
including message padding, dummy messages, and
batch processing, further strengthen its security
against adversarial attempts to trace message routing
or identify communication patterns. As quantum
computing capabilities continue to evolve, protocols
like QuMixnet are essential for safeguarding privacy
and security in digital communications, ensuring that
anonymous systems remain robust and reliable in
the face of emerging threats.
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