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A B S T R A C T

Online social media is integral to human life, facilitating messaging, information

sharing, and confidential communication while preserving privacy. Platforms

like Twitter, Instagram, and Facebook exemplify this phenomenon. However,

users face challenges due to network anomalies, often stemming from malicious

activities such as identity theft for financial gain or harm. This paper proposes

a novel method using user similarity measures and the Generative Adversarial

Network (GAN) algorithm to identify anomalies (fake nodes) in user accounts in

a large-scale social network while handling imbalanced data issues. Despite the

problem’s complexity, the method achieves an AUC score of 80% in classifying

and detecting fake accounts. Notably, the study builds on previous research,

highlighting advancements and insights into the evolving landscape of anomaly

detection in online social networks. The findings of this study contribute to

ongoing advancements in fake account detection and offer a promising solution

for securing online spaces against fraudulent activities and anomalies in social

networks.

© 2026 ISC. All rights reserved.

1 Introduction

The term social media refers to computer-based
technology that facilitates the sharing of ideas,

thoughts, and information through networks and vir-
tual communities [1].Social media relies on the inter-
net to enable people’s communication and provides
users with the ability to share content as fast as pos-
sible. Users can engage with social media through
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computers, tablets, smartphones, web-based software,
or applications. As of October 2021, the use of social
media has become widespread,with more than 3.8 bil-
lion users worldwide [2]. However, the widespread us-
age of social media has also led to its improper use by
some profit-seeking and hostile individuals [3]. They
attempt to violate the privacy of real users by creat-
ing fake accounts that do not belong to ordinary in-
dividuals. Fake accounts can be created for purposes
such as humor, fraud, or spreading misinformation,
all of which can disrupt individuals’ daily lives. To
prevent such incidents, researchers have developed
several approaches to detect fake accounts [4].

Most methods and approaches used to identify
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fake accounts have been either user-level or graph-
based [5, 6]. The difference between these two ap-
proaches is that user-level methods focus on activities
within a single node, while graph-based methods an-
alyze activities and connections between nodes. In
both methods, a classifier is trained on data to iden-
tify fake users. [7] However, these procedures may not
be effective in high-level attacks, such as when a fake
user account invades privacy or fakes someone’s iden-
tification using a social engineering attack. In some
recent studies, a small number of fake users were in-
correctly identified as normal due to the limited num-
ber of fake nodes in the dataset, leading researchers
to question the validity of the learning process. To
address this issue, some studies have used resampling
and the Synthetic Minority Over-Sampling Technique
(SMOTE) method, which has a high error rate based
on their performance [8].

The proposed method integrates user-level and
graph-based techniques to enhance the effectiveness
of detecting fake accounts on social networks in three
ways: (1) the method uses similarity criteria to iden-
tify connections between accounts that are more likely
to be real, therefore using those connections to help
identify fake accounts [9]. Essentially, the method
learns information about fake connections through
repetitive training to better identify accounts that
seem to be similar to real connections. (2) The data
was formatted as a table in the Excel application,
with 1,000,000 data points separated by predefined
methods in Excel. Feature extraction methods such
as PCA (Principal Component Analysis) were em-
ployed to address the high dispersion of crucial fea-
tures in a matrix, thereby reducing the number of
variables. This matters because when too many vari-
ables are included, the model can become overfit to
the data, which means it may work well on the train-
ing data but not generalize well to test data or new
data. (3) The method uses deep learning algorithms
(e.g., GAN) to handle large amounts of data. Deep
learning is a powerful technique that can help identify
complex patterns in data, which can be particularly
useful when dealing with large and complex datasets
like social networks [10]. By using deep learning, the
method can better identify fake accounts, even when
they are very similar to real ones. In this proposed
method, the social network was a graph mapped into
a matrix, where each node represented a user and
edges expressed connections between users. Activities
of accounts and connections with other nodes were
learned through criteria and measures such as com-
mon friends, total friends, Jaccard measure, cosine
measure, and other criteria of a node. The Princi-
pal Component Analysis (PCA) algorithm was used
for feature extraction. The GAN algorithm checked

connections between nodes and achieved high accu-
racy in detecting fake user accounts. Details of the
dataset used are presented in the Evaluation section
in Table 2.

The remaining sections of this paper are arranged
as follows: The related work is presented in Section 2.
Concepts are discussed in Section 3. Section 4 out-
lines the study’s methodology. The evaluation and
performance results on the dataset are described in
Section 5. Section 6 presents the conclusions and fu-
ture work.

2 Related Work

Many studies have looked into the problem of spotting
fake accounts in online social networks. They have
used different methods, including graph-based tech-
niques, user-profile analysis, and machine learning.
This section highlights the most relevant approaches
and their limitations. It aims to position our proposed
method within the current research landscape.

Yousefi et al. [11] develop a method for detecting
profile cloning on social media by mapping the social
network into a graph and calculating the resemblance
between selected profiles and standard profiles. They
also presented a user-based detection method that
extracts information from profiles to search for similar
profiles and classifies suspicious identities as fake if
they meet specific criteria. Two detection methods
were proposed and evaluated using an offline dataset
of Facebook users and their attributes. A set of fake
identities was assumed and added to the dataset for
testing purposes. Results show that the new approach
outperforms previous approaches in detecting fake
profiles accurately, with a higher true positive (TP)
rate and a lower false positive rate.

Najari et al. [12] introduce the study ”Adversarial
Botometer”, an adversarial framework for social bot
detection, focusing on the interaction between bots
and bot detectors. Unlike traditional models, which
rely on static datasets, this paper models the detec-
tion process as a dynamic game between a bot and
its detector. Using Generative Adversarial Networks
(GAN), the study simulates a tug-of-war. In this dy-
namic game, the bot generates deceptive examples to
confuse the detector, while the detector attempts to
distinguish real from fake content. The paper evalu-
ates various bot detection scenarios, demonstrating
how adversarial training can enhance detection mod-
els’ robustness against evolving deceptive tactics in
social media environments. This approach is partic-
ularly relevant in the context of detecting advanced
social bots that mimic human behavior, a challenge
addressed through adversarial training and synthetic
attack generation.

ISeCure



January 2026, Volume 18, Number 1 (pp. 35–47) 37

Lee et al. [13] propose a new scheme to identify
malicious accounts on Twitter. The proposed scheme
clustered accounts based on similar characteristics
and then classified the clusters as normal or suspi-
cious. The evaluation results showed that the pro-
posed scheme performed well in terms of clustering
and classification. This was because the accounts ex-
hibited similar characteristics; however, the perfor-
mance of the method deteriorated when the similari-
ties were too close to one another.

Afterward, Yang [14] presents two innovations for
detecting fake accounts in social networks. Firstly,
real-time data on the behavior of fake accounts was
used to create a similarity-based real-time detector.
The second innovation of this article is the topological
description of the graph of fake accounts on a social
network. They showed that a threshold-based clas-
sifier with reasonable computational efficiency can
capture up to 99% of fake accounts with minimal
false positives and false negatives. One of the issues in
this method was the threshold, which in some cases
caused difficulties in finding fake accounts.

Zhou et al. [15] present an enhanced oversampling
technique for imbalanced classification tasks, using
a conditional GAN (CGAN) with Wasserstein dis-
tance to mitigate issues such as gradient vanishing
and mode collapse. It addresses noise and boundary-
blurring problems in generated minority class samples
by integrating K-means and K-nearest neighbor al-
gorithms. Experimental results on multiple datasets
demonstrate significant improvements in evaluation
metrics like Recall, F1-score, G-mean, and AUC, sur-
passing traditional methods such as SMOTE and
ADASYN. The method’s ability to generate high-
quality minority samples makes it effective in improv-
ing classifier performance on imbalanced datasets.

Liu et al. [16] this paper addresses the challenge
of anomaly detection in imbalanced data streams
with concept drift. It proposes an ensemble learning
method that integrates GAN-based oversampling,
stacking ensemble classifiers, and a consistency check
module. By incorporating double encoders into
the GAN and leveraging Wasserstein distance, the
method improves the quality of generated samples.
Experimental results show that the method outper-
forms traditional approaches in terms of detection
accuracy and robustness against noise, especially
in dynamic environments with concept drift. The
method demonstrates significant advantages in han-
dling both imbalanced data and concept drift.

Mohammadrezaei et al. [8] use three algorithms:
support vector machine (SVM), logistic regression,
and Gaussian SVM to identify fake user accounts. By
comparing these three models, they concluded that

the Gaussian SVM model was superior to the other
two with an accuracy of 97.6%. The dataset had 10
fake nodes, and SMOTE was used to balance the
minority class, but it had a significant error rate. This
model was also weak when dealing with big data.

Yuan et al. [17] have an imbalanced dataset in
which one group of classes had fewer samples. In
order to ensure unbiased classification, it is neces-
sary to have classes in almost the same proportion.
Therefore, they proposed a deep adversarial insider
threat detection (DAITD) framework using Genera-
tive Adversarial Networks (GAN) to simulate proper
anomalous behavior diffusion and address the issue
of imbalanced data.

Sahoo et al. [18] present an automatic method
for detecting fake news in the Chrome environment,
which can detect fake news on Facebook. In particu-
lar, they employed deep learning to analyze the ac-
count’s behavior by utilizing a variety of features, in-
cluding some news content features. They compiled a
raw dataset from multiple user posts to identify fake
news on Facebook. These data were both relevant
and irrelevant, based on the chosen features. They
used both machine learning algorithms (KNN, SVM,
Logistic Regression) and deep learning (LSTM) for
news detection.

Putra Wanda et al. [19] also propose a model to
train extensive features with a dynamic deep-learning
architecture and classify malicious vertices using node-
link information. They presented a function known as
WalkPool pooling to improve network performance
and construct dynamic deep learning. Throughout
the training process, the convolutional layer aimed to
compute feature extraction, specifically linking infor-
mation features. WalkPool pooling was used in this
experiment to achieve maximum accuracy with only a
slight loss in the network architecture training session.
By applying nonlinear computations and reducing pa-
rameters, they constructed a function that achieved
high performance, with an accuracy of 98.04%. How-
ever, this method only works for samples that are not
in the form of a graph.

Shafqat et al. [20] shows a methodology to address
data imbalance in recommendation systems using
hybrid GAN models. The approach involves prepro-
cessing the data, performing statistical and pattern
analysis, and passing it to a hybrid GAN model con-
sisting of a conditional GAN, WGAN-GP, and Pac-
GAN. The conditional GAN architecture helps to
explicitly condition the minority class. At the same
time, the loss function of WGAN-GP and auxiliary
classifier (AC) loss generates samples that belong to
the minority class. The sampled input to the discrim-
inator, as in PacGAN, eliminates model collapse and
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improves performance. During the evaluation phase,
both the quality of the synthetic data and the perfor-
mance of the recommendation system utilizing this
data are assessed. The results demonstrate that the
proposed methodology can effectively address data
imbalance and enhance the recommendation system’s
performance.

Elsewhere, Anuraganand Sharma et al. [21] propose
a novel knowledge transfer-based two-phase oversam-
pling strategy that combines the strengths of SMOTE
and GAN. It addresses issues of class imbalance by
combining SMOTE and the Generative Adversarial
Network (GAN). In a variety of benchmark datasets
that were tested, the experimental results demon-
strate that the sample quality of minority classes has
been improved. On F1-score measurements, its per-
formance outperforms the next-best algorithm by up
to around 94%.

In summary, while earlier studies have made im-
portant efforts in detecting fake accounts using clas-
sifiers, clustering, and sampling methods, many still
struggle with problems like imbalanced datasets, lim-
ited feature extraction, and generalization across plat-
forms. These challenges inspire our approach, which
combines graph-based similarity measures with deep
generative learning (GAN) to enhance detection per-
formance on large-scale social network data.

3 Concepts

Principal Component Analysis (PCA) and the Gen-
erative Adversarial Network (GAN) are the core al-
gorithms utilized in this proposed method. In this
section, the operations of these two algorithms will
be discussed in more detail.

3.1 Principal Component Analysis (PCA)

The PCA method is popular due to its simplicity in
extracting information from complex datasets [22]
and yields the best results when applied to linear alge-
braic applications. It breaks down a multi-dimensional
variable into a set of unrelated components, each of
which is a linear combination of the original vari-
ables. The method is mainly used to analyze the prin-
cipal components, reduce the number of variables,
and find a communication structure among the vari-
ables. However, one of the significant issues in the
PCA method is selecting the number of essential core
components. In this paper, the first twenty columns
with the highest variance are used to achieve better
classification. At this stage, each altered similarity
criterion is passed once through PCA [23, 24]. The
selection of the number of core components is one of
the most significant issues in the PCA method. An
unofficial method selects the total number of high

variations based on the cumulative percentage, with
the highest precision typically considered to be be-
tween 80 and 90 percent. To calculate the number of
principal components or the number of dimensions,
one formal group method is Kaiser’s rule [25], which
uses eigenvalues greater than one.

3.2 Generative Adversarial Network (GAN)

GANs are an effective deep generative technique, con-
sisting of two competing models: discriminator model,
which in this case tries to classify examples as either
real or fake, and the generator model, which is trained
to generate new structures of nodes [26]. In a zero-
sum adversarial game, the two models are trained to-
gether until the discriminator model is tricked about
half of the time, indicating that the generator model
is producing plausible examples. GANs are an ex-
citing and rapidly changing field. In this paper, the
generator’s ability was used to create nodes, while
the discriminator was trained to learn their features.
In other words, we did not utilize the generator dur-
ing the inference phase to generate synthetic data;
instead, we employed it during the training phase to
assist the discriminator in enhancing its fake detec-
tion capabilities.

The steps involved in this method are demonstrated
in Figure 1. We used a publicly available social net-
work dataset. A subset of 1,000,000 nodes was se-
lected to support the findings of this study: [27],
this tabular dataset contains 5,384,162 users with
16,011,445 links among them. In this paper, 1,000,000
nodes were selected from the data, with almost 10,000
of them being fake. Using a chunking method, the
nodes were mapped into a graph. Using an adjacency
matrix, the graph was converted into a matrix to an-
alyze the relations between each node [28]. To find
relationships between all nodes and achieve better
separation of fake classes, similarity measures were
calculated. These similarity measures are explained
in detail in the following section. Ten similarity mea-
sures were applied to each matrix. Then, by calcu-
lating a node’s own values and extracting diagonal
values—representing the node’s centrality, clustering,
etc.—we captured its structural properties. Addition-
ally, row-wise statistics (mean, max, variance) were
computed to analyze how a node’s neighbors behave.
Furthermore, column-wise influence (sum of interac-
tions) was calculated to measure how much influence
a node has within the matrix. This process reduced
the dimensionality of 10 matrices of size 1,000,000 ×
10 to 10 matrices of size 1,000,000 × 5. Because of
the high dimensionality, all similarity matrices were
passed through the PCA. Using Kaiser’s rule, the ma-
trix dimension was reduced to 20, meaning that the
twenty most important features were retained. Thus,
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a matrix of 1,000,000 * 20 dimensions remained. Af-
terwards, approximately 10,000 fake nodes were split
into training and test sets (70:30 ratio), respectively,
and this ratio was also maintained over multiple test
steps. In the work by [8], SMOTE was used to ad-
dress class imbalance. However, SMOTE generates
synthetic samples based on linear interpolation be-
tween K-nearest neighbors in the minority class. In
our experiments, this method produced samples that
did not accurately represent the structural patterns
of real fake nodes in graph-based data, leading to de-
creased classification performance. GAN solved this
problem by synthesizing fake nodes with the gener-
ator model. The discriminator learned to recognize
fake nodes and distinguish them from other nodes.

4 Proposed Method

4.1 Mapping Social Networks’ Data to
Graph

To analyze the dataset, the data was first converted
into a graph using similarity measures [28]. At this
stage, each user was represented as a node, and each
relation between users was represented as an edge.
Depending on the definition of the relationship in the
social network, the graph could be either directed or
undirected.

Figure 1. Steps of the proposed method

4.2 Calculation of Network Graph
Adjacency Matrix

One million nodes were obtained by merging the
source and destination columns using Excel formulas
such as =UNIQUE(VSTACK(Source:Source, Destina-
tion:Destination)). We will clarify this step in the re-
vised manuscript. For a graph with N users, a square
matrix of size N x N was created [29]. If there was an
edge from vertex i to vertex j, the element in the i-th
row and j-th column, as well as the element in the

j-th row and i-th column, was set to one; otherwise,
it was set to zero.

4.3 Calculation of Different Similarity
Measures Between Nodes

The information obtained from the reviewed papers
led to the conclusion that no single feature by itself
was capable of distinguishing between users in a net-
work. Therefore, several features were used in this
method to increase the accuracy of detecting fake ac-
counts. The purpose of defining similarity measures
was to optimize and improve the quality of features
extracted from the user’s network. As stated in vari-
ous papers, similarity measures were used to reduce
the complexity of graph analysis problems. These
measures are defined in the following paragraph.

Friendship Graph

In the social network, Graph G is defined as a
friendship graph, where nodes may either be di-
rectly connected to specific other nodes or remain
unconnected [29].

FG(v).N = {v} ∪ {n ∈ G.N | n ̸= v,∃ e ∈ G.E, e = ⟨v, n⟩}
(1)

FG(v).E = {⟨v, n′⟩ ∈ G.E| n ∈ FG(v).N} ∪ {⟨n, n′⟩ ∈ G.E|n, n′ ∈ FG(v).N}

(2)

Common Friends

All vertices that are at a distance of 2 from both
nodes are common friends of those two nodes [30].
FG(v).N represents the set of all nodes (including v
itself) that are directly connected to node v — i.e., its
immediate friends. The concept of ”common friends”
refers to the number of shared neighbors between two
nodes in the graph [31] :

CF (u, v) = |FG(v).N ∩ FG(u).N | (3)

Total Friends

The number of distinct friends between two nodes
is defined as follows: [31]. The term ”total friends”
typically refers to the degree of a node in the graph.

Total Friends(v, u) = |FG(v).N ∪ FG(u).N |
(4)
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Jaccard Similarity

Jaccard coefficient calculates the ratio of mutual
friends of two neighbor nodes to their total friends [30].
The Jaccard similarity is a measure used to quan-
tify the similarity or overlap between two sets of
nodes based on their neighborhood relationships in
the graph.

JaccardF (v, u) =
|FG(u).N∩FG(v).N|
|FG(u).N∪FG(v).N| (5)

Adamic Adar Similarity

This similarity measure was initially used to find
strong connections between web pages and was related
to the number of standard features that two pages
shared. In the link prediction, this common link was
the common neighbor of two vertices. The degree of
similarity between two vertices in this method was
obtained from the following relation. In this relation,
Z was the common neighbor of the 2 vertices U and
V [32]. The Adamic-Adar similarity is a measure used
to quantify the similarity or closeness between two
nodes based on the common neighbors they share in
the graph.

score(v, u) =
∑

z∈Γ(v)∩Γ(u)
1

log|Γ(z)| (6)

Correlation Similarity

This similarity is used to summarize the strength of
the linear relation between two data samples. [33]. It
is more relevant to the similarity between nodes based
on their topological relationships within the graph,
where cov(u, v) is the covariance between vectors u
and v, and σu, σv are the standard deviations of u
and v, respectively.

ru,v = cov(u,v)
σuσv

(7)

Euclidean Similarity

Euclidean similarity (or distance) measures the
straight-line distance between two points in a multi-
dimensional space. In the context of social networks,
each user can be represented as a feature vector
capturing their network behavior or connections. By
computing the Euclidean distance between users, we
can estimate how structurally similar or different
they are. This formula helps identify outliers, such as
fake accounts, whose connectivity patterns deviate
significantly from regular users.

D(x, y) =
√∑n

i=1(xi − yi)2 (8)

Cosine Similarity

The expression cosine(x, y) refers to the cosine simi-
larity between two vectors x and y.

x · y is the dot product of the vectors.

∥x∥ and ∥y∥ are their Euclidean (L2) norms.

The result ranges from –1 (opposite direction) to
+1 (same direction); for non-negative data (e.g., text
frequencies) the range is typically [0,1]. Each node v
in the graph can be represented by a binary feature
vector xv, where each element indicates the presence
(1) or absence (0) of a connection to another node
(friend). For example, the vector dimension equals
the number of nodes N , and

xv,i =

{
1 if node v is connected to node i

0 otherwise

The cosine similarity between nodes v and u is de-
fined as the cosine of the angle between their adja-
cency vectors xv and xu:

cos(v, u) = xv·xu

∥xv∥∥xu∥ = |FG(v).N∩FG(u).N |√
|FG(v).N |×|FG(u).N |

(9)

where FG(v).N and FG(u).N represent the sets of
neighbors of nodes v and u, respectively.

L1 Norm Similarity

In an attribute-less graph dataset, where nodes lack
explicit attributes, a possible interpretation of L1
norm similarity could involve considering the pair-
wise differences in the number of common neighbors
between nodes [34].

L1 norm(v.u) = |FG(v).N∩FG(u).N |
|FG(v).N |.|FG(u).N | (10)

Edge Weight Measure

Edge Weight similarity was first calculated as two
separate features for each of the two vectors [35]. In
an attribute-less graph dataset, an ”edge weight mea-
sure” refers to the quantification or assignment of
weights to the edges of the graph. Edge weights pro-
vide additional information about the relationships
between nodes beyond the presence or absence of con-
nections. Edge weights can be used to convey various
characteristics or attributes associated with the con-
nections in the graph. These weights can represent
factors such as the strength of the relationship, the
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importance of the connection, or the frequency of
interaction between nodes [36].

w(v) = 1√
1+FG(v).N

(11)

w(u) = 1√
1+FG(u).N

(12)

Now, the Edge Weight between two vertices U and
V can be calculated in the following two ways.

Summation of the weights: The weights were equal
to the summation of the two weights of u and v, which
were added together:

W (v, u) = w(v) + w(u) (13)

Coefficient of weights: The coefficient of weights was
defined as the product of the two values:

W (v, u) = w(v) ∗ w(u) (14)

In this section, for each similarity measure, a matrix
with a diagonal of zero will be defined.

4.4 Resampling of Imbalanced Data

To address the computational challenges of process-
ing the full similarity matrices—each originally sized
at 1,000,000×1,000,000 — we applied a dimension-
ality reduction strategy to extract meaningful node-
level features. Each similarity matrix (e.g., Common
Friends, Jaccard, Adamic-Adar) encodes pairwise sim-
ilarity scores between nodes, with rows and columns
representing individual nodes. Processing such large
matrices directly was infeasible, so each was trans-
formed into a more compact feature matrix of size
1,000,000×5. For every node (i.e., row), we extracted
five features: (1) the diagonal value, representing the
node’s own score (e.g., centrality or self-similarity),
(2–4) three row-wise statistics—the mean, maximum,
and variance of similarity scores—capturing how a
node relates to others, and (5) the column-wise sum,
representing total incoming influence or connectivity
from other nodes. As a result, we generated 10 ma-
trices of size 1,000,000 × 5, one for each similarity
measure, and concatenated them into a combined ma-
trix of size 1,000,000×50. This matrix was then pro-
cessed using Principal Component Analysis (PCA)
to reduce dimensionality and eliminate redundancy.
Based on Kaiser’s rule (retaining components with
eigenvalues greater than 1), the first 20 principal com-
ponents were selected, resulting in a final matrix of
size 1,000,000 × 20. This dataset was then split into
training and test sets, with the test data reserved
for evaluation. Notably, the dataset exhibited a high

imbalance, as approximately 90% of instances repre-
sented real users. This imbalance caused the minor-
ity class (fake users) to be treated as outliers during
training. To mitigate this issue, approximately 10,000
fake nodes from the training set were identified and
used to train a GAN model, allowing the network
to generate realistic fake-like samples and improve
classification performance [37, 38].

4.5 Training GAN and Detection of Fake
Accounts

Researchers faced a significant challenge when apply-
ing the Synthetic Minority Oversampling Technique
(SMOTE) to generate synthetic fake nodes. SMOTE
often resulted in a high error rate, as the synthetic
samples it produced failed to capture the structure
and distribution of fake nodes realistically [39]. This
limitation made it unsuitable for our task, where un-
derstanding subtle differences between real and fake
nodes was crucial. To address this, we employed Gen-
erative Adversarial Networks (GANs), which are well-
suited to learning complex data distributions and
generating high-fidelity synthetic data.

The dataset was divided into a training set and
a test set. Within the training set, fake and real
nodes were separated. The GAN model was trained
exclusively on fake nodes to learn their structural
distribution [40]. GANs consist of two competing
neural networks: the generator and the discriminator.
The generator aims to create fake nodes that resemble
actual fake samples, while the discriminator tries to
distinguish between real fake nodes and generated
samples.

The generator received as input a 100-dimensional
noise vector sampled from a standard distribution.
This noise vector was passed through six fully con-
nected (Dense) layers. The first five layers contained
64, 128, 256, 256, and 512 nodes, respectively. The
final layer outputted a 100-dimensional vector, rep-
resenting the generated fake node sample. All layers
used the Tanh activation function. Therefore, the
generator model comprised six Dense layers in total.

The discriminator, on the other hand, was designed
to take as input a 100-dimensional vector, which
could either be a real fake node from the training
set or a generated sample from the generator. It pro-
cessed this input through four Dense layers with 256,
128, 128, and 128 nodes, respectively, followed by a
final Dense layer with a single node to output the
classification probability. Each of the Dense layers
in the discriminator was followed by a ReLU activa-
tion function and a Dropout layer with a rate of 0.2,
to prevent overfitting. The final output layer used a
Sigmoid activation function to produce a probability
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score indicating the likelihood that the input was real.
A summary can be seen in Table 1.

Table 1. Summary of generator and discriminator architectures

Attribute Generator Discriminator

Input 100-dimensional noise vector 100-dimensional vector (real or generated)

Number of Layers 6 Dense layers 4 Dense layers + 1 output layer

Layer Sizes 64, 128, 256, 256, 512, 100 256, 128, 128, 128, 1

Activation Functions Tanh (all layers) ReLU (hidden), Sigmoid (output)

Dropout None 0.2 after each hidden layer

Output 100-dimensional fake node representation Probability score [0,1]

Loss Function Binary Cross-Entropy (logD(G(z))) Binary Cross-Entropy

The GAN was trained using the binary cross-
entropy loss function, which is appropriate for binary
classification problems. The discriminator loss func-
tion was defined as:

LD = −Ex∼pdata
[logD(x)] − Ez∼pz [log(1 −D(G(z)))]

Where D(x) is the probability that the discrimina-
tor assigns to a real sample x, and G(z) is a sample
generated from a random noise vector z. The genera-
tor, in turn, was optimized to minimize:

LG = −Ez∼pz
[logD(G(z))]

These adversarial objectives ensured that the gen-
erator improved by producing samples that the dis-
criminator could not easily distinguish from real ones.

In the training phase, the generator learned to cre-
ate synthetic (fake-like) data designed to fool the dis-
criminator into classifying it as real. In parallel, the
discriminator adapted to detect even subtle differ-
ences between real and synthetic fake nodes. This ad-
versarial process continued for several epochs, during
which both models improved iteratively. As the gen-
erator learned to create increasingly realistic samples,
the discriminator’s ability to understand the struc-
tural characteristics of fake nodes improved as well.

Unlike typical GAN-based classifiers that incorpo-
rate both real and fake samples during training, our
approach focuses exclusively on fake nodes. This de-
sign reflects the nature of our problem as an anomaly
detection task, where the minority class (fake users)
is underrepresented and more critical to model. By
training the GAN solely on fake instances, the dis-
criminator learns the fine-grained structure of fake
profiles and acts as a detector for anomalous behav-
ior at inference time. This setup allows the model
to generalize to real samples without needing them
explicitly during training.

It is important to emphasize that the generator
was used only during training and was discarded dur-
ing the inference phase. The trained discriminator
became the final model used for fake node classifica-
tion. During prediction, all nodes (both real and fake)
were passed through the discriminator. The output

of the discriminator D(x) was interpreted as the like-
lihood that the node was fake. A high score (close to
1.0) indicated a fake node, whereas a low score (close
to 0.0) indicated a real one.

To determine the decision threshold, we analyzed
the ROC curve and selected the point with the mini-
mum Euclidean distance to the perfect classifier (i.e.,
TPR = 1, FPR = 0). This approach ensured that
the classifier achieved high recall for fake nodes while
minimizing false positives.

Finally, it should be noted that all components of
this architecture — including layer sizes, activation
functions, and training hyperparameters (learning
rate = 0.0001, batch size = 128, epochs = 4000) —
were selected based on extensive experimentation and
empirical validation. This setup enabled the model
to generate high-quality fake-like samples and train
a robust discriminator capable of accurate fake node
detection.

Figure 2. AUC of GAN in the proposed method

Table 2. Overview of the twitter dataset

Vertices Links Date Labels

Twitter 5,384,160 16,011,443 2012 yes

5 Evaluation

Deep learning algorithms are typically evaluated us-
ing several performance criteria. One of the methods
is the confusion matrix, a square matrix whose di-
mensions are equal to the number of classification
classes [41]. The full confusion matrix is shown in Fig-
ure 3. In fact, the standard labels in this figure refer
to fake nodes. Out of the dataset, 1,784 fake nodes
were correctly identified as fake, and the number of
nodes generated by the generator and predicted as
generated was 486. In addition, 339 nodes were gen-
erated but identified as fake, and 391 nodes were fake
and predicted to be generated. Another criterion that
shows the classification performance graphically is
the ROC curve [42]. AUC is the area under the ROC
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curve, and if the AUC is one, the classification would
be as accurate as possible. The horizontal axis of this
graph indicates the false positive rate for negative
classes, and the vertical axis shows the true positive
(TP) rate of the positive classes. Figure 2 represents
the AUC diagram of the proposed method in this
Twitter dataset, as shown in [43].

Figure 3. Confusion matrix of the proposed method

Although the generator is not used in the final pre-
diction, we evaluated the quality of its generated fake
nodes after training. This matters because samples
which are well-structured help the discriminator learn
better. We compared the generated fake nodes with
real fake ones using statistical features (mean, stan-
dard deviation) in Table 3. The results show that the
generated nodes are very similar to real fake nodes.
The discriminator also assigned similar scores to both.
These results suggest that the generator was able to
produce realistic fake samples during training, which
contributed to improving the discriminator’s ability
to distinguish fake accounts and enhanced overall
model performance. Table 3 shows the comparison.

Table 3. Comparison between real fake nodes and GAN-gen-

erated samples

Metric Real Fake Nodes Generated Samples Observation

Mean (PCA features) 0.523 0.517 Very close

Standard Deviation 0.176 0.181 Very close

Discriminator Output (D(x)) Similar scores Generator fooled D well

5.1 Results Comparison

In this paper [8], three types of machine learning algo-
rithms were chosen: Gaussian support vector machine
(Gaussian SVM), linear support vector machine (lin-
ear SVM), and logistic regression. The paper suggests
that Gaussian SVM is superior to linear SVM and
logistic regression in identifying fake accounts. As pre-
viously mentioned, a dataset of 1,000 nodes from the
Twitter dataset was selected for this study. However,
this limited dataset contained only 10 fake nodes,

which is insufficient for effective classification. The
researchers attempted to use the SMOTE method
to compensate for the shortage of fake nodes, but
the percentage of errors in creating nodes was high.
In the proposed method, 1,000,000 data points were
set aside, and the number of fake data points was
increased to around 10,000. The 10,000 data points
were also tested using classical machine learning algo-
rithms, yielding the following results. The results are
shown in Figure 4. When the data increased, based
on Figure 2 and Figure 5, the AUC of GAN was
equal to 80%, while the AUC of Linear Regression,
SVM, and Gaussian SVM were 39.5%,53%, and 62%.
Also, the efficiency of classical algorithms decreases
in all metrics and does not perform data classifica-
tion well. Figure 5 presents the performance of the
three classical machine learning algorithms on 10,000
data points, evaluated using AUC with 10-fold cross-
validation. As the amount of data increases, classi-
cal methods lose their efficiency in classification and
performance. By comparing Figure 5 with Figure 2,
which illustrates AUC for four distinct algorithms, it
can be concluded that deep learning performs better
in classifying enormous amounts of data and has a
higher performance than the other three algorithms.
However, it is important to note that the proposed
method has some limitations, such as the need for a
large amount of labeled data and computational re-
sources. Further research is necessary to explore the
effectiveness of other state-of-the-art techniques and
address these limitations.

Figure 4. Comparison of accuracy, precision, recall and, AUC

for the proposed method via logistic regression, SVM and,
Gaussian SVM by SMOTE resampling [8] over 10,000 data

points.

Deep neural networks’ multiple layers enable mod-
els to become more effective at learning complex fea-
tures and carrying out more demanding computa-
tional tasks. This is because deep learning algorithms
can ultimately learn from their own mistakes. One of
the reasons that the GAN model performed better
was the presence of an imbalanced dataset, meaning
that there may be significantly more observations in
one class than in the other. Logistic regression can
struggle to handle imbalanced data, as it tends to

ISeCure



44 Detecting Fake Accounts Through GAN in Online Social Media — Mohammadrezaei et al.

be biased towards the majority class. On the other
hand, SVM is a robust algorithm; it can be sensitive
to outliers, which can significantly affect the classifi-
cation performance of severely imbalanced datasets.
Gaussian SVM is a type of traditional machine learn-
ing algorithm that may struggle with extensive and
diverse datasets. On the other hand, GANs can be
trained on large and diverse datasets and can even
generate synthetic data to increase the size and diver-
sity of the training set, which can improve their per-
formance. As shown in Table 4, the proposed method
accurately classified both classes, whereas classical
machine learning methods demonstrated reduced per-
formance as the dataset size increased.

Table 4. Final result

Modules Accuracy Recall Precision AUC

Logistic Regression 35.8% 46.6% 43% 39.5%

Support Vector Machine 55% 57% 58.7% 53%

Gaussian Support Vector Machine 63.5% 69% 67.6% 62%

Generative Adversarial Networks (Proposed Method) 75% 84% 82% 80%

An additional experiment was also performed in
which real user accounts were explicitly included in
the training process, alongside fake and generated
samples. In this setting, the discriminator was ex-
tended to a three-class classifier (real, fake, gener-
ated). As shown in Table 5, this approach increased
the overall accuracy (83.5%) because the classifier
favored the majority real class. However, the ability
to detect fake accounts degraded significantly, with
recall dropping to 45% and precision to 50%. The
AUC also decreased to 62%, compared to 80% in our
original GAN-based method. This demonstrates that
naive incorporation of real samples under severe class
imbalance produces misleadingly high overall accu-
racy while reducing the effectiveness of detecting fake
accounts, which is the actual target of this task.

Table 5. Comparison of GAN methods

Method Accuracy Recall (Fake) Precision (Fake) AUC

GAN (Unsupervised, Proposed) 75.0% 84.0% 82.0% 80.0%

GAN + Real Accounts (3-class) 83.5% 45.0% 50.0% 62.0%

These findings confirm that while adding super-
vised real data superficially improves overall accu-
racy, it biases the model toward the majority class
and diminishes performance on the minority class of
interest.Our original GAN-only approach mitigates
this issue by explicitly modeling the distribution of
fake accounts, thereby enabling more balanced and
robust detection.

6 Conclusion & Further Work

One known limitation of our training setup is the po-
tential distribution shift between training and infer-
ence phases. Since the GAN-based discriminator was
trained exclusively on generated and real fake nodes,

Figure 5. Classifying fake and real nodes in classical machine
learning algorithms on 10,000 data points. The top-right image
shows the Gaussian SVM, which outperforms the other two

algorithms. The top-left image displays the standard SVM,
while the bottom image illustrates logistic regression. As the

figures indicate, all three algorithms lose effectiveness as the

data size increases.
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it has not explicitly seen real user profiles during
training. Generalization performance may be reduced
when the model encounters real nodes at test time.
However, our approach frames this task as anomaly
detection, focusing on modeling the fake class, and
the discriminator’s performance on real data suggests
effective separation.

Also, node classification in social media is a signif-
icant method for detecting anomalies in a network.
The current method demonstrates a generative deep-
learning classifier that attempts to eliminate the chal-
lenge of covering big data problems and imbalanced
classes. In generative deep learning, the generator
develops fake data, and the discriminator learns the
structure of nodes. Table 4 reveals a summary of the
performance of the algorithms and a comparison of
different metrics. One known limitation of our train-
ing setup is the potential distribution shift between
training and inference phases. Since the GAN-based
discriminator was trained exclusively on generated
and real fake nodes, it has not explicitly seen real
user profiles during training. This could result in re-
duced generalization performance when encounter-
ing real nodes at test time. However, our approach
frames this task as anomaly detection, focusing on
modeling the fake class, and the discriminator’s per-
formance on real data suggests effective separation.
Based on the results of this experiment, this method
can achieve high accuracy and an AUC score equal
to 80%. Thus, it can be concluded that GAN can be
a promising solution to handle minority classes and
data. However, the lack of sufficient data on the fake
class is still a significant challenge. To overcome this
problem, applying other pre-trained models could af-
fect the performance and accuracy. Moreover, differ-
ent similarity criteria beyond those introduced, and
experimenting with other state-of-the-art generative
algorithms such as generative transformers, can be
investigated in future studies.

Finally, we note that incorporating real accounts
into training in a supervised manner leads to biased
outcomes under the natural class imbalance (1:10
fake-to-real ratio). Although the overall accuracy in-
creases, the recall and precision for fake accounts de-
grade, reducing the method’s practical utility. Our
proposed GAN-only approach, by focusing on the
minority class, provides a more reliable solution for
fake account detection in highly imbalanced social
network data.
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