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A B S T R A C T

The Internet of Things (IoT) offers transformative potential across sectors

like energy, defense, and healthcare, but its limited resources make it

vulnerable to cyberattacks, necessitating robust security measures such as

intrusion detection systems (IDS) to safeguard its infrastructure. This article

presents a study that helps intrusion detection systems identify malicious

and legitimate communications. To help the system make the best decisions

possible, the sub-category of the attacked traffic is also classified. We trained

the suggested models to be capable of binary and multiclass classification,

targeting common attacks like denial of service (DoS), distributed denial

of service (DDoS), reconnaissance, and information theft directed at IoT

devices. Our methodology makes use of recently published IoT datasets, such

as BoTIoT, ToNIoT, WUSTL-IIOT-20212021, and CiCIoT. To assess and

contrast the performance of the proposed models on these datasets, we first

applied stratified undersampling to convert the original imbalanced datasets

into balanced subsets, which were then used for training and evaluation. Among

the models evaluated, biLSTM achieved the highest accuracy of 99.66% and

MCC of 0.99759 on the WUSTL-IIoT-2021 dataset. On the BoTIoT dataset,

CNN with Dual Focal Loss reached 97.76% accuracy and 0.95536 MCC. For

ToNIoT, LSTM achieved 97.01% accuracy with an MCC of 0.93643, while on

the CiCIoT dataset, biLSTM obtained 96.23% accuracy and 0.96347 MCC.

The results show that biLSTM and LSTM models give higher performance

than FNN and CNN models in terms of precision, recall, F1 score, and MCC

across all datasets, demonstrating improved performance for temporal IoT

intrusion detection tasks.

© 2026 ISC. All rights reserved.

1 Introduction

In Internet of Things (IoT) networks, where several
objects are networked and interact independently,
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robust intrusion detection becomes essential. These
networks are particularly vulnerable to various cyber
threats because of their distributed architecture, di-
versity of communication protocols, lack of resources,
and frequently insufficient security measures. The cy-
ber security company Kespersky reports that millions
of devices have been infiltrated globally in the last
few years. The attacks on IoT devices in the Middle

ISeCure



20 Performance Evaluation of Deep Learning Models on Diverse IoT Datasets for Intrusion Detection — Waqas

East alone exceeded 330,000 incidents in 2022, high-
lighting the growing scale and geographic spread of
IoT-targeted cyber threats [1]. IoT networks and the
sensitive data they handle are seriously at risk from
these threats, which range from malware infections
and Distributed Denial of Service (DDoS) attacks
to unauthorized access attempts and data breaches.
With the exponential growth of IoT devices and the
complexity of cyber threats, the deployment of robust
IDS solutions is paramount to protect against poten-
tial vulnerabilities and malicious activities targeting
IoT networks [2].

The classification of various attacks is an integral
part of intrusion detection systems (IDS) within cy-
bersecurity frameworks, as it enables IDS to distin-
guish between benign network activities and malicious
behavior, thereby allowing security teams to focus on
mitigating genuine threats and protecting network
assets [3, 4]. This process enhances the accuracy, effi-
ciency, and effectiveness of IDS in detecting, analyz-
ing, and responding to cybersecurity incidents within
IoT networks and other computing environments.

Artificial intelligence (AI) and deep learning (DL)
have revolutionized IDS by providing advanced ana-
lytical capabilities to manage vast amounts of data
generated by connected devices and improve decision-
making [5, 6]. AI and DL-based IDS can detect
unknown and zero-day threats, identify anomalies
and abnormal patterns, and minimize false positives
by differentiating between real network anomalies
and benign deviations [7, 8]. However, their applica-
bility in IoT environments must account for unique
constraints such as limited computational resources,
restricted memory, and the need for low-latency
decision-making. For instance, while LSTM and
biLSTM architectures can effectively model tem-
poral dependencies in network traffic and improve
detection accuracy [9], they require more memory
and processing power, making them more suitable
for deployment on edge or fog nodes. Conversely,
lightweight models like FNNs and CNNs require less
computational overhead and can be optimized for
on-device inference, making them practical for real-
time classification in constrained environments [10].
CNNs, in particular, have been shown to effectively
capture spatial and local patterns in multivariate
IoT traffic with significantly lower latency [11]. By
systematically comparing these architectures under
diverse datasets, this study identifies trade-offs in
DL model selection for practical deployment across
heterogeneous IoT settings.

Datasets used for intrusion detection in IoT net-
works play a crucial role in evaluating and bench-
marking the performance of classifiers. Datasets such

as CICIDS [12], IoT-23 [13], and NSL-KDD [14] are
essential for evaluating and benchmarking intrusion
detection systems (IDS) in IoT networks, offering a
range of attack scenarios including DDoS, data exfil-
tration, and spoofing. These datasets, along with oth-
ers like UNSW-NB15 [15] provide crucial resources for
training and testing IDS models. However, a major
limitation is that many of these datasets are outdated
or were not originally designed for IoT environments,
and later tailored, which may reduce their effective-
ness in addressing current and evolving IoT-specific
threats.

The objective of this study is to provide a sys-
tematic and comparative evaluation of four foun-
dational deep learning architectures—FNN, CNN,
LSTM, and biLSTM—across four diverse and recently
published IoT datasets: BoTIoT, ToNIoT, CiCIoT,
and WUSTL-IIoT-2021. Unlike prior studies that of-
ten focus on a single model or dataset, our work em-
ploys stratified undersampling to address class imbal-
ance, utilizes diverse and recent datasets, and evalu-
ates the performance of multiple deep learning models
through comprehensive comparisons. This evaluation
is necessary because IoT traffic characteristics and
attack patterns evolve rapidly, and models trained on
outdated datasets may not generalize well. Therefore,
continuous benchmarking on new datasets is essential
to assess the robustness and transferability of IDS
models, making such comparative research valuable
and timely.

The remainder of this paper is organized as fol-
lows: Section 2 provides a structured and thematic
analysis of recent IoT IDS studies, highlighting key
trends and gaps to position our contributions within
the evolving landscape of IDS. Section 3 presents the
system model, details the deep learning architectures
employed, and discusses the mathematical formula-
tion of the loss functions used to optimize model
performance. Section 4 outlines the experimental de-
sign, including the selected datasets, preprocessing
steps, and performance metrics used for evaluation.
Section 5 presents the results and provides a detailed
discussion on the performance of the models across
different datasets and evaluation metrics. Section 6
concludes the study by summarizing key findings and
outlining potential directions for future research.

2 Related Work

The integration of deep learning techniques in intru-
sion detection systems for IoT networks has gained
significant attention from researchers due to its po-
tential to enhance cybersecurity in dynamic environ-
ments. This section provides an in-depth analysis of
recent studies and advancements in utilizing DL for
IDS in IoT networks.
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Early studies have explored deep learning mod-
els for IoT intrusion detection, such as FNN, CNN,
LSTM, and bi-LSTM [16–21]. For instance, Almiani
et al. [16] proposed a multi-layer deep recurrent neu-
ral network tailored for intrusion detection in IoT
environments. Their model, evaluated on the NSL-
KDD dataset, demonstrated strong detection per-
formance, with detection rates of 98.27% for DoS,
97.35% for Probe, 64.93% for U2R, and 77.25% for
R2L attacks. Vina et al. [22] experimented with DNN
models having varying hidden layers and used a su-
perparameter selection method to find the optimal
number of layers. Vakili et al. [23] provide a detailed
comparison of machine learning and deep learning
models. Their findings suggest that ANN and CNNs
often outperform LSTM models on feature-rich IoT
datasets because they excel at capturing localized
inter-feature patterns and hierarchical representa-
tions, while LSTMs depend on temporal continuity
that may not be well-represented in intrusion detec-
tion data. However, most of these works rely on older
or generalized datasets, which may limit their effec-
tiveness against current IoT threats.

To overcome the limitations of single models, sev-
eral studies proposed hybrid approaches that com-
bine CNNs and RNNs. Nazir et al. [24] introduced
CNN-LSTM hybrids to simultaneously capture spa-
tial and temporal patterns, improving overall detec-
tion accuracy. Similarly, weighted LSTMs [25] and
BiLSTMs [26] were used to enhance sequence learn-
ing and reduce overfitting. These models, while more
powerful, introduce higher complexity, making them
challenging to deploy on lightweight IoT devices.

Recent research has also explored the transformer-
based models for intrusion detection [27]. For exam-
ple, Fares et al. [28] demonstrated that self-attention
architectures outperformed traditional RNNs on the
BoTIoT dataset. Similarly, edge implicit weighting
with an aggregated graph transformer architecture
was proposed in [29] to enhance detection accuracy
by leveraging both one-hop and two-hop neighbor
information for contextual relational analysis. This
method integrates multi-head attention to effectively
capture patterns in highly dynamic traffic, and em-
ploys the Synthetic Minority Over-sampling Tech-
nique (SMOTE) to address class imbalance. While
promising, these models require advanced hardware
and hyperparameter tuning, making them less suit-
able for real-time IoT deployment. Our work comple-
ments these efforts by evaluating more interpretable
and flexible models across varied IoT environments.

Handling class imbalance is another underexplored
challenge in IoT IDS. While many studies use over-
sampling or SMOTE to artificially balance data, such

methods may introduce noise or unrealistic traffic
patterns [30]. In this work, we tested the performance
of DL algorithms on balanced datasets obtained by
applying stratified undersampling to maintain the
originality of the datasets, contributing to a critical
area of study.

Loss function engineering has also emerged as a
promising research direction. Focal Loss (FL) [31]
helps address imbalance by focusing on hard-to-
classify examples. Hossain et al. [32] extended this
by introducing DFL, which combines FL with Dual
Cross Entropy (DCE) and applied it to improve the
performance of image segmentation. Our work applies
DFL in the context of IoT IDS, analyzing its effec-
tiveness across multiple datasets and architectures.

Another limitation in existing literature is the re-
liance on outdated or single datasets, such as NSL-
KDD and CICIDS2017. These datasets often lack
diversity in attack types and fail to represent current
IoT environments. More recent datasets—BoTIoT,
ToNIoT, CiCIoT2022, and WUSTL-IIoT-2021—offer
greater realism in traffic behavior and attack diver-
sity. However, most of the studies does not conduct
cross-dataset evaluations under diverse settings. Our
work fills this gap by systematically comparing model
behavior across four modern datasets using consistent
preprocessing, loss functions, and evaluation metrics.

3 Proposed Solution

3.1 System Model

The proposed system is describes by a supervised
learning setup where input data is represented as a
matrix X with N samples, each sample being a vector
xi ∈ RD in a D-dimensional feature space. Associated
with each sample is a label yi, where yi ∈ {1, . . . , L},
indicating L distinct attack categories. The goal is to
learn a function f(x) that maps feature vectors to
their corresponding labels. In supervised learning, this
function is approximated by a learnable function f̂(x)
using a labeled training dataset. The objective is to
make f̂(x) as close as possible to the true underlying
function f(x) to accurately predict labels for new,
unseen data points.

To ensure stable and efficient training across all
architectures, we adopt a consistent set of hyperpa-
rameters guided by standard practices and prelimi-
nary experimentation. A learning rate of 0.001 is used
to facilitate smooth convergence without large oscil-
lations, while a batch size of 32 provides a balance
between computational efficiency and stable gradient
updates. Additionally, the training data is shuffled
at the beginning of each epoch to prevent the model
from overfitting to the input sequence and to encour-
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age better generalization. The following section ex-
plains in detail the proposed DL models.

3.2 DL Models

In this study, we experimented with four DL models
(FNN, CNN, LSTM, and biLSTM) as these represent
four core categories of deep neural architectures. FNN
serves as a baseline fully-connected model suitable
for general-purpose, feature-based classification. CNN
is utilized for its ability to learn local patterns and
spatial hierarchies, making it effective for processing
multivariate time-series data. LSTM is used to model
long-range temporal dependencies, which are common
in sequential network traffic and biLSTM extends
this capability by processing data in both forward
and backward directions, thereby capturing more
context from the input sequence. These models were
chosen for their collective ability to cover a range
of representation capacities and temporal modeling
strengths. Furthermore, the varying computational
demands allow for comparative evaluation in terms
of both performance and deployability in resource-
constrained IoT environments.

Transformer-based architectures and Generative
Adversarial Networks (GANs) have shown promising
results in intrusion detection and related sequence
modeling tasks. However, these models typically in-
volve substantially higher computational complex-
ity, larger memory footprints, and longer training
and inference times compared to recurrent or con-
volutional architectures [33]. The datasets used in
our study include devices such as temperature sen-
sors, surveillance cameras, smart meters, and sensors
and actuators. These devices operate on resource-
constrained platforms such as Raspberry Pi boards or
ARM Cortex-M-based microcontrollers, reflecting re-
alistic computational and memory limitations. There-
fore, given the high computational overhead and mem-
ory demands of Transformer-based and GAN-based
architectures, we did not include them in our study.

3.2.1 FNN

Feedforward Neural Networks (FNNs) are versatile
and widely used in applications such as pattern classi-
fication, clustering, regression, association, optimiza-
tion, control, and forecasting. Typically, an FNN in-
cludes an input layer, an output layer, and several
hidden layers. The weight matrices for the hidden and
output layers are denoted as Wh ∈ RQ×P and Wo ∈
RN×M , respectively, where Q represents the number
of input neurons, P the number of hidden layer neu-
rons, and M the number of output neurons. The hid-
den layer output is calculated as H = f(XWh + bh),
and the output layer’s equation is Ŷ = g(HWo+ bo)

Figure 1. FNN architecture

with f(.) and g(.) as activation functions.

The FNN architecture adopted in this study follows
the design proposed in [34], consisting of three fully
connected hidden layers with a progressively decreas-
ing number of neurons (50, 30, and 20), facilitating
hierarchical feature abstraction and dimensionality
reduction.

For classifying attacks in IoT systems, our proposed
model uses an input layer for features followed by
three fully connected layers with decreasing neurons
(50, 30, and 20), each followed by layer normaliza-
tion and ReLU activation for non-linearity. The final
layer uses a softmax activation function to output
probabilities for each attack class. Figure 1 shows the
proposed architectures and parameters.

3.2.2 CNN

CNNs have demonstrated exceptional performance
across various domains [35, 36]. In CNNs, input fea-
tures undergo transformation into meaningful infor-
mation through convolutions, which are then utilized
to build subsequent layers of the neural network. A
convolutional layer in CNNs serves the purpose of fea-
ture extraction and performs linear operations. Con-
volutions are achieved by employing multiple kernels
or filters. Mathematically, a convolution operation
can be expressed as:

Ŷ = x ∗ k + b (1)

Here, the kernel k is of dimensions n×m, where n
and m represent the height and width of the kernel
respectively. x denotes the input to the convolution
operation, and b represents the bias term.

Our proposed model for classifying attacks in IoT
systems leverages a sequence input layer to handle
temporal IoT data, followed by two convolutional lay-
ers. In each convolutional layer, the number of filters
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Figure 2. CNN architecture

is doubled compared to the previous layer, allowing
for more complex feature extraction. This progres-
sive increase in filter count has been shown to im-
prove learning capacity in CNN-based IDS models, as
demonstrated in [37], where deeper filters captured
more complex attack signatures in time-dependent
traffic. Each convolutional layer is followed by ReLU
activation and layer normalization. A global average
pooling layer is then applied to reduce feature dimen-
sionality before feeding into the fully connected and
softmax layers. We use causal padding to capture se-
quential dependencies effectively. The rectified linear
unit (ReLU) activation function is applied after each
convolutional layer. Additionally, layer normalization
layers are incorporated to enhance convergence and
stability during training. Global average pooling is
then applied to aggregate features across time dimen-
sions, reducing computational complexity and pre-
venting overfitting. Subsequently, fully connected lay-
ers with ReLU activation and layer normalization are
utilized for feature transformation and dimensionality
reduction. The final layer comprises a fully connected
layer with softmax activation, enabling multiclass
classification of attacks. Figure 2 shows the proposed
architectures and parameters.

3.2.3 LSTM and biLSTM

Long Short-Term Memory (LSTM) is a type of re-
current neural network (RNN) architecture designed
to capture long-range dependencies and sequential
patterns in data. At its core, LSTM consists of mem-
ory cells that store information over time and gates
that regulate the flow of information into and out
of these cells. The key components of an LSTM cell
include the cell state (Ct), input gate (it), forget gate
(ft), and output gate (ot). The cell state represents
the long-term memory, the input gate determines
how much new information to add, the forget gate
controls how much information to discard, and the

output gate regulates the output from the cell. The
computations within an LSTM cell involve activation
functions like the sigmoid function for gate outputs
and the hyperbolic tangent (tanh) function for candi-
date cell state updates. The equations governing an
LSTM cell’s behavior are:

it = σ(Wixxt +Wihht−1 + bi)

ft = σ(Wfxxt +Wfhht−1 + bf )

ot = σ(Woxxt +Wohht−1 + bo)

gt = tanh(Wgxxt +Wghht−1 + bg)

Ct = ft · Ct−1 + it · gt
ht = ot · tanh(Ct)

(2)

Here, xt represents the input at time step t, ht−1

is the previous hidden state, W and b are the weight
matrices and bias terms respectively, and σ denotes
the sigmoid activation function.

Our proposed model for classifying attacks in IoT
systems begins with a sequence input layer tailored for
temporal IoT data. Subsequently, three LSTM layers
with varying numbers of hidden units are employed,
each producing output based on the last time step.
These LSTM layers capture long-term dependencies
in sequential data, making them suitable for mod-
eling temporal patterns in IoT attack data. A fully
connected layer is then used for feature transforma-
tion and dimensionality reduction, followed by a soft-
max layer for multiclass classification of attacks. The
model is trained using focal loss to address class imbal-
ance by prioritizing hard-to-classify samples, thereby
improving classification accuracy. In the subsequent
experiment, we transitioned to using BiLSTM layers,
which capture bidirectional dependencies by process-
ing data in both forward and backward directions.
This enables the model to better understand tempo-
ral patterns in IoT attack data, enhancing its ability
to accurately classify attacks. The architecture uses
increasing units in each LSTM and BiLSTM layer,
with 64 units in the first layer, 128 in the second,
and 128 in the final layer. The final layer is a dense
layer with a softmax activation function for classifica-
tion. Figure 3 shows the proposed architectures and
parameters.

3.3 Loss Functions

3.3.1 Cross-Entropy Loss Function

The Cross-Entropy Loss function is a critical metric
for evaluating the performance of deep learning mod-
els in multiclass classification problems. In such prob-
lems, the model predicts a probability distribution
over all classes, and the Cross-Entropy Loss quantifies
the divergence between this predicted distribution
and the actual class distribution. Mathematically, for
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Figure 3. LSTM-biLSTM architecture

a classification problem with C classes, the Cross-
Entropy Loss for a single sample is defined as:

LCE(Y,Z) = −
C∑
i=1

yi log(zi) (3)

where yi is a binary indicator that equals 1 if class
i is the correct class and 0 otherwise, and zi is the
predicted probability for class i produced by the soft-
max output layer.

The Cross-Entropy Loss penalizes incorrect high-
confidence predictions more severely, encouraging the
model to improve its accuracy and calibration, making
it essential for evaluating the effectiveness of deep
learning models in multiclass classification tasks.

3.3.2 Focal Loss Function

The Focal Loss (FL) function [31] extends Cross-
Entropy Loss to better handle class imbalance—common
in intrusion detection systems where some attack
types occur far less frequently than others or normal
traffic. In such cases, FL introduces a modulating
factor that down-weights well-classified examples and
focuses learning on hard examples. It is defined as:

LFL(Y, Z) = −
C∑
i=1

αi(1− zi)
γyi log(zi) (4)

where Y is true label, Z is the predicted probabil-
ity vector, C is the number of classes, αi is a class
weighting factor, and γ is a focusing parameter that
determines the rate at which easy examples are down-
weighted.

In IDS applications, yi indicates whether the sam-
ple belongs to class i, and zi is the predicted confi-
dence. The term (1− zi)

γ reduces the loss contribu-
tion from well-classified instances (zi → 1), concen-

trating learning on those the model finds difficult to
classify correctly. By focusing more on challenging
minority-class samples, FL improves the model’s abil-
ity to detect rare and subtle attacks, making the IDS
more robust and balanced across all traffic types.

3.3.3 Dual Focal Loss Function

The Dual Focal Loss (DFL) [32] extends Focal Loss
by introducing a second modulating term to address
overconfidence in incorrect predictions. The DFL for
a single sample in a multiclass classification task is
defined as:

LDFL(Y,Z) =−
C∑
i=1

αi(1− zi)
γyi log(zi)

−
C∑
i=1

βiz
δ
i (1− yi) log(1− zi) (5)

Here:

• Y is ground truth label,
• Z is the predicted probability vector,
• C is the number of classes,
• αi and βi are class-specific weighting factors,
• γ and δ are focusing parameters for the two
focal components.

The first term resembles the standard Focal Loss,
applying a modulating factor (1− zi)

γ to emphasize
hard-to-classify true class instances. The second term
introduces a new focal component, (zi)

δ(1−yi) log(1−
zi), which increases the penalty for predictions where
the model is overconfident but incorrect. This helps
mitigate false negatives by discouraging overconfident
misclassifications.

In IDS contexts, this dual mechanism ensures that
the model learns effectively from both underrepre-
sented attack classes and hard examples, while also pe-
nalizing overconfident predictions on incorrect classes.
The flexibility is provided through α and β, γ and
δ, which we set to 1.0 in our experiments, consistent
with the defaults in [32].

4 Experiment Design

4.1 Datasets

Following is the details of datasets used in the exper-
iments.

4.1.1 BoTIoT Dataset

The Bot-IoT dataset [38] was generated using mul-
tiple tools to create diverse botnet scenarios, and
packet capture files were organized by attack types.
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Additionally, simulated Internet of Things sensors
were utilized. Statistical analysis of the dataset’s fea-
tures was conducted using Correlation Coefficient and
Joint Entropy techniques. To enhance machine learn-
ing model performance and prediction effectiveness,
more features were extracted and incorporated into
the dataset [39]. It is suggested that these extracted
features be labeled, including attack flow, categories,
and sub-categories, to improve performance further.

The dataset encompasses four sub-components
within the IoT testbed: simulation, networking plat-
form, feature extraction, and forensics analytics.
Alongside Normal traffic data, it includes data re-
lated to Denial of Service (DoS), Distributed Denial
of Service (DDoS), Reconnaissance attack, and Theft.
The dataset comprises multiple features and includes
both training and testing datasets. The distribu-
tion of data items in these datasets is detailed in
Table 1, highlighting the varying proportions of sam-
ples for different attack types. Notably, the training
dataset has a significant representation of DDoS and
DoS samples, accounting for 53% and 45%, respec-
tively, while Normal and Theft classes have minimal
representation with 0.012% and 0.002% samples,
respectively.

Table 1. Class distribution and attack types in the BoTIoT

dataset

Category Name Original Records Balanced Records

DDoS 38531238 1578

Normal 9063 1578

DoS 33003929 1578

Theft 1578 1578

Reconnaissance 1789474 1578

4.1.2 Class Distribution and Attack Types
in the ToNIoT Dataset

The diverse data sources gathered from Telemetry
datasets of IoT and IIoT sensors, Operating systems
datasets of Windows 7 and 10, as well as Ubuntu 14
and 18 TLS and Network traffic datasets, are included
in the datasets [40, 41]. The datasets were gathered
from an authentic and expansive network constructed
at the Australian Defence Force Academy (ADFA)
Cyber Range and IoT Labs, the School of Engineer-
ing and Information Technology (SEIT), UNSW Can-
berra. For the industrial 4.0 network, which consists
of IIoT and IoT networks, a new testbed network was
established. To manage the interconnection between
the three levels of IoT, Cloud, and Edge/Fog systems,
the testbed was established utilising numerous virtual
machines and hosts running Linux, Windows, and
Kali operating systems. Numerous methods of attack,
including denial-of-service (DoS), distributed denial-
of-service (DDoS), and ransomware, are employed

against web apps, Internet of Things gateways, and
computer systems throughout the IoT/IIoT network.
In order to collect several normal and cyber-attack
events from network traffic, Windows audit traces,
Linux audit traces, and telemetry data of IoT services,
the datasets were gathered in parallel processing.

Throughout the IIoT network, various hacking tech-
niques, including ransomware, DDoS, and denial-of-
service attacks, were launched against computer sys-
tems, IoT gateways, and web applications.

In order to produce standard features and their
labels, the dataset was filtered. The whole set of
datasets was cleaned and prepared as CSV files that
could be opened on any platform. Table 2 provides a
thorough distribution of data items in these datasets,
showing the differing proportions of samples for vari-
ous assault types.

Table 2. Class distribution and attack types in the ToNIoT
dataset

Category Name Original Records Balanced Records

normal 796380 7280

backdoor 508116 7280

dos 3375328 7280

ddos 6165008 7280

mitm 1052 -

injection 452659 7280

ransomware 72805 7280

password 1718568 7280

xss 2108944 7280

scanning 7140161 7280

4.1.3 CiCIot Dataset

The Canadian Institute for Cybersecurity (CIC) cre-
ated the CICIoT dataset [42], which is a valuable re-
source for creating and testing deep learning-based in-
trusion detection systems (IDS) in Internet of Things
contexts. In an IoT topology with 105 devices, 33
assaults are carried out while the dataset is being
generated. The seven categories into which these as-
saults are divided are DDoS, DoS, Recon, Web-based,
Brute Force, Spoofing, and Mirai. Lastly, all assaults
are carried out by malevolent IoT devices that are
directed towards other IoT devices.

The IoT lab at the CIC and its gadgets are de-
picted in Figure 4. IoT devices are, in fact, dispersed
across the lab; some are positioned on the floor, oth-
ers on the walls, and some on the table. The local
network topology was used and the lab was equipped
with multiple power connectors. To further organize
the network and IoT devices, there were racks and
storage rooms. The original records and records after
balancing the CiCIoT datashet are shown in Table 3.
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Figure 4. CiCIoT lab

Table 3. Balanced CiCIoT dataset

Category Name Original Records Balanced Records

BenignTraffic 1091170 12984

DNS Spoofing 177786 12984

DDoS 33768100 12984

DictionaryBruteForce 12984 12984

MITM 305590 12984

DoS 8039344 12984

Recon 352244 12984

Mirai 2617378 12984

Webbased 24658 12984

4.1.4 WUSTL-IIoT-2021 Dataset

The WUSTL-IIoT-2021 dataset [43], developed by
Washington University in St. Louis (WUSTL), is
a comprehensive and specialized dataset designed
specifically for research and development in the realm
of Industrial Internet of Things (IIoT) security. This
dataset is tailored to address the unique challenges
and complexities associated with securing industrial
systems and IoT devices in industrial settings.

The WUSTL-IIoT-2021 dataset encompasses a di-
verse range of data sources and attributes that are
pertinent to IIoT security analysis. It includes teleme-
try data from various sensors commonly found in in-
dustrial environments, such as temperature sensors,
pressure sensors, and motion sensors. Additionally,
the dataset incorporates network traffic data, system
logs, and other relevant information that reflects the
operational aspects of industrial IoT systems.

One notable aspect of the WUSTL-IIoT-2021
dataset is its extensive feature set. It comprises a
significant number of features extracted from the
collected data sources, capturing different aspects
of device behavior, network communications, and
system states. These features are essential for build-
ing and training machine learning and deep learning
models for various cybersecurity applications, includ-
ing anomaly detection, intrusion detection, predictive
maintenance, and system monitoring.

The WUSTL-IIoT-2021 dataset is organized into
multiple categories or classes, representing different
types of normal and abnormal behavior in industrial
IoT systems. The dataset includes labeled data in-

stances categorized into these classes, which enables
researchers and practitioners to develop, validate, and
evaluate their security algorithms and solutions effec-
tively.

Table 4. Balanced WUSTL-IIoT-2021 dataset

Category Name Original Records Balanced Records

Attacked 87016 87016

Normal 1107448 87016

We used three datasets in our experiment and test
the results on CNN, FNN, LSTM, and biLSTM ar-
chitecture.

4.2 Data Preparation and Pre-processing

While the original datasets are available as CSV files
with multiple features and records, we prepared data
as per the requirements of the experiments. First of
all, we removed the columns (features) having all
missing values. Afterwards, we removed the records
with missing values. Although other options such as
duplication, interpolation, average value replacement
are possible, but we aim to maintain the originality of
the data therefore, removing the records with missing
value is chosen over other options. Then, the text
features such as upd packet, source ip, destination
ip, are converted into numeric values using one-hot-
encoding technique. It is important to note that in
this study, we did not apply custom pre-processing to
restructure input features into sequential or temporal
formats. All deep learning models were trained on
the available feature vectors provided by the dataset
publishers.

Data imbalance is a common challenge in many
machine learning tasks, particularly in domains like
intrusion detection where certain classes of data are
significantly underrepresented compared to others.
To address this issue and ensure fair model training,
we employed a data balancing technique known as
undersampling in our study. Undersampling involves
reducing the number of samples in the majority class
to achieve a more balanced distribution across all
classes. Unlike oversampling methods that generate
synthetic data or duplicate existing samples, under-
sampling directly removes samples from the majority
class. This approach was chosen to preserve the origi-
nality of the dataset while improving class balance,
as it ensures that the remaining samples in the ma-
jority class are still authentic and representative of
the actual data distribution.

In our study, we retained all samples from minority
classes to preserve rare but critical instances. For ma-
jority classes, we applied stratified undersampling by
selecting samples proportionally from each sub-class.
This step was crucial to prevent bias and maintain
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the integrity of the dataset. While undersampling
helped address the challenge of class imbalance, it
also comes with considerations. One such consider-
ation is the potential loss of information due to the
removal of samples, which could impact the model’s
ability to capture complex patterns and nuances in
the data. In the context of deep learning techniques,
data balancing through undersampling plays a vital
role in improving model performance, reducing over-
fitting, and ensuring fair representation of all classes
during training. By including this data balancing ap-
proach in our methodology, we aimed to enhance the
robustness and accuracy of our deep learning-based
intrusion detection system. The samples against train
and test after balancing are shown in Table 5.

Table 5. Post-Balancing sample distribution

Dataset Training Samples Testing Samples

WUSTL-IIoT-2021 139226 34806

CiCIoT 93484 23372

BoTIoT 6312 1578

TonIoT 52416 13104

4.3 Performance Metrics

Several important indicators were taken into account
when assessing the performance of our intrusion de-
tection models in order to determine how well they
detected and classified attacks. These indicators offer
perceptions into several facets of model performance,
enabling a thorough assessment of the suggested in-
trusion detection system based on deep learning.

4.3.1 Accuracy

A key indicator of the general accuracy of the model’s
predictions is accuracy. It is a representation of the
proportion of correctly classified occurrences to all
instances within the dataset. If the dataset is unbal-
anced, a higher accuracy suggests that the model is
producing more accurate predictions, but it might
not give a whole picture.

4.3.2 Recall

Recall, which is sometimes referred to as sensitivity
or true positive rate, measures how well a model
can identify instances of a given class among all of
the real instances of that class in the dataset. It
is especially crucial in situations where there is a
significant cost associated with missing a positive
instance, such identifying an attack.

4.3.3 F1 Score

The F1 score is a balanced metric that takes into
account both precision and recall. It provides a single

figure that strikes a compromise between the trade-
off between false positives and false negatives. It is
computed as the harmonic mean of precision and
recall. Recall and precision are better balanced when
the F1 score is higher.

4.3.4 MCC (Matthews Correlation
Coefficient)

False positives, false negatives, true positives, and
true negatives are all taken into consideration by the
Matthews Correlation Coefficient (MCC). It offers a
fair assessment of the model’s effectiveness, particu-
larly when there is an imbalance between the classes.
The MCC is a number between -1 and 1, where 1 de-
notes ideal forecasts, 0 represents random predictions,
and -1 denotes total discrepancy between predictions
and actual results.

5 Results and Discussions

In this section, we demonstrate and explain the per-
formance of CNN, FNN, LSTM, and biLSTM models
presented in Section 3.2 on the datasets discussed
in above sections. For all of these models, three loss
functions are tested; cross entropy, focal loss, and
dual focal loss.

5.1 Analysis of DL Models for BoTIoT
Dataset

Distinct patterns emerge when comparing the results
of various loss functions across all deep learning (DL)
models. We can see from Table 6 that Cross Entropy
Loss consistently achieves the highest overall perfor-
mance for all models. For the CNN, LSTM, and biL-
STM models, the performance of FL and DFL is com-
parable to Cross Entropy Loss. However, the FNN
model consistently exhibits significantly lower perfor-
mance compared to the CNN, LSTM, and biLSTM
models across all loss functions. This degradation
is primarily due to the shallow architecture of the
FNN, which lacks sufficient depth and the inability to
model temporal dependencies. FL and DFL empha-
size harder-to-classify samples by down-weighting the
loss from easier samples, which benefits deeper net-
works capable of learning complex features. However,
FNN fails to leverage this due to limited representa-
tional capacity and insufficient depth.

Comparing these results with the findings of [34],
where random oversampling (CNN-Rand and
FNN-Rand) and synthetic data generation (CNN-
STAGSamp and FNN-CTAGSamp) were used to
balance the dataset, reveals further insights. Random
oversampling results in decreased performance for
the FNN model. Specifically, there is a noticeable de-
cline in recall, precision, F1 score, and MCC, despite
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Table 6. DL model performance with different loss functions on BoTIoT balanced dataset

DL Model Loss Func Acc Recall Prec F1 Score MCC

biLSTM

Cross 96.2% 0.965 0.963 0.9632 0.954

FL 95% 0.949 0.953 0.949 0.939

DFL 96.6% 0.967 0.971 0.968 0.96

LSTM

Cross 96.3% 0.965 0.966 0.965 0.956

FL 96.7% 0.967 0.969 0.9675 0.959

DFL 96.8% 0.969 0.971 0.968 0.962

CNN

Cross 98.8% 0.989 0.988 0.9884 0.986

FL 98.3% 0.984 0.983 0.983 0.979

DFL 98.4% 0.985 0.9844 0.9843 0.981

FNN

Cross 86.3% 0.860 0.867 0.859 0.829

FL 83.7% 0.833 0.843 0.833 0.796

DFL 77.7% 0.777 0.8112 0.7631 0.7321

FNN-Rand [34] FL 86.1% 0.499 0.499 0.528 0.762

FNN-CTGANSamp [34] FL 88.1% 0.865 0.499 0.554 0.789

CNN-Rand [34] FL 80.8% 0.784 0.535 0.568 0.655

CNN-CTGAN [34] FL 81.68% 0.799 0.430 0.454 0.688

a higher accuracy compared to the downsampling
method. The higher accuracy in FNN-Rand is at-
tributed to the model’s exposure to a larger dataset,
including repeated samples from minority classes,
which aids generalization. However, recall, precision,
F1 score, and MCC are lower because upsampling
can lead to overfitting on the duplicated minority
class samples.

In the case of FNN-CTGANSamp, there is an im-
provement in recall, but precision, F1 score, and MCC
are not significantly affected. Synthetic data genera-
tion enhances recall by increasing the number of mi-
nority class samples in the training set, enabling the
model to better identify all relevant instances. How-
ever, precision remains low because synthetic data
can introduce noise. If synthetic samples do not ac-
curately represent true minority class instances, the
model may incorrectly classify more instances as posi-
tive, increasing false positives and reducing precision.

This trend is more pronounced in CNN models,
where the results indicate that the originality of
samples is crucial for capturing true features. Ran-
dom sampling and synthetic data generation compro-
mise data originality, leading to reduced performance.
Thus, we can conclude that maintaining the original-
ity of the dataset while balancing is more critical than
merely increasing the amount of data for training.

5.2 Analysis of DL Models for CiCIoT
Dataset

CiCIoT dataset is a novel and extensive IoT attack
dataset to foster the development of security ana-
lytics applications in real IoT operations. To accom-
plish this, 33 attacks are executed in an IoT topology
composed of 105 devices. Table 7 presents the per-
formance analysis of various DL models for different
loss function on CiCIoT dataset.

For the CNN model, DFL achieved the highest
overall performance with an accuracy of 0.7033, recall
of 0.70348, precision of 0.72331, F1 score of 0.70181,
and MCC of 0.66727. Cross Entropy Loss and FL also
performed well, with Cross achieving an accuracy of
0.69622 and FL slightly better at 0.69815. The metrics

Table 7. DL model performance with different loss functions
on CiCIoT balanced dataset

DL Model Loss Func Acc Recall Prec F1 Score MCC

biLSTM

Cross 71.2% 0.711 0.735 0.710 0.678

FL 71% 0.712 0.737 0.7098 0.6783

DFL 70.7% 0.7073 0.7356 0.7053 0.674

LSTM

Cross 71.8% 0.717 0.744 0.7174 0.686

FL 69.2% 0.693 0.714 0.694 0.656

DFL 71.2% 0.711 0.7335 0.7092 0.6764

CNN

Cross 69.6% 0.696 0.715 0.694 0.658

FL 69.8% 0.698 0.709 0.698 0.659

DFL 70.3% 0.704 0.723 0.701 0.667

FNN

Cross 46.2% 0.462 0.503 0.414 0.377

FL 36.9% 0.370 0.459 0.355 0.309

DFL 37.9% 0.382 0.480 0.363 0.325
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for recall, precision, F1 score, and MCC were similarly
close between these two loss functions, indicating
that while all three loss functions are effective, DFL
provides a slight edge.

In contrast, the FNN model showed a significant
decline in performance with FL and DFL compared
to Cross Entropy Loss. Cross Entropy Loss achieved
an accuracy of 0.46156, recall of 0.46216, precision
of 0.50346, F1 score of 0.4136, and MCC of 0.37744.
Both FL and DFL resulted in lower metrics, with
FL having the lowest accuracy at 0.36924 and DFL
slightly better but still lower than Cross Entropy at
0.37911. This indicates that the FNN model does not
benefit as much from FL and DFL as it does from
Cross Entropy Loss.

The LSTM model showed strong performance
across all loss functions, with Cross Entropy Loss
yielding the highest accuracy at 0.71769 and MCC
at 0.68571. FL and DFL, while slightly lower in
accuracy and MCC, still demonstrated competitive
performance. FL achieved an accuracy of 0.69252
and an MCC of 0.6564, while DFL had an accuracy
of 0.71264 and an MCC of 0.67643. These results
suggest that LSTM can effectively utilize different
loss functions, but Cross Entropy provides the best
balance of accuracy and MCC.

Similarly, the biLSTM model performed well with
all three loss functions. Cross Entropy Loss achieved
the highest accuracy at 0.71249 and MCC at 0.67785.
FL and DFL showed comparable results, with FL
achieving an accuracy of 0.71004 and MCC of 0.67826,
while DFL had an accuracy of 0.707 and MCC of
0.67384. The metrics for recall, precision, and F1 score
were also high across all loss functions, indicating
the robustness of the biLSTM model to different loss
functions.

Table 8. DL model performance with different loss functions

on WUSTIIoT balanced dataset

DL Model Loss Func Acc Recall Prec F1 Score MCC

biLSTM

Cross 99.5% 0.99505 0.99499 0.995 0.99004

FL 99.84% 0.99839 0.99839 0.99839 0.99678

DFL 99.88% 0.9988 0.99879 0.99879 0.99759

LSTM

Cross 99.93% 0.99928 0.99928 0.99928 0.99856

FL 99.85% 0.9985 0.99851 0.99851 0.99701

DFL 99.91% 0.99914 0.99914 0.99914 0.99828

CNN

Cross 99.6% 0.9962 0.9963 0.99629 0.9926

FL 99.63 % 0.9963 0.9964 0.9963 0.9928

DFL 99.601% 0.99599 0.99604 0.99601 0.99204

FNN

Cross 73.4% 0.73313 0.8184 0.7141 0.545

FL 73.1% 0.7293 0.8181 0.7105 0.5401

DFL 72.99% 0.7308 0.8154 0.7107 0.5396

5.3 Analysis of DL Models for
WUSTL-IIOT-2021 Dataset

A comprehensive analysis of presented DL models uti-
lizing different loss functions evaluated across multiple
performance metrics on WUSTL-IIOT-2021 dataset
is shown in Table 8.

It can be seen from the table that the CNN model
shows good performance across all metrics with mini-
mal variation among the loss functions. This can be
attributed to the simpler binary classification task
and the cleaner, less noisy nature of the WUSTL
dataset, which allows the LSTM to effectively cap-
ture temporal dependencies. In contrast, datasets like
CiCIoT are more complex and noisy, limiting the
model’s generalization capability.

In contrast, the FNN model displays significantly
lower performance metrics compared to CNN, LSTM,
and biLSTM, particularly in accuracy and MCC. De-
spite using different loss functions, the FNN model
consistently achieves similar precision scores, indicat-
ing a fundamental limitation in its ability to gener-
alize compared to more complex models. The slight
variations in recall and F1 score among the loss func-
tions indicate minor improvements, but overall, the
FNN model’s performance remains moderate.

The LSTM model stands out with exceptionally
high scores across all metrics, particularly with Cross
Entropy Loss, achieving excellent performance. The
slightly lower but still high performance with FL and
DFL suggests that while these loss functions are ef-
fective, Cross Entropy Loss may be better suited for
the LSTM model’s architecture and the nature of the
dataset, providing superior generalization capabili-
ties.

The biLSTM model also demonstrates strong per-
formance, especially with FL and DFL, achieving high
metrics across the board. The slightly lower scores
with Cross Entropy Loss indicate that biLSTM ben-
efits more from the specialized handling of class im-
balance provided by Focal Loss and DFL. This high-
lights the biLSTM model’s sensitivity to the choice
of loss function, which can significantly impact its
classification performance.

5.4 Analysis of DL Models for ToNIoT
Dataset

In Table 9, we present the performance comparison
of proposed DL algorithm for different loss function
on the ToNIoT dataset.

Similar to the other datasets, the CNN model
demonstrates solid performance across all metrics
and loss functions. Using Cross Entropy Loss, CNN
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Table 9. DL model performance with different loss functions

on ToNIoT balanced dataset

DL Model Loss Func Acc Recall Prec F1 Score MCC

biLSTM

Cross 96.5% 0.9649 0.967 0.965 0.961

FL 95.9% 0.959 0.9588 0.9584 0.9535

DFL 96.7% 0.9668 0.9671 0.967 0.963

LSTM

Cross 95.6% 0.955 0.958 0.956 0.951

FL 94.1% 0.941 0.942 0.940 0.933

DFL 91.93% 0.9189 0.9253 0.9200 0.9113

CNN

Cross 95.2% 0.9517 0.9521 0.9515 0.9457

FL 94.6% 0.9462 0.9471 0.9461 0.9397

DFL 95.8% 0.95798 0.9584 0.9581 0.9529

achieves high accuracy, precision, and F1 score. Focal
Loss and DFL results in slightly lower metrics. De-
spite its theoretical merits, the performance improve-
ment of DFL over FL is modest in our experiments.
This is because the datasets were already balanced
through undersampling, which reduced the effect of
sample imbalance. Therefore, the added benefit of
dynamic focusing (in DFL) becomes less pronounced
when class distributions are already equalized.

The LSTMmodel shows commendable performance
with Cross Entropy Loss, achieving high accuracy,
recall, precision, and F1 score. Focal Loss slightly
under-performs compared to Cross Entropy Loss, sug-
gesting that while LSTM is robust as compared to
CNN, it still struggle with balanced data when FL
and DFL loss function are used. DFL, however, shows
a noticeable drop in performance, with lower accu-
racy and precision, indicating that DFL might not
be as effective for LSTM in this specific context.

The biLSTM model stands out with exceptional
performance, especially with DFL. Using Cross En-
tropy Loss, biLSTM achieves high accuracy (0.96489)
and precision (0.96711). Focal Loss provides slightly
lower yet still impressive metrics. However, with
DFL, biLSTM reaches the highest accuracy (0.96657)
and precision (0.96713), suggesting that the biLSTM
model benefits significantly from DFL, which helps
in refining its predictive capabilities by focusing more
on hard-to-classify instances.

The CNN and biLSTM models exhibit robust per-
formance across all loss functions, with DFL pro-
viding a slight edge in precision and accuracy. The
LSTM model performs exceptionally well with Cross
Entropy Loss. The choice of loss function is crucial,
with DFL generally enhancing the performance of
more complex models like CNN and biLSTM, while
Cross Entropy remains a strong performer for LSTM.

5.5 Performance Comparison with
Conventional ML Models

In this section, we compare the performance of the
proposed deep learning (DL) models against conven-

tional machine learning (ML) algorithms—namely,
Support Vector Machine (SVM), Random Forest
(RF), and K-Nearest Neighbors (KNN)—across mul-
tiple industrial IoT (IIoT) benchmark datasets. The
results are summarized in Table 10.

The comparison between conventional ML models
and presented DL approaches reveals that while tradi-
tional ML methods such as Random Forest, SVM, and
KNN achieve excellent results on small, well-balanced
datasets like BoT-IoT, they struggle to maintain this
performance on larger and more complex datasets.
For instance, Random Forest achieves an impressive
99.93% accuracy on the BoT-IoT dataset, which con-
tains only 1,578 samples of each class. This high per-
formance is largely due to the simplicity and limited
scale of the dataset, where traditional ML models are
effective in capturing patterns without the need for
deep feature extraction or complex temporal model-
ing.

However, the performance of ML models declines
significantly on larger datasets such as CiCIoT and
ToNIoT which includes a far greater number of sam-
ples and exhibits higher complexity in class distri-
butions and feature relationships. On CiCIoT, SVM
accuracy drops to 56.06%, with similarly reduced
scores for other metrics. This sharp contrast high-
lights the limitations of ML models when faced with
high-dimensional and noisy data typical of real-world
IoT environments. In contrast, DL models—especially
those based on CNNs and LSTMs—offer more con-
sistent performance across datasets due to their ca-
pacity to learn hierarchical and temporal features.
These strengths make DL models more suitable for de-
ployment in dynamic, data-rich IoT scenarios, where
adaptability and generalization are critical. It is im-
portant to note that, all evaluations were conducted
on a single stratified train-test split to enable con-
sistent comparison across models and loss functions.
However, this limits statistical generalizability and
may introduce partition-specific bias. Future work
will incorporate repeated evaluations using k-fold
cross-validation and confidence-based statistical test-
ing to validate robustness across different data splits.

6 Conclusions and Future Work

In this study, we conducted a comprehensive perfor-
mance analysis of four deep learning models: CNN,
FNN, LSTM, and biLSTM. We evaluated these mod-
els using three distinct loss functions: cross-entropy,
focal loss, and dual focal loss. Our experiments uti-
lized four diverse datasets—BoTIoT, CiCIoT, To-
NIoT, and WUSTL-IIOT-2021—to assess the impact
of various feature sets and dataset characteristics on
the models and loss functions. The datasets were bal-
anced through undersampling to preserve their origi-
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Table 10. Performance comparison of traditional ML models on balanced datasets

Dataset Model Accuracy (%) Recall Precision F1-Score MCC

BoTIoT

SVM 95.03 0.9514 0.9535 0.9498 0.9395

Random Forest 99.93 0.9993 0.9994 0.9993 0.9992

KNN 99.35 0.9935 0.9934 0.9935 0.9918

CiCIoT

SVM 56.06 0.5606 0.5630 0.5446 0.4939

Random Forest 81.34 0.8134 0.8137 0.8135 0.7869

KNN 78.44 0.7844 0.7998 0.7826 0.7581

WUSTL-IIoT-2021

SVM 99.55 0.9955 0.9955 0.9955 0.9910

Random Forest 99.99 0.9999 0.9999 0.9999 0.9997

KNN 99.87 0.9987 0.9987 0.9987 0.9975

ToNIoT

SVM 83.32 0.8332 0.8564 0.8063 0.8057

Random Forest 99.76 0.9976 0.9976 0.9976 0.9973

KNN 99.76 0.9976 0.9976 0.9976 0.9973

nal characteristics. Our findings indicate that data
balancing via undersampling, which maintains the in-
tegrity of the original samples, perfroms better than
balancing methods using oversampling and synthetic
data generation across all deep learning models. Fur-
thermore, the results consistently demonstrate that
CNN, LSTM, and biLSTM models surpass FNN mod-
els in performance on all datasets. This superior per-
formance is attributed to their enhanced ability to
capture complex features and temporal dependencies,
which are critical in the context of IoT-based intru-
sion detection systems. Despite promising results, this
study is limited by its use of balanced datasets, lack
of evaluation on zero-day attacks, and the absence
of analysis on computational efficiency for real-time
deployment in resource-constrained environments. In
future work, we plan to extend our findings by evalu-
ating the proposed models on highly imbalanced and
streaming datasets to better simulate real-world de-
ployment conditions. This includes analyzing model
performance under varying degrees of class imbalance
and applying imbalance-aware techniques such as
cost-sensitive learning, class-weighted loss functions,
and oversampling strategies like SMOTE. These ap-
proaches will help us assess the robustness and gen-
eralizability of our models beyond balanced training
environments. In addition, we will incorporate k-fold
cross-validation and statistical testing (e.g., t-tests
and confidence intervals) to ensure that reported per-
formance trends are statistically significant and not
due to dataset partitioning bias. In parallel, we aim
to explore the integration of transformer-based and
attention-enhanced architectures to improve tempo-
ral representation and model interpretability.
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