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A B S T R A C T

Least Significant Bit Matching (LSBM) is a simple steganography approach that

has been detected under multiple attacks. Imperceptibility (i.e., maintenance

of high perceptual image quality) and security are significant parameters in

steganography. However, most conventional steganography techniques rely on

single-objective optimization, which focuses on improving one parameter while

often compromising others. This limitation underscores the need for approaches

that balance conflicting objectives. To address this, the present study employs

the Non-Dominated Sorting Genetic Algorithm II (NSGA-II) to optimize

security and imperceptibility. This methodology includes a cover image division

into blocks, each with two critical decisions: (1) seed determination for the

pseudo-random number generator to simultaneously identify optimal pixels for

data embedding and (2) selecting whether the pixel value should be increased

or reduced upon a mismatch between the data bit and pixel LSB. Pixels

with the highest data bit–LSB correspondence are optimal, and a pixel value

change (increase or reduction) is to minimize block histogram variation. This

multiobjective optimization is carried out using NSGA-II. It was comparatively

revealed that the developed methodology remarkably improved image quality

metrics and decreased detection accuracy at different embedding rates. At

embedding rates of 0.3, 0.5, and 0.8 bpp, the Peak Signal-to-Noise Ratio

(PSNR) was approximately 57.65, 55.55, and 52.75, respectively. This result

represents a 1.5-2.5% improvement compared to conventional LSBM techniques.

© 2026 ISC. All rights reserved.

1 Introduction

Steganography is primarily aimed at hiding con-
fidential data transmission and protecting sensi-

tive data by concealing information in digital media
to mitigate any suspicion concerning the existence
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of hidden content. Unlike cryptographic approaches,
which often indicate the presence of sensitive data,
steganography hides the existence of the message it-
self [1]. The data embedding process employs a partic-
ular algorithm to embed encrypted and compressed
data within a cover media, creating a stego media
intended for transmission to the recipient. It is often
necessary to utilize one or more embedding keys to
improve security, which must be transmitted to the
recipient through a secure channel. Images are the
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most favored type of media due to their diverse for-
mats, significant capacity, and extensive applications,
making them one of the most widely used cover media
in steganography [2].

Steganography methods operate in spatial or trans-
form domains to embed data [3]. Spatial techniques
modify pixel values directly using rule-based, deep
learning, cost-based, texture- and edge-aware, or
adversarial methods. At the same time, transform-
domain approaches work on frequency coefficients
and offer better robustness [4]. Standard embedding
methods include LSB replacement, pixel value differ-
ence [5], difference expansion [6], and modification
direction [7]. LSB-based schemes are popular due to
low visual distortion, with LSB Matching (LSBM)
and LSB Flipping (LSBF) being widely used. Despite
this, LSBF is vulnerable to several attacks [8–11],
prompting enhancements like edge-based embed-
ding [12], AI-driven methods [13], and bit-reversal
techniques [14].

In LSBM, the bit is modified by ±1 to randomly ad-
just the pixel value when a mismatch occurs between
the data bit and the pixel’s LSB. This approach offers
greater security than LSBF, even though both meth-
ods provide the same data embedding capacity. How-
ever, advancements in steganalysis have introduced
multiple attacks aimed at LSBM detection. The ef-
fectiveness of these attacks varies depending on the
characteristics of the cover image [15]. The detection
of steganography by attacks primarily stems from sta-
tistical changes in the image due to data embedding.
It is necessary to develop steganography techniques
based on strategies that minimize such changes to
address this challenge. The literature on this subject
has introduced multiple LSBM improvement prac-
tices, with some researchers implementing intelligent
embedding location selection. In contrast, others fo-
cus on purposeful decision-making within the data
embedding process. The latter approach pursues par-
ticular objectives, such as pixel variation minimiza-
tion [16], histogram variation reduction (e.g., through
GLSBM [17]), and added noise reduction [18] rather
than random changes in the image pixel value.

The use of optimization algorithms to enhance ex-
isting steganography methods has proven to be a suc-
cessful idea in this field. Despite significant advance-
ments in optimization-based steganography, most ex-
isting approaches focus on enhancing a single parame-
ter—such as security, embedding capacity, or percep-
tual transparency—without adequately addressing
the inherent trade-offs between these conflicting ob-
jectives. This limitation often results in suboptimal
performance, where improving one aspect compro-
mises another, making current methods either more

detectable or less effective in terms of data conceal-
ment. While multi-objective optimization has been
successfully applied in image watermarking [19–22]
and audio/video steganography [23, 24], its poten-
tial in image steganography remains underexplored
mainly [25, 26]. With the growing sophistication of
steganalysis techniques, developing adaptive stegano-
graphic frameworks that balance these factors is cru-
cial.

To address this gap, this study develops an LSBM-
based technique leveraging multiobjective optimiza-
tion to enhance security and perceptual transparency
while minimizing embedding-induced distortions
simultaneously. The proposed method solves a
bi-objective optimization problem using the Non-
Dominated Sorting Genetic Algorithm II (NSGA-II
algorithm). The method optimizes pixel selection and
modification by minimizing both the number of pixel
changes and histogram variations, thereby enhancing
security and perceptual transparency. Experimental
results demonstrate that the proposed approach
achieves superior stego image quality and lower detec-
tion accuracy against steganalysis attacks compared
to conventional LSB-based methods. The primary
contributions of the present study are as follows:

• Modeling pixel selection and modification pro-
cess in data embedding using bi-objective opti-
mization.

• Utilizing two objective functions to improve
stego image quality and reduce embedding-
induced histogram variation.

• Demonstrating the higher Peak Signal-to-Noise
Ratio (PSNR) and reduced detection accuracy
of the proposed methodology under LSBM at-
tacks relative to earlier works.

The remainder of the paper is organized as fol-
lows: Section 2 conducts a review of the literature on
optimization-based steganography approaches; Sec-
tion 3 provides a comprehensive description of the pro-
posed methodology; Section 4 presents the findings,
providing comparisons to earlier works; and Section 5
concludes the article, outlining future directions.

2 Related Work

Steganography methods can be categorized in various
ways. Given the increasing usage of deep learning ap-
proaches in this field, similar to their application in
other areas of image processing, one prominent classi-
fication includes the following three categories: tradi-
tional methods, Convolutional Neural Network-based
(CNN-based) methods, and Generative Adversarial
Network-based (GAN-based) methods. Traditional
methods often rely on techniques, such as LSB, and
do not employ machine learning. In contrast, CNN-
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based methods utilize deep convolutional neural net-
works for embedding and extracting hidden messages,
while GAN-based methods leverage variants of gener-
ative adversarial networks [27].

In the context of steganography, achieving zero
extraction error is a fundamental prerequisite for
flawless data recovery. Conversely, Deep Learning-
based (DL-based) methods, including CNNs [28] and
GANs [29], do not ensure zero error. Instead, these
techniques concentrate on attaining a high degree of
similarity between the extracted and original data,
which is frequently assessed using measures such as
PSNR or Similarity Index Measure (SSIM). While
deep learning techniques emphasize a trade-off be-
tween security, imperceptibility, and reconstruction
accuracy, traditional methods promote accurate
data recovery. The majority of deep learning-based
steganography techniques, particularly those embed-
ding one image within another, have significantly
increased their embedding capability compared to
traditional methods [30]. Nevertheless, the approach
suggested in this study aims to embed data into an
image while guaranteeing zero extraction error.

Several recent advancements in techniques have
aimed to enhance LSB-based approaches without
using optimization. For instance, Tseng et al. [31]
have introduced a system based on a new LSB sort-
ing method and Exploiting Modification Direction
(EMD). Kim et al. [32] have integrated EMD and opti-
mal LSB replacement, thereby developing a reversible
steganography technique with improved performance.
Nguyen et al. [33] have proposed a novel algorithm
that integrates the Lah Transform, Hamming Code,
and LSBM Revisited. Furthermore, researchers have
integrated Pixel-Value Differencing (PVD) and LSB
to develop methodologies boasting large embedding
capacities [34].

In addition to conventional LSB-based improve-
ments, several studies have explored optimization
techniques to enhance security and capacity, leading
to various algorithmic approaches. Optimization-
based steganography approaches employ algorithms
such as Genetic Algorithm (GA), Ant Colony Op-
timization (ACO), Particle Swarm Optimization
(PSO), Whale Optimization Algorithm (WOA), Haris
Hawk Optimization (HHO), and Neural Networks
(NN).

Both Spatial-domain and transform-domain
steganography systems leverage optimization algo-
rithms, which are implemented in three phases: (I)
pre-embedding phase, (II) embedding phase, and (III)
post-embedding phase. During the pre-embedding
phase, optimization is performed to identify the
optimal embedding locations or modify the data

bits. During the embedding phase, optimization aims
to determine the stego image pixel values. During
the post-embedding phase, optimization is used to
minimize embedding-induced variations [35]. This
study reviews previous spatial-domain techniques
that incorporate optimization.

Table 1 presents earlier works on improving LSB-
based embedding performance through optimization.
In general, previous studies aimed at enhancing the
embedding capacity have not reported significant im-
provements in image quality or sufficient enhance-
ments in security [36, 37]. However, certain studies im-
proved image quality with reduced embedding capac-
ity by a maximum of one bit per image pixel [38, 39].
Additionally, researchers have noted the utilization of
LSBM as a base technique [17, 40], as LSBM-based
embedding can improve security.

Sabeti et al. [17] integrated GA with LSBM to
propose two algorithms: GLSBM and MKGM. The
GLSBM algorithm integrates GA in LSBM, allow-
ing for the choice between increasing or reducing
mismatching pixels. The MKGM algorithm was de-
veloped to further enhance GLSBM by dividing the
cover image into different blocks and implementing
GLSBM on each block with multiple distinct keys.
The block with the least histogram variation is then
selected as the stego image. The test results indi-
cated that MKGM had a lower detection rate com-
pared to previous approaches and the standard LSBM
method. However, MKGM demonstrated almost iden-
tical PSNR results, with no significant improvements.

A dual Genetic Algorithm (2GA) approach was de-
veloped to enhance the MKGM algorithm [49] further,
dividing the cover image into blocks and embedding
data into the blocks in two phases. The first phase
combines GA with a Linear Congruential Genera-
tor (LCG) function, selecting pixels from the block
with the highest correspondence with the message
sequence for data embedding. The second phase em-
ploys GLSBM to embed data in the selected pix-
els in order to minimize histogram variations within
the block. Despite the different security levels and
stego image quality rates in LSBM-based techniques,
MKGM enhanced GLSBM in terms of security, while
2GA improved MKGM in terms of stego image qual-
ity.

While previous LSBM-based methods have en-
hanced security or stego image quality individually,
they have not effectively addressed the trade-off
between these objectives. This study introduces an
multiobjective optimization approach to simultane-
ously improve both aspects, marking a significant
advancement over previous techniques.
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Table 1. Summary of LSB-based spatial domain methods using optimization algorithms

Ref.
Embedding

Method
Optimization
Algorithm

Objective Function
Optimization

Goal*
Advantages (+)

Disadvantages (-)**

[41] LSBF GA PSNR 2
+Medium EC

-Low SQ
-Unproven against strong attacks

[42] LSBF GA PSNR 1
+Medium EC

-Low SQ
-Unproven against strong attacks

[43] LSBF GA PSNR 4
+Medium EC

-Low SQ
-Unproven against strong attacks

[44] LSBF GA MSE 4
+Medium EC
+Medium SQ

-Unproven against strong attacks

[45] LSBF ACO MSE 1
+Medium EC
+Medium SQ

-Unproven against strong attacks

[38] LSBF GA
The number of

LSB’s pixel-data bit matches
1

+Medium SQ
-Low EC

-Unproven against strong attacks

[46] LSBF ABC MSE 1
+Medium EC
+Medium SQ

-Unproven against strong attacks

[39] LSBF ACO
Difference between
neighboring pixels

1
+Medium SQ

-Low EC
-Unproven against strong attacks

[36] LSBF GA PSNR 1,2
+High EC
-Low SQ

-Unproven against strong attacks

[47] LSBF PSO PSNR 1
+Medium EC
+High SQ

-Unproven against strong attacks

[17] LSBM GA Histogram difference 3

+LSBM-based
+Good SS

+Medium SQ
+Medium EC

[40] LSBM
GA The number of 1 +LSBM-based

+High SQ
+Good SS
+Medium EC

LSB’s pixel-data bit matches

GA Histogram difference 3

[37] LSBF GA PSNR 1,2
+Medium SQ
+Medium EC

-Unproven against strong attacks

[48] LSBF ACO MSE 1
+Medium EC
+Medium SQ

-Unproven against strong attacks

[49] LSBF WOA Different error functions 1,4
+Medium EC
+Medium SQ

-Unproven against strong attacks

[50] LSBF HHO PSNR 2
+Medium EC
+Medium SQ
+Good SS

* 1. Find embedding locations 2. Modify message bits 3. Determine the stego pixels 4. Modify the stego image
** EC: Embedding Capacity SQ: Stego Quality (Imperceptibility) SS: Stego Security

2.1 NSGA-II Algorithm

Optimization problems involve finding the best so-
lution from a set of feasible candidates, typically
by maximizing or minimizing one or more objective
functions. Such problems are widely encountered in
fields like engineering, finance, and artificial intel-
ligence. Optimization problems can be categorized
as single-objective (optimizing a single criterion) or
multiobjective (optimizing multiple, often conflict-
ing criteria). Evolutionary optimization algorithms,
a subset of stochastic methods, are inspired by nat-
ural selection and iteratively improve a population
of candidate solutions. GAs, a widely used evolu-
tionary approach, evolve solutions through selection,
crossover, and mutation. GAs are particularly effec-
tive for single-objective optimization but can be ex-
tended to multiobjective problems.

The NSGA-II is a widely used multiobjective opti-
mization algorithm designed to find a set of optimal

solutions (Pareto front) for problems involving con-
flicting objectives. It operates through the following
key steps:

• Initialization: A population of solutions is ini-
tialized randomly or based on prior knowledge.

• Evaluation: Each solution is evaluated using ob-
jective functions to determine its performance.

• Non-dominated Sorting: Solutions are ranked
into different fronts based on dominance. A
solution dominates another if it is better in at
least one objective and no worse in others.

• Crowding Distance: Within each front, solu-
tions are ranked based on diversity (crowding
distance) to maintain a well-distributed Pareto
front.

• Selection: Parent solutions are selected using a
combination of rank and crowding distance.

• Crossover and Mutation: Genetic operators are
applied to generate new offspring solutions.

• Elitism: The algorithm combines parent and
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offspring populations, retaining the best solu-
tions based on rank and diversity for the next
generation.

The flowchart of the NSGA-II algorithm is shown
in Figure 1. A detailed explanation of these steps in
the proposed method will be provided. Key param-
eters include the population size, number of gener-
ations, crossover probability, mutation probability,
and distribution indices for crossover and mutation,
which control the spread of solutions.

Figure 1. The flowchart of the NSGA-II algorithm

3 Proposed method

Single-objective optimization aims to identify the
optimal solution through a single objective func-
tion, while real-life problems may require optimiz-
ing two or more objective functions that can be con-
flicting or not directly associated. Steganography
mainly includes analysis and optimization of sev-
eral objectives, and the developed technique adopts
NSGA-II for multi-objective optimization so that
LSB-M performance can be improved. Figure 2 de-
picts a block diagram of the Multi-Objective-based
LSBM (MOLSBM) method. The initial version of this
method was presented in [51], and here, a complete
version with practical implementation capability is
introduced. Table 2 provides the MOLSBM parame-
ters.

MOLSBM embeds data by implementing the fol-
lowing steps on the cover image for generating the
stego image before it is transmitted to the receiver:

(1) Splitting: Partitioning the cover image and se-
cret data based on the block size.

(2) Repeat the following steps for the cover image
blocks:
(2-1) Finding the best seed and optimal embed-

ding pattern using NSGA-II to embed the
data into the block of the cover image.

(2-2) Finding the target embedding pixels
through the best seed and calculating
pixel values via the optimal pattern for
the stego block.

(3) Rebuilding: Arrange the output blocks to recon-
struct the stego image.

The best seed value for each block is also sent to
enable the receiver to extract the entire data with no
errors. MOLSBM models the embedding process of
an image block in the form of a bi-objective optimiza-
tion problem solved through NSGA-II. By employing
the NSGA-II algorithm, an optimal key is adaptively
selected for each specific cover image based on the
proposed objective functions. This image-dependent
key selection strategy not only enhances the quality
of the resulting stego image but also significantly im-
proves security. Since the key is tightly coupled with
the unique characteristics of the cover image, it be-
comes complicated—if not infeasible—for an adver-
sary to determine or predict the key without access to
the original cover image. NSGA-II is a rapid and effi-
cient multiobjective genetic algorithm. Once the two
objective functions have been defined, the details of
implementing the NSGA-II steps and the extraction
algorithm are described.

Figure 2. (a) Inputs and outputs, and (b) embedding steps
of MOLSBM

Table 2. Abbreviations in MOLSBM

Name Description

Cover Cover image

Stego Stego image

Data Secret data

Ci Block ith of the cover image

Di Section ith of the data

Si Block ith of the stego image

DS Data length for a block

P (t) Population in epoch tth

Q(t) The population resulting from crossover in epoch tth

Npop Population number

Pc Crossover probability

Pm Mutation probability

Epoch Iteration number

BS Block size

Nc Number of Population resulting from crossover

Nm Number of Population resulting from mutation

seedi Seed for the ith block

Chrj jth chromosome

3.1 Objective Functions

It is essential to choose the optimal pixels for data
embedding in steganography. Apart from finding such
pixels, it is also required to determine the embedding
sequence. The entire set of pixels is to be utilized
for 100% data embedding; however, the embedding
sequence can be different. For an embedding rate be-
low 100%, the optimal pixels and their embedding
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sequence should be determined based on the data
length. These steps allow the receiver to accurately
find the same pixels and embedding sequence as those
of the sender, so that the data can be extracted en-
tirely. The use of pseudorandom number generation
functions is a typical idea, and different forms of the
function rand() are available in MATLAB. Such func-
tions should have an initial seed, and their alteration
would change the sequence of the generated numbers;
i.e., a different set of pixels may be chosen in different
cases.

LSBM, however, either changes the pixel value or
keeps it unchanged, depending on the pixel value and
bit value. As a result, the number of modification-
requiring pixels can vary in each pixel sequence. The
best embedding sequence is to be selected from the
set of available sequences in order to minimize the
pixel change rate. A more minor change in the cover
image for generating the stego image is expected to
provide higher stego image quality. The identification
of the best seed value to minimize pixel changes could
be modeled in the form of an objective function in
multiobjective optimization.

Embedding the message in pixels to maximize stego
image security can be the second objective function.
To embed data into modification-requiring pixels,
LSBM either increases or reduces the pixel value by
one unit, each of which might affect the generated
stego image. A review of LSBM-revealing attacks has
shown that attacks exploit some parameters, e.g., the
center of gravity [52] and local extrema [53]. Thus,
the reduction of embedding-induced image histogram
variations appears to diminish LSBM vulnerability.
As MOLSBM is intended to maximize security, it is
required to minimize stego image histogram variation
in comparison to the cover image; larger histogram
variations facilitate steganalysis attacks in detecting
the steganography system. Hence, the histogram dif-
ference between the cover image and stego image
blocks is the second objective function.

3.2 Chromosome Structure and Evaluation

The chromosome structure in MOLSBM and its eval-
uation based on the objective functions are discussed
in this section. Considering the two objective func-
tions, MOLSBM is comprised of two components (Fig-
ure 3). The seed for the function rand() is the first
component of the chromosome that determines the
embedding path. The second component determines
the required pixel variation. The first eight genes of
a chromosome are responsible for seed value encod-
ing, whereas the other genes define pixel modification.
The second component’s size is dependent on the em-
bedding rate and block size; the data size (DS ) for a

block size of 16×16 and an embedding rate of 50%
is given by: DS = 16 × 16 × 0.5 = 128. Therefore,
the chromosome has a size of 8+128=136 bits. The
chromosomes of MOLSBM are written as:

Chrj = [g1, g2, . . . , gDS+8](g1, . . . , g8) ∈ {0, 1},
(g9, . . . , gDS+8) ∈ {+1,−1}, j ∈ [1, Npop]

(1)

Figure 3. Chromosome structure

NSGA-II requires a random initial population. To
initialize a chromosome, an integer from 0 to 255 is
to be randomly selected. It is converted into a binary
form and introduced to the first eight genes. Then,
the number of increments/decrements (i.e., +1 or -
1) equaling the data size is selected for the genes in
the second chromosome component. The genes in the
second component are responsible for determining
the pixel values after the data have been embedded.

The randomly generated chromosomes are to be
evaluated through the objective functions. To calcu-
late the first objective function, the first 8 bits of the
chromosome are used as a seed. Then, a random se-
lection of pixel numbers from a block is made (the
number of pixels chosen corresponds to the length
of the desired data bit sequence). The first data bit
is compared with the LSB of the first selected pixel,
the second data bit is compared with the LSB of the
second selected pixel, and this process continues until
the last data bit. The number of pixels whose LSB
does not match the corresponding data bit is counted,
and this value is used as the objective function’s value.
If the kth selected pixel is represented by pixel(k) and
the kth data bit is represented by D(k), the value of
UnEqbit is calculated according to Equation 2.

UnEqbit =

DS∑
k=1

|LSB(pixel(k)−D(k)| (2)

The first fitness function pattern of MOLSBM is
given as:

F 1
i,j = Mismatch(Ci, Di, Chrj) (3)

Algorithm 1 depicts the pseudocode for the calcu-
lation of the first objective function. This function
calculates the value of UnEqbit for each block. A
larger value of a given chromosome represents higher
desirability.

The second objective function measures the his-
togram difference between the cover and stego image
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Algorithm 1 Mismatch

Require: Ci, Di, Chrj
Ensure: F 1

i,j

1: [BS,BS]← size(Ci)
2: DS ← size(Di)
3: F 1

i,j ← 0
4: Ci vec ← reshape(Ci, 1, BS ×BS)
5: Seed← bi2dec(Chrj(1 :8))
6: rng(Seed)
7: Seq ← randperm(BS ×BS,DS)
8: for k ← 1 to DS do
9: pixle← Ci vec(Seq(k))

10: if mod(pixle, 2) ̸= Di(k) then
11: F 1

i,j ← F 1
i,j + 1

12: end if
13: end for

blocks. The stego block is generated using the seed
and genes in the second component of chromosomes.
Once the embedding pixel sequence has been deter-
mined, no change is required for the generation of the
stego block when the pixel LSB matches the message
bit, and the cover block pixel value is transmitted to
the corresponding stego block location. In the case
of a mismatch, however, the gene value in the second
component of the chromosome would be added to
the cover block pixel value, transmitting the resulting
pixel value to the corresponding stego block location.
Once the stego block has been generated for all chro-
mosomes, the second objective value is calculated.
Let Hc and Hs be the histograms of the cover block
and stego block generated by Chrj , respectively. The
Hc −Hs difference in a grayscale image is given by:

Dif(Hc, Hs) =

255∑
k=0

|Hc(k)−Hs(k)| (4)

The second fitness function pattern is written as:

F 2
i,j = HistDif(Ci, Di, Chrj) (5)

Algorithm 2 illustrates the pseudocode for calculat-
ing the second objective function. A smaller objective
function would represent higher desirability.

Figure 4 shows the calculation of the objective
functions for a random chromosome for an 8×8 cover
block and a 16-bit data sequence. The first eight
genes of the chromosome correspond to the number
100 used for the random selection of sixteen pixels
from the block. The mismatch column compares the
LSBs of such pixels to the corresponding data bit.
The first objective function F 1

i,j equals the number

of check-marked columns; here, F 1
i,j = 9.

Algorithm 2 HistDif

Require: Ci, Di, Chrj
Ensure: F 2

i,j

1: [BS,BS]← size(Ci)
2: DS ← size(Di)
3: Ci vec ← reshape(Ci, 1, BS ×BS)
4: Si vec ← Ci vec

5: Seed← bi2dec(Chrj(1 :8))
6: rng(Seed)
7: Seq ← randperm(BS ×BS,DS)
8: for k ← 1 to DS do
9: pixel← Ci vec(Seq(k))

10: if mod(pixel, 2) ̸= Di(k) then
11: pixel′ ← pixel + Chrj(8 + k)
12: Si vec(Seq(k))← pixel′

13: end if
14: end for
15: Si ← reshape(Ci vec, BS,BS)
16: Hc ← imhist(Ci)
17: Hs ← imhist(Si)
18: F 2

i,j ← sum(abs(Hc(:)−Hs(:)))

The stego block is generated by altering merely the
pixels with a mismatching LSB, and the new values
of these pixels are found by adding the value of the
corresponding gene from the second component of the
chromosome to the original pixel value. For example,
the first pixel is in position 58 and has a value of 60,
while bit 1 requires embedding. As a value of 60 has
an LSB of 0 (mismatching), the mismatching column
is check-marked. To obtain an LSB of 1, the pixel
value can be altered to either 59 or 61. As the first
gene of the second component is +1, the value is
increased by 1, with the pixel value in position 58 of
the stego block becoming 61. For the second pixel, on
the other hand, no mismatch exists between the LSB
of the number 84 and bit 0, and the pixel value of 84
remains unchanged in position 31 of the stego block.
This procedure would be performed for all sixteen
pixels so that the stego block can be generated.

The histogram difference between the cover and
stego blocks stands for the second objective function’s
value. The second objective function equals 12 for
this chromosome.

3.3 Crossover and Mutation

Crossover and mutation are implemented on the pop-
ulation P (t) to generate a new population Q(t). Let
Pc and Npop denote the population fraction under-
going crossover and the population size, respectively.
The crossover offspring Nc is given by:

Nc = ⌊Pc ∗Npop/2⌋ ∗ 2 (6)
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Figure 4. Objective function calculation for a random chro-
mosome

Two members of the population P (t) are parents
in each crossover. Two new members are created via
single-point crossover to generate the new population
Q(t). Once crossover has been completed, it would
be required to ensure the absence of duplicate chro-
mosomes. The fitness value of a pair of chromosomes
is then obtained and added to Q(t).

Let Pm be the population fraction undergoing mu-
tation. The number of new chromosomes generated
in mutation Nm is given by:

Nm = ⌊Pm ∗Npop⌋ (7)

A member of the population P (t) is chosen in each
mutation phase, and mutation is implemented on the
chosen member. A random number would be chosen
between 1 and DS+8 to implement mutation on a
chromosome. The first component of the chromosome
is changed when this random number is equal to or
smaller than 8. In such a case, if the gene value is
0, it is increased to 1 and vice versa. For a random
number larger than 8, on the other hand, the second
component of the chromosome is changed. For a gene
value of -1, the gene value is changed into +1 and
vice versa. The fitness value of the chromosome is
then obtained and added to Q(t). Figure 5 represents
one crossover and two mutations.

3.4 Selection of a New Population and Final
Optimal Solution

Once crossover and mutation have been completed,
the chromosomes of the initial population are inte-
grated with the crossover and mutation chromosomes:

R(t) = P (t) ∪Q(t) (8)

However, solely Npop chromosomes are chosen from
the integrated set to generate a new population. Fig-

Figure 5. One crossover and two mutations

ure 6 depicts the chromosome selection of NSGA-II.
The integrated population is arranged based on a
non-dominated sorting function, classifying the mem-
bers into fronts. Then, the crowding distance would
be found for all members based on their fronts. The
arranged population is employed to choose the first
Npop chromosomes as the new population P (t+ 1).

NSGA-II performs such steps MaxIt times, and the
Pareto front is generated. The best chromosomes in
the Pareto front should be considered the final solu-
tion, directing data embedding within the cover block
and leading to a stego block. MOLSBM adopts the
Linear Programming Technique for Multidimensional
Analysis of Preference (LINMAP) decision-making
model [54]:

EDi =
√
(

n∑
j=1

(Fij − F ideal
j )) (9)

where Fij is the objective j of member i in the
Pareto front, F ideal

j stands for the ideal solution pro-
duced by single-objective optimization for objective
j, and n is the number of objectives. The Euclidean
distance (ED) is obtained for the Pareto front mem-
bers, with the member having the shortest ED being
the best chromosome. Here, Bestseedi represents the
initial component of the best chromosome and should
be shared with the receiver. This process is performed
for all the blocks in the cover image to generate the
stego image.

Figure 6. Selection process of NSGA-II [55]
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3.5 Extraction Algorithm

An extraction algorithm is to be used in MOLSBM to
allow for the accurate retrieval of the embedded data
from the stego image by the receiver, as with other
embedding approaches. Each block in MOLSBM has
an eight-bit key for embedding path identification.
It is necessary that the receiver effectively obtain
the keys for accurate extraction. In scenarios where
a secure channel for key exchange exists between
the sender and receiver, this process can be easily
handled.

However, due to the absence of such a secure chan-
nel in practical applications, the proposed method
embeds the key within the cover image after the con-
fidential data has been hidden. This method requires
the sender and recipient to agree beforehand on the
blocks that will contain the key. For example, the
blocks may be selected from the image’s first and last
rows and columns, or chosen at random using a brief
pre-shared key. The length of the data embedded in
the cover is therefore equal to the sum of the lengths
of the original secret data and the key that is pro-
duced by the embedding of the secret data. The key
length and, consequently, the length of the embedded
data increase when the block size is decreased. The
effect of this parameter on the MOLSBM method’s
performance is evaluated in the evaluation section.

4 Experimental Results

MOLSBM performs decision-making using NSGA-II
in two steps: (1) choosing embedding pixels and (2)
determining how to modify pixel values during em-
bedding. The method aims to improve the quality and
security of the stego image relative to the LSBM base-
line and earlier methodologies by developing practi-
cal objective functions in multiobjective optimization.
To enhance the practical relevance of the approach,
a key transmission strategy has been integrated in
this version. As this strategy introduces additional
modifications to the stego image, the evaluation re-
sults reported below differ from those presented in
the earlier version [51] and more accurately reflect
real-world usage scenarios. Moreover, a broader, more
comprehensive set of evaluation experiments has been
conducted to assess the proposed method from multi-
ple perspectives. These results, presented in the fol-
lowing subsections, provide deeper insight into the
performance and robustness of the approach. The al-
gorithm was performed in MATLAB 2020 based on
the NRCS image dataset. This dataset involves nearly
2,000 images that cover several subjects, mostly na-
ture scenes. A total of 1,000 random images were
chosen for testing.

A random sequence of 0s and 1s generated by func-

tion rand() was used to embed data in the test im-
age. This data is an efficient embedding sequence for
secret data and does not require prior data encryp-
tion or compression. For each embedding stage, the
embedding key is also added to the generated data.
Therefore, the data being embedded is slightly larger
than the original secret data. The tests were primarily
conducted at three embedding rates. The embedding
rate is the ratio of the data bits to the total image
pixels (bits per pixel); e.g., an embedding rate of 0.5
bpp refers to embedding one data bit in half of the
pixels. A population of 20 was employed in NSGA-II,
with crossover and mutation probabilities of 0.7 and
0.1, respectively, and a total of twenty iterations.

Stego image quality, security, and embedding ca-
pacity are the main criteria to compare steganogra-
phy methods. As all the results can be presented,
only the primary outcomes are discussed. Once the
optimal block size has been identified for MOLSBM,
the performance of the proposed algorithm is evalu-
ated using various criteria in comparison to earlier
methodologies.

4.1 MOLSBM Performance Versus Block
Size

The block size (BS) is a major evaluation criterion
and can significantly affect algorithm performance.
Testing is performed to verify the effect of BS on
performance and choose the optimal block size for
MOLSBM. Four images were employed as samples, in-
cluding Lena, Baboon, Peppers, and Boat (Figure 7).
Table 3 provides the PSNR and SSIM of MOLSBM
for various block sizes and an embedding rate of 0.5
bpp. A smaller block size was found to produce higher
stego image quality. This result was expected as more
efficient decisions are enabled for smaller regions in
data embedding. The reduction of the embedding
space and the use of each region’s characteristics con-
tribute to data embedding decision-making. However,
MOLSBM generates an eight-bit key (Bestseedi) for
blocks to be embedded in the stego image itself, and
a rise in the number of blocks would result in a longer
final key. As the number of blocks increases, the fi-
nal key length also increases, which in turn enlarges
the amount of embedded data in the image and con-
sequently raises the level of distortion in the stego
image.

For a trade-off between the key length and block
size, the sender may set the optimal block size un-
der the existing circumstances. This study employed
block sizes of 8×8 and 16×16 for further evaluation.
An eight-bit key would be necessary to embed 256
bits per block, leading to a key/data length ratio of
0.03 for a block size of 16×16. At a block size of 8×8,

ISeCure



10 Enhancement of LSB Matching Steganography using Multiobjective Optimization Embedding to ... — Sabeti

however, an eight-key bit is to be used to embed 64
bits, and the key/data length ratio becomes 0.125.
This method ensures secure and efficient key embed-
ding while managing the trade-off between image
quality and data capacity.

Figure 7. Images of (a) Lena, (b) Baboon, (c) Peppers, and

(d) Boat

4.2 Comparative Analysis of Stego Image
Quality

Improving stego image quality was a primary objec-
tive of the proposed algorithm. Four sample images
were employed to evaluate the performance of the
MOLSBM algorithm in stego image improvement
(Figure 7). Given the similarity between MOLSBM
and other methods like LCG [37], MKGM [17], and
2GA [49], the proposed approach was compared to
these algorithms for further comparative analysis.

Table 4 provides a comparison between the PSNRs
at embedding rates of 0.3, 0.5, and 0.8 bits per pixel
(bpp). The average PSNR was calculated using 1,000
sample images sourced from the NRCS database for
further comparative analysis (Figure 8). As presented
in Table 4 and Figure 8, the MOLSBM algorithm
outperformed LSBM, LCG, MKGM, and 2GA in
stego image quality.

Furthermore, MOLSBM was compared with the
optimization-based techniques, followed by compar-
isons with non-optimized LSB approaches, including
the models proposed by Tseng [45], Kim [38], and
Nguyen [46]. Figure 9 illustrates the average PSNRs
across the three embedding rates. The results suggest
that MOLSBM outperformed earlier non-optimized
LSB models in stego image quality improvement. This
improvement can be attributed to the role of NSGA-
II in identifying optimal embedding locations with
minimal cover image variation.

In addition to PSNR, other metrics such as Image
Fidelity (IF), Pearson Correlation Coefficient (PCC),
Correlation Coefficient (CC), and SSIM were em-
ployed to evaluate the quality of stego images. These
metrics provide values ranging from 0 to 1, where
values approaching 1 suggest a closer resemblance be-
tween the cover and stego images, thus complicating
the task of locating embedded data for steganalysis
algorithms. A set of 200 images was selected for this
study from the NRCS dataset, with the metrics be-
ing computed using both the LSBM and MOLSBM

methods following embedding at a rate of 0.5 bpp.
The results are illustrated within the charts of Fig-
ure 10, where the horizontal axis represents the image
number, and the vertical axis represents the value of
the respective metric. Analysis of these charts reveals
that the MOLSBM method improved all parameters
compared to LSBM across all the studied images,
demonstrating that stego images produced by the
MOLSBM method exhibit greater similarity to the
cover images.

Figure 8. PSNR comparison of optimization-based embedding
methods at different embedding rates on NRCS images

Figure 9. PSNR comparison of non-optimized embedding
methods at different embedding rates on NRCS images

4.3 Comparative Analysis of the Embedding
Capacity

The embedding capacity of a steganography technique
represents the maximum number of data bits that
can be embedded in an image. The embedding capac-
ity of spatial-domain approaches is often expressed
using bits per pixel (bpp), referring to the ratio of
the maximum embeddable bits to the total number
of image pixels. Table 5 provides a comparison of
embedding capacity between MOLSBM and earlier
methods for grayscale images. MOLSBM and 2GA
methods, due to the need to embed the key along
with the secret data, the actual maximum embedding
capacity is slightly less than one bpp.

Several steganography models, including GA2017 [53]
and GA2019 [47], enjoy a huge embedding capacity,
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Table 3. PSNR and SSIM for the test images at different block sizes (0.5 bpp)

Lena Baboon Peppers Boat

BS PSNR SSIM PSNR SSIM PSNR SSIM PSNR SSIM

512 54.16 0.9980 54.16 0.9994 54.17 0.9981 54.16 0.9991

256 54.25 0.9981 54.23 0.9995 54.22 0.9981 54.26 0.9992

128 54.25 0.9981 54.24 0.9995 54.24 0.9982 54.27 0.9992

64 54.34 0.9982 54.33 0.9995 54.33 0.9982 54.34 0.9993

32 54.51 0.9982 54.52 0.9996 54.52 0.9982 54.50 0.9993

16 55.22 0.9983 55.22 0.9997 55.21 0.9983 55.20 0.9993

8 55.52 0.9984 55.58 0.9997 55.51 0.9984 55.56 0.9994

Figure 10. Image quality metrics comparison between LSBM and MOLSBM at an embedding rate of 0.5 bpp

whereas other techniques, such as ACO2018 [48] and
LCG [37], exhibit a low embedding capacity. Most
steganography methodologies, including MOLSBM,
provide a maximum embedding capacity close to 1
bpp. It is important to note that a large embedding
capacity is not necessarily an advantage, as specific
detection attacks can accurately detect steganography
techniques at high embedding rates. Consequently, an
efficient steganography model should embed a small
dataset while minimizing detection likelihood, thus
emphasizing security as a critical parameter within
steganography. This aspect was also comparatively
evaluated with the same data embedding rates.

All the methods in Table 5 are classical. These clas-
sic steganography approaches have a far lower embed-
ding capacity than the majority of DL-based methods,
as outlined in Section 2. The embedding capacities of
the MOLSBM method and several other DL-based

approaches are presented in Table 6. The majority of
DL-based techniques can embed a whole image (se-
cret data) within a cover image, while the suggested
MOLSBM method is restricted to embedding one bit
per pixel. As a result, the embedding capacity of these
techniques is usually eight bpp for grayscale images
and 24 bpp for RGB color images. It is crucial to re-
member that these techniques do not guarantee the
recovery of all embedded data. The third column in
Table 6 depicts the PSNR of the stego image relative
to the cover image. In contrast, the fourth column
represents the SSIM of the recovered data compared
to the embedded data across various methods. The
MOLSBM method is a classical approach that is ca-
pable of successfully retrieving all the embedded data,
while the other methods listed in this table exhibit
errors in data recovery. Therefore, these methods are
not suitable for transmitting encrypted textual data,
as even a single bit error can prevent decoding.
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Table 4. PSNR comparison at three embedding rates

Method Lena Baboon Boat Peppers

0.3 bpp

LSBM 56.37 56.37 56.39 56.38

LCG [38] 53.37 53.37 53.37 53.36

MKGM [17] 56.57 56.68 56.53 56.61

2GA [40] 57.45 57.42 57.45 57.43

MOLSBM 57.66 57.65 57.66 57.67

0.5 bpp

LSBM 54.15 54.15 54.15 54.14

LCG [38] 51.16 51.15 51.14 51.16

MKGM [17] 54.32 54.41 54.26 54.34

2GA [40] 54.78 54.79 54.76 54.77

MOLSBM 55.52 55.58 55.51 55.56

0.8 bpp

LSBM 52.11 52.11 52.11 52.10

LCG [38] - - - -

MKGM [17] 52.26 52.28 52.16 52.25

2GA [40] 52.46 52.48 52.47 52.48

MOLSBM 52.75 52.77 52.76 52.78

Moreover, a subset of steganography methods
termed Steganography Without Embedding (SWE)
exhibits extremely low embedding capacities, with
only a few achieving complete data recovery. For
instance, methods [56–58] demonstrate embedding
capacities of 1.95×10−3, 1×10−1, 6.2×10−2 bits per
pixel, respectively, while achieving error-free data
recovery. However, the significantly lower embedding
capacities of these methods remain their primary
limitation compared to the MOLSBM method.

Table 5. Maximum embedding capacity for grayscale images

Embedding Method Embedding Capacity (bpp)

GA2017 [44] 4

ACO2018 [39] < 0.5

LCG [38] 0.5

GA2019 [36] 4

LCG˙GA [37] 1

MKGM [17] 1

2GA [40] ≈1

Tseng [31] 1

Kim [32] 1.1

Nguyen [33] 1

MOLSBM ≈1

4.4 Comparative Analysis of Security

The proposed method aims to produce stego images
with a lower likelihood of detection by reducing the
number of pixel changes (first objective function)
and histogram variations (second objective function).
Since stego image identification relies on a collection
of features extracted from the pixels and image his-

togram, lowering these two objective functions en-
sures that the features of the stego and cover im-
ages remain more comparable, thereby lowering the
possibility of successful detection attacks. Prior to
evaluating the performance against various attacks,
the effectiveness of the proposed method in achiev-
ing these two objectives is examined. For 200 images
sourced from the NRCS dataset, the Mismatch and
HistDif values resulting from embedding at 0.5 bpp
using both the LSBM and MOLSBM methods were
calculated, with the results presented in Figure 11.
In section (a), the vertical axis represents the Mis-
match value, while section (b) represents the HistDif
value, with the horizontal axis indicating the image
number. This chart demonstrates that the NSGA-II
algorithm effectively lowers the Mismatch and Hist-
Dif values across all images when compared to the
LSBM technique.

It is essential to minimize detection likelihood in
steganography. Considering that LSBF-based tech-
niques exhibit lower security, MOLSBM was expected
to outperform such techniques in terms of security.
To assess this hypothesis, the MOLSBM approach
was compared to LCG [38] as an LSBF-based model,
as well as LSBM, MKGM [17], and 2GA [40] for secu-
rity analysis on 500 images from the NRCS dataset.
The attacks included ker1 [52], ker2 [52], CNGL [66],
and ALE [53], which are specifically designed to de-
tect LSBM-based embedding models. Table 7 pro-
vides a comparison of detection accuracy across the
three data embedding rates. Detection accuracy is
measured by the area under the ROC curve (AUC),
with curves closer to the diagonal indicating higher
security or, conversely, lower detection success by the
adversarial methods.

The findings in Table 7 indicate that MOLSBM
outperformed its counterparts in steganalysis security,
except the CNGL attack at an embedding rate of
0.8 bpp. Notably, the detection accuracy of LCG was
left blank, as more than 50% of the data could not
be embedded [38]. The highest scores are bolded in
Table 7, demonstrating the higher security exhibited
by MOLSBM compared to MKGK [17] and 2GA [40].
Additionally, MOLSBM outperformed LSBF-based
methodologies, including LCG [38].

Universal steganalysis, which leverages machine
learning and feature extraction approaches, is effec-
tive against a wide range of steganography methods,
including unidentified techniques. This study tested
the security of MOLSBM using 1,000 images from
the NRCS dataset employing Subtractive Pixel Adja-
cency Matrix (SPAM) with 686 features and Spatial
Rich Model (SRM) with 34,671 features, as well as
two SRM variants, maxSRM and maxSRMd2 [67], for
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Table 6. A performance comparison with some DL-based techniques

Embedding Method Approach
Cover vs. Stego-
Image PSNR

Secret vs. Retrieved
Image Similarity

Embedding Capacity
(bpp)

Chen et al. [59] CNN 40.3 0.98 24

Duan et al. [60] FC-DenseNet 40.19 0.98 23.96

Baluja et al. [61] CNN 28.96 0.73 24

Kalifa et al. [62] CNN 44.33 0.93 24

Li et al. [63] GAN 42.3 0.95 8

Liu et al. [64] U-Net 39.77 0.98 8

Gan et al. [65] GAN 38.74 0.97 8

MOLSBM LSB+NSGA-II ≈52.7 1 ≈1

feature extraction, alongside the Ensemble classifier
for the classification stage. The findings presented in
Table Table 8 indicate that lower test errors and Area
Under Curve (AUC) values nearer 0.5 show stronger
security. According to these results, the proposed
method is quite secure at low embedding rates but
demonstrates diminished security as embedding rates
rise. As embedding rates rise and more changes occur
within the stego image, the AUC increases while test
error decreases. This trend emphasizes the unfeasible
nature of high embedding rates, as skilled attackers
can more readily detect them.

Figure 11. The values of the objective functions in LSBM

and MOLSBM at an embedding rateof 0.5 bpp

4.5 Computational Time

One of the criteria for comparing different algorithms
is their computational time. Although this criterion is
less significant compared to other metrics in academic
papers, it holds particular importance in practical
online applications. The proposed method comprises
two algorithms: embedding and extraction. While
the extraction process is relatively straightforward,
the embedding algorithm requires the execution of
NSGA-II, which results in a larger computing load.
The hardware and the effectiveness of the NSGA-II
implementation determine the embedding algorithm’s
runtime. The runtime of both techniques for three
distinct embedding levels is shown in Table 9. The
following are the hardware specifications that were
used: Processor: 3.70 GHz Intel® CoreTM i7-8700K
CPU; 16 GB of main memory; graphics NVIDIA
GeForce GTX 1080 Ti processor.

Table 7. Detection accuracy comparison under various attacks
at different embedding rates

Method ker1 ker2 CNGL ALE

0.3 bpp

LSBM 0.1522 0.0795 0.0995 0.2889

LCG [38] 0.8986 0.6881 0.0899 1

MKGM [17] 0.0867 0.0579 0.0890 0.2724

2GA [40] 0.0860 0.0572 0.0846 0.2721

MOLSBM 0.0114 0.0095 0.0497 0.0098

0.5 bpp

LSBM 0.2923 0.1443 0.1445 0.4099

LCG [38] 0.9443 0.8228 0.2350 1

MKGM [17] 0.1587 0.0748 0.1252 0.3055

2GA [40] 0.2083 0.1220 0.0992 0.3111

MOLSBM 0.0711 0.0491 0.0543 0.0325

0.8 bpp

LSBM 0.4841 0.2475 0.2724 0.5911

LCG [38] - - - -

MKGM [17] 0.3408 0.2166 0.2315 0.4485

2GA [40] 0.2385 0.1727 0.1285 0.4003

MOLSBM 0.1576 0.1419 0.2001 0.0554

5 Conclusion

In classical steganography algorithms, two primary
issues must be addressed: selecting the pixels for data
embedding and determining how these pixels should
be modified. In the proposed method, after divid-
ing the cover image into blocks, the data embedding
process for each block is modeled as a bi-objective
optimization problem and solved using the NSGA-II
algorithm. To use a pseudo-random function for pixel
selection, the best seed must be identified. The op-
timization method seeks to minimize the number of
pixel changes (the first objective function) to identify
the optimal seed. The embedding algorithm consid-
ers both increasing and decreasing the value of each
pixel that needs modification. These modifications
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Table 8. Results of universal steganalysis methods for different embedding levels

0.05 bpp 0.1 bpp 0.2 bpp 0.25 bpp 0.3 bpp

Features AUC Test error AUC Test error AUC Test error AUC Test error AUC Test error

SPAM 0.5378 0.4725 0.5729 0.4470 0.6549 0.4072 0.7021 0.3655 0.7603 0.3390

SRM 0.5678 0.4654 0.5909 0.4201 0.6638 0.3779 0.7135 0.3365 0.7663 0.3118

maxSRM 0.5689 0.4682 0.5981 0.4311 0.6709 0.3702 0.7117 0.3528 0.7435 0.3325

maxSRMd2 0.5432 0.4705 0.5893 0.4445 0.6682 0.3692 0.7100 0.3455 0.7421 0.3201

Table 9. Computation time

0.3 bpp 0.5 bpp 0.8 bpp

Embedding Extraction Embedding Extraction Embedding Extraction

Time 585 sec 5 sec 725 sec 6 sec 925 sec 8 sec

are made in such a way as to minimize histogram
variations (the second objective function). After exe-
cuting the NSGA-II algorithm, the target pixels for
embedding are identified based on the optimal seed,
and the pixel values of the stego block are computed
using the best embedding pattern.

Results from various tests indicate that the pro-
posed method, with a maximum embedding capacity
of one bit per pixel, achieves lower detection accuracy
against various attacks compared to LSB-based meth-
ods. Furthermore, the stego images produced by the
proposed method exhibit significantly better quality
than those generated by these methods. As future re-
search directions, transitioning from LSBM to more
advanced base methods to enhance embedding capac-
ity, exploring alternative multiobjective optimization
techniques for improved optimization outcomes, incor-
porating higher-order statistical features as objective
functions, and increasing the number of objectives to
guide the embedding process better are suggested.
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