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A B S T R A C T

As the Industrial Internet of Things (IIoT) faces increasing cyber threats, the

need for effective and practical intrusion detection systems (IDS) becomes

paramount. One of the key challenges in designing IDS is ensuring the online

detection and identification (localization) of potential attacks in real-time.

Our research addresses this challenge by developing a lightweight online

intrusion detection framework tailored explicitly for water distribution systems.

Our proposed framework aims to balance real-time detection/identification

and maintaining accuracy criteria. Immediate alarm triggering for every

anomaly detected can lead to a high false positive rate while waiting for attack

confirmation can cause harmful delays. To overcome these limitations, we present

a novel approach that achieves real-time detection while maintaining a low false

positive rate (below 5%), making it highly applicable in real-world scenarios.

We train and test our system using BATADAL datasets, demonstrating

its superior performance compared to other mechanisms. Additionally, we

introduce a PCA-based Concealment Detection Statistical Outlier (PCACD-SO)

identification approach that enables the real-time identification of compromised

sensors, actuators, or connections during an attack. The results validate

the effectiveness of our lightweight online intrusion detection framework,

showcasing its ability to detect cyber attacks in real-time while maintaining a

low false positive rate. Furthermore, our proposed PCACD-SO identification

approach enhances the system’s capability to identify and isolate compromised

components swiftly, enabling prompt response and mitigation.
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1 Introduction

Industrial control infrastructures play a crucial role
in today’s OT systems. Any delay or deviation from

expected behavior can result in significant damage.
One of the most critical challenges faced by these con-
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trol systems is cyber attacks. The Industrial Internet
of Things (IIoT) is a communication infrastructure
that supports these control systems but exposes them
to external threats. Increased connectivity facilitates
communication and poses a security challenge to inter-
nal private networks. The lack of authentication, au-
thorization, and encryption mechanisms in industrial
control protocols further increases vulnerability [1].

Intrusion Detection Systems (IDSs) have emerged
as valuable tools for detecting cyber attacks in IT
and OT systems [2–4]. However, designing an IDS
for OT infrastructures requires special considerations.
Real-time attack detection, high detection rates, and
low false favorable rates are crucial for ensuring the
security of industrial infrastructures. A lightweight
IDS is also necessary due to resource limitations in
IIoT environments. There is a growing need for an
IDS that offers online attack detection, high detection
rates, and lightweight capabilities [5, 6].

One key aspect of online attack detection is bal-
ancing real-time detection and minimizing false posi-
tives. False positives occur when an IDS identifies an
anomaly sample and must determine whether to is-
sue an attack alarm, which can temporarily suspend
industrial processes. This process is time-consuming
and expensive and requires the involvement of numer-
ous experts and logistical support. Consequently, on-
line IDSs can be classified into three main categories
based on their approach to online detection.

Fixed-length time window detection: This
method involves opening a fixed-length time window
when an anomaly is detected. If subsequent anoma-
lies occur within this window, it is extended. If no
new anomalies are detected, the window closes, and
no attack is reported. If the time difference exceeds
a threshold, an attack is declared [7].

Fixed-value threshold detection: Each incoming
sample is assigned an anomaly score. The system
determines whether to classify the sample as an attack
based on a fixed-value threshold [8].

Dynamic-threshold value detection: This type
of IDS implements different techniques to create dy-
namic thresholds for detecting cyber-attacks. At each
time t, an anomaly score is assigned, and the score
is compared with the threshold value at time t. If
the anomaly score exceeds the threshold value, the
sample is considered an anomaly [9, 10].

1.1 Our Contributions

We propose a novel lightweight and IDS-independent
online detection and identification framework for
cyber-physical systems. Our framework can adapt to
any anomaly detection system. Our online detection

approach generates and updates an Attack Indicator
Signal (AIS) at each timestamp based on observed
anomalies and their severity data. Additionally, we
introduce a novel attack identification approach that
can precisely identify compromised sensors/actuators
or PLC connections in real time with low complexity
compared to existing methods. Our main contribu-
tions are:

(1) A lightweight online detection system that
achieves real-time attack detection with low
false positives using a novel attack indicator
and dynamic threshold mechanism.

(2) A severity-based AIS that assigns exponential
functions to detected anomalies based on their
severity and the validity of the detecting algo-
rithm.

(3) A dynamic threshold mechanism that generates
A threshold signal based on the AIS and

anomalies detected during a specific time inter-
val.

(4) A lightweight identification approach called
PCA-based Concealment Detection Statistical
Outlier (PCACD-SO) accurately identifies com-
promised sensors/actuators or PLC connections
in real time.

1.2 Paper Organization

The remainder of this paper is organized as follows.
Section 2 discusses related works, while Section 3
presents our proposed online detection system. Sec-
tion 4 provides a detailed explanation of our proposed
identification method. Section 5 presents and dis-
cusses the results and Section 6 concludes the paper
by suggesting possible extensions to this work.

2 Related Work

The recent literature presents several techniques to
develop early-warning systems for cyber-attack detec-
tion in water systems. Based on the attack detection
method, industrial intrusion detection systems are
divided into three main categories below.

Data-driven approaches: These systems analyze
large volumes of data to identify patterns and anoma-
lies. They use machine learning algorithms to learn
normal network behavior and detect deviations. [11]
proposed a two-stage approach for intrusion detec-
tion in water systems, extracting feature vectors from
multidimensional hydraulic data and utilizing the ran-
dom forests algorithm for safety classification. [12]
focused on verifying adherence to physical and oper-
ating rules by analyzing operational variables, using
a deep learning approach to calculate the probability
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of anomalous measured data.

Model-based approaches: These rely on prede-
fined models or rules to define expected system be-
havior [13–15]. They effectively detect known attacks
but may require additional support to detect novel
attacks. [16] used a model-based approach to perform
hydraulic simulations and classify anomalies into nor-
mal and abnormal events with a multilevel classifica-
tion algorithm.

Hybrid approaches: These combine data-driven
and model-based detection techniques. [17] proposed
a methodology for detecting and locating cyberat-
tacks in Water Distribution Networks (WDNs), com-
bining structural analysis and neural networks with
the control chart Adaptive Exponential Weighted
Moving Average (AEWMA) technique. [18] designed
a dynamic anomaly detection system for power sys-
tems using model-based techniques and mathematical
models.

Another important categorization method for IDSs
is online detection. Based on this method, industrial
IDS can be divided into three main categories below.

Fixed-length sliding window detection: [7] com-
bined an ensembled IDS with a fixed-length sliding
window approach, assigning equal weight to each
anomaly and opening a sliding window when a new
anomaly is detected.

Fixed-value threshold detection: [19] employed
constant thresholds to classify errors, representing
normal operation conditions with values bounded
within the constant thresholds. [17] proposed an on-
line detection and identification methodology using
an autoencoder-based IDS with a fixed-value thresh-
old mechanism.

Dynamic threshold detection: [20] developed a
dynamic threshold scheme for detecting contamina-
tion events in water distribution systems, identifying
abnormal events by analyzing routine measurements.
[21] proposed a deep reinforcement learning frame-
work to determine the optimal dynamic threshold for
an anomaly detection algorithm in self-driving vehicle
operations. [22] designed an automatic tuning mech-
anism for the detection threshold using a 2-branch
deep neural network. [23] proposed a dynamic thresh-
old algorithm for DDoS mitigation, calculating the
threshold based on Chebyshev’s theorem. [24] pro-
posed an online locally weighted projection regression
technique for anomaly detection in wireless sensor
networks, using a dynamic thresholding approach to
identify deviations.

3 The Proposed Online Detection
Framework

We describe our online anomaly detection framework.
Figure 1 shows the architecture of the proposed sys-
tem. We illustrate the key components of our pro-
posed architecture. First, we briefly explain the offline-
based model used to feed our online approach, with
its detected anomalies and their severity. Then, we
explain the idea behind our detection framework (the
effect of anomaly severity and validity). We then delve
into the intricacies of our proposed AIS and elucidate
the dynamic threshold mechanism that underpins its
functionality.

3.1 Utilized Base Model

We implemented two modules from the base model
proposed in [7]: “detection of global anomalies via
PCA decomposition” and “detection of simple out-
liers via statistical fences.” We utilize these modules
to obtain a subset of anomalies and their respective
anomaly scores. In the first module, we assess the
severity value of each detected anomaly by consider-
ing the distance between the abnormal principal com-
ponents’ values and their defined thresholds. In the
second module, we determine each anomaly’s severity
value based on the outliers’ value.

3.2 Effect of Anomaly Severity and Validity

Our proposed online detection approach overcomes
false positives and detection delay issues. We con-
sider the severity of anomalies, differentiate between
anomalies detected by different algorithms, and adapt
the threshold mechanism to different attack phases.
Incorporating these insights enhances anomaly detec-
tion and optimizes system efficiency and accuracy.
Not all anomalies have the same severity, so we assign
different weights based on their detection algorithms
and the type of anomaly they identify. We assess the
severity of anomalies detected by the base-model IDS
and evaluate their validity based on the false positive
rate and detection rate. Anomalies with higher va-
lidity would exhibit a larger amplitude and a longer-
lasting effect on the AIS. Similarly, anomalies with
higher severity would have a more prolonged impact
on the AIS. These characteristics indicate genuine
and potentially severe attacks.

3.3 Attack Indicator Signal

In our study, we made certain assumptions regarding
the characteristics of anomalies in order to determine
their validity and severity. We introduced an expo-
nential signal for each detected anomaly to align with
these assumptions, which we then incorporated into

ISeCure



236 A Lightweight Online Intrusion Detection and Localization Framework for ICSs — Salehi et al.

Base Model
Create 

Anomaly 
Signal

Update 
Attack 

Indicator 
Signal

Anomaly 
Discovered?

Calculate 
Anomaly 
severity 

parameters

Update 
Threshold 

Signal

Attack 
Indicator 

Signal

Threshold 
Signal

Previous 
Detected 

Anomalies

Attack Indicator 
greater than 
Threshold?

The sample is 
anomalous

Yes

Yes

No

NoThe sample 
is normal

Incoming 
Sample

Figure 1. The architecture of proposed online detection framework

the existing AIS.

AnomalySig(t) =
1

100fpr
· exp

(
− PowCoef ·(

−DetRate+ SevTune · (1− SevV al) + Cons
)
· t
)

(1)

where fpr and DetRate are the false positive rate and
detection rate of the algorithm detecting the anomaly,
respectively. SevVal is the normalized anomaly score
assigned by the algorithm detecting the anomaly, and
PowCoef, SevTune, and Cons are constant values that
equal to 0.02, 2, and 4, respectively. As illustrated
in Equation 1, the fpr is placed in the denominator
of the fraction of the coefficient, confirming the fact
that anomalies detected by algorithms with high false
positive rate have a lower score and vice versa. Besides,
DetRate and SevVal are placed in the power of the
exponential with a positive coefficient, which confirms
that the higher severity and detection rate of the
algorithm, the prolonger impact of a corresponding
anomaly on AIS.

3.4 Dynamic Threshold Mechanism

We propose a dynamic threshold mechanism that
initially adopts a lenient approach when encountering
an anomaly, quickly detecting and responding to the
onset of an attack. As the attack progresses, the
threshold mechanism becomes more stringent.

Algorithm 1 Attack Indicator Signal (AIS)

Require: List of detected anomalies
Ensure: AIS

AIS ← 0 for i = 0, . . . , t
at each timestamp t do

for each i in anomalies do
Calculate AnomalySignal[i]
AIS[t]← AIS[t] +AnomalySig[i][t]

end do
end do

ThreshSig(t) = min

(
MA+ exp(coeOne ·

(t−LA)− 1) ·
(
exp(coeTwo · j)− 1

)
, AttackSig(t)

)
(2)

where ThreshSig is the Threshold Signal, MA is the
15-Moving Average of the AIS, LA is the last time
an anomaly was detected by the base model, j is
the number of anomalies detected by the base model
since the start of the attack. coeOne and coeTwo are
constant values equal to 0.05 and 0.01, respectively.
AttackSig is the AIS.

We aim to minimize the time it takes to detect
each attack’s start while minimizing false positives
and maximizing the detection rate. We expect our
threshold mechanism to become more stringent as the
attack progresses. This hypothesis is supported by
Bayesian reasoning, which suggests that the probabil-
ity of the current sample being anomalous increases

ISeCure



July 2025, Volume 17, Number 2 (pp. 233–241) 237

Voting 
Mechanism

PCA-based 
Localization

Incoming 
anomaly from 

online detection 
system

Previous 
Detected 

Attack 
Localizations

Statistical-
based 

Localization

Updated 
Attack 

Locations

Figure 2. The architecture of proposed PCACD-SO Identifi-

cation Method.

when previous samples have already been identified
as anomalous. In the formula, we introduce the term
MA to effectively anticipate the decline of the AIS
signal at an earlier stage. Additionally, the inclusion
of the term Diff as an increasing function of time fur-
ther reinforces the strictness property of the threshold
signal over time. Moreover, by raising the term j to
a positive exponent in the exponential term, we en-
hance the strictness of the threshold signal, ensuring
its effectiveness in detecting anomalies.

4 PCACD-SO Identification Method

Our proposed identification method, PCACD-SO,
consists of PCA-based Concealment Detection and
Statistical Outlier attack detection methods. The
identification modules are then cascaded with a vot-
ing mechanism to determine the final locations of
attacks. Figure 2 shows the architecture of the pro-
posed method.

4.1 PCA Technique

PCA is a method used for coordinate transformation
to detect traffic anomalies in networks [25]. It involves
re-mapping multidimensional data points onto new
axes called Principal Components (PCs). Each PC
represents the direction with the highest remaining
variance in the data after accounting for the variance
in the previous components. The first PC captures
the maximum variance that can be projected onto
a single axis, while the subsequent orthogonal PCs
capture the remaining variance. The set of M princi-
pal components {pl}Ml=1 is determined by solving the
Equation 3:

pl = arg max
∥v=1∥

∥(Z −
l−1∑
j=1

Zpjp
T
j )∥ (3)

which involves finding the eigenvectors of the covari-
ance data matrix

∑
Z = 1

NZTZ where Z is the stan-
dardized (z-score) version of the dataset.

4.2 Identification Using PCA-Based Method

This identification method is primarily designed to
identify and locate cyber attacks that involve an at-
tack concealment phase. During this phase, attackers
employ replay attacks or add offset values to com-
promised sensors/actuators or PLC connections to
conceal their activities from the SCADA system. To
detect and localize these types of attacks, we utilize
the “global anomalies via PCA decomposition” at-
tack detection module proposed in [7] as the input
for our method. By analyzing the abnormal PCs de-
tected for each anomalous sample, we can determine
the abnormal eigenvectors (directions). This helps us
identify the network elements/connections that the
attacker compromised during the attack concealment
phase, as it reveals the abnormal values manipulated
by the attacker. Once this module has detected the
anomalies and the PCs associated with each anomaly,
we will detect the PCs with outlier values. Subse-
quently, we examine each component and identify
the five elements with the highest values. These five
locations are potentially compromised network ele-
ments/connections that can be localized by analyzing
the corresponding anomalous sample.

4.3 Identification Using Statistical Method

This method is designed to detect cyber attacks with
no attack concealment phase. We can localize these
attacks using a statistical outlier detection approach
to detect network elements with outlier values. Hence,
we set two upper and lower bounds for each network
element in terms of their mean and deviation. We
determined the coefficients of these parameters ex-
perimentally, but we can also use other unsupervised
optimization methods.

4.4 Voting Mechanism

This mechanism is an online voting method that votes
each time between all network elements localized by
examining anomalies from the beginning of the at-
tack until that moment. Then, the voting mechanism
chooses the network elements with the most votes
and considers them potential targets under attack.

5 Results and Discussion

We evaluate our proposed online detection and iden-
tification methods. First, we introduce evaluation
metrics and the used dataset. Then, we explain the
results of detection and identification methods.

5.1 Evaluation Metrics

Performance metrics include accuracy, precision, re-
call, and F-score:
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Accuracy =
TP + TN

TP + TN + FP + FN
(4)

Recall =
TP

TP + FN
(5)

Precision =
TN

TN + FP
(6)

F − score = 2
Recall × Precision

Recall + Precision
(7)

where True Positive (TP) and True Negative (TN)
signify accurately predicted values, whereas False Pos-
itive (FP) and False Negative (FN) denote instances
of misclassification.

5.2 BATADAL Dataset

The BATADAL dataset, created by the BATtle of
the Attack Detection ALgorithms (BATADAL) com-
petition, consists of time series data collected from a
real-world water distribution system. It includes sen-
sor readings such as pressure, flow, water level, and
operational parameters like pump status and valve
position.

5.3 Evaluation

We evaluate our online detection results and com-
pare them with two other methods: fixed-length time
window detection and fixed-value threshold detection.
Figure 3 showcases the AIS, Threshold Signal, and
output labels generated by our proposed online detec-
tion method. Table 1 compares our results with the
two benchmark approaches using the validation and
test datasets of the BATADAL testbed. All parame-
ters utilized in these benchmark approaches have been
optimized using the “Genetic algorithm” to achieve
their best performance.

As the table shows, our proposed online detection
framework outperforms the fixed-value threshold and
fixed-length window detection approaches. Our pro-
posed approach achieves higher accuracy and preci-
sion in the validation and test datasets. Additionally,
it exhibits the highest recall rate in the validation
dataset. The F-score metric is used as a leading bench-
mark for overall system performance. Our proposed
approach achieves the highest F-score among all meth-
ods in both datasets, indicating its superiority.

5.4 Identification Results

Table 2 demonstrates the successful identification re-
sults achieved by our proposed PCACD-SO method.
The PCA-based identification subsystem effectively
detects and localizes most cyber attack locations that
involve an attack concealment phase. The Statistical-
based Outlier identification subsystem efficiently lo-
calizes attacks without an attack concealment phase.

One crucial aspect to consider is the potential oc-
currence of false identifications when employing both
attack methods. The online voting mechanism effec-
tively mitigates these false alarms by downvoting
various elements while emphasizing the true alarms
detected by the Statistical-based method, which re-
ceives a higher vote count.

6 Conclusion and Future Work

This paper presents a novel online anomaly detection
and identification approach for detecting and localiz-
ing cyber attacks in the industrial Internet of Things.
We utilize data-driven IDSs as the base model, which
can detect a subset of anomalies. Our proposed on-
line detection approach generates an AIS based on
the severity and validation of detected anomalies. We
introduce a dynamic threshold mechanism that re-
lies on the AIS and previously detected anomalies.
Additionally, we developed the online identification
PCACD-SO.

Approach for real-time identification of compro-
mised network elements. Our evaluation shows high
performance, with F-scores higher than 94.4% on
both datasets and a low false positive rate below 5%.
Our PCACD-SO approach accurately detects and
localizes attacks in real-time while maintaining low
processing overhead.

As a future direction, we aim to enhance our on-
line detection approach by incorporating new AI ap-
proaches, such as Large Language Models (LLM) and
reinforcement learning models, to design more accu-
rate anomaly detection methods and strengthen the
security of our model against adversary attacks.
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[17] Claudia Rodŕıguez-Mart́ınez, Marcos Quiñones-
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