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A B S T R A C T

The paper presents a novel approach to Secret Image Sharing (SIS) that

combines (t, n)-threshold schemes with steganography, utilizing Joseph’s

problem and Homogeneous Linear Recursion (HLR) to enhance security. The

methodology involves dividing a secret image into shadow images, embedding

these shadows into cover images using a Least Significant Bit (LSB) method

guided by Joseph’s problem. The study aims to increase the security of SIS

while maintaining high visual quality in the stego images. The authors validate

their approach through various experiments, demonstrating that the proposed

method improves Peak Signal-to-Noise Ratio (PSNR) and Structural Similarity

Index (SSIM) compared to existing methods.

© 2025 ISC. All rights reserved.

1 Introduction

The secret sharing (SS) scheme involves dividing a
confidential piece of information among multiple

participants through distributed shares. This method
allows any authorized subgroup of participants to re-
construct the secret, while preventing unauthorized
subgroups from obtaining any knowledge of the se-
cret [1]. In a (t, n)-threshold SS scheme, the secret is
divided into n shares, enabling any group of t partici-
pants to reconstruct the secret, while t− 1 or fewer
participants are incapable of reconstruction. This
approach offers several advantages over alternative
cryptographic solutions. For instance, by dispersing

The ISCISC’2024 program committee effort is highly ac-
knowledged for reviewing this paper.
∗ Corresponding author.

Email addresses: zahra.saeediii74@gmail.com,
smashhadi@iust.ac.ir

ISSN: 2008-2045 © 2025 ISC. All rights reserved.

the secret among multiple individuals, the risks of
theft, manipulation, or destruction of information are
mitigated. Furthermore, this technique can facilitate
storage management by enabling the storage of confi-
dential information in a dispersed database.

The advantages of secret sharing made it feasible
to apply it to conceal images. However, due to dis-
tinct properties of images, such as correlation and
high data volume, researchers were led to develop spe-
cific approaches known as secret image sharing (SIS)
schemes. In a (t, n)-threshold SIS scheme, a secret im-
age is divided into n shares referred to as shadow im-
ages, which are then distributed among participants.
The reconstruction of the original image necessitates
the possession of at least t shadow images [2].

One important branch of hidden image sharing is
polynomial-based SIS (PSIS). Tien and Lin (2002) [3]
introduced a (t, n)-PSIS scheme based on Shamir’s
secret sharing scheme, which was noted for its advan-
tages such as compressed shadow images and secret
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image reconstruction without losing important data.
A (t, n)-PSIS scheme with essential thresholds was
proposed in a previous study. However, the noise-
like characteristics of the generated shadow images
in these schemes may alert potential intruders to the
presence of confidential data transmission. Addition-
ally, the noise-like nature of the shadow images facili-
tates unauthorized modifications, as malicious users
can potentially alter the images by substituting the
original noises with their own to conceal their actions.

2 Related Work

In 2003, Lin and Tsai (2003) [4] integrated Thein and
Lin’s model with steganography and authentication
to create meaningful shadow images. Their approach
was later enhanced by Yang et al. (2007) [5]. Addi-
tionally, a scheme combining Thein and Lin’s SIS
scheme with the Chinese Remainder Theorem (CRT)
was proposed in a separate study, resulting in a stego
image of exceptionally high quality [6]. Furthermore,
Chang et al. [7] introduced an effective SIS model
incorporating steganography and authentication tech-
niques. Other researchers have recommended various
SIS schemes equipped with steganography and au-
thentication components.

Subsequently, Xiong et al. developed two efficient
SIS schemes incorporating Discrete Wavelet Trans-
form (DWT) and Integer Wavelet Transform (IWT)
with Authentication [8, 9]. In their schemes, different
cover images can be employed for individual partici-
pants without an additional channel to transmit the
mapping table or cover image.

Another scheme employs secret sharing based on
Homogeneous Linear Recursion (HLR) combined with
steganography in the spatial domain to create mean-
ingful images [10]. The host image is further com-
pressed using the AMBTC method, with Hamming
code utilized for embedding the shadow images. Sim-
ilarly, in scheme [11], counting-based secret sharing
is integrated with steganography in the frequency
domain, consistently employing Hamming code for
shadow embedding.

Confidential information in these schemes involves
keys of varying lengths. Both schemes [10] and [11]
utilize Hamming code, resulting in minimal pixel
alterations that enhance the stego image quality.

A pioneering spatial domain SIS scheme [12], in-
troduced in 2023, builds upon the Learning With
Errors (LWE) problem and Rook polynomial princi-
ples. This scheme simplifies concealing a secret within
a cover image by adjusting specific pixel grayscale
values based on the Rook polynomial. Scheme [12]
offers advantages such as low complexity, high em-
bedding capacity, and ease of implementation within

the spatial domain.

2.1 Homogeneous Linear Recursion

Definition 1. Let t ≥ 0 be an integer and
c0, c2, . . . , ct−1, a1, a2, . . . , at ∈ R. A homogeneous
linear recursion of degree t is defined as follows:{

u0 = c0, u1 = c1, . . . , ut−1 = ct−1

ut+i + a1ut+i−1 · · ·+ atui = 0 (i ≥ 0)
(1)

where c0, c2, . . . , ct−1 and a1, a2, . . . , at are con-
stants [13].

Definition 2. The auxiliary equation of the so-called
HLR is the following polynomial [13]:

xt + a1x
t−1 + a2x

t−2 + · · ·+ at = 0 (2)

Theorem 1. Suppose {ui} is a HLR sequence which
its auxiliary equation has a unique root, α, with mul-
tiplicity t. Then the public term of the HLR could be
calculated as below [13]:

ui = p(i)αi = (A0 + · · ·+At−1i
t−1)αi (i ≥ 0) (3)

Remark 1. Suppose the root of auxiliary equa-
tion α and t arbitrary sentences of the sequence,
{ui1 , ui2 , . . . , uit} are given. Based on Theorem 1 the
public term of the sequence HLR could be calculated
by any t sentences of the sequence using the following
two methods [13]:

• Solve the Vandermond system: Based on the
Equation 3 we can calculate A0, A1, . . . , At−1

by the following simultaneous equation:
1 i1 i21 . . . it−1

1

1 i2 i22 . . . it−1
2

...

1 it i2t . . . it−1
t




A0

A1

...

At−1

 =


ui1/α

i1

ui2/α
i2

...

uit/α
it


• Polynomial interpolation: Based on the Equa-
tion 3 by t points (j, uj/α

j) , j ∈ {i1, . . . , it}
and the use of an interpolation we can compute
the public term of HLR.

Based on Equation 1, by having any t successive
sentences and using the recursive relation

ut+i + a1ut+i−1 + · · ·+ atui = 0 (i ≥ 0),

all of the sentences of the sequence could be com-
puted.

2.2 LSB Method

Spatial steganography offers various techniques for
hiding data. One standard method is Least Significant
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Bit (LSB) embedding. Imagine an 8-bit piece of data,
m = m1,m2, . . . ,m8, where mi represents each bit.
We also have k bits of secret data, s1, s2, . . . , sk, to
be hidden within m (where k is less than the total
bits in m). Here is how LSB embedding works:

m = m1m2 · · ·m8−ks1s2 · · · sk

2.3 Joseph’s Problem

The Josephus problem, a captivating mathematical
puzzle with historical roots, involves arranging peo-
ple in a circle and eliminating every n−th person
(n being a fixed number) until only one survivor re-
mains. Legend has it that Josephus, a Jewish histo-
rian trapped with his comrades during the Roman-
Jewish War, strategically positioned himself to be the
last survivor. Mathematically, this problem can be
analyzed using methods described by Halbeisen and
Hungerbühler (1997):

J(i) = 2(i− 2⌊log
i
2⌋) + 1 , i ∈ N (4)

where i shows the number of people standing in a
circle.

3 The Proposed Schemes

The proposed scheme consists of five phases: initial-
ization phase, sharing phase, embedding phase, ex-
traction phase, and reconstruction phase. Figure 1
show the flowchart of the proposed design.

3.1 Setup Phase

In this part, the secret image is considered to be t
dimensions, which are divided into smaller and non-
overlapping parts. Since the image uses grayscale
values between 0 and 255, a prime number of 257 is
chosen. Then an integer root ℵ = 0 is considered as
a root:

(x− α)t = xt + a1x
t−1 + · · ·+ at = 0 mod 257

3.2 Sharing Phase

The algorithm works on each block of the hidden
image (denoted by Bj) until all blocks have been
processed. For each block, there are coefficients called
a0, a1, . . . , at−1. These coefficients are used to create
a specific sequence related to the block:{

u0 = s1, u1 = s2, . . . , ut−1 = st

ut+i + a1 + · · ·+ atui = 0 mod 257 (i ≥ 0)
(5)

where i ≥ 0 and sj is the grayscale value of the

(i+1)-th pixel of block Bj . Terms uj
t , . . . , u

j
t+n−1 are

respectively considered as the j-th pixel of shadow
images, SH1

, . . . , SHn
.

Figure 1. Flowchart of the proposed plan

These steps are repeated until all blocks of the
secret image are processed 1 ≤ j ≤ W×H

t .

3.3 Embedding Phase

For embedding shadow images, we consider a color
cover image with dimensions of 2×2. The pixels of the
shadow image are embedded in the green, and blue
channels, respectively, and the red channel is used to
determine the embedding locations. The embedding
steps are done as follows:

• We consider 2× 2 blocks from the red channel
and Joseph’s value is calculated every 4 pixels:

J(p1), . . . , J(p4)

• According to the values obtained from Joseph’s
problem, the embedding locations in the green

and blue channels are determined.
If the Joseph values are duplicated, they are

embedded near the empty pixel.
• Both pixels of the shadow image are embedded

in 2 LSB pixels of the images.
• These steps continue until all the pixels of the

shadow image are embedded.

3.4 Extracting Phase

To extract the stego image, the participants decom-
pose it into three color channels and extract the
embedding locations from the red channel and the
shadow image pixels from the blue-green channels.

• We consider 2× 2 blocks from the red channel
and Joseph’s value is calculated every 4 pixels:

J(p1), . . . , J(p4)

• According to the values obtained from Joseph’s
problem, the extracting locations in the green

and blue channels are determined.
If the Joseph values are duplicated, they are

extracted near the empty pixel.
• Both pixels of the shadow image are extracted

in 2 LSB pixels of the images
• These steps continue until all the pixels of the

shadow image are extracted.
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Figure 2. Test cover images used in this paper

Table 1. PSNR comparison of the proposed scheme

(t, n) = (2, 4)

Test cover image Stego image 1 Stego image 2 Stego image 3 Stego image 4

Lena 37.67 37.23 37.12 37.67

Baboon 36.34 36.52 36.26 36.48

Peppers 36.69 36.76 36.74 36.27

3.5 Reconstruction Phase

Suppose t participants have come to reconstruct the
secret image. According to Remark 1, the general
expression of the sequence uj

i is computable.

4 Experimental Results

All tests have been done on color cover images with
dimensions of 512× 512, see Figure 2.

4.1 Visual quality

High quality of stego images is required for an ideal
steganography scheme. The quality of stego images of
the proposed scheme is examined by different scales
such as Peak Signal to Noise Ratio (PSNR) and Struc-
tural Similarity (SSIM).

Peak Signal to Noise Ratio

It is measure bounded in [0,∞] which its unit deci-
bel (db). A high PSNR value means high stego image
quality. Differences between two images with PSNR
greater than 30 db is not perceptible for human eye:

PSNR = 20 log10
255√
MSE

where MSE (Mean Square Error) is calculated as
below:

MSE =
1

M ×N

M∑
x=1

N∑
y=1

(C(x, y)− St(x, y))
2

where C(x, y) and St(x, y) are pixel value of the cover
image and the stego image of size M ×N respectively.

Table 1 and Table 2 show the PSNR and SSIM
values for the proposed scheme with different color
cover images, which show that it has good visual
quality. Table 3 also shows that the visual quality
of the proposed design compared to the previously
worked designs shows that the proposed design is of
good visual quality.

Table 2. SSIM comparison of the proposed scheme

(t, n) = (2, 4)

Test cover image Stego image 1 Stego image 2 Stego image 3 Stego image 4

Lena 0.9327 0.9367 0.9446 0.9328

Baboon 0.9291 0.9336 0.9348 0.9369

Peppers .9256 0.9268 0.9298 0.9376

Table 3. Average PSNR value compared with the related SIS
scheme with (t, n) = (3, 4) and Stego images of size 512× 512

Test cover image Stego image 1 Stego image 2 Stego image 3 Stego image 4

[14] 31.83 31.91 31.78 31.75

[15] 23.17 26.24 23.12 23.51

[12] 50.20 50.22 50.23 50.21

[10] 40.38 40.63 40.81 40.29

Our 41.51 41.31 41.68 41.22

Figure 3. (a), (c), (e) are the histograms of the original color

cover images of Baboon, Lena, and Peppers, respectively; (b),
(d), (i) are the histograms of the stego images of Baboon, Lena,
and Peppers, respectively

4.2 Histogram Analysis

When the histogram of the stego image closely resem-
bles that of the host image, it indicates safety against
histogram-based steganalysis. As illustrated in Fig-
ure 3, the histograms of the host and stego images
exhibit significant similarity, affirming a satisfactory
level of security.

5 Conclusion

In this paper, we introduce an SIS (t, n)-threshold
steganography method where shadow images are gen-
erated using HLR. This approach, which uses linear
equations in HLR, has a lower computational com-
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plexity of the scheme compared to polynomial-based
methods. To prevent attackers from paying attention
to shadow images, we used steganography in the spa-
tial domain.

Furthermore, to increase security, we introduce
Joseph’s problem as a means to determine the em-
bedding and extraction points. Our scheme shows im-
proved qualities, such as improved PSNR and SSIM
values of stego images, as evidenced by experimental
and comparative results.
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