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A B S T R A C T

Kyber, a key encapsulation mechanism (KEM), plays a pivotal role in

post-quantum cryptography. As a finalist in the NIST project, Kyber is gaining

traction in industry libraries and systems. The heart of the Kyber algorithm lies

in the Number Theoretic Transform (NTT), where modular multiplication is

the most intricate operation. In this paper, we propose a novel general modular

multiplier that reduces both time and area requirements compared to prior

methods. Our key innovation lies in the novel reduction algorithm, which avoids

fixed values for coefficients A or B (i.e., C = A × B mod q) used in NTT,

Inverse NTT (INTT), and PWM (Point-Wise Multiplication). Additionally,

we introduce two pipeline architectures for modular multiplication within

Kyber, emphasizing low area usage and high frequency. These architectures

demonstrate 8% and 31% better frequency, while our work achieves the lowest

slice usage and AT (Area × Time) among all previous work.

© 2025 ISC. All rights reserved.

1 Introduction

Shor’s algorithm [1], a quantum algorithm devel-
oped by Peter Shor in 1994, poses a significant

threat to public key cryptography. Shor’s algorithm
can efficiently solve the integer factorization prob-
lem on a quantum computer, which is significantly
faster than the most efficient known classical fac-
toring algorithms. This capability could potentially
break most of the encryption protocols used today.
Post-Quantum Cryptography (PQC) is a critical field
in cybersecurity, offering a suite of cryptographic al-
gorithms designed to withstand the computational
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power of quantum computers.

Kyber is an IND-CCA2-secure key encapsulation
mechanism (KEM) whose security is based on the
hardness of solving the learning-with-errors (LWE)
problem over module lattices. It is one of the final-
ists in the NIST post-quantum cryptography project.
The CCA-secure KEM Kyber is built on top of a
CPA-secure cryptosystem based on the hardness of
Module-LWE [2]. Kyber is already being integrated
into libraries and systems by the industry.

The Number Theoretic Transform (NTT) plays a
crucial role in the Kyber algorithm. Polynomial multi-
plication, one of the most time-consuming operations
in Module-LWE based cryptosystems like Kyber, can
be efficiently performed using NTT. The NTT-based
polynomial multiplication is a critical component of
the Kyber algorithm, and its performance is a signifi-
cant challenge due to the large memory requirements
and complex memory access patterns involved. There-
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fore, optimizing the NTT operation is critical for im-
proving the efficiency and speed of the Kyber PQC
algorithm. This makes the study and implementation
of NTT multiplication in Kyber of significant impor-
tance in the field of post-quantum cryptography.

In the realm of NTT multiplication, modular mul-
tiplication is the critical path. Common implementa-
tion techniques include Barrett reduction and Mont-
gomery reduction, or a combination of both. Mont-
gomery modular multiplication requires numbers to
be in Montgomery form, while Barrett reduction
mainly focuses on finding the closest quotient of q
to reduce with fewer subtractions. In previous work
implementing Kyber or NTT as an accelerator, [3–6]
used Barrett reduction, while [7–9] used both Bar-
rett and Montgomery reduction. Additionally, [10–12]
used Montgomery reduction.

The K-RED method, introduced in [13], is consid-
ered the most efficient way for reduction. [14] used
it in a highly efficient pipeline hardware implementa-
tion, and [15] also employed this method. Addition-
ally, [16] also applied this technique. However, the
main problem with this method is that it cannot be
used in point-wise multiplication, which we will dis-
cuss further. Additionally, works [17, 18] introduced
different methods for reduction. [17] used a Dadda
tree for the architecture of the reduction module,
making it more efficient.

In this paper, we propose a general modular multi-
plier algorithm for Kyber that can be utilized in NTT,
Inverse NTT (INTT), and PWM. Subsequently, we
will introduce two pipeline architectures for modular
multiplication in Kyber, emphasizing low area usage
and high frequency. Our two implemented architec-
tures demonstrate 8% and 31% better frequency, re-
spectively, compared to the best existing work that
can be used in NTT, INTT, and PWM. Additionally,
our work has the lowest slice usage and AT (Area ×
Time) among all compared works. Our contributions
are as follows:

• Proposing a modular multiplication algorithm
for Kyber with modulus q = 3329 that can be
used in NTT, INTT, and PWM.

• Proposing a pipeline architecture for modular
multiplication for Kyber based on the proposed
algorithm.

• Proposing a pipeline architecture that uses
fewer hardware resources with block RAM and
achieves high frequency.

In the next section, we will discuss NTT multi-
plication and then delve into K-RED and K2-RED
as efficient reduction methods, including their disad-
vantages. Following that, we will propose a modular

multiplication for Kyber that overcomes these disad-
vantages and presents two architectures. In the final
section, we will discuss the results of our implemen-
tation.

2 Preliminaries

In this section, we will discuss the advantages of us-
ing Number Theoretic Transform (NTT) for polyno-
mial multiplication over the traditional schoolbook
polynomial multiplication method. Following this, we
will delve into the K-RED method as a reduction
technique, explaining its operation, strengths, and
limitations.

Algorithm 1 NTT algorithm

1: Input: A polynomial a(x) ∈ Zq[X]/(Xn + 1)
2: Output: â(x) = NTT (a(x))
3: k = 1
4: for len = 128;m >= 2; len = len/2 do
5: for start = 0; start < 256; start = j + len do
6: zeta = zetas[k] ▷ The twiddle factors ζ
7: k ++
8: for j = start; j < start+ len; j ++ do
9: t = (aj + len · zeta) mod q

10: aj = (aj + t) mod q
11: aj + len = (aj + len − t) mod q
12: end for
13: end for
14: end for
15: â← a
16: end

Algorithm 2 Point-wise multiplication algorithm

1: Input: Two polynomial â(x) and b̂(x) ∈
Zq[X]/(Xn + 1)

2: Output: r̂(x) = â(x) · b̂(x))
3: for i = 0; i < 64; i++ do
4: r4� i = (a4� i +1 · b4� i +1 ) mod q
5: r4� i = (r4� i · zetas[64 + i]) mod q
6: r4� i = (r4� i + a4� i · b4� i ) mod q
7: r4� i +1 = (a4� i · b4� i +1 ) mod q
8: r4� i +1 = (r4� i +1 + a4� i +1 · bi ) mod q
9: r4� i +2 = (a4� i +3 · b4� i +3 ) mod q

10: r4� i +2 = (r4� i +2 · −zetas[64 + i]) mod q
11: r4� i +2 = (r4� i +2 + a4� i +2 · bi +2 ) mod q
12: r4� i +3 = (a4� i +2 · b4� i +3 ) mod q
13: r4� i +3 = (r4� i +3 + a4� i +3 · b4� i +2 ) mod q
14: end for
15: r̂ ← r
16: end

2.1 NTT Multiplication

NTT and INTT operations convert the schoolbook
polynomial multiplication operation into PWM, effec-
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tively reducing the complexity of polynomial multipli-
cation from O(n2) to O(n log n) [19]. For example, if
we want to compute the product of two polynomials
a and b, we can use the following equation:

a · b = INTT(PWM(NTT(a),NTT(b)))

As you can see in the NTT multiplication, there are
three operations involved: NTT, INTT, and PWM.
In these three operations, modular multiplication is
a critical path, and its implementation is crucial to
us. These modular multiplications in NTT/INTT,
as shown in Algorithm 1, involve multiplying by a
constant called the twiddle factor, also known as ζ,
which is an n-th root of unity. However, for PWM(
Algorithm 2), these coefficients are random. This
has led some previous work to use different modular
multiplication methods for NTT/INTT and PWM.
We aim to develop a general modular multiplication
that can be used in all three operations.

2.2 K-RED

In NTT/INTT operations, the K-RED method can
be used when the modulus q is a Proth number [13].
Proth numbers can be written as q = k · 2m + 1. In
Kyber, q as a Proth number equals 3329, with k = 13
and m = 8 [2]. This equation gives us opportunities
to reduce numbers by multiplying them by k. If our
number has 28 to 20 bits, with K-red, it will have
under 20 bits. Furthermore, if it has 20 to 12 bits, by
using K-RED again, it will have under 13 bits signed.
As you can see in the NTT algorithm (Algorithm 1),
our multiplication will multiply two 12-bit unsigned
numbers, resulting in a 24-bit unsigned number. We
can reduce the 24-bit number by using K-RED reduc-
tion twice and a correction. Using K-RED twice is
called K2-RED reduction [14], as shown in the k2-red
algorithm (Algorithm 3).

Algorithm 3 K2-RED reduction algorithm [14]

1: Input: x ▷ 24 bits unsigned integer
2: Output: C0= k2 · x ▷ k = 13
3: a = 13 ∗ x[7 : 0]
4: b = x[23 : 8]
5: C = a− b
6: a0= 13 ∗ C[7 : 0]
7: b0= C[15 : 8]
8: C0= a0− b0

9: end

Although the K2-RED method is efficient in reduc-
ing numbers through double multiplication by k, it ne-
cessitates multiplying coefficients by k� 2. Therefore,
when implementing the k2-red method, we substitute
the constant coefficient ζ with ζ · k� 2. While this

adjustment does not affect NTT/INTT operations,
it cannot be applied to point-wise multiplication. In
the PWM algorithm, which involves using random
coefficients for multiplication, an additional modu-
lar multiplication module is required. To overcome
this challenge and minimize extra hardware resource
usage, we propose two solutions.

3 Proposed General Modular
Multiplication

In this section, we will propose an algorithm for gen-
eral modular multiplication for Kyber using modulus
3329. Following this, we will introduce two pipelined
architectures for efficient modular multiplication in
Kyber.

Algorithm 4 Proposed modular multiplication algo-
rithm for modules q = 3329

1: Input: A and B ▷ Two 12 bit unsigned integer
2: Output: C = A ∗B
3: r ← 59 ∗B
4: s← 13 ∗ r[7 : 0]
5: t← s− r[17 : 8]
6: T ← correct(t) ▷ By adding 3329 if necessary
7: v ← A ∗ T
8: w ← 13 ∗ v[7 : 0]
9: x← w − v[23 : 8]

10: X ← x << 4
11: y ← 13 ∗X[7 : 0]
12: z ← y −X[19 : 8]
13: C ← correct(z) ▷ An addition based on the sign

of X and Table 1
14: end

3.1 Proposed Modular Multiplier Algorithm

Our proposed algorithm is a general modular multipli-
cation method designed for NTT, INTT, and PWM
operations. In this method, we perform reduction by
multiplying by 24 · k2. Consequently, for our method
to function correctly, coefficients are multiplied by
k� 2 · 2� 4, which is equivalent to 767 for Kyber.

The number 767 is an interesting number for us
because it equals 13 · 59 = k · 59. This means that
before multiplication, by multiplying one coefficient
by 59 and then by k, we can use k2 · 24 for reduction.
For a better understanding, see below:

A×B = A×B ×
�
k� 2 × 2� 4�

×
�
k2 × 24�

Given q = 3329 and k = 13, we find:

k� 2 × 2� 4mod q ≡ 767

767 = 59× k

The above equation leads us to Algorithm 4, a
general modular multiplication method for Kyber. In
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Figure 1. First proposed architecture for modular multiplication

this algorithm, we first multiply one of the coefficients
by 59. Then, the result is reduced by multiplying by k.
After a correction (adding 3329 if needed), the result
and the other coefficient are multiplied. The result
is then reduced by multiplying by k. The sign of the
result is remembered for the final correction, and the
remaining bits are reduced again by multiplying by k.
Once the final correction is applied, the output will
equal the product of the coefficients. The correction
values for the final correction are in Table 1.

Table 1. Correction values for first architect

Value After second ∆ After third ∆ After third ∆ ≥ 2562

0 positive positive don’t care

3329 positive negative don’t care

-2562 negative positive true

767 negative positive false

767 negative negative don’t care

3.2 Proposed Architecture

We propose two architectures for general modular
multiplication. Our first architecture is based on Al-
gorithm 4. We designed a pipeline architecture for
our modular multiplication. As shown in Figure 1, we
used six pipeline stages. In the first stage, we multiply
by 59. However, multiplying by 59 can be challenging,
so instead of using four additions and shifts, we use
the Non-Adjacent Form (NAF) format. The NAF of
a positive number is a unique signed-digit representa-
tion in which non-zero values are non-adjacent. NAF
format helps us reduce the operations for multiplying
by 59 to shifts and two subtractions. Since 59 in NAF
format equals:

59 = (111011)2

1̄ = −1⇒ 59 = (10001̄01̄)NAF

59 = 64− 4− 1

This leads us to:

59× d = 26 · d− 22 · d− d

So our “B” function involves two subtractions. Af-
terward, we use the “∆” function to reduce the num-
ber to a 13-bit signed integer, which includes an 8-
bit multiplication by 13 (equivalent to two additions)
and one subtraction.

Following this, we apply a correction step to convert
the number to a 12-bit unsigned integer (by adding
3329 if necessary). In the third pipeline stage, we mul-
tiply two 12-bit unsigned numbers using DSP(“*”),
resulting in a 24-bit unsigned number that equals
A×B × k� 2 × 2� 4.

After that, we use the “∆” function again to reduce
the number to a 17-bit signed integer. Then, we shift
four bits(“� ”) to multiply the number by 24. The
resulting 21-bit signed number retains its sign, and
we pass the remaining bits through the “∆” function
again. After this, the number becomes a 13-bit signed
number.

In the final stage, we apply a correction(“+”) by
adding values from Table 1 and potentially 3329 (to
ensure the result remains within the unsigned range),
depending on the sign of the second “∆” operation
output. This correction ensures we avoid additive
inverse by utilizing the first twenty bits as input for
the third “∆”. If the sign of the second “∆” output
was negative, we add the output to 2� 20 × 13 ≡ 767,
referencing Table 1 (and adding 3329 if necessary),
resulting in a 12-bit unsigned number smaller than
3329.

In the second architecture, shown in Figure 2, we
use a block RAM(“ROM”) with a size of 212 × 12
to replace B with B · k� 2. After that, the product is
reduced using the “∆” operation twice, which involves
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Figure 2. Second proposed architecture for modular multiplication

multiplying by k. If the sign of the first “∆” operation
output was negative, we add the output to 2� 16×13 ≡
256. The correction values utilized are detailed in
Table 2. Our architecture is pipelined and uses five
stages, including multiplication.

Table 2. Correction values [15] for use with second architecture

Value After first ∆ After second ∆ After second ∆ ≥ 3073

0 positive positive don’t care

3329 positive negative don’t care

-3073 negative positive true

256 negative positive false

256 negative negative don’t care

Table 3. Comparison of results from previous work and this
study

Reduction algorithm LUT FF DSP BRAM Slice Frequency mode Area × Time

Barrett Reduction [3] 135 96 0 0 N/A 161 NTT, PWM 0.838

Barrett Reduction [20] 75 50 0 0 28 239 NTT, PWM 0.313

Ahmet Reduction [17] 195 - 0 0 N/A 212 NTT,PWM 0.919

Barrett Reduction [18] 142 79 0 0 57 159 NTT, PWM 0.934

Montgomery Reduction [14] 391 382 1 0 91 476 NTT,PWM -

Kˆ2-RED [14] 54 30 0 0 18 1098 NTT 0.049

1th proposed architecture 143 60 0 0 49 260 NTT, PWM 0.55

2th proposed architecture 87 31 0 1.5 27 315 NTT, PWM 0.276

4 Results

We implemented two hardware architectures for Artix-
7 FPGA, similar to previous work mentioned in Ta-
ble 3. These architectures were developed as VHDL
modules using Xilinx Vivado 2023.1 with default syn-
thesis options.

Table 3 presents the results of previous work and
our two architectures. Modular multiplication used
in previous work for Kyber, implemented in the NTT
multiplication accelerator by [17], and in Kyber hard-
ware implementations for both PWM and NTT modes

by [3, 18], is discussed. The reduction method pro-
posed by [14] cannot be applied in PWM operations
because, unlike NTT and INTT operations, coeffi-
cients in PWM are not always constant and involve
modular multiplication with random coefficients.

Our modular multiplications output range is [0,
3329), and between previous work usable in both
NTT/INTT and PWM modes, both proposed archi-
tectures exhibit the best frequency.

Our first proposed architecture, illustrated in Fig-
ure 1, is a lightweight general modular multiplier
that uses six pipeline stages. Notably, we can increase
the pipeline depth in this architecture for higher
frequency, albeit at the cost of additional flip-flops.
This architecture utilizes 143 LUTs and 60 flip-flops,
achieving a frequency of 260 MHz, and has the high-
est frequency compared to previous works.

In contrast, our second porposed architecture of
modular multiplication, shown in Figure 2, excels in
efficiency, frequency, and slice usage with using 27
slice We implemented the ROM using block RAM
(BRAM) on the FPGA, employing 1.5 Block RAM
with 87 LUTs and 31 flip-flops. So our architect has
achieved a high frequency with a frequency of 315
MHz, that gives us the best AT (Area × Time) and
lowest slice usage compared to all previous work us-
able in NTT/INTT and PWM mode.

5 Conclusion

In summary, our novel general modular multiplier sig-
nificantly improves time and area efficiency compared
to existing methods. By avoiding fixed coefficients
and introducing innovative reduction algorithms, we
achieve better frequency performance. Additionally,
our pipeline architectures within Kyber demonstrate
impressive gains in area usage and frequency.
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