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1 Introduction

ABSTRACT

Differential Fault Analysis (DFA) represents one of the most effective physical
attacks against cryptographic algorithms. It exploits the implementation
weaknesses by injecting faults. DFA is a cryptographic technique in which an
attacker intentionally injects errors into a cryptographic system and leverages
the differences caused by these deliberate faults while executing cryptographic
algorithms. The attacker can gain insights into the cryptographic operations
by comparing the correct and faulty ciphertexts. This research applies DFA
to BipBip, an ultra-low-latency tweakable block cipher characterized by a
24-bit tweakable block and a 256-bit master key. Our primary assumption
is that the tweak remains fixed within BipBip. This study’s findings reveal
that the structural design of the BipBip block cipher is susceptible to
differential fault analysis. We demonstrate a significant vulnerability by
injecting a precise number of 30 random faults into different states of BipBip.
Through an exhaustive search process, we successfully retrieved the master
key. Furthermore, this research marks the first application of differential fault
analysis in identifying implementation weaknesses within BipBip, highlighting
a critical security concern.

(©) 2025 ISC. All rights reserved.

attacker’s main objective is to retrieve sensitive data
while the device is operating. Nowadays, fault attacks

ryptographic structures are vulnerable to fraudu-
lent manipulations carried out by malicious indi-
viduals and achieve some sensitive information. The
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are among the most common threats to cryptographic
implementations. The leakage extracted from faulty
encryption can compromise these systems. Boneh et
al. [1] introduced a seminal method for circumventing
the security of RSA cryptographic implementations
through fault attacks. Building on this, Biham and
Shamir [2] developed the Differential Fault Attack
(DFA), which recovers the secret key using faulty and
correct ciphertexts. This approach has spurred exten-
sive research examining various symmetric primitives
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through differential values of correct and faulty cipher-
texts [3-7]. Additionally, several methods have been
proposed to enhance fault usage, including persistent
fault analysis [8-10], statistical fault attack [11, 12],
statistical ineffective fault attack [13], statistical effec-
tive fault attack [14], and blind fault attacks [15, 16].
Despite the advancements in these techniques, DFA
remains superior due to its relaxed fault model.

BipBip [17] has been proposed to address the con-
cept of Cryptographic Capability Computing (C?),
namely the memory safety method that functions
without requiring additional metadata storage. Bip-
Bip is a 24-bit tweakable block cipher with a 40-bit
tweak that can be implemented in an ASIC with a
3-cycle delay at a 4.5 GHz clock frequency using cur-
rent 10 nm CMOS technology. BipBip has a block size
of 24 bits, a master key length of 256, and a tweak
length of 40. According to the paper, the cipher’s
software performance is not critical since low latency
is only necessary for decryption, not encryption. Con-
sequently, the authors do not prioritize side-channel
attacks and fault injection as significant concerns.
While their assumption holds that their application
primarily targets protection against remote software
adversaries, evaluating the cryptographic algorithms
against fault or side-channel attacks remains essential
to ascertain their security limitations.

Wang et al. conducted a comprehensive cryptanal-
ysis of the full-round BipBip cipher, as documented
in their article [18]. They outlined a Demirci-Selguk
Meet-in-the-Middle (DS-MITM) attack on an 11-
round BipBip, which undermined the security asser-
tions of the structure if the attacker had access to
high-speed memory. The attack’s memory complex-
ity is 2°22% 24-bit blocks, and the time complexity
and success probability hinge on the available data
to the attacker. The authors assumed complete ac-
cess to a codebook with multiple tweaks, resulting
in a data complexity of s x 224. Consequently, the
time complexity is approximately 29213 4 s x 290-92
BipBip encryptions, with a success probability given
by 1—(1- 2_48)”247. This analysis highlights sig-
nificant vulnerabilities in the BipBip structure under
certain conditions.

1.1 Our Contribution

In this study, the security of the BipBip block ci-
pher algorithm’s implementation was evaluated us-
ing Differential Fault Analysis (DFA). The principle
of differential fault analysis is to apply an error to
the cryptographic process and subsequently analyze
the discrepancies between the faulty and non-faulty
ciphertexts. This technique exploits the differences
to gain insights into the internal state of the crypto-
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graphic algorithm, revealing vulnerabilities and en-
abling the extraction of secret information. In ad-
dition to providing theoretical explanations of the
principals involved in DFA attacks, our simulation
results show that the BipBip block cipher algorithm
is vulnerable to DFA attack; by injecting 30 random
faults into the S-Boxes of the BipBip structure, only
22! valid candidate keys remain out of all possible
candidates for the 256-bit master key.

1.2 Outline

In Section 2, we briefly explain the BipBip architec-
ture. Section 3 elaborates on our proposed strategy
and the results of injecting DFA into the BipBip
structure. Section 4 presents our discussion on the
tested methods, including multiple-fault and single-
fault, along with the results of the differential fault
attack applied to BipBip. Then, in Section 5, we sum-
marize our findings and results and suggest potential
future works.

2 Specification of BipBip Block
Cipher

We provide an overview of the BiBip block cipher’s
structure in digest form. The key Schedule, the tweak
schedule, and the data path are the three primary
components of BipBip. BipBip’s Specification de-
scribes the decryption process from ciphertext to
plaintext, unlike most block ciphers, which consider
encryption and explain the state from plaintext to
ciphertext. BipBip’s structure is depicted in Figure 1.
To access the full description, refer to [17].

2.1 Key Schedule

The tweak-round keys s and the whitening key «°
are generated by the key Schedule by selecting bits
from the 256-bit master key K. The 24-bit x made
this way:

0_
k° = (K3,K32 mod 256 - - - s 5324 mod 256)

And the six 53-bit tweak-round keys are as follows:

i
k" = (K53i mod 2565 K53i+1 mod 2565 - - - » KK53i+52 mod 256)

2.2 Data Path

The whitening key x° is added to the ciphertext C
at the beginning of the data path. The application
data path follows this rounds R or R’ and data-round
key additions using k%, which ultimately outputs the
plaintext P. The tweak schedule is where the data-
round keys (k%) are removed.

The data path uses two round functions: shell round
function R’ and core round function R. The shell
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Figure 1. Structure of BipBip

round function has less latency than the core round
function since it lacks a mixing layer. The S-Box layer
S, the linear mixing layer 64, and the two-bit shuffles
w1 and mo make up the core round function R. The
bit shuffle 73 is altered in the shell round function R/,
but the S-Box layer S remains the same. Two round
functions are specified as follows:

R=m30030m 08
R/:WgoS

BipBip box is a 6-bit input-output function that
serves as the S-Box layer of the BipBip data path.
The state is split into four 6-bit words, and S-Box is
applied concurrently to each word. Table 1 depicts
the truth table for the S-Box layer. Note that xg
represents the least significant bit.

S-Box: (Yoit5, Ysitds Y6i+3> Y6i+2, Y6i+1> Yei) <
BipBipBox (%645, T6i+4; T6i+3> T6i+2; T6i+1> T6i)
Where x denotes the input bits of an S-Box and y
represents its output bits. The value (64) is a binary

circulant matrix that operates the multiplication of
the data path state in the mixing layer.

04 : Yi < Ti + Ti12 mod 24 T Titr12 mod 24
vV 0<i<23
The bits in the state for all 0 < i < 23 are permuted
as follows:
T Yi < Tp(i)
T2 2 Yi £ TPy(s)
T3 1 Yi < Tpy(i)

Where P, P, and P; are permutations of Z/247
introduced by following tables:

P, =[1,7,6,0,2,8,12,18,19, 13,14, 20,21, 15, 16, 22,
23,17,9,3,4,10,11, 5]

P, =[0,1,4,5,8,9,2,3,6,7,10,11,16, 12,13, 17, 20,
21,15, 14, 18,19, 22, 23]

P; =[16,22,11,5,2,8,0,6,19,13,12,18,14, 15,1, 7,
21,20,4,3,17,23, 10]

2.3 Tweak Schedule

The tweak schedule operates on a 53-bit state called
the tweak state. It consists of applying two types of
round functions, G and G/, and adding the tweak-
round keys x?. The tweak-round keys come from the
key schedule that selects them from the master key
(Section 2.1). Tweak round keys x* and tweak schedule
rounds G or G are applied alternately on a 53-bit
state. The 53-bit state between the round applications
contains the data-round keys, k. The padded 40-
bit modification is used to initialize the 53-bit state.
There are four steps in the initial modify Schedule
round function G:

G=xomso00omy
Using 74 and 75 bit permutations, 6 a linear mixing
layer, and x a non-linear layer. Now we have, Vi:
—a; + (ai+1 —+ l)ai+2
< a13g
@+ A1+ Qigs
< a1y

X -
T4 * Q4
0:a;
Ty * A
In this case, all operations are carried out modulo
53 for indices and in Fy for state bits. The mixing layer
is where the second tweak schedule round function
G’ varies from G.

Table 1. The truth table for BipBipBox of the S-Box layer

T5T4  XT3T2T1XQ

.0 1l 2 3 4 5 6 7 8 9 a .b c d . f
0. 00 01 02 03 04 06 3¢ 3c 08 11 0Oe 17 2b 33 35 2d
1. 19 le 09 Oc 15 13 3d 3b 31 2c 25 38 3a 26 36 2a
2. 34 1d 37 1le 30 la Ob 21 2 1f 29 18 Of 3f 10 20
3. 28 05 39 14 24 0a O0d 23 12 27 07 32 1b 2f 16 22
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G'=xomso0f oms
9’:ai<—a¢+1, V0<i<52

aso < a52,i =52

Then, add a single 1-bit and twelve 0-bit to the
40-bit tweak T to make it 53 bits. Thus, we use T* =
T||1]|0'2 to initialize the tweak schedule’s state. Using
two extractor functions, Fy and E;, we can obtain
24-bit data-round keys from the 53-bit intermediate
state value 2°. We have the following:

k' = Eo(a?) = (2}, b, .., %)

kit = El(mz) = (xi,mé, ..,xfw)

3 Differential Fault Analysis of
BipBip Block Cipher

Differential fault analysis is a technique utilized in
cryptography where an attacker deliberately injects
errors into a cryptographic system or device to un-
cover vulnerabilities and extract sensitive informa-
tion. This method uses the discrepancies introduced
by these intentional faults during the processing of
cryptographic algorithms. An attacker can exploit
these differential characteristics to gain insights into
the cryptographic operations by analyzing the correct
and faulty ciphertexts.

DFA attacks are particularly potent due to their
ability to bypass traditional cryptographic defenses.
By introducing faults in a controlled manner, attack-
ers can systematically reveal intermediate states of
the encryption process, facilitating a more efficient
extraction of cryptographic keys. The strategic place-
ment of these faults, combined with a thorough anal-
ysis of the resulting differential data, enables the at-
tacker to reconstruct the secret keys incrementally.

Implementing DFA in practice necessitates a pro-
found comprehension of the target cryptographic algo-
rithm and the intricacies of the underlying hardware.
It involves the knowledge of the algorithm’s structure,
operational mechanics, and potential vulnerabilities.
Additionally, expertise in the hardware’s architecture,
fault injection methods, and error propagation is es-
sential to effectively inducing and exploiting faults
for cryptanalytic purposes.

Attackers must precisely manipulate the crypto-
graphic device’s operating conditions to induce the
desired faults without causing permanent damage.

This section elucidates the theoretical framework
underlying the attack strategies targeting the tenth
and ninth rounds of the BipBip cryptographic al-
gorithm. Following this theoretical exposition, we
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demonstrate the results of our simulations, proving
that the fault attack on BipBip is effective.

3.1 DFA on BipBip

In the BipBip block cipher, errors are strategically
injected into different rounds. Each round provides
a distinct context for examining round keys and ul-
timately identifying the master key. The primary
objective is to determine the master key accurately
through an exhaustive search.

To determine the round keys k11 and ki, we ex-
perimented with error injection across two different
rounds. In Section 3.1.1, we analyze the outcomes
when the fault is injected into the second S-Box of
the tenth round. Subsequently, Section 3.1.2 describes
the methodology of fault injection in the ninth round.
Section 3.1.3 then details the recovery of the round
keys ko, ks, k7, kg, and ks, which are involved in the
mixing layer of the structure. Finally, in Section 3.1.4,
we present the recovery process for the first round
key kl.

3.1.1 Injecting Random Fault at the Tenth
Round

Injecting a fault into BipBip’s internal state causes
a discrepancy in the final round’s output plaintext.
When an error is injected into the second S-Box of
the tenth round, it produces a faulty plaintext. Sub-
sequently, decryption continues using both the faulty
and non-faulty amounts. In the eleventh round, we
have two final plaintexts, the faulty and the non-
faulty. In the encryption process, 24 bits of correct
and faulty plaintexts were utilized in the eleventh
round. Choose which six bits should be mapped to
each S-Box based on the permutation function of the
eleventh round m3. Permutation is a technique for
constructing ciphers that map each bit to its new
location in the next step.

As a result, each 6-bit segment of the eleventh
round key k11 (with 26 possible values) is individually
XORed with specific bits of the correct and faulty
plaintext during the final round. Subsequently, the
results are passed inversely through the S-Box layer
to observe the input differences to the S-Box.

Scenario 1 illustrates the scenario in which a ran-
dom fault is introduced in the second S-Box during
the tenth round. To constrain the 2% possible values of
k11, we must analyze the input difference of the first
S-Box in the eleventh round between the faulty and
non-faulty plaintexts. Candidates for ki; that pro-
duce the expected differences are retained in the valid
round key list, while those that do not are discarded.

As the fault was injected in the second S-Box of
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the tenth round, the input differences of the first S-
Box of the eleventh round could be 0x0, 0x4, 0x20,
or 0x24. The correct round key candidate, which ap-
pears to have desired input differences, is retained;
otherwise, we discard it. Next, we analyze the 6-bit
input differences of the second S-Box in the eleventh
round. The input differences between the faulty and
correct plaintext in the second S-Box of the tenth
round could be either 0x0 or Ox1. The correct 6-
bit round key met the desired input differences and
was stored in the candidate list; those that appeared
to have other input differences were deleted. Sim-
ilarly, the input differences for the third S-Box of
the eleventh round could be 0x0 or 0x8, and for the
fourth S-Box, this could be 0x0, 0x10, 0x20, or
0x30. This methodology reduces the initial 224 possi-
ble the eleventh round key candidates to the average
number of valid key candidates 2%, given the injec-
tion of eight random faults into the second S-Box of
the tenth round. One thousand distinct master keys
are tested to ensure that eight random faults can be
reliably detected using averaging.

Scenario 1: Round key ki; recovery

Require: P': The correct iz, round plaintext, C*:
The correct 44, round ciphertext, P'*: The faulty i,
round Plaintext, C’*: The faulty i;;, round Ciphertext,
S¢ i S-Box’s output of the iy, round, AXJ’:: The input
difference of the j;;, S-Box within the 44, round

(1) Identify the second S-Box of the tenth round
> Location of random fault
(2) for ki; = 0x0 to 0x3F do
(3) Sélllt : [$5,x4,x3,x2,x1,m0] —
P - ys, y18, Y19, Y, Y14, Y] © k11
(4) St * (5, T, T3, T2, 21, 0]
P (ys, y18, Y19, Yas Y14, Y6 @ K11
(5) P« S7H(Sow)
(6) PO« STHSGY)
> S~L: S-Box Inverse Function
(1) AX}'« Plogp
(8) if AX]! = 0x0 or 0x1 then
(a) Save k1; candidate in the valid round key

list.
(9) else
(a) Discard k11 candidate.
(10) end if

(11) end for

3.1.2 Injecting Random Fault at the Ninth
Round

Difference Distribution Table (DDT) is a crucial tool
for estimating the probability of a differential char-
acteristic of the S-Box. When the S-Box is known
(in time O(22n) for an n-bit S-Box), computing this

table is simple. Nevertheless, more research needs to
be done on the inverse problem of determining the
S-Box given a DDT [19].

As depicted in Figure 2, when a random fault is
injected into the second S-Box during the ninth round,
the input difference for the next round’s second S-Box
(the tenth round) will be 0x0 or 0x1. By analyzing
the differential characteristics of the S-Box, round
key candidates could be eliminated. Scenario 2 shows
the process of recovering round key k1.

Scenario 2: Round key k;; recovery

Require: P’: The correct iy, round plaintext, C?:
The correct 4, round ciphertext, P'*: The faulty i,
round Plaintext, C’¢: The faulty i, round Ciphertext,
St S-Box’s output of the iy, round, AX?: The input
difference of the j;; S-Box within the iy, round, AY}:
The output difference of the j;;, S-Box within the 4,

round

(1) Identify the second S-Box of the ninth round
> Location of random fault

(2) PY + Decrypt(P?), P''! «+ Decrypt(P")

(3) for kj; = 0x0 to OxFFFFFF do

(4)  for k9 = 0x0 to 0x3F do

(5) CS(—PHEBkJ11,FS<—P/HEBk11

(6) CS, -1 73 1(CS), FS -1+ T3 L(FS)
> rxgl . Inverse Bit-Permutation with s

(7) P10 S_1<CS7T;1)7 PO S_l(FSﬂ_;I)
> S~™1: S-Box Inverse Function

(8) S10 . SELBitS(PlO) S k‘10,

out

Sllo < SELBZtS(P’lO) D klO

out

> SELBits: The function that determines a
6-bit value based on a specified list of bit posi-
tions within a 24-bit number.

(9)  AY;? « Sou @ 8o

out
(10) qui_l Sﬁ_l;its(ségt)v Plg — S(S_J’S’lits(sllo)
>

out
il o J_ r Tmarprep Y F0 1
6nits Modified S-Box Inverse Function
for each 6-bit

11 AX;0 — PP P"
( 2

(12) if AXJ0 = 0x0 or 0x1 then
Save k1o candidate in the valid round
key list.
(13) else
Discard k¢ candidate.
(14) end if
(15) if AY;? = Desired output differences then
Save ki1 candidate in the valid round
key list.
(16) else
Discard k11 candidate.
(17) end if
(18)  end for

(19) end for
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The ninth round

The tenth round

The eleventh round

S-Box 1

S-Box 2

S-Box 3

S-Box 4

S-Box 1

S-Box 2

Plaintext: P!

S-Box 3

S-Box 4

S0 mo Tso

() S() ()

Figure 2. The final three rounds of the BipBip structure. The figure employs the notation established in Scenario 2. The function
S(-) represents the S-Box function, while 73(-) denotes the 73 bit permutation function

Encryption begins in the final round using 24-bit
faulty and non-faulty plaintexts. Following this, en-
cryption proceeds one layer backward to the tenth
round. At this stage, leveraging the w3 BipBip per-
mutation, six bits mapped to a specific S-Box in the
ninth round are selected. The output differences for
each S-Box are then analyzed using the difference
distribution table. If the observed output differences
align with the expected outcomes, record the result
in the candidate list; otherwise, exclude it.

When a fault was introduced into the second S-Box
during the ninth round, the potential active bits for
each S-Box in the tenth round were determined as
follows:

Active bits of the first S-Box: Bits xo, x5
Active bits of the second S-Box: Bit z;
Active bits of the third S-Box: Bit z3
Active bits of the fourth S-Box: Bits x4, =5

Based on the difference distribution table, the po-
tential output differences of the tenth round’s second
S-Box with input difference AXs = 0x2 are as fol-
lows:

AY; ={0x0, 0x2, 0x3, 0x6, 0x7, Oxc, 0xd,

0x10, Ox11, 0x14, 0Ox15, Oxle, Oxif,
0x28, 0x29,0x3a, OX3b}

Then, the possible output differences for the third
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S-Box are as follows:

AY; :{OXO, 0x1, 0x2, 0x6, 0x8, Oxb, Oxc,
0x10, Ox11, 0x14, Oxla, 0Oxlb, Oxle,
0x22, 0x25, 0x26,0x28, 0x2c, 0x2f,
0x30, 0x34, 0x35, 0x3a, 0x3e, 0x3f}

When the input difference is AXs = 0x2, the prob-
ability of having output differences that are not equal
17

to zero in each S-Box is 51

Consequently, with each injection, there will be a
reduction in the number of possible round key candi-
dates by approximately 272 for the second S-Box. The
probability of having output differences correspond-
ing to input differences equal to 0x8 (AXy = 0x2) is
25 Accordingly, with each injection, there will be a
reduction in the number of potential round key can-
didates by approximately 272 for the third S-Box. It
is clear from evaluating the output differences of the
second and third S-Boxs in round 10 that injecting a
random fault reduces the number of potential round
key candidates by 273. By injecting the first random
fault into S-Box 2 of the ninth round, the number of
correct possible round keys (k11) is reduced from 224
to approximately 22! (precisely 1,651,008). Injecting
a second fault further reduces this number to around
217 (precisely 133,940). It should be noted that the
input ciphertext is changed for every injected fault,
and the fault is injected into the second S-Box two
rounds before the final round. Subsequent injections
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of the third and fourth random faults into S-Box 2
of round 9 reduce the number of possible round keys
to 214 (precisely 19,974) and 212 (exactly 4,716), re-
spectively. Injecting the fifth and sixth random faults
further reduces the candidates to 2'° and then 27.
Consequently, by injecting six random faults into one
S-Box in round r — 2, the number of possible round
r key candidates is reduced to approximately 27 out
of 224 states. Table 2 shows the remaining amount
of the correct possible round key ki; after injecting
each fault.

Possible round
key candidates

# Injected
fault

1651008
133940
19974
4716
1232
186

S Ut s W N =

Table 2. Number of possible candidates for the round key K11

Similarly, for the tenth round key ki, after inject-
ing six random faults to the second S-Box of the ninth
round, there remain 2* correct possible key round
k1o candidates among 224 all states. Therefore, start-
ing from 28 states of two layer’s round keys, then
around 2'! possible round key candidates remain for
the tenth and eleventh rounds. To ensure the validity
of the tests, at each stage of this fault injection and
reduction process, the authenticity of the remaining
candidates is meticulously verified by ensuring that
the unique correct round keys are included within
the resultant sets of possible candidates. This system-
atic validation underscores the fault injection method-
ology’s robustness and precision in pinpointing the
correct round key candidates. A further approach to
reducing and refining the pool of potential correct
round key candidates involves injecting six consecu-
tive random faults into distinct S-Boxes. This method
retains 2° viable candidate possibilities.

The same meticulous procedure will be iterated to
determine the second-round key ko and third-round
key k3, limiting the possible round key candidates to
approximately 26. This limitation is achieved by de-
liberately injecting six random faults into the second
S-Box during the first round, effectively constrain-
ing the possible states. Then, analysis of the input
S-Boxs’ differences in the second round provides in-
sights into the possible second round key ks, thereby
limiting possible states to 2% correct possible candi-
dates. This analysis and fault injection techniques
are pivotal in understanding the vulnerabilities and

limitations of cryptographic systems, contributing to
advancing security protocols and strategies.

3.1.3 Key Recovery of kg, ks, k7, k¢, and ks

In the analysis of the ninth round key kg, as depicted
in Figure 3, a deliberate fault is injected into the sec-
ond S-Box in the eighth round. This figure illustrates
the eighth and the ninth rounds of the BipBip struc-
ture. The injected fault is assumed to activate all 6-bit
outputs of the second S-Box. Anger lines in Figure 3
depict error propagation. In the input of the mixing
layer, the bits denoted by [Ps, Py, ..., Pi7| are inac-
tive. Consequently, the differences between the faulty
and non-faulty states during the encryption process
should be zero for these bits. If not, the incorrect
round key kg has been applied to the plaintext. De-
cryption starts with correct and faulty plaintexts in
the eighth round and continues until the tenth round.
After obtaining the tenth round plaintext, start to
encrypt to the eighth round with all possible amounts
of Ky, and in this path, do not apply ks as XOR-
ing the equal round key to both amounts (faulty and
non-faulty plaintexts) is ineffective. To eliminate the
incorrect round keys, check the mixing layer input
differences. The input differences of mixing layer be-
tween faulty and non-faulty plaintext, as illustrated
in Figure 3, in bits 6 to 17, should be equal to 0;
otherwise, the candidate key should considered in-
valid round keys and remove from the list. Scenario 3
demonstrates the round key kg recovery steps.

Scenario 3: Round key kg recovery

Require: P*: The correct iy, round plaintext, C*:
The correct 4, round ciphertext, P'*: The faulty i,
round plaintext, C’*: The faulty 4,;, round ciphertext,
CS: Correct state, FS: Faulty state, S’ ,: S-Box’s
output of the i, round, AX;: The input difference
of the j;;, S-Box within the i;;, round, AY;: The
output difference of the j;, S-Box within the i
round, AXsx: The input difference of the mixing
layer

(1) Identify the second S-Box of the eighth round
> Location of random fault

(2)
(3) for kg = 0x0 to OxFFFFFF do
(4) CS(—Plo@kQ,FS%P/IO@kQ,
(5) CS -1+ 13 ' (CS), FS_-1 + 73 '(FS)
3 3
> Ty L Inverse Bit-Permutation with
(6) Pgesfl(CSwgl), Plg(*Sil(FSﬂ,;l)
> S™1: S-Box Inverse Function
(7) CS_ -1 <+ 75 (PY), FS_-1 < 75 ' (P")
2 2
> ﬁ,_jlx Inverse Bit-Permutation with mo

(8) CSMX—I — MX_l(CSﬂ_;l)

1S¢0ured)
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The eighth round
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Figure 3. Rounds eight and nine of BipBip structure. The figure utilizes the notation from Scenario 3. The functions 71 (-), m2(-),
and 73(-) denote the bit permutation operations corresponding to the permutations 71, w2, and 73, respectively. The linear mixing

layer function is represented as MX(.)

FSMX—l — MX_]'(FS_"_—l)
. 2
> M Xt Inverse Linear Mizing Layer in
Data Path
(9) AXMX(—CSMX—l @FSMx—l

(10) if AXMX = 0x0 then
(a) Save kg candidate in the valid round key
list.
(11) else
(a) Discard kg candidate.
(12) end if

(13) end for

Based on this process, injecting the first fault into
the second S-Box of the eighth round limited the kg
round key from all possible states (224) to 2'2 correct
candidates. The second fault injection reduced the
number of possible round keys. The procedure for
the round keys for the eighth, seventh, sixth, and
fifth is similar to that of the ninth round. For each
fault injection to the second S-Box of one layer before,
our method effectively eliminated half of the possible
states of the round key.

3.1.4 First Round Key Recovery

When an adversary can access the ciphertext and
its corresponding plaintext, a known plaintext at-
tack may compromise the encryption algorithm. The
known-plaintext attack aims to deduce the key used
for encryption or to decrypt other ciphertexts en-
crypted with the same key. Based on known plain-
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text attacks, the first round key is found by encrypt-
ing and inversely passing through the S-Box since
the correct plaintext and ciphertext are known. The
source code for the implementation of each section
mentioned above is available on GitHub!.

4 Discussion

We evaluated single and multiple-fault scenarios,
achieving notable success. Nonetheless, this study
primarily focuses on single faults, as the results
obtained from multiple faults were similar to those
from single faults and, in some cases, were weaker.
Multiple faults involve injecting multiple faults at
different stages or S-Boxs of the encryption process.
Analyzing a larger set of differential data can provide
more information about the cryptographic algo-
rithm’s internal state, leading to a more efficient and
potentially faster key recovery. However, it is more
complex and resource-intensive, requiring precise con-
trol and timing to inject multiple faults accurately.
In the multiple-fault attack scenario, random faults
are injected into the second and third S-Box of the
tenth round. Based on the propagation, the average
amount of correct key candidates for k17 was reduced
to 22, with the seven random faults injected into the
second and third S-Box of the tenth round.

1 https://github.com/nargesmokhtari/BipBip
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5 Conclusion

BipBip is an ultra-low-latency 24-bit tweakable block
cipher for primary use in Cryptographic Capability
Computing, which has a block size of 24 bits and
a master key length of 256 bits. In this study, we
conducted a differential fault analysis. Our simula-
tion demonstrated that, out of all potential candi-
dates for the 256-bit master key, 22! valid candidate
keys remain after 30 random faults are injected into
the S-Boxes of the BipBip structure. It can feasibly
be recovered using a brute-force attack. Increasing
the number of random faults applied to the cipher
structure reduces the valid candidates. By iterating
through the eleven rounds of the block cipher struc-
ture, we effectively averaged over all possible valid
states resulting from the round keys.

Future research might focus on evaluating BipBip
security against DFA in the presence of countermea-
sures. Furthermore, our next effort may aim to re-
duce the number of required random fault injections
to obtain an equivalent number of master key can-
didates. As our primary aim has been to examine
the weaknesses of the BiPBip block cipher algorithm,
automated fault analysis can be left for future work.
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