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A B S T R A C T

Distributed Denial of Service (DDoS) attacks threaten server and network

availability with minimal resources. These attacks mimic legitimate traffic,

evading Intrusion Detection Systems (IDS) and Intrusion Prevention Systems

(IPS). The primary challenge in countering DDoS attacks is achieving early

detection as close to their origin. In addition, the persistence of malicious

traffic hidden within legitimate traffic remains a common challenge for various

mitigation techniques. This paper introduces a modular approach for identifying

and mitigating DDoS attacks in both online and offline settings, using deep

learning and rule-based techniques. We train the IDS with VGG16, GoogLeNet,

Support Vector Machines (SVM), and Random Forest (RF) and evaluate

them using the CICDDoS2019 dataset. Our experiments show a detection

accuracy of 99.87% offline and 99.67% online. Our methodology outperforms

state-of-the-art approaches in offline detection, particularly with VGG16 and

GoogLeNet. In our online setup, the mitigation module successfully addresses

all attacks detected by our anti-DDoS solution.
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1 Introduction

Distributed Denial of Service (DDoS) attacks are
orchestrated by threat actors using well-crafted

scripts or exploiting thousands of compromised hosts
(botnets) through Command and Control (C&C) or
Internet Relay Chat (IRC) servers. These attacks
obstruct legitimate users from accessing server re-
sources, causing service and connection unavailability.
In recent years, the impact of DDoS attacks has been
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evident in substantial financial losses for industries
and governments globally, as stated in Imperva re-
ports [1]. Attacks on commercial web servers prove
particularly damaging, posing significant losses to
critical business services within short periods.

The proliferation of internet-connected devices,
driven by everyday computing and the Internet of
Things (IoT), provides fertile ground for malicious ex-
ploitation. Such setups, where devices communicate
with applications across networks, present opportu-
nities for threat actors to seize control and launch
various attacks, including DDoS attacks. The popu-
larity of DDoS attacks stems from their simplicity,
requiring minimal technical expertise, and high avail-
ability of applications for streamlined attack plan-
ning. Attackers are driven by various factors, includ-
ing the desire to showcase their capabilities, target
competitors, and, increasingly, extort money through
ransom demands [2]. However, many companies lack
adaptive filtering capabilities to counter DDoS at-
tack methods such as SYN and HTTP-GET floods,
leaving them vulnerable to devastating impacts. Web
servers grapple with the challenge of distinguishing
legitimate traffic from malicious activity, while web
users suffer from false positives in intrusion detection
and prevention systems [3].

Despite the diverse recommendations for mitigat-
ing DDoS attacks provided by the Computer Emer-
gency Response Team (CERT) and guidelines docu-
mented in Request for Comments (RFC), these at-
tacks persist with high frequency [4]. Hence, DDoS
mitigation in computer networks is a widely dis-
cussed research topic, with various protection strate-
gies proposed [5, 6]. Literature classifies DDoS mitiga-
tion techniques into signature-based, anomaly-based,
and hybrid systems. Signature-based methods com-
pare current events with stored signatures to iden-
tify potential attacks, offering a low false alarm rate.
Anomaly-based techniques detect deviations from
established normal profiles to identify unknown at-
tacks, albeit at the cost of higher computational re-
sources and potential false alarms. Hybrid solutions
aim to combine the advantages of both approaches [7].
The primary challenge in countering DDoS attacks
is achieving early detection that is as close to their
origin as possible.

However, the persistence of malicious traffic con-
cealed within legitimate traffic remains a common
challenge for various mitigation techniques. Many
of these methods struggle to differentiate between
mimicked malicious and legitimate traffic, inevitably
producing false positives and negatives [8]. Moreover,
a majority of existing approaches rely on offline de-
tection of attacks. These methods lack the efficiency

required for online mode due to the absence of real-
time capabilities and are not successful in detecting
zero-day attacks. To defend against DDoS attacks
targeting web servers, we delve into a hybrid solution
featuring Deep Learning (DL) approaches (effective
against zero-day attacks) integrated with rule-based
techniques (practical against false positives). The pro-
posed approach is also adaptable for online near real-
time applications, using low-latency Machine Learn-
ing (ML) algorithms such as Random Forest. In the
mitigation phase, we employ an IP blocklisting mech-
anism to ban packets originating from suspicious end-
points.

In this paper, we present the following key contri-
butions:

• We simulate HTTP-based DDoS attacks based
on the CICDDoS2019 dataset to generate data
samples required for the online operation of our
framework.

• Using the power of GoogLeNet and VGG, we
achieve superior accuracy in the offline detec-
tion of DDoS attacks compared to existing state-
of-the-art methods.

• We propose a novel framework for the online
detection and mitigation of DDoS attacks, in-
tegrating deep learning and rate limiting for
enhanced effectiveness.

• We implement and demonstrate the potential of
the proposed approach in detecting and mitigat-
ing DDoS attacks, including zero-day attacks.

The remainder of this paper is organized as follows:
Section 2 provides a brief overview of related works on
detecting and mitigating different types of DDoS at-
tacks. Section 3 outlines the testbed architecture and
details the data sample generation process. Section 4
elaborates on our system model and its components.
Section 5 presents the results of the experimental
approach, and Section 6 concludes this paper.

2 Related Work

Numerous prevention techniques have been proposed
in existing literature to thwart DDoS attacks be-
fore they occur, including traffic source authentica-
tion methods like CAPTCHA puzzles [9, 10] and se-
cure coding practices like defensive programming [11].
However, our focus lies on mitigation strategies, pri-
oritizing detecting DDoS attacks as they happen and
taking action to counteract their disruptive impact.
Hence, we elaborate on mitigation methods across
two main categories of DDoS attacks: High-rate DDoS
attacks, such as HTTP GET/POST floods, and Low-
rate DDoS (L-DDoS) Attacks, like the Shrew at-
tack [6].
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2.1 Countering High-Rate Attacks

D-FACE, a collaborative defense system [12], utilized
generalized entropy and information distance metrics
for detecting various DDoS attacks. Although effec-
tive in detection, limitations include using outdated
datasets and a collaboration approach requiring sub-
stantial ISP engagement, restricting its industrial ap-
plicability. Antidose system [13] facilitates interac-
tion between a vulnerable peripheral service and an
indirectly related autonomous system for deploying
local filtering rules. However, resistance from ISPs
arises due to software and hardware update require-
ments and a lack of control over local traffic con-
trol policies. Umbrella [14] presents a multilayered
defense architecture against a spectrum of DDoS at-
tacks. Focusing on detection and protection solely on
the victim’s side, its efficiency against truly massive
DDoS attacks is questioned despite claims of success
in dealing with volumetric attacks. A semi-supervised
machine learning system recently addressed DDoS at-
tack classification using the CICIDS2017 dataset [15].
While it considers recent DoS vectors, the method’s
online performance remains unevaluated. The authors
in [16] proposed a hybrid deep learning approach for
detecting and mitigating DDoS attacks in Software-
Defined Networks (SDNs). Their method integrates
a 1D Convolutional Neural Network (CNN), a dense
neural network (DNN), and a gated recurrent unit
(GRU). This combination harnesses the strengths of
each model to address the intricate challenges associ-
ated with DDoS attacks effectively. Other methods
like [17] leverage the Multilayer Perceptron (MLP)
algorithm for detection, which suffers from high com-
putational overhead.

2.2 Mitigating Low-Rate Attacks

Another category of attacks includes various types
of Low-rate DDoS attacks, such as the Shrew attack
against TCP. This attack was created to avoid some
of the weaknesses of the brute-force DDoS methods,
where bursts of packets are sent to induce packet
losses and reduce overall throughput by exploiting
the retransmission timeout (RTO) in TCP. A Slow
DDoS attack is another line of work that can re-
main undetected for extended periods as it closely
resembles the behavior of legitimate users with slow
connections. Hence, detecting these attacks poses a
challenge, necessitating special attention [18]. Various
techniques are employed in the literature to identify
traffic anomalies and prevent emerging categories of
L-DDoS attacks, as outlined below:

• Traffic Pattern-Based Methods: In [19], an ap-
proach employing autocorrelation and dynamic
time warping is proposed for detecting ON/OFF

traffic patterns, providing insight into network
behavior, and effectively identifying anomalies.

• Protocol-Based Methods: [20] introduces a novel
method incorporating admission and congestion
control mechanisms, where clients are required
to solve computational puzzles, ensuring priori-
tization of well-behaving flows and mitigating
potential congestion issues.

• Entropy-Based Methods: Drawing from Shan-
non’s entropy concept, [21] presents a detection
mechanism tailored for identifying malicious
traffic patterns assumed to follow a Poisson dis-
tribution. This method showcases improved ac-
curacy of anomaly detection compared to con-
ventional entropy metrics.

• Statistical Methods: The authors of [22] pro-
pose a statistical-based approach for detecting
L-DDoS attacks in application servers. This
method achieves efficient detection by leverag-
ing t-statistic measures and distribution func-
tions, offering insights into anomalous behavior
within the network environment.

• Data-Driven Methods: [23] employs machine
learning techniques, particularly Support Vector
Machines, to detect low-rate DDoS attacks in
SDN-enabled IoT networks. With SVM achiev-
ing a remarkable 91% accuracy rate in switch
and controller scenarios, this approach effec-
tively addresses the challenge of identifying sub-
tle yet potentially harmful attacks while main-
taining a low false alarm rate. Additionally, [24]
emphasizes the significance of addressing slow
DDoS attacks, which mimic legitimate user be-
havior and can remain undetected for prolonged
periods, underscoring the necessity for special-
ized detection methods [25].

However, dealing with the low-rate DDoS attacks is
beyond the scope of this paper.

3 Data Sample Generation

This section provides the steps to generate data sam-
ples required for online detection and mitigation of
DDoS attacks, particularly focusing on HTTP-GET
flood attacks. The features attributed to each sam-
ple are derived from the data structure outlined in
CICDDoS2019 [26]. In this attack, a large volume of
HTTP GET requests is directed at the target, leading
to service degradation or complete unavailability. At-
tackers often leverage botnets to generate a massive
influx of seemingly legitimate GET requests, making
the targeted web server unresponsive to genuine user
traffic by exhausting server resources. HTTP-GET
flood attacks have attracted research attention due
to their effectiveness, ease of implementation, and
low cost for attackers [27]. It is essential to note that
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the HTTP-GET flood attack is not part of the CI-
CDDoS2019 dataset; therefore, we are utilizing it as
a zero-day attack in our online experiments.

3.1 Testbed

To create a comprehensive testbed, we have designed
three distinct networks:

• Attack-Network: This network consists of nu-
merous concurrent threads executing on a single
Personal Computer (PC) and a router provid-
ing an alternate Internet Service Provider (ISP)
for the botnet.

• Benign-Network: This network features a router,
an access point, and several concurrent threads
running on a single PC.

• Victim-Network: This network is a completely
isolated infrastructure comprising a web server
designated for targeting.

The subsequent sections delve deeper into the net-
work configurations and functionalities. Our testbed
architecture is shown in Figure 1.

3.1.1 Attack Infrustructure

A common script is concurrently run on 20 threads on
a single PC, connected to an access point, to establish
20 distinct IP addresses using the Socks5 proxy list.
With a ping of less than 10 milliseconds, this proxy
is suitable for real-time applications. Each thread fea-
tures a unique User-Agent value in its GET request.
The collective operation of these threads functions
as a botnet, using the same network card, with the
PC serving as the C&C center initiating the attack.
Leveraging a botnet can obscure the attack’s origin
and make it harder to track. The PC specifications
include an Intel® Core™ i7-6500U processor (3.10
GHz), with a total of 4 cores (2 virtual cores), 8 GB
of RAM, and running on the Ubuntu 18.04 operat-
ing system. More details about the configuration of
network machines, including their private and public
IP addresses, can be found in Table 1.

3.1.2 Benign Infrastructure

A common script is concurrently executed on 80
threads on a single PC, connected to an access point,
to establish 80 distinct IP addresses utilizing the
Socks5 proxy. The PC specifications include an In-
tel® Core™ i7-6500U processor (3.10 GHz), with a
total of 4 cores (2 virtual cores), 8 GB of RAM, and
running on the Ubuntu 20.04 operating system. Each
thread features a unique User-Agent value in its GET
request, such as the attack settings. To mimic legiti-
mate clients, we analyzed normal traffic data in the
internet environment using Burp Suite and Wireshark

Table 1. Configuration of network machines

Machine OS IP Address ISP Type

Router 1 - 109.108.160.23 A Public

Router 2 - 152.89.15.10 C Public

Modem - 5.114.125.146 B Public

PC 1 Ubuntu 18.04 192.168.50.45 A Private

PC 2 Ubuntu 20.04 192.168.50.46 C Private

PC 3 Windows 10 192.168.50.47 B Private

Reverse Proxy Ubuntu 20.04 152.89.12.3 C Public

Web Server Ubuntu 18.04 116.202.50.32 - Public

tools. Our analysis found that the standard deviation
of “Packet Length” is one of the most influential fea-
tures for benign traffic, consistent with findings in [26].
Benign traffic typically exhibits more packet size vari-
ation than different DDoS attacks, often conducted
by automated tools and botnets generating fixed-size
or similar packets. Therefore, we model the packet
length values of GET requests from benign clients
using a normal distribution. Another effective feature
in distinguishing between benign and attack traffic
is the “ACK Flag Count,” as the HTTP-GET flood
attack tends to increase packet loss. Consequently,
the difference between the “ACK Flag Count” and
“SEQ Flag Count” becomes noticeable.

3.1.3 Victim Infrastructure

A web server provided by Hetzner, the German web
hosting company and data center operator, serves as
a separate third-party infrastructure. This web server
is protected by our reverse proxy running NGINX.
Our anti-DDoS framework, deployed on the reverse
proxy, functions as a scrubbing center, intercepting
traffic before it reaches the target web server. Instead
of allowing all traffic through, the framework filters
out malicious traffic using a combination of machine
learning and rule-based methods, ensuring only le-
gitimate traffic reaches the target server. It analyzes
the incoming sampled packets and identifies attacker
IPs and ports, subsequently adding them to a black-
list. The updated blacklist is then forwarded to the
mitigation module, also implemented on the reverse
proxy server. This server features an Intel® Core™
i5-6200U CPU @ 2.30GHz with 8GB of RAM.

This network is the primary target of the Attack
Network. PC 3 is connected to a separate ISP, which
monitors the web server’s performance before, during,
and after the attack. The web server specifications in-
clude a 1 GHz processor with two cores, 1 GB of RAM,
a 60 GB hard disk, 1 GB of bandwidth, and running
on the Ubuntu 18.04 operating system. It’s worth
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Figure 1. Testbed architecture

noting that the firewall status indicates that UFW
(developed to ease iptables firewall configuration) was
disabled. In contrast, iptables (a Linux command-line
utility configuring IP packet filter rules) remained
enabled. Additionally, the server was configured to
utilize Apache as the hosting server.

3.2 Feature Extraction

After generating the data samples, we used the CI-
CFlowMeter [28] to extract the network traffic fea-
tures. CICFlowMeter is an open-source tool designed
to generate bidirectional flows from pcap files and
extract features from these flows. It uses the first
packet in a flow to determine forward (source to des-
tination) and backward (destination to source) di-
rections. This unique approach allows for calculating
statistical time-related features separately in these
directions. The tool’s input is a pcap file, a format
packet analyzer utilized to capture network traffic.
We used TShark to analyze the traffic packets and
generate a report in pcap format. Pcap files contain
raw network packets captured from a network inter-
face or connection. The output from CICFlowMeter
is a CSV file containing six columns for each flow:
Timestamp, source IP, Destination IP, Source Port,
Destination Port, and Protocol. The CSV file includes
80 features capturing details such as remote host IP
address, timestamps (received and timezone-aware),
request status (GET/POST), request URL details,
response bytes, user agent information (browser, OS,
mobile status), URL scheme, port information, Ether-
net and IP details (source and destination), TCP and
UDP port information, ICMP details, HTTP request
method and response code, DNS query and response
details, and raw data.

4 System Model

This section presents the architecture of our proposed
detection system, which is designed to counter DDoS

attacks in offline and online modes, as outlined below.

4.1 Offline Mode

CICDDoS2019 [26] stands out as a new dataset
specifically crafted to address the limitations of exist-
ing datasets for DDoS attacks. The dataset aims to
be comprehensive and reliable, offering researchers
a valuable resource for testing and validating DDoS
attack detection systems. This dataset highlights
two distinctive categories of cyber attacks: reflection-
based and exploitation-based, each with unique
potential threats. In essence, reflection-based and
exploitation-based attacks operate through applica-
tion layer protocols while employing transport layer
protocols like TCP and UDP [29]. Hence, we use the
CICDDoS2019 dataset in offline mode.

4.1.1 VGG16

Due to the excellent performance in detecting offline
data samples, we used the VGG16 pre-trained algo-
rithm as the core of the AI model. VGG16 is a con-
volutional neural network (CNN) architecture devel-
oped by the Visual Geometry Group (VGG) at the
University of Oxford. It is widely used in computer
vision tasks, particularly for image classification. The
VGG16 network comprises 16 layers, including 13
convolutional layers and three fully connected layers.
It has a simple and uniform structure, with small 3x3
filters used throughout the network, allowing for a
deeper network to learn complex features [30]. One
of the VGG16 network’s key advantages is its strong
performance in image classification tasks. In 2014,
it achieved top results in the ImageNet Large Scale
Visual Recognition Challenge (ILSVRC), demonstrat-
ing its effectiveness in recognizing and classifying a
wide range of objects and scenes. The VGG16 net-
work’s deep architecture and many parameters enable
it to learn intricate features from images, leading to
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high accuracy in classification tasks.

However, the VGG16 network also has some limita-
tions. Its depth and many parameters make it compu-
tationally expensive and require substantial computa-
tional resources for training and inference. Addition-
ally, the VGG16 network may suffer from overfitting
when applied to smaller datasets, as its high capacity
can lead to memorization of training samples rather
than learning generalizable features. Despite these
limitations, the VGG16 network remains a popular
choice for various computer vision applications due to
its strong performance and simplicity in architecture.

To use VGG16 as a detection algorithm, we first
convert the input time-series data into images. While
the default input size for VGG16 is 224x224, we need
to adjust this size to optimize this conversion. On the
one hand, utilizing a large input size merges various
traffic profiles into one single image, rendering the
detection outcomes unreliable. On the other hand, a
small input size leads to loss of information and po-
tentially limits the model’s ability to capture complex
patterns in the data. After sufficient experimenta-
tion, we discovered that the input size (60, 33) with
3 RGB channels provides us with the best trade-off.
We partition the training and test datasets during the
conversion process based on different output classes.
Then, we bundle the input data with 180-long bun-
dles so that the input data with indices from 0 to 179
form the first category. The input data with indices
from 1 to 180 form the second category, and in the
same way, the last 180 data also form the previous
category. For each bundle, we compute the Fourier
transform of the first, second, and third sets of 60
samples, which are combined to form an image.

4.1.2 GoogLeNet

GoogLeNet is another algorithm we have used in this
paper. GoogLeNet, the victor of ILSVRC 2014, fea-
tures an inception architecture with approximately
6.8 million parameters. Its architecture incorporates
the inception module, which employs a parallel ar-
rangement of 1 × 1, 3 × 3, and 5 × 5 convolutional
layers coupled with a 3× 3 max-pooling layer. Includ-
ing a 1 × 1 convolutional layer preceding the 3 × 3
and 5×5 convolutional layers aids in reducing spatial
dimensions and constraining the size of GoogLeNet.
The entire structure of GoogLeNet is a stacking of in-
ception modules, totaling nine, along with two convo-
lutional layers, four max-pooling layers, one average
pooling layer, one fully connected layer, and a lin-
ear layer having the softmax function in the output.
To enhance generalization, GoogLeNet incorporates
dropout regularization in the fully connected layer,
while ReLU activation functions are applied across

Figure 2. The workflow of proposed online DDoS detection
and mitigation framework deployed on reverse proxy

all convolutional layers [31]. We note that a similar
process to that used for VGG16 is required to convert
the time-series input data into images for GoogLeNet.

In the realm of computer vision, algorithms like
GoogLeNet and VGG16, renowned for their accu-
racy in image classification, face challenges when ap-
plied to real-time online detection. Their computa-
tional complexity and high memory usage make them
less suitable for scenarios demanding rapid response
times and resource efficiency. Hence, for real-time
purposes, we seek faster algorithms striking a bal-
ance between accuracy and speed, aligning with the
evolving paradigm in online detection.

4.2 Online Mode

For online protection against DDoS, we propose a
framework to detect incoming attack traffic generated
by our botnet by employing an HTTP-GET flood at-
tack. Upon detection, a mitigation mechanism is ap-
plied to manage the attack packets. The system com-
prises various modules, including NGINX, Mirroring,
Sampling, Preprocessing, AI Model, Black List, and
Mitigation, as illustrated in Figure 2. In the follow-
ing, we provide detailed descriptions of each module.
Given their favorable performance in detecting test
data, we employ Support Vector Machine (SVM) and
Random Forests (RF) algorithms as our AI model for
online detection. We note that the whole framework
is implemented and run on the reverse proxy server.

4.2.1 NGINX

NGINX functions as both a web server and a reverse
proxy, facilitating the provision of web services to
users. We utilize NGINX as a reverse proxy module to
monitor and analyze incoming HTTP packets. This
capability is instrumental in executing detection and
mitigation processes within the subsequent modules.
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Table 2. Detection results for offline and online modes

Mode Algorithm Accuracy Recall Precision F-score FP FN

Offline
VGG 0.9987 0.9962 0.9992 0.9975 0.0030 0.0180

GoogLeNet 0.9858 0.9854 0.9885 0.9865 0.0360 0.0180

Online
SVM 0.9823 0.9706 0.9874 0.9785 0.0310 0.0059

RF 0.9967 0.9944 0.9974 0.9959 0.0023 0.0430

4.2.2 Rate Limiting

This module stores flow rules dictated by scripts run-
ning on top of the reverse proxy in the victim net-
work. If the traffic rate exceeds a predefined thresh-
old value, denoted as τ , the source IP address of the
traffic will be added to the blacklist. This module is
essential for detecting volumetric DDoS attacks, such
as ICMP flood attacks, characterized by poor profiles
that closely resemble legitimate traffic, thus evading
anomaly-based detection methods.

4.2.3 Mirroring

The Mirroring module allows us to duplicate the
original incoming packets, sending one copy to our
system’s detection component while directing the
other copy to the model’s mitigation module.

4.2.4 Sampling

A web server facing DDoS attacks may encounter mil-
lions of packets per second, necessitating microsecond-
level analysis for each packet to effectively manage
and mitigate the attack. Typical CPUs like the Core
i5 12400 may take seconds with neural networks, mak-
ing complete analysis impractical. Since adversary
packets are often similar, analyzing a subset is suf-
ficient to identify attack patterns and specifications
like IP or port. Adopting a 1:1000 packet sampling
rate balances efficiency and data integrity, minimiz-
ing latency.

4.2.5 Preprocessing

In this module, various components work together to
extract important features from sampled HTTP pack-
ets upon arrival. Initially, packets are converted into
pcap logs using tools like tshark and Goaccess, allow-
ing for basic feature extraction such as IP addresses
and ports. Then, the CICFlowmeter tool converts
these logs into CSV format, enabling the extraction
of more complex features.

4.2.6 AI Model

Once the features are extracted from the sampled
packets, the output from the Preprocessing module
is fed into the AI Model to detect any adversarial

behavior within the data. For online processing, it is
advisable to select lightweight AI models to ensure
the framework is suitable for real-time applications,
where minimizing latency is crucial.

The SVM algorithm is known for its effectiveness
with complex datasets having clear class separations.
SVM’s versatility lies in its ability to handle lin-
early and non-linearly separable data through ker-
nel functions, transforming input space into higher-
dimensional feature spaces. Additionally, SVM is less
prone to overfitting, focusing on maximizing the mar-
gin rather than fitting the data precisely, which en-
hances its generalization to unseen data. On the other
hand, RF combines multiple decision trees for accu-
rate predictions via ensemble learning. It constructs
trees using random subsets of training data and fea-
tures, employing a majority vote for predictions, re-
ducing overfitting. Additionally, RF offers a feature
importance measure, aiding in variable identification.
RF efficiently handles classification and regression
tasks and appeals to data scientists and practitioners
for its robustness, scalability, and ability to handle
high-dimensional data. Given these attributes, we se-
lect SVM and RF as our AI models for online detec-
tion.

4.2.7 Blacklist

As outlined earlier, the AI model analyzes sampled
data to identify potential DDoS attacks. Upon de-
tection of such an attack within a sample, the AI
model proceeds to blacklist the IP address and port
of the attacker. This blacklist is subsequently utilized
within the Mitigation module.

4.2.8 Mitigation

The Mitigation module maintains real-time access to
a dynamic blacklist. Upon the addition of a new (IP,
Port) pair to this list, the module promptly updates
its blacklist. It then blocks packets originating from
IPs and ports listed therein while permitting passage
for all others.

5 Empirical Results

This section evaluates the results of different Deep-
learning algorithms that detect DDoS attacks. In our
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(a) (b)

Figure 3. Target resource status during attack. (a) System resource usage of Hetzner web server during HTTP-GET Flood attack;

(b) Resource consumption distribution of web server during HTTP-GET Flood attacks

experiments, we split the CICDDoS2019 dataset into
an 80-20 ratio for training and testing. To ensure that
the model did not overfit on similar packets in high-
rate DDoS traffic, we employed stratified sampling to
distribute different types of attacks evenly across both
sets. Additionally, we used 5-fold cross-validation to
assess the model’s generalizability and ensure a robust
evaluation process. Further, in the online phase, we
generate zero-day attacks, specifically HTTP-GET
flood, which are not present in the training data. This
setup allows us to evaluate the model’s robustness
against previously unseen attack types.

5.1 The Evaluation Metrics

The model’s performance is assessed utilizing widely
recognized performance metrics such as accuracy (the
overall correctness of the model’s predictions), preci-
sion (the quality of positive predictions), recall (the
quality of negative predictions), and F-score (a bal-
ance between precision and recall, making it a more
comprehensive metric for evaluating classification
models). These metrics are calculated according to
the following equations.

Accuracy =
TP + TN

TP + TN + FP + FN
(1)

Recall =
TP

TP + FN
(2)

Precision =
TP

TP + FP
(3)

F1− score = 2
Recall × Precision

Recall + Precision
(4)

Table 2 illustrates the Precision, Recall, and F1-score
percentages for two operation modes. As observed,
the VGG and GoogLeNet models yielded the highest
outcomes.

5.2 Attack Results

This article presents our experimental findings us-
ing a separate monitoring machine (PC 3). Firstly,
we observed that the utilization of RAM and hard
drive resources in the targeted system remained rela-
tively stable despite the ongoing attack; even under
maximum attack conditions, there was no significant
change in the amount of RAM and hard drive usage.

Furthermore, our analysis revealed that approxi-
mately 8,000 out of 30,000 packets (25%) fail to reach
their destination on average, and the packet drop
rate during the attack’s peak reached 80%, indicat-
ing a substantial impact on network performance.
Concurrently, the CPU consumption surged to 100%,
highlighting the intensified strain on the system’s pro-
cessing capabilities. These findings shed light on the
vulnerabilities and resource constraints faced during
cyber threats, emphasizing the significant impact on
network performance, CPU utilization, and packet
delivery under both simulated attack scenarios and
normal traffic conditions. We note that during this
experiment, our reverse proxy was intentionally dis-
abled to monitor the consequences of the attack.

Figure 3a displays the utilization of system re-
sources over a two-minute interval during attack sce-
narios. CPU usage experiences the most significant
impact from the applied attacks. Meanwhile, Fig-
ure 3b illustrates the allocation of resource consump-
tion across bandwidth, disk, RAM, and CPU. This
depiction underscores the CPU’s susceptibility as
the primary target for attackers. Notably, the results
present the average values across all applied attacks.
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Table 3. Results of the trained models by CICDDoS2019

Method Accuracy Recall Precision F-score FP FN

SVM [32] 0.9975 0.9982 0.9907 0.9944 0.0270 0.0050

RF [33] 0.9624 0.9882 0.9610 0.9729 0.0017 0.0390

DT [34] 0.3377 0.7962 0.6662 0.5176 0.0199 0.044

KNN [35] 0.9585 0.9844 0.9562 0.9684 0.0126 0.0764

LR [36] 0.997 0.9972 0.9905 0.9938 0.0045 0.0094

CNN [37] 0.9829 0.9933 0.9757 0.9841 0.0024 0.0397

MLP [38] 0.8914 0.7949 0.6388 0.6717 0.0100 0.1463

RNN [39] 0.9149 0.9149 0.9212 0.9143 0.2110 0.2110

GRU [40] 0.9591 0.9819 0.9549 0.9667 0.0169 0.0447

LSTM [41] 0.9609 0.9799 0.9481 0.9626 0.0101 0.0540

VGG (Our Method) 0.9987 0.9962 0.9992 0.9975 0.0030 0.0180

GoogLeNet (Our Method) 0.9858 0.9854 0.9885 0.9865 0.0360 0.0180

Figure 4. The impact of the attack detection module on traffic

delay

5.3 Detection Results

Here, we comprehensively evaluate system perfor-
mance in both online and offline scenarios. Specifi-
cally, we note that the HTTP-GET Flood rate re-
mained below the rate-limiting threshold during the
online scenario. This observation helps us evaluate our
system’s effectiveness when employing anomaly-based
defense strategies. As shown in Table 2, the VGG
algorithm outperforms in offline mode, whereas RF
demonstrates superior performance in online mode.
The deep learning approaches are trained during the
training phase using the CICDDoS2019 dataset. No-
tably, transfer learning in the current model yields
significantly higher accuracy than the basic algorithm.
Subsequently, we evaluate the performance on the
test portion of the same dataset. The summarized
results in Table 3 highlight the superior efficacy of
deep learning techniques in DDoS attack detection
compared to traditional algorithms, with VGG and

GoogLeNet models demonstrating exceptionally high
accuracy. We chose VGG16 and GoogLeNet, despite
their original design for image recognition tasks, due
to their ability to detect complex patterns in data. By
converting the time-series network traffic data into
images, we enabled these models to capture intricate
patterns and anomalies in DDoS traffic, which are
often difficult to detect using traditional models.

Performance alone is insufficient for evaluating an
anti-DDoS solution (efficiency is equally critical to
ensure its practicality). A system with high latency
is not viable for real-world deployment, as delayed
responses to incoming packets can result in a denial-of-
service effect. While deep learning models performed
exceptionally well in offline detection scenarios, their
computational complexity limits their use in high-
rate, real-time DDoS detection scenarios. Therefore,
we use a simpler algorithm as our primary detection
algorithm for time-critical applications, which offers
a balance of accuracy and low latency. This low delay
makes our proposed system usable for mitigation in
real-world cases.

Figure 4 illustrates the impact of the attack detec-
tion module on traffic delay. We measured the ad-
ditional latency introduced by our detection system
on a web server under attack. The system adds an
average delay of 0.44 seconds when using SVM and
12.59 seconds when using RF under a traffic load of
1000 packets per instance. While RF offers higher ac-
curacy than SVM, its significantly longer detection
delay demonstrates the trade-off between detection
accuracy and real-time performance. RF’s delay arises
from its prediction process, which requires each sam-
ple to pass through all the decision trees in the forest
before the final prediction is aggregated. Additionally,
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the reverse proxy has limited hardware resources, fur-
ther impacting performance. Given these factors, we
opted to use SVM in this setting to ensure timely re-
sponses. To further mitigate the impact on traffic, we
implemented a packet sampling method with a 1:1000
ratio, allowing the system to maintain efficiency while
reducing the risk of performance degradation.

6 Conclusion

This paper addresses the severe threat of DDoS at-
tacks, known for their minimal resource usage and
significant impact on servers. Existing mitigation ef-
forts struggle against these attacks, especially as they
mimic legitimate traffic, evading detection by secu-
rity systems. The proposed solution employs a novel
approach combining deep learning algorithms and
rule-based techniques to enhance the resilience of web
infrastructures against evolving cyber threats. Addi-
tionally, the integration of IP blacklisting strength-
ens the system’s ability to block malicious traffic
proactively. The design’s modularity enables seamless
module replacement without impacting the rest of
the architecture. Experimental findings demonstrate
impressive detection accuracy, consistent with our
assertions. Using the CICDDoS2019 dataset, the pro-
posed method achieved 99.87% accuracy with VGG
and 98.58% with GoogLeNet. In online detection, ac-
curacy reached 98.23% with SVM and 99.67% with
RF. While our approach has demonstrated significant
accuracy in the detection phase, the high latency of
VGG and GoogLeNet makes them inappropriate for
real-time applications. In future endeavors, we aim to
explore strategies for optimizing these algorithms to
make them suitable for the online detection of DDoS
attacks and try to create our own DDoS dataset.
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and Pedro Garćıa-Teodoro. Evaluation of a low-
rate dos attack against application servers. com-
puters & security, 27(7-8):335–354, 2008.
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