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A B S T R A C T

Today, the use of Multi-Server Authenticated Key Agreement (MAKA) schemes

has become widespread. In the multi-server authenticated key agreement,

each entity registers with a registration server, and the key agreement takes

place. After that, based on the desired applications, the user communicates

with the application servers and he/she does not need to register with these

service providers anymore. There are many protocols introduced for MAKA in

different environments such as the 5G and cloud service environments, each

one could assure some security features such as confidentiality, authentication

and privacy. However, some of these schemes are vulnerable to different attacks.

In the current paper, we first study two well-known MAKA schemes called the

Wang et al.’s protocol (Wang et al., 2022) and the Palit et al.’s protocol (Palit

et al., 2023) and then we propose a server spoofing attack on Wang et al.’s

protocol. On the other hand, we show that Palit et al.’s protocol is vulnerable

to DoS and desynchronization attacks. We also propose some suggestions to

make the schemes resistant to those attacks.

© 2025 ISC. All rights reserved.

1 Introduction

The 5G networks are the fifth generation of commu-
nication networks which have gained many attrac-

tions due to expansion in communications. For exam-
ple, smartphones and smart devices are increasingly
using 5G networks. Compared to 4G, 5G networks
introduce incredible advances in terms of transmis-
sion capacity and transmission rate. One of the main

The ISCISC’2024 program committee effort is highly ac-
knowledged for reviewing this paper.
∗ Corresponding author.

Email addresses: mehrad.jaberi@eng.ui.ac.ir,
h.mala@eng.ui.ac.ir, m.sadatmadani@eng.ui.ac.ir

ISSN: 2008-2045 © 2025 ISC. All rights reserved.

reasons for these advances is the ability to use new
architectures in 5G networks. One of these architec-
tures is the multi-server architecture in which several
servers serve different services on the network. In the
5G single-server architecture in which all the services
are served by a single server, the capacity and the
performance of the network are relatively low. Some
of the reasons that make the single-server architec-
ture ineffective are capacity limitations, performance
limitations, and lack of flexibility.

The first step to ensure secure data transmission
is to use an Authenticated Key Agreement scheme,
aka AKA. Since in a multi-server 5G network, the
user needs to communicate with several servers, usual
single-server AKA schemes are not applicable. Hence,
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Multi-server Authenticated Key Agreement (MAKA)
has been introduced [1].

There may be a lot of private information in a 5G
network, Hence, the preservation of the privacy is
essential. Many key agreement schemes have been in-
troduced for different areas; however the limitations
in computational power and battery usage of the de-
vices in a 5G network should also be considered. In
the last decade, many authentication schemes have
been introduced for multi-server architecture. These
schemes usually emphasized the security flaws of the
previously proposed schemes, hence made a failure-
improvement-failure-improvement chain. Some of the
attacks on these schemes are “user impersonation at-
tack,” “server spoofing attack,” “Identity or password
guessing attack,” “key compromise impersonation at-
tack,” “insider attack,” “traceability,” “session key
compromise attack,” “replay attack,” “denial of ser-
vice” and “Man-in-the-Middle (MitM),” to name a
few. According to the mentioned attacks, to have a
secure and efficient scheme, considering some prop-
erties in the protocol design is vital; properties such
as “user anonymity,” “key confirmation,” “offline reg-
istration server,” “not using bilinear pairing” and
“perfect forward secrecy”.

In the current paper, we analyzed two well-known
MAKA schemes i.e., [2] and [3]. To be more pre-
cise, we show that the Wang’s scheme [2] is vulner-
able against server spoofing attack and the Palit’s
scheme [3] is vulnerable against desynchronization
attack and denial of service attack. We declare the
attacks in Section 3 and Section 4, in details.

The rest of the paper is organized as follows. In
Section 2, we discuss the most well-known previous
works and their vulnerabilities. The brief review of
Wang’s scheme [2] and the Palit’s scheme [3] along
with the proposed attacks are introduced in Section 3
and Section 4, respectively. Finally, we conclude this
paper in Section 6.

2 Related Work

In the current section, we discuss the most well-known
previous AKA schemes in the multi-server architec-
ture and their vulnerabilities.

Li et al. proposed the first multi-server authenti-
cated key agreement scheme [4] and it is consist of
two phases: the registration phase and the authen-
tication phase. The registration phase is done only
once. In this phase, each new user has to register
his/her username and password. This information
will be registered in a neural network to which the
system administrator has access. In the authentica-
tion phase, there are three parties: users who login,
different servers and the system administrator. The

user enters his/her password, and the administrator
identifies the user using the neural network which has
been trained previously. Hence, in the authentication
phase, the administrator authenticates the servers
and the legitimate users, remotely. The scheme is
vulnerable to offline dictionary attack. On the other
hand, the server can spoof the users’ identity to other
servers, since the server can access the users’ pass-
words and the authentication is single-factor.

In 2010, Yang-Yang introduced a three-factor
scheme for biometric data authentication using fuzzy
extractors [5]. In this scheme, the registration server
securely broadcasts a shared secret among the servers
to register the users. This mechanism makes the
scheme vulnerable against key forgery attack, since
the adversary can access the secret and login to the
servers as an authenticated user. After the registra-
tion, the user and servers exchange two messages
to generate the session key for future communica-
tions. In this scheme, the user cannot modify his/her
biometric pattern.

In [6], Islam introduced a scheme for multi-server
architecture of mobile devices, using pairing-based
cryptography. In his scheme, two scenarios exist for
online and offline registration in the key extraction
phase. The user can have either long-term or short-
term registration. After the key extraction phase,
the user and the service provider server negotiate
for a session key. Since the users’ identity and the
servers’ identity will not be updated and also will be
transmitted in plain text, this scheme is vulnerable to
tracking attack. Besides, this scheme is not efficient
due to using bilinear pairing.

An efficient scheme that provides the users’
anonymity using self-certified public keys has been
introduced in [7]. The authors showed that their
proposed scheme has an acceptable communication
and computational overhead compared with previous
MAKA schemes. However, bilinear pairing is not
computationally efficient [1]. On the other hand,
the scheme does not pay attention to the capacity
limitations of smart cards.

To overcome the bottleneck problem in AKA
schemes, Amin et al. proposed a protocol using two
registration servers [8]. Aside from the online regis-
tration server, [1] showed that [8] does not provide
perfect forward secrecy.

In [9], Kumar et al. proposed a 2-factor authen-
tication protocol. Their protocol is highly efficient
because of using a hash function. However, the pro-
tocol cannot satisfy the unlinkability property due to
using a constant ID in authentication sessions. [10]
also uses a hash function. In this scheme, the user
and the server authenticate each other and agree on
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a session key with two messages. In [1], the authors
showed that [10] does not provide perfect forward
secrecy and key confirmation, as well.

The proposed scheme in [11] is very similar to the
Palit’s scheme [3]; however [12] proves that [11] is
vulnerable against desynchronization attack and DoS
attack. Besides, in [11], all of the messages from the
user, will be transmitted to the registration server.
Since the values are not checked by the entities, any
data manipulation performed by an attacker, will
not be conceived until the last phase. On the other
hand, [11] does not provide any mechanism for pass-
word changes.

It is mentioned in [13] that schemes proposed in [14]
and [15] can overcome some privacy problems of 5G;
however, these schemes are vulnerable to MitM attack.
Based on [16], schemes proposed in [13] and [17] are
not vulnerable to replay attack and MITM; however,
they are not suitable for 5G environment.

There is another scheme that is proposed for
authentication in mobile edge computing environ-
ment [18]. The protocol is proven to support users’
anonymity and also provides mutual authentication
in mobile phones and application servers, anony-
mously. It is guaranteed that the edge computation
server can track users securely on behalf of the ser-
vice providers. The protocol however is not efficient
due to use of bilinear pairing.

In [19], the authors used elliptic curve cryptography
for their proposed authentication scheme. In their
cloud-based scheme, the user sets a communication
with the application server, and the authentication
takes place between these two entities. Since this
scheme uses smart cards, passwords and biometrics,
it is not suitable for 5G environment.

In the current paper, we introduce attacks on
Wang’s scheme [2] and Palit’s scheme [3]. Hence, we
study these two protocols in Section 3 and Section 4,
respectively, prior to proposing our attacks.

3 Attack on Wang et al.’s Protocol

In the current section, we present our attack on Wang
et al.’s scheme [2]. But, before that, we first explain
the original protocol.

3.1 Wang et al.’s Protocol

Wang et al.’s protocol [2] is a key agreement scheme
which has been improved for multi-server environ-
ment. Table 1 shows the notation used in [2].

There are three entities in Wang et al.’s protocol
as follows.

Table 1. The notation used for protocol [2]

Symbol Notation

U The user

TAC Terminal access controller (registration server)

SPj j-th service provider (application server)

IDj The real identity of the user Uj

PIDi The sudo-identity of the user Ui

CIDj The identity of SPj

P The generator of group G

s The master key of TAC

Ppub The public key of TAC, Ppub = s.P

H(·) The hash function

ski, skj The private key for user Ui and server SPj

pki, pkj The public key for user Ui and server SPj

SKj The session key between the user and server SPj

Ti Timestamp

Ek(·), Dk(·) Symmetric encryption and decryption

with key k, respectively

Enc(·), Dec(·) Asymmetric encryption

and decryption, respectively

∆ Service information

∇ Authentication request information

Figure 1. An overview of Wang et al.’s protocol [2]

• The user U : He/She gets the services from ser-
vice providers and owns a device with low ca-
pacity and low power supply.

• Service Providers (SP s): They serve the users
while process and save the users’ data. In this
protocol, SP s are semi-honest. Besides the pro-
tocol assumes that the SP s do not collude with
each other.

• Terminal Access Controller (TAC): It is a
trusted entity that distributes the public pa-
rameters in the system. TAC also registers
SP s and users. In this protocol TAC knows
the real identity of users.

As it is shown in Figure 1, prior to get the services,
users and servers mutually authenticate each other.
The protocol has two phases: primary authentication
between the user U and SP1, and secondary authen-
tication between U and other SP s.

The steps for primary and secondary authentica-
tions are described as follows.
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Figure 2. Broadcasting mechanism in primary authentication
of Wang et al.’s protocol [2]

Figure 3. Secondary authentication of Wang et al.’s proto-
col [2]

• Primary authentication
◦ TAC initiates the system and distributes

the public parameters.
◦ SP s and U register in TAC, separately
and they get the needed information.

◦ SP s send their information to the TAC.
After validating the SP s’ identity, TAC
periodically broadcasts the information
about the services to the users. The broad-
casting mechanism is shown in Figure 2.

◦ Each user U first determines SP1 for inter-
action and then does the authentication
and key agreement with SP1.

• Secondary authentication
◦ When the user wants to authenticate with
SP2 (or other SP s), he/she sends the re-
quest information to SP1.

◦ SP1 processes the request and sends that
to SP2.

◦ The user interacts with SP2 for authenti-
cation.

The detailed steps for secondary authentication
are shown in Figure 3.

3.2 Cryptanalysis of Wang et al.’s Protocol

As it is shown in Figure 3, in Wang et al.’s protocol,
SP2 does not share a secret neither with the user nor
with SP1. Besides, the server SP1 does not sign the
message M2. Hence, SP2 does not have a mechanism
to authenticate the user or SP1. As a result, all the
processes SP2 does for the verification, are useless.
In other words, Wang et al.’s protocol is vulnerable

Table 2. The notation used for protocol [3]

Symbol Notation

EK(X) Encrypting plaintext X with symmetric key K

DK(X) Decrypting ciphertext X with symmetric key K

h(K,X) Hash function with key K

h(x) Hash function

X
⊕

Y The xor operator between operands X and Y

KM The master key

idHN Home network’s ID

to server spoofing attack, as it is described as follows:

The adversary impersonates SP1, sets message M2

such that it can be verified by SP2. She tunes message
M2 as follows.

• The adversary chooses PIDi, Ri and K, ran-
domly.

• Having SP2’s public key, she computes B1 =
Encpk2(K||Ri||PIDi).

• She extracts the current time, computes
MAC1 = H(K||B1||Ri||T2) and sends T2, B1

and MAC1 to SP2.
• It is obvious that by decrypting B1, SP2 com-

putes the values set by the adversary (and not
by the user), and by performing the hash func-
tion, SP2 can compute MAC1. As a result, SP2

verifies the authenticity of message M2, while
it is not.

• SP2 sends the information to the adversary
(which is now an authentic user), and she can
compute the session key SK2, since she has all
of the needed values.

The consequence of this attack is that the server
SP2 thinks it has shared the session key SK2 with
the user Ui, while it has shared the key with the
adversary.

4 Attack on Palit et al.’s Protocol

In the current section, we propose attacks on Palit et
al.’s protocol [3]. We first introduce the Palit et al.’s
protocol, and then propose the attacks.

4.1 Palit et al.’s Protocol

In the current subsection, we briefly introduce the
Palit et al.’s protocol. The notations used in this
protocol are shown in Table 2.

The name of the Palit’s scheme is “Mutual Au-
thentication and Key Agreement for 5G network
(5GMAKA)”. The scheme is based on 3GPP-5GAKA
standard [20]. There are three entities involved in
5GMAKA: User Equipment (UE), Home Network
(HN), and Servering Network (SN). This scheme has
two phases: 1) user equipment registration and 2)
mutual authentication and key agreement in 5G en-
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Figure 4. The registration of Palit et al.’s protocol [3]

vironment. Like 5GAKA, it is assumed that the com-
munication channel between SN and HN is secure.
Palit et al. used a User’s Temporary Identity (UTID)
for each UE. If the UTID is saved in UE and SN,
they use UTID for mutual authentication. Other-
wise, they use the user’s encrypted identity called the
User’s Concealed Identity (UCID). The protocol is
described as follows.

Registration phase: As it is shown in Figure 4, HN
selects the User’s Identity (UID) and a nonce rh for
the user and computes Au = rh⊕h(KM) and Ku =
h(KM, {rh}). HN selects a symmetric key K and a
sequence number Nh for the user and saves UID,
K and Nh. HN sends Nh, Au, Ku, K and UID to
the user. Upon receiving the values, the user saves
Nu, Au, Ku, K and UID to his/her USIM, where
Nu = Nh in the registration phase. The user also
sets UTID F = False.

Mutual authentication and key agreement
phase: In this phase, the user sends the authentica-
tion request to SN. If UE and SN have had previous
interactions, they already have the UTID, and the
UTID F value is True. In this situation, as it is
shown in Figure 6, UE sends the request to the SN,
using UTID; Otherwise, UE sends the request using
UCID, as it is shown in Figure 5.

As shown in Figure 5, using UCID, the protocol
proceeds in 6 steps as follows:

(1) UE checks the UTID F value. If UTID F =
False, the user generates a random ru. Then
UE computes the below values and sends M1 =
(UCID,Au,Uh1, idHN) to the SN.

UCID = EKu(UID, ru,Nu)

Uh1 = h(K, {UCID, ru, idHN})
Nu = Nu+ 1

(2) Upon receiving M1, the SN generates a random
rs, computes M2 = (M1, idSN, rs) and sends
M2 to HN through a secure channel.

(3) If the HN recognise SN, HN computes the below
values and also decrypts UCID.

rh = Au⊕ h(KM)

Ku = h(KM, rh)

(UID′, ru,Nu) = DKu(UCID)

HN should find the UID corresponding to
UID′. (If not, HN terminates the protocol).
HN finds K and Nu corresponding to the
UID. If Nh ≤ Nu, HN computes Uh1 and sets
Nh = Nu+ 1; Otherwise, HN terminates the
protocol. HN, then, generates a random rh′

and a new UTID′, computes the below values
and sends M3 = (Hh1, UCID,Ch,Dh) to SN.

Uh1 = h(K, {UCID, ru, idHN})
Au′ = rh′ ⊕ h(KM)

Ku′ = h(KM, {rh′})
Ch = (Au′,Ku′, rs, UTID′)⊕ h(K, {ru})
Hh1 = h(K, {idHN, ru,Nh})
KS = h(K, {ru, rs, idSN, idHN,Nh})
Dh = (UTID′, UID,KS)⊕ h(rs, ru)

(4) SN receives M3 and finds the UCID and saves
Dh. SN sends M4 = (Hh1, Ch) to UE.

(5) The user receives M4, recomputes Hh1 and
compares it to the received value. If didn’t
match, the user terminates the protocol; Oth-
erwise, he/she computes the below values and
sets UTID F = True. He/she also substitutes
Au′, Ku′ and UTID′ with Au, Ku and UTID,
respectively and sends M5 = Cu to the SN
through an insecure channel.

(Au′,Ku′, rs′, UTID′) = Ch⊕ h(K, {ru})
Cu = (ru, rs′)⊕ h(rs′)

Ks = h(K, {ru, rs′, idSN, idHN,Nu})

(6) SN receives M5, computes the below value and
checks whether rs′ = rs or not. If rs ̸= rs′,
SN terminates the protocol; Otherwise, SN
computes (ru, rs′) = Cu ⊕ h(rs). SN, then,
computes the below value and saves UTID
and UID for next authentications. It also sets
UTID F = True.

(UTID′, UID,Ks) = Dh⊕ h(rs, ru)

As shown in Figure 6, using UTID, the protocol
also proceeds in 6 steps as follows.

(1) The user checks UTID F . If UTID F = True,
UE generates random ru, computes the below
values, sets UTID F = False and sends M1 =
(UTID,Uh1, Bu, idHN) to the SN.

Uh1 = h(K, {Nu, ru, idHN})
Bu = ru⊕ h(K, {idHN,Nu})
Nu = Nu+ 1

(2) SN receives M1, checks that UTID F = True
and finds the corresponding UID. Then, SN
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Figure 5. Palit’s authentication using UCID [3]

Figure 6. Palit’s authentication using UTID [3]
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generates rs and M2 = (UID,Uh1, Bu, idHN,
IDSN, rs) and sends M2 to HN in a secure
channel. SN sets UTID F = False.

(3) HN receives M2. If HN recognises SN, it fetches
UID from M2. Then it computes the below
values.

ru = Bu⊕ h(K, {idHN,Nh∗})
Uh1′ = h(K, {NH∗, ru, idHHN})

Then, HN checks whether Uh1 = Uh1′ for
all NH∗ ∈ (Nh,Nh + 1, . . . , Nh + ∆). If
Uh1 ̸= Uh1′, HN terminates the protocol.
Otherwise, HN generates a new UTID′, com-
putes the below values and sends M3 =
(Hh1, UID,Ah,Bh) to SN in a secure channel.

Ah = (rs, UTID′)⊕ h(K, {ru})
Nh = Nh∗ + 1

Hh1 = h(K, {idHN, ru,Nh})
Ks = h(K, {ru, rs, idSN, idHN,Nh})
Bh = (UTID′,Ks)⊕ h(rs, ru)

(4) SN receives M3, finds the corresponding UID
and saves Bh and UID. It also sends M4 =
(Hh1, Ah) to UE.

(5) UE receives M4 and checks whether Hh1 =
h(K, {idHN, ru,Nu}) or not. If it is not equal,
it terminates the protocol. Otherwise, UE com-
putes the below values, substitutes UTID′ with
UTID, sets UTID F = True and sends M5 =
Cu to SN in an insecure channel.

(rs′, UTID′) = Ah⊕ h(K, {ru})
Cu = (ru, rs′)⊕ h(rs)

KS = h(K, {ru, rs′, idSN, idHN,Nu})

(6) SN computes (ru, rs′) = Cu⊕h(rs). If rs ̸= rs′,
it terminates the protocol. Otherwise, It com-
putes the below value, saves UTID′ and UID
for next authentications and sets UTID F =
True.

(UTID′,Ks) = Bh⊕ h(rs, ru)

4.2 Cryptanalysis of Palit et al.’s Protocol

We propose two attacks on Palit et al.’s protocol as
follows.

Desynchronization attack: This protocol is vulner-
able to desynchronization attack. In Figure 5, upon
receiving M4, the user sets UTID F = True. If the
adversary blocks M4 to get to SN, SN assumes that
UTID F = False. Now, if the same user starts the
protocol using UTID (as shown in Figure 6), SN re-
jects the request. Hence, the protocol becomes desyn-
chronized. So, there should be an entity whose re-
sponsibility is to set the correct value of UTID F .

Denial of service attack: This protocol is vulnera-
ble to DoS attack. Suppose the adversary intercepts
a session held in Figure 5 and a session held in Fig-
ure 6. Then, she can send M1 to another SN and run
the protocol up until generating M4. The adversary
can do the process mentioned above, so many times
which leads to overwhelming the SN, and as a re-
sult the SN cannot serve the real users properly. The
reason to this problem is that the protocol does not
check the freshness of the messages.

5 Improvements

In this section, we propose some suggestions to make
Wang et al.’s protocol [2] and Palit et al.’s protocol [3]
resistant to the attacks introduced in the previous
sections.

• In Wang et al.’s protocol [2], we suggest that
server SP1 signs the message M2. As a result,
the adversary cannot deceive the server SP2

with a fake message to impersonate SP1.
• In Palit et al.’s protocol [3], we suggest employ-
ing a trusted entity to set the UTID F value
between entities. By doing so, when an adver-
sary blocks message M4, it does not affect the
synchrony of the protocol, since the entities get
the UTID F value from a trusted entity.

• In the Palit et al.’s protocol [3], we suggest
generating Uh1 as Uh1 = h(K, {Nu, ru, idHN,
T ime}), where Time is the time stamp which
always keeps the message fresh. As a result, mes-
sage M1 would not be used repeatedly. Hence,
the protocol would not be vulnerable to DoS
attack.

Beside security improvements, we suggest follow-
ing improvements for future MAKA schemes. Gen-
erally speaking, for authentication in multi-server
environments, a user can repeatedly run the AKA
protocol with each server. However, this process is
time-consuming and inefficient. Furthermore, in a 5G
network, users have limited computing resources. To
decrease the computation costs and improving the ef-
ficiency in the authentication process of multi-server
environments, it is essential to propose a scheme com-
patible with users’ limitations in 5G networks. In
the traditional authentication schemes, the registra-
tion authority should always be online and partici-
pate in all of the steps of the protocol which leads to
performance issues. In the multi-server architecture,
the problem is even worse. Hence, modern proposed
schemes should decrease the dependency of the pro-
tocol on the registration authority.

6 Conclusion

In the current research, we first analyzed different au-
thenticated key agreement protocols in multi-server
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5G architecture. Specially, we scrutinized two well-
known authenticated key agreement schemes, pro-
posed for multi-server environment namely Wang et
al.’s protocol [2] and Palit et al.’s protocol [3]. We
then proposed a server impersonation attack on Wang
et al.’s protocol. We also showed that Palit et al.’s
protocol is vulnerable to desynchronization and DoS
attacks. We also proposed some suggestions to make
the schemes resistant to those attacks. For future
work, based on Wang et al.’s protocol and Palit et
al.’s protocol, we aim to introduce MAKA protocols
for 5G multi-server environment which are robust
against user impersonation, DoS, and desynchroniza-
tion attacks.
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