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1 Introduction

ABSTRACT

In Ciphertext-Policy Attribute-Based Encryption (CP-ABE) schemes, an
access structure is sent with each ciphertext to specify the intended recipients.
This design can reveal sensitive information about the encrypted data and its
recipients. Moreover, it may introduce new security concerns regarding user
privacy. Policy-hiding CP-ABE schemes have been proposed to address this
challenge and protect user privacy. In this paper, we present the cryptanalysis of
two policy-hiding CP-ABE schemes. For the first scheme, we demonstrate that
it leaks attribute value information through the ciphertext. An adversary can
exploit this flaw to perform an offline dictionary attack, revealing the attribute
values used in the access structure, and thereby exposing the entire access
structure. For the second scheme, we show that its security is compromised due
to the improper establishment of the decryption key component utilized in the
attribute matching phase. Data users can exploit the secret key components
used in the attribute matching phase to decrypt any ciphertext, regardless of
their attribute set.

(©) 2025 ISC. All rights reserved.

community. Attribute-Based Encryption (ABE) [1] is
a key method for achieving fine-grained access control

ith the rapid advancement of cloud computing,
anst volumes of data, including sensitive infor-
mation, are being outsourced and stored in public
clouds. Consequently, protecting this data from unau-
thorized access has become a significant challenge,
garnering considerable attention from the research
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over outsourced encrypted data. ABE schemes can
be categorized into two primary classes: Key-Policy
ABE (KP-ABE) [2] and Ciphertext-Policy ABE (CP-
ABE) [3]. In KP-ABE schemes, ciphertexts are asso-
ciated with an attribute set that describes them, and
decryption keys are associated with an access policy
that specifies which type of ciphertext the key can
decrypt. KP-ABE schemes grant significant power
to the key authority, as it determines access permis-
sions while generating decryption keys. In CP-ABE
schemes, messages are encrypted under an access pol-
icy, while decryption keys correspond to an attribute
set. This approach gives data owners control over ac-
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cess permissions by allowing them to set the access
policy during the encryption process. Thus, CP-ABE
supports one-to-many encryption and provides fine-
grained access control based on user attributes. These
properties make CP-ABE a viable solution for access
control over encrypted data stored in the public cloud.

In CP-ABE schemes, the access structure is sent
explicitly alongside the ciphertext. However, the inclu-
sion of access structures and associated attributes may
entail sensitive information about both the sender
and the recipients. To overcome this problem, Nishide
et al. [4] have proposed policy-hiding CP-ABE. In
policy-hiding CP-ABE schemes, the access structure
can be fully or partially hidden. In CP-ABE schemes
with fully hidden access structures, no information
about the access structure is revealed [5]. For CP-
ABE schemes employing partially hidden access struc-
tures, the attributes are divided into attribute names
and attribute values. In such schemes, the attribute
values remain hidden, while attribute names are in
plaintext [6]. In policy-hiding CP-ABE schemes, Data
Users (DUs) typically need to decrypt the ciphertext
first and then determine if their attributes satisfy the
hidden access policy within the ciphertext. This itera-
tive process continues until a match is found between
user attributes and the access policy, leading to sig-
nificantly high computational costs for decryption.
To improve the decryption efficiency in policy-hidden
CP-ABE, some schemes incorporate an attribute-
matching phase before the decryption step [7].

In this paper, we propose the cryptanalysis of two
policy-hiding CP-ABE schemes. We show that in the
policy-hiding CP-ABE scheme proposed by Han et
al. [8], the adversary can persistently inquire whether
a particular attribute value is encompassed within
the access structure. Consequently, the adversary can
reveal the whole access structure in polynomial time.
Therefore, the scheme proposed by Han et al. [8] does
not provide partial policy-hiding and can be the tar-
get of an offline dictionary attack, despite their as-
sertion. We also demonstrate that the policy-hiding
CP-ABE scheme introduced by Hu et al. [9] is in-
secure. To enhance decryption efficiency, Hu et al.
incorporate an attribute-matching phase prior to de-
cryption. This attribute-matching phase is conducted
by generating redundant ciphertext and secret key
components. Our work indicates that the security
of this scheme is compromised due to the improper
establishment of the decryption key component uti-
lized in the attribute matching phase of the scheme.
We show that data users can utilize their secret key
component used in the attribute matching phase to
decrypt any ciphertext in polynomial time, regardless
of what attribute set they possess.

1S¢0ured)

The remainder of this paper is organized as follows:
Section 2 provides an overview of the related works.
Section 3 outlines the preliminaries. We show the se-
curity weaknesses of Han et al.’s scheme in Section 4.
The security weakness of Hu et al.’s scheme is pro-
vided in Section 5. Finally, we conclude in Section 6.

2 Related Work

Policy-hiding CP-ABE schemes can be divided into
two categories depending on the level of access struc-
ture obfuscation they implement. The first category,
the Fully Hidden access structure CP-ABE (FH-CP-
ABE), hides the entire access structure within the
ciphertext. The second category, Partially Hidden
access structure CP-ABE (PH-CP-ABE), separates
each attribute into attribute name and attribute value.
In this category, only the attribute values employed in
the access structure are hidden within the ciphertext.
Hence, in PH-CP-ABE schemes, the attribute names
employed in the access structure are publicly acces-
sible. It is worthy of mention that there is a trade-
off between efficiency and user privacy preservation
in this category. On the other hand, FH-CP-ABE
schemes offer superior privacy preservation compared
to PH-CP-ABE schemes, but they lack practicality
and efficiency [10].

Katz et al. [11] have proposed the idea of using
Inner-product Predicate Encryption (IPE) to fully
hide the access structure. Lai et al. [12], Gao et al. [13].
and Michalevsky et al. [14] have proposed FH-CP-
ABE schemes, based upon the idea of Katz et al. [11].
The proposed schemes in [11-14] only support access
structures in disjunctive or conjunctive normal form,
which are less expressive than LSSS. One of the most
important drawbacks of the method used in these
schemes is the exponential growth in the length of
both the attribute vector and the policy vector as
the number of attributes used in the access structure
increases. Khan et al. [15] have proposed a scheme
that utilizes Hidden Vector Encryption (HVE) [16]
to achieve FH-CP-ABE. However, their scheme only
supports a small attribute universe and requires nu-
merous group exponentiations during the user’s at-
tribute matching phase. Kim et al. [17] have proposed
a FH-CP-ABE scheme that utilizes an LSSS access
structure. In this scheme, the access structure is en-
crypted under a symmetric encryption algorithm. The
symmetric key for decrypting the encrypted access
structure is derived from the attributes within the ac-
cess structure, ensuring that only users possessing the
necessary attributes can decrypt the encrypted access
structure. The number of pairing operations required
in the symmetric key generation process in [17] de-
pends on the number of attributes used in the access
structure. Moreover, the number of pairing opera-
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tions required in the symmetric key recovery process
depends on the size of the data user’s attribute set.
Therefore, the approach introduced by kim et al. is
inefficient when the access structure is complicated,
or the data user’s attribute set is large.

Lai et al. [18] have developed a PH-CP-ABE scheme
utilizing an LSSS access structure. Their work intro-
duces redundant components into the ciphertext to
facilitate the attribute-matching algorithm. However,
this scheme only supports a small attribute universe,
and the attribute-matching algorithm is inefficient.
Zhang et al. [10] constructed a PH-CP-ABE scheme
upon [18] to support a large attribute universe and
optimized the attribute matching algorithm. How-
ever, both schemes [10, 18] are constructed upon the
less efficient composite-order bilinear pairings, signif-
icantly increasing the computational burden on data
users. Zhang et al. [19] have introduced a PH-CP-
ABE scheme with constant public parameter size and
decryption cost. The proposed scheme can handle any
access structure expressible as a linear Secret Shar-
ing Scheme (LSSS) and supports a large attribute
universe. Hu et al. [9] have introduced an expres-
sive PH-CP-ABE scheme, which is constructed upon
prime-order bilinear pairings. This scheme enables at-
tribute matching, outsourced decryption, and decryp-
tion verification. However, our research reveals that
the security of this scheme is compromised due to
the improper establishment of the secret key compo-
nents utilized in the attribute matching algorithm of
the scheme. Han et al. [8] have proposed a traceable
and revocable CP-ABE scheme, which is supposed
to partially hide the access structure. This scheme is
founded on prime-order bilinear pairings and shows
improved efficiency in encryption, decryption, and key
generation compared to analogous traceable and revo-
cable CP-ABE schemes. Nonetheless, our research in-
dicates that this scheme fails to realize partial hiding
of the access structure. Furthermore, we show that
this scheme is vulnerable to offline dictionary attacks
aimed at disclosing the whole access structure.

3 Preleminaries

3.1 Bilinear Maps

Let G and Gp denote two multiplicative cyclic groups
of equal prime order p, where the group operations are
efficiently computable. Let g be the generator of G.
A mapping e : G X G — Gr is considered a bilinear
map and possesses three properties as follows:

e Bilinearity: Y (a,b)

e (9% 9") = elg,9)™

e Nondegeneracy: e(g,9) # 1.

o Computability: There exists an efficient algo-
rithm to compute e.

€ Zp x Zp, we have

3.2 Attribute Universe

The attribute universe [3] is a set of attributes defined
by a trusted authority during the setup phase of an
attribute-based encryption scheme. Any attribute set
used later in the system by the trusted authority
or other entities is a subset of this universe. The
attribute universe can consist of attribute names,
attribute values, or a combination of both. All system
entities know the attribute names and values defined
as the attribute universe.

3.3 Access Structure

Let A = {A4;,...,A,,} represent a universe of at-
tributes. An access structure is defined as a collection
A of non-empty subsets of A. Authorized sets are
those contained within A, while sets outside A are
termed unauthorized sets.

3.4 Linear Secret Sharing Scheme

Let A = {A1,..., A} be a universe of attributes.
A value set is assigned to each A; € A as A; =
{Ti1:Ti2s- -, Tim; }. The Linear Secret Sharing
Scheme (LSSS) is utilized to represent an access
structure as (M, p) where M is an | X n matrix and
p maps a row of M into an attribute name in A. An
LSSS consists of two algorithms [15]:

o Secret Sharing: This algorithm shares the secret
value. It initially constructs a random column
vector v = (s, v, ... ,vn)TERZZ. Then, it com-
putes \; = M, - v where, M, denotes the i-th
row of M and \; is one of the n shares of the
secret value s.

e Secret Reconstruction: This algorithm re-
constructs the secret value s. Let I be any
authorized set and T = {i : p(z) eI} C
{1,2,...,1}. There exists a set of constants
C = {wi};c, which satisfies the equation
SwiM; = (1,0,0,...,0). Then, the secret
iel
value is reconstructed as s = > w;\;.

iel
We denote an LSSS access structure as I' =
(M, p,T), where p maps each row of M to an at-
tribute name in .4, and each attribute name can only

l .
appear once. 7 = {Tp(i)}izl represents the attribute
values associated with (M, p).

Consider § = (I,V) as a set of user’s attributes,
where I represents the set of attribute names and V =
{Vi};c; denotes the set of attribute values. If there
exists a subset I={i : p(i) € I} C{1,2,...,1} sat-
isfying (M, p) and v,(;) = T,@;) for i € I, we say that
the attribute set S satisfies I, otherwise, does not

satisfy T
@
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3.5 Binary Tree

Given U as the set of data users in the system and R
as the revocation list, the binary tree T is illustrated
as follows [8]:

e Each leaf node of T is associated with a data
user u. Let |U| denote the number of data
users. The total number of nodes in the tree
is (2|U] —1). Nodes are numbered using a
breadth-first search. For example, the root
node is 0, and the last node is (2 |U] — 2).

e path(i) is defined as is defined as the route from
the root node to node 3.

e The minimum cover set cover(R) is the smallest
set of nodes that can encompass all data users
not included in the revocation list R.

e For a user v who is not in the revocation list R,
there is only one node j = covver(R) N path(u).

4 Security Weakness of Han’s Scheme

Han et al. [8] proposed a traceable and revocable
CP-ABE scheme, which is supposed to partially hide
the access structure and provide privacy protection
while enabling the tracking and revocation of mali-
cious users. Before discussing the vulnerabilities of
the scheme we provide a concise overview of it.

4.1 Han’s Scheme

This scheme consists of four main algorithms namely
setup, encryption, key generation and decryption.
Since only the setup and encryption algorithms are
used in our cryptanalysis of this scheme, we only
describe these two algorithms:

Setup (A, T) — (PP, MSK): This algorithm is run
by a trusted authority (TA). The algorithm’s inputs
are a security parameter A, and a binary tree T as
described in Section 3.5. The outputs are public pa-
rameters PP, and a master secret key MSK. Let G
and Gp denote two multiplicative cyclic groups of
equal prime order p and e : G x G — Gr is a bilinear
map. The setup algorithm is executed as follows:

e Chooses o, a€rZ, and w, hegG.

e For each node in T, selects {xi}?g|—2 €ERZ,
and computes {y; = g"“’i}flz%l_2 where, |U| is the
number of data users.

e A probabilistic symmetric encryption scheme
(Enc, Dec) with the secret key k € Z, is se-
lected.

e The public parameters and the master secret
key are generated as:

7G’G ’67h’w, a’e b a’
PP:{p T 9%, ¢e(g,9) }

{yz}12|:[{)|_2 ) (E’I’LC, Dec)
9¢0 i)

MSK = {a,a, {xi}?\:l{)l—Q , k:}

Encrypt (PP,m,R,T") — CT: This algorithm is run
by the data owner (DO). The inputs of this algorithm
are the public parameters PP, the plaintext m, a
revocation list R, and an LSSS access structure I' =

(M7 p, T = {Tp(i)}§:1> as described in Section 3.4.
The DO randomly chooses v1' = (s,vg,...,v,) ERrZy,
and computes \; = M, - v for each i € {1,2,..,1},
where M; denotes the i-th row of M. Then, the DO
computes the ciphertext C'T' as follows and sends it

to the cloud server:

e Forie {1,...,1}, selects t,€gZ, and computes
the following components:

C=m-e(g,9)*, Co=g°, Cy=g**

l
{Cm = h)‘iwti7 Cip= g_tﬂ”“)H‘i»
Cis=
7,3 g i=1

e Let cover(R) be the minimum cover set asso-
ciated with the revocation list R as defined
in Section 3.4, for each j € cover (R), the al-
gorithm computes the ciphertext components
{Tj = yj}j&over (R)’ which are associated with
the revocation list R.

e Let I' = (M, p) be an LSSS access structure
that does not contain the attribute value set.
The ciphertext CT is set as:

fa 07 CO7 C(/)7 {Ci,la Ci,Qa Ci,3}l

CT = =
{Tj =Y }jECOUeT(R)

4.2 Cryptanalysis of Han’s Scheme

In this section, we demonstrate that the scheme pro-
posed by Han et al. in [8], despite the assertion by
its authors, fails to achieve a partially hidden access
structure and exhibits attribute value information
leakage through the ciphertext. It is worth mention-
ing that any user inside or outside the system is aware
of all attribute values within the system attribute
universe. Leveraging the public parameters and ci-
phertext, the adversary can construct the following
equation to launch an attack.

€ (Q,Cm_l) e('LU7Ci’3) e(h,Ci)?))Tp(i) _

! W
e (h, 0@2 )

In Equation 1, g,w, h are the public parameter
components, C; 1, C; 2, Ci31 are the ciphertext com-
ponents, and 7,(;) is some attribute value from the
system attribute universe. The adversary can collect
an offline attribute dictionary for attribute values
she/he tried in Equation 1. If Equation 1 holds for an
attribute value 7,(;), the adversary can infer that the
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attribute value hidden in ciphertext is exactly 7,
Therefore, anyone can successfully check whether an
attribute value is required in the access structure.
Hence, she/he can reveal information about the in-
tended recipients of the ciphertext, and thereby, one
can guess some information about the plaintext. Fur-
thermore, by assuming that N is the size of the at-
tribute universe, the adversary requires a maximum
of O (N) bilinear pairing operations to recover all at-
tribute values used in the access structure. It is note-
worthy that in a PH-CP-ABE scheme, data users can
only figure out if their attribute values satisfy the
access structure and cannot obtain any other infor-
mation about the attribute values used in the access
structure. However, we have demonstrated that any-
one can use Equation 1 to check the presence of any
attribute value in the access structure. Therefore, this
scheme does not achieve partial hiding of the access
structure, which is one of the main goals of the paper.

The correctness of Equation 1 is shown below:

e (9 Ci,l_l) e(w,C;3)e(h,Ci3) =
(o ) ottt gy
e(g,h ) e(g,w™t) e (w,g") e(h, g') " =
e (g, h =) e(h,gt)""® =
eg.h) Me(g, )"0 = e(g, h) MO =
e(g rthTe h) = e (Ci,2—17 h)

Our research indicates that some other PH-CP-ABE
schemes such as [19-23] also have attribute informa-
tion leakage through the ciphertext, and therefore,
fail to realize policy hiding. Hence, in some hidden-
policy CP-ABE schemes, although the access struc-
ture appears to be hidden, these schemes may still
experience attribute information leakage through the
ciphertext.

5 Security Weakness of Hu’s Scheme

Hu et al. [9] introduced a large universe CP-ABE
scheme with a partially hidden access structure. This
scheme provides verifiable outsourced decryption and
uses an LSSS access structure. To reduce the compu-
tational burden on data users, Hu et al. introduced
an attribute-matching phase before the decryption
phase. Before showing the security weakness of this
scheme, we first provide a concise overview of it.

5.1 Hu’s Scheme

The scheme comprises the following four main algo-
rithms:

Setup (1)) — (PP, MSK): This algorithm is exe-
cuted by a TA. The input to the algorithm is a se-

curity parameter A\, and the outputs are the public
parameters PP and the master secret key M SK. Let
G and Gp denote two multiplicative cyclic groups of
equal prime order p and e : GXG — Gy be a bilinear
map. The setup algorithm proceeds as follows:

Chooses 3,0€rZy.

Chooses g, g1, g2, w,u, h, fErG.

Sets collision-resistant hash functions H
{0,1}" — z;.

The public parameters and the master secret
key are set as:

PP: {979279571”7“3h7f7e(g7gl)07H7Hl}7
MSK = {ﬁa97gl}

KeyGen (PP,MSK,S) — Sks: This algorithm is
executed by the TA. The inputs to this algorithm are
the public parameters PP, master secret key MSK

and attribute set S = {I, V= {V$}i:1} of the data

user (DU). The DU’s decryption key Sks is the output
of this algorithm. This algorithm is run as follows:

e chooses € pZ, and computes the following com-
ponents:

K=g¢{ v Ky=¢°

e chooses {535}5; €RrZ, and computes the follow-
ing components for each = € {1, ..., |I|}:

% N
Ki.= glﬁ Ko = (uH(Vw) . h) CIR
K37$ = (UH(Vm) . h)é“": (fts)b7

~ 0

_ ,H(Vz)
K:v _gl “

x=1
where V,, is the attribute values from the DU’s
attribute set.
e The key associated with attribute set S is set
as:
~ 3 U]
Shs = {K, Ko, { Ko Ko, Ko Ko | }

r=1

Encrypt (PP,m,T') — CT: This algorithm is exe-
cuted by the DO. The inputs to this algorithm are
the public parameters PP, a plaintext m € Grp
and an LSSS access structure I' = (M, p, T), as de-
scribed in Section 3.4. The output is the ciphertext
CT. The DO chooses two random column vectors
v = (8,v2,...,U) ERZy and v = (s',vy,...,v;,) € Zy.
Then, the DO calculates the shares A\; = M; - v and
A= M; - where, M; is the i-th row of M. The

(]
ciphertext CT is computed as follows:

e Chooses d, K€rZ, and computes the following
components:

Q=g g5, Co = (m | K) & H (e(g,01)")

)des’
[ ]
1ScCuré7)

Cr=g%Co=elg, 0
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e Chooses {zi,ki}ézl €rZ, and for each i €
{1,...,1} computes the following components:

Zq
Coi=95,C1i = (95) ,Co i = whi fhi
N / ks
i = (9%}[(7’“”)) NOYES (uH(Tf’“)) -h)

e Let I' = (M, p) be an LSSS access structure that
does not contain the attribute value set.The
ciphertext is set as:

f; Ca CO? Cl?
CT - 1
{C1,i,Co4,C34}, 4

Decrypt (PP,CT,S, Sks) — m: This algorithm is
executed by the DU and is divided into two phases:

e Attribute-matching: During this phase, the DU
verifies if their attribute set satisfies the ac-
cess policy defined by the DO. If the DU can
find constant coefficients {w; },.; according to

~ ~ ~ Wi
Section 3.4, such that Cy = [, e(Cg,i, Ki) ,
the DU infers that their attribute set satisfies

the access policy, thus proceeding to the second

phase.
e Decryption: The DU performs the decryption
operation, and first computes:

EZG(K,Cl)X

11 (e (Cris Ko piir)) ™
i€l (e (CO,iKS,p(i)) e (02,1'K0) e (ngiKl’p(i)))Wi

Then, calculates Ag = Hy (E) and Cy ® Ag =
m || K to get the plaintext m.

5.2 Cryptanalysis of Hu’s Scheme

As shown in Section 5.1, this scheme incorporates
an attribute matching phase, wherein the DU veri-
fies if their attribute set satisfies the access policy.
We show that the secret key components used in
this phase are established improperly and cause se-
curity flaws. Recall that for a DU possessing the

attribute set S = {I,V = {Vw}:lvl1
components used in the attribute matching phase are
. 72— I
{Kx =g/ " } , where g; and 6 are the master
r=1

secret key components,H is a collision-resistant hash
function from the public parameters and V,, is an at-
tribute value from the DU’s attribute set. Each DU
having K, for some z € {1,...,|I|}, can obtain ¢/
using the following equation:

L NHV)
(Km> =9

Next, the DU can decrypt any ciphertext utilizing
the following equation:

Hy(e(Cr,g])) @ Co=m| K (2)

1S¢0ured)

} the secret key

where, C; = ¢ and Cy = (m || K) & H; (e(g,gl)gs)
are the ciphertext components. Note that a DU with
an arbitrary attribute set S, can request the secret key,
. 11|
Sks = {K7K07{K:IHKI,:IHKQ,:IHK?),JE} }7 from
z=1

the TA. Then, she/he can use the secret key compo-
nents K, to decrypt any ciphertext. Therefore, a DU
with an arbitrary attribute set can succeed in decrypt-
ing the system’s ciphertexts even if the DU’s attribute
set does not satisfy the access structure. According
to the Equation 2 this attack requires only one expo-
nentiation in G, one bilinear pairing operation, two
hashing operations and one XOR operation.

The correctness of Equation 2 is shown below:
Hy (e (C1,97)) @ Co=H(e(g" 97)) ©

((m | €)@ H1(€(9791)05) =H (e(¢°,9))) ®
Hi(e (9% 91)) @ (m || K)=m| K

The cryptanalysis of this scheme elucidates that im-
proper establishment of the redundant secret key and
ciphertext components used in the attribute match-
ing phase can introduce vulnerabilities to the system.

6 Conclusion

In this paper, we have presented the cryptanalysis of
two recent policy-hiding CP-ABE schemes. We have
shown that the first policy-hiding CP-ABE scheme
has attribute value leakage through the ciphertext.
Anyone can examine whether an attribute value is re-
quired in the access structure using an equality test,
thereby revealing the entire access structure. There-
fore, the scheme fails to realize partial policy hiding,
which is one of the main goals of the paper. More-
over, we have shown that this scheme is vulnerable
to offline dictionary attacks aimed at disclosing the
whole access structure. Hence, in some HP-CP-ABE
schemes, although the access structure may seem hid-
den, the potential for the access structure information
leakage through the ciphertext remains.

We have also demonstrated that the security of
the second hidden policy CP-ABE scheme is compro-
mised. Data users can decrypt any ciphertext in the
system, using some elementary operations, regard-
less of their attribute set. We have shown that this
vulnerability arises from the secret key components
issued for the attribute-matching phase of the scheme.
Therefore, if redundant components are added to
data users’ secret keys to fulfill the attribute match-
ing phase, these components should not be capable
of decrypting the encrypted message independently.
Moreover, the redundant components added to the
ciphertext should not reveal any information about
the message.
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