The ISC Int'l Journal of
Information Security

July 2025, Volume 17, Number 2 (pp. 199-207)

http://www.isecure-journal.org

PRESENTED AT THE ISCISC’2024 IN TEHRAN, IRAN.

Division Property-Based Integral Attack on Reduced-Round

SAND-128*
Atiyeh Mirzaie !,

Siavash Ahmadi?®*, and Mohammad Reza Aref!

L Information Systems and Security Lab (ISSL), Department of Electrical Engineering, Sharif University of Tech., Tehran, Iran
2 Electronics Research Institute, Sharif University of Technology, Tehran, Iran

ARTICLE INFO.

Keywords:

Division Property, Integral
Distinguisher, MILP, SAND Block
Cipher

Type:

Research Article

doi:
10.22042/isecure.2025.216458

1 Introduction

ABSTRACT

Given the rapid evolution of emerging technologies, such as the Internet of
Things (IoT), there is a growing interest in lightweight block ciphers. This
paper focuses on the security assessment of SAND-128, a newly proposed
lightweight block cipher based on SIMON, recognized for its reliance on
S-box-based security evaluation approaches. By employing Xiang’s MILP-aided
method for integral distinguisher search, this study utilizes a MILP optimizer
to identify a 16-round integral characteristic for SAND-128 with nine balanced
bits. Furthermore, by extending the distinguisher to 17 rounds utilizing a novel
idea without an increase in data complexity, we propose a comprehensive
20-round integral attack on SAND-128, including the key recovery step. This
attack leverages the partial sums technique, resulting in a time complexity
of 29 memory complexity of 276 bytes, and data complexity of 2!27. This
cryptanalysis is, to the best of our knowledge, the best integral attack on
reduced-round SAND-128 presented thus far.

(© 2025 ISC. All rights reserved.

tions, such as Midori [1], PRESENT [2], CRAFT [3],
CLEFIA [4], SKINNY [5], GIFT [6], LELBC [7], and

ue to the rapid evolution of networks, communica-

tion, and emerging technologies, including the In-
ternet of Things (IoT), non-S-box-based block ciphers
have gained significant attention. They stand out
as prime candidates in lightweight environments be-
cause of their simple implementation and minimal en-
ergy consumption. In recent years, various lightweight
block ciphers have been proposed for diverse applica-
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ECLBC [8]. Additionally, the NSA has introduced
two families of lightweight block ciphers, SIMON
and SPECK [9], leveraging AND-RX and ARX struc-
tures, respectively. Based on the SIMON family, a
new lightweight block cipher family called SAND [10]
has emerged, supporting S-box-based security evalua-
tion approaches, unlike SIMON.

Numerous attacks have been employed to assess
the security of lightweight block ciphers, ranging from
linear, differential [11, 12], meet-in-the-middle [13],
and biclique attacks [14, 15], to integral [16, 17],
boomerang [18, 19], impossible boomerang [20, 21],
and neural-based ones [22]. The division property-
based integral cryptanalysis, introduced by Todo [23],
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has been successfully applied to many block ciphers.
The division property, as a generalization of the inte-
gral property, allows for a more precise analysis. Todo
et al. [24] proposed Conventional Bit-based Division
Property (CBDP) and Bit-based Division Property
using Three subsets (BDPT), discovering a 14-round
distinguisher for SIMON32 for the first time. Unfortu-
nately, this method is not applicable to block ciphers
with a block length (n) greater than 32 bits due to
the 2" complexity requirement.

Addressing this issue, Xiang et al. [25] presented
an automated search using a Mixed Integral Linear
Programming (MILP) optimizer, previously employed
for differential and linear characteristics search [26].
Introducing the concept of a ”division trail,” Xiang
modeled the CBDP propagation through a cipher by a
system of linear inequalities, transforming the search
for an integral distinguisher into a MILP optimization
problem solvable by a MILP solver. Other constraint
programming solvers, including SMT solvers, have
been exploited to find integral distinguishers [27-29],
often used for ciphers with non-bit-permutation linear
layers, requiring quadratic constraints. Additionally,
new MILP-aided methods have emerged to search
BDPT [30, 31].

For lightweight block ciphers lacking complex linear
layers or S-boxes, such as SAND, Xiang’s MILP-aided
method remains one of the best candidates for search-
ing integral distinguishers, simplifying the problem by
modeling it with more straightforward constraints. In
this paper, we leverage Xiang’s MILP-aided method
to discover a 16-round integral characteristic with 9
balanced bits for SAND-128. Further, utilizing the
Feistel structure of SAND-128, we extend the distin-
guisher to a 17-round one through a novel approach,
with no increase in data complexity or reduction in
the number of balanced bits. Using this characteristic,
we propose a 20-round integral attack for SAND-128,
providing a comprehensive key recovery process, im-
proved by the partial sums technique [32]. The results
are illustrated in Table 1.

This paper is organized as follows: Section 2 briefly
presents SAND specifications. Section 3 provides the
background of the bit-based division property, its
propagation rules, and the MILP-based search of in-
tegral distinguisher. We propose the 17-round SAND-
128 characteristic in Section 4. In Section 5, the com-
prehensive procedure of the reduced-round cryptanal-
ysis is explained. Finally, Section 6 concludes the

paper.
2 SAND-128 Specifications

SAND block cipher family [10] consists of two Feistel
block ciphers: SAND-64 and SAND-128. The corre-
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Figure 1. SAND round function [10]

sponding parameters are summarized in Table 2.
The r-th round output is calculated as follows (see
Figure 1):

(xr+17yr+1) :Fskr (xr’yr)
=(Pu(Go(z" <z a) © G1(2" Kz B))

©y" @ sk, a") (1)
Where (z7,y") = (23, -, ) _1,Y8s- -, Yp_1), sk" =
(skb,...,skl ), and (z"t1, y"T1) are the input state,

subkey of the r-th round (for 0 < r < R), and the
output state, respectively.

Additional specifics regarding SAND are as follows
(wherein n = 64 for SAND-128):

e Shift Boxes (z" <=2 a and z" K= f):
The n-bit input variable " is made up of four
4-bit words x"{0}, x"{1}, z"{2}, and 2"{3}.
Each word is circularly rotated leftward by «,
which is set to 0, or 8, which is set to 1.

e Non-linear Functions (G and G1): The in-
put value for Gy and G is represented by the n-
bit variable x, which consists of four %-bit words
concatenated and denoted as z{0}, {1}, {2},
and z{3}. The output value is represented by
y, which is also a concatenation of four %-bit
words, denoted as y{0},y{1},y{2}, and y{3}.
Then the outputs of Gy and G are computed
as (where @ and ® denote bitwise-XOR and
bitwise-AND, respectively):

y{0} = y{3} © z{2} ® 2{0}
Go - y{1} = ={1} ©)
y{2} = 2{2}

y{3} = 2{0} © z{1} ® z{3}
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Table 1. Integral cryptanalysis results of SAND-128

Attack  #Attack #Distinguisher #Balanced Data Time Niiﬁi)ry Ref.
type rounds rounds comp. comp (Byteé)
Imp. Diff. - 13 - - - (10]
Imp. Diff. - 14 - - - (33]
Zero Corr. - 13 - - - [10]
Int. - 16 2127 - - [10]
Int. 20 17 2127 2119 276 Gection 5

Table 2. Parameters of SAND

Block Branch Key Rounds
Cipher

size 2n size n size m R

SAND-64 64 32 128 48

SAND-128 128 64 128 54

Table 3. pn for SAND-128

J 0 1234 5678910111213 1415

p16(j)[10 11 4 5141589231213 6 7 0 1

y{0} = z{0}
y{1} = 2{0} © 2{2} & 2{1}
y{2} = {3} 0 y{1} @ 2{2}
y{3} = ={3}

e Bit Permutation (P,): Let the variables x
and y, each of n bits, denote the input and
output values, respectively. The n-bit permu-
tation P, is defined as the parallel application

of a %-bit permutation pz on four -bit words.

Specifically,

G12

Y3.itpy () = T2its)
for0§j<%and0§i<4, (4)

where pz is provided in Table 3.

e Key Schedule: The master key comprises two
64-bit words, K! and K°, that act as the ini-
tial states of a Linear Feedback Shift Register
(LFSR). The r-th round subkey, sk”, is loaded
from the corresponding state of the LFSR,
which is K”. Thus, if two consecutive subkeys
(sk” and sk™*1) are revealed, the master key
can be unequivocally ascertained.

Remark. It is worth noting that the equations
used to describe SAND-128 in this paper exhibit
discernible differences from those presented in [10].
This can be attributed to the utilization of a different
variable indexing method. Interested readers are en-

couraged to refer to [10] for further details regarding
the SAND-128.

3 Bit-Based Division Property

3.1 Notations

Consider the binary finite field represented by Fs, and
let a be an n-bit vector where a = (agp,a1,...an—1) €
F%. For any two n-bit vectors x and u, the expression
x" is defined as H?golxi“i. Furthermore, given any
k, kX' € F3, k »= k' implies that k; > k] for all i =
0,1,...,n—1.

3.2 Definition and Propagation Rules

The subsequent subsection reviews the conventional
bit-based division property (CBDP) definition and
its propagation rules.

Definition 1 (CBDP [34]). Let X be a multiset
with elements taking values in 3. When the mul-
tiset X has the CBDP DY, where K is a set of n-
dimensional vectors with each element taking a value
between 0 and 1, it satisfies the following condition:

unknown if dk € K where u > k

@ x" = (5)

xEX 0 otherwise

Propagation Rule 1 (Copy [24]). Consider the
Copy function, where x = (zg,21,...,2p—1) € F}
represents the input, and y = (2o, o, 1, ..., Zn_1) €
]F;H'1 represents the output. Provided that the input
multiset X has the D} property, the output multiset

Y has the Dg“ property, where:
K,%{(&o,kl,.v.,kn_l) ko =

0
6
kn—1),(0,1,k1,. .. (6)

(1,0,k1,... ykn—1) ko=1

Propagation Rule 2 (And [24]). Consider the
And function, where x = (zg, T1,...,Tn_1) € FZ rep-
resents the input, and y = (zg A z1,22,...,Zp_1) €
Fgfl represents the output. Provided that the input
multiset X has the Dﬂlg property, the output multiset

1S¢0ured)
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ko +
K%—([O; Wx%uwm]),bMMkeK(ﬂ

Propagation Rule 3 (XOR [24]). Consider the
XOR function, where x = (zg, z1,...,Zn—1) € FJ rep-
resents the input, and y = (z¢ ® z1,22,...,Zn-1) €
IF;“I represents the output. Provided that the input
multiset X has the Dﬂgl property, the output multiset

Y has the D]Ilgfl property, where:

K, {— (k() + kl,kg, ey knfl) s
for all k € K where (ko, k1) # (1,1) (8)

Please see [34] for proofs and further details.

3.3 The MILP-Based Search of Integral
Distinguisher

Despite the high precision of the bit-based division
property in identifying integral distinguishers, its ex-
ponential complexity makes it nearly impractical for
block ciphers with block lengths exceeding 32 bits.
Xiang et al. [25] have notably contributed to reduc-
ing this complexity by utilizing a MILP optimizer.
As a preliminary step in Xiang’s approach, a MILP
problem is formulated. The following elaborates on
the MILP problem and its significance in Xiang’s
methodology.

Definition 2 (MILP Problem [27]). Find a vector
x € F§ subject to Ax < b, minimizing the objective
linear function

c1x1 + C2T2 + -+ - + CpTy,

where (c1,¢2,...,¢,) € R* b e R™ and A € R™*".

Now, let us define the division trail.

Definition 3 (Division Trail [25]). Consider a
chain of CBDP propagation denoted by {k} := Ky —
K; — -+ — K, through r encryption rounds. For
any vector k¥ € K; (¢ > 1), there must exist a vector
ki , € K;_; such that kj ; can propagate to kj
according to the propagation rules. Additionally, if
(ko,ko,...,kr) € Ko x Ky x --- x K, and k;—l can
propagate to k¥ for all i € {1,2,...,r}, then we call
(ko, ko, ..., k;) an r-round division trail.

Next, we model the propagation rules of CBDP
using a system of linear inequalities:

Model 1 (Copy [25]). The Copy function division

trail marked by (a) Coﬂ (bo,b1) can be modeled
using the following inequalities, which are adequate
for representing the propagation through the Copy
function:

afbofblz()
(9)

a, by, by are binaries

1S¢0ured)

Model 2 (And [25]). The And function division

trail marked by (ag,a1) Aid> (b) can be modeled
using the following inequalities, which are adequate
for representing the propagation through the And
function:

bfaOZO
b—a120

b—ao—algO

(10)
ap, a1, b are binaries

Model 3 (XOR [25]). The XOR function division

trail marked by (ag,a1) )@) (b) can be modeled
using the following inequalities, which are adequate
for representing the propagation through the XOR
function:

+a1—b=0
ap aq (11)

ap, a1, b are binaries

The previous discussion clarified the systematic
construction of a framework of linear inequalities
that captures the propagation within a single round.
Repeating this process r times yields an extended set
of inequalities, called £, describing the propagation
over r rounds. Represented as (aJ,a?,...,a0 ;) —
o= (ab,af, ..., al_4), this illustrates the r-round
division trail.

It’s important to note that £ is defined over vari-
ables a] (i =0,1,...,n—1, j = 0,1,...,r) along
with auxiliary variables. Also, constraints correspond-
ing to the initial division property, like a) = k; (i =
0,1,...,mn—1), where D%;} is the input division prop-
erty with k = (ko, k1, ..., kn—1), further define L.

If the set K, does not contain the unit vector e,,, €
F?, characterized by elements being zeros except for
the m-th element, which is set to 1, the m-th out-
put bit of r-round ciphertexts demonstrates balance,
signifying the presence of the zero-sum property. Con-
sequently, the objective function of the MILP model
is formulated as:

Obj : Min{ag +aj +---+a,_,}
If K41 includes all the n-bit unit vectors for the
first time, the propagation of division properties

should stop, leading to the derivation of an r-round
distinguisher.

4 17-Round Integral Characteristic of
SAND-128

4.1 16-Round Distinguisher

We employ the MILP-aided method explained in the
previous section to investigate SAND-128. One round
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division trail of SAND-128 can be denoted as:

(@gy -y _1,b0s-- -, b5 _1) —
i+l i+l i+l i+1
(ag™ .. a0, b0 b )

To represent all possible division trails of one round
in SAND-128, some auxiliary vectors expressing the
division properties of interior values are defined. For
instance, consider (t},...,t}_ ;) and (u},...,ul_;),
representing the input division properties of the first
and second shift boxes. According to model 1, the
inequalities modeling the Copy operation are given
by:

i i i i+l _
El.aj—tj—uj—bj =0,

for j € {0,1,...,n — 1} (12)

Now, consider the XOR operation immediately fol-
lowing the permutation box. We denote its inputs
and output division properties as (pj,...,p%_1),
(v, ... v8_1), and (gd,...,q},_,), respectively. The
XOR operation is modeled by the following inequali-
ties according to model 3:

Ly :pf+y;—q;=0,

for j €{0,1,...,n—1} (13)
Finally, let (f&,...,f: 1), (gé,...,95_1), and
(hi,...,ht 1) denote the inputs and output division

properties of the left AND in the G| illustration,
respectively. The following inequalities represent the
AND operation model according to model 2:

hi — fi >0, forje{0,1,...,2 -1}
L3: h;‘.fg;izo, for j €{0,1,...,2 —1} (14)
h;.—f]’.—g;.g(],for]G{O,l,...,Z—l}

Similar modeling approaches are applied to other
AND, Copy, and XOR operations in the SAND-128
round function. Additionally, considering the bit-
based division property, the propagation of the divi-
sion property through circular shift or permutation is
just a circular shift or permutation of the coordinates
of the division property vector.

Thus, the complete model of 1-round SAND-128
division trails is achieved. For an r-round model, this
process should be iterated r times. Furthermore, the
initial condition (input division property) should be
incorporated into the system of inequalities. By em-
ploying the Gurobi MILP solver [35], a 16-round dis-
tinguisher with 9 balanced bits is discovered, starting
with the division property (1201161, le4) (i-e., all bits
are active except 9) at the plaintext. The balanced
bits are:

{y}o i€ {3,9,18,24,27,40,51,52,57}}
The data complexity for this distinguisher would be

2127 chosen plaintexts, where all bits take all possible
values except z9.
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Figure 2. 17-round integral distinguisher
4.2 Extension to 17-Round Distinguisher

By leveraging the Feistel structure of SAND-128, we
enhance the previously proposed distinguisher by ex-
tending it to 17 rounds, as illustrated in Figure 2. The
process begins with the preparation of 227 internal
state values (z()||y()) with 127 active bits. We then
compute the corresponding plaintexts (z(?||y(®)) as

2@ @)
Y (M g F(y(l)),
where F' is a part of the round function illustrated in

Figure 2, i.e:

F(z") = Py(Go(2" <» a) © Gh(2" <= f)) (16)

These 227 plaintexts result in 9 balanced bits af-
ter 17 rounds, i.e. z!7|jy(*". Remarkably, this in-
novative method extends the distinguisher without
any increase in data complexity or reduction in the
number of balanced bits.

5 Integral Cryptanalysis of
Reduced-Round SAND-128

In this section, we propose an integral attack tar-
geting 20 rounds of SAND-128. Employing the 17-
round characteristic detailed in Section 4 starting
from plaintexts, our approach stands as the best inte-
gral attack on reduced-round SAND-128 to the best
of our knowledge.

Firstly, we will explore the partial sums technique,
followed by an in-depth look into key recovery.

1S¢0ured)
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Partial Sums Technique. To make key guessing
more efficient, we can use a technique called partial
sums, as introduced by Ferguson et al. [32]. Suppose
we want to check the balance of a 17th round’s
output bit, namely y!7, for a key guess. Since not
all bits of the ciphertext play a role in the partial
decryption process (i.e., calculation of y!7), there
is no need to partially decrypt all 227 ciphertexts.
Instead, we first determine the necessary bits of
the ciphertext (which we show their number by d),
and then partially decrypt only these 2¢ possible
values-each one exactly once. We require a memory
complexity of 2¢ bits to store the results. Addition-
ally, we need another 2%-bit memory to count each of
the 2¢ possible values occurrences modulo two within
the ciphertexts, since we are only interested in values
that occur an odd number of times. By summing the
results of the partial decryption over the ones with
an odd number of times appearance, we can check
whether y17 is balanced or not.

For the key recovery of the 20-round SAND-128, in
each key guess and each balanced bit at the distin-
guisher’s output, we need almost all bits of y(29) and
some bits of (29 which will be XORed with the
required bits of sk' determined in Table 4. Hence, d
here equals 64 + #sk'°.

Now, Let us continue with the key recovery proce-
dure. During the partial decryption step, the subkey
sk17 does not influence the balance of yi7 and thus
remains uninvolved in the attack procedure.

Table 4 represents the required subkey bits for com-
puting each balanced y;}” from the ciphertext. Take,
for example, row number 1, where the calculation
of bit yi” necessitates 5 bits from sk® ({sk}® :i €
{9,10,25,41,57}}) and 14 bits from sk® ({ski®:i €
{0,1,3,7,8,16, 23,24, 32, 39,40, 48, 55, 56 } ), which re-
sults in 19 subkey bits in total.

Table 5 provides the summary of the key recovery
procedure for the 20-round SAND-128 integral attack.
Some steps are explained in detail, while the rest
follow a similar pattern:

Step 1. Table 4 row number 1 indicates that cal-
culating bit 17 involves 19 bits from sk'® and sk!'®
in total ({sk!® : i € {9,10,25,41,57}} and {sk}® :
i€{0,1,3,7,8,16,23,24, 32,39, 40,48,55,56} }). Uti-
lizing the partial sums technique as explained earlier
with d = 78, the partial decryption of ciphertexts us-
ing 219 different keys results in a time complexity of
278+19 % 3-round Encryption. Additionally, two 278-
bit memories are required due to partial sums. So far,
19 key bits are involved, and checking the balance of
bit yi7 for each key guess provides a filter of 271 on
the space of 2! keys, on average. Consequently, 28

1S¢0ured)

keys remain after filtering.

Step 2. Referring to row number 2 in Table 4,
we tequire 19 key bits for calculating bit yi”
({sk!® : i € {7,8,23,39,55}} and {sk!® : i €
{6,7,9,13,14, 22,29, 30, 38, 45,46,54,61,62}}). Ap-
plying the partial sums technique with d = 78 yields
a time complexity of 278+19 x 3-round Encryption
for partial decryption and a memory complexity
of 2 x 278 bits. Checking the balance of bit ys7 for
each of 2! key guesses provides a filter of 27! on
the space of 2!° keys, on average, leaving 2'8 keys.
Thus far, 37 key bits are involved, with 1 key bit
from Step 2 already involved in the previous step
(ski?). Merging the remaining keys from Steps 1 and
2 involves 1 identical key bit (ski?), resulting in 2!
different keys. Multiplying by 2'7 and 2!7 endured
by Steps 1 and 2, respectively, the merging procedure
takes a time complexity of 235.

Step 3. For calculating bit yi{, we need 14 key
bits {ski® : i € {9,24,25,41}} and {sk}® : i €
{7,8,18,22,23,24,39,40, 55,56} }. The time complex-
ity of partial decryption is 27414 x 3-round Encryp-
tion (d = 74 for partial sums), and the memory com-
plexity due to partial sums is 2 x 274 bits. Applying
a filter of 27! on the space of 2™ keys results in 2'3
remaining keys. Thus far, 39 key bits are involved,
with 12 key bits from Step 3 already involved in pre-
vious steps ({sk;® :i € {9,25,41}} and {sk}® : i €
{7,8,22,23,24,39,40,55,56}}). Merging the 23 re-
maining keys from Step 3 with the 23° keys from
previous steps requires a time complexity of 236 (212
different keys from 12 identical key bits, multiplied
by 2! and 223 because of Step 3 and the previous
ones, respectively). Finally, 23¢ keys remain.

Attack Complexities: Table 5 denotes the partial
decryption time complexity for each step. The sum is
approximately T} ~ 29825 x 3. ~ 2995 Additionally,
the total time complexity of merging the remaining
keys is approximately Th ~ 2521, obtained by sum-
ming the merging complexities of each step. In line
with Section 2, the discovery of two consecutive sub-
keys (sk” and sk™ 1) uniquely reveals the master key.
The key recovery step guessed 60 key bits, leaving 68
key bits from the master key. Moreover, 2°! keys per-
sisted from the key recovery step, resulting in a total
of 268+51 = 2119 magter key candidates. Brute force
requires a time complexity of T = 219, Ultimately,
the total time complexity becomes

T=T +T+ Ty~ 219,

As per Section 4, the data complexity is 2'27 chosen
plaintexts. The memory complexity, dominated by
step 2, is 2°1 x 12842 x 278 bits ~ 27 bytes, including
the memory required for total keys after the filter
and the memory complexity due to partial sums.
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Table 4. Required bits of subkeys for each balanced bit

vt sh® #(‘:)]ftl)g sh? #(ilftl)g su#bl:e(;tzﬂits

3 9,10,25,41,57 5 0,1,3,7,8,16,23,24, 32,39,40,48,55,56 14 19

9 7,8,23,39,55 5  6,7,9,13,14,22,29,30, 38,45,46,54,61,62 14 19

18 9,24,25,41 4 7,8,18,22,23, 24,39, 40, 55, 56 10 14

24 7,22,23,39 4 13,14, 24, 28,29, 30,45, 46,61, 62 10 14

27 2,17,18,34 4 0,8,9,16,24, 25,27, 31,32,40,41, 56,57 13 17

40 7,23,38,39,55 5 13,14, 29, 30, 40, 44,45, 46,61, 62 10 15

51 9,25,57,58 4 0,7,8,16,23,24,39, 40,48,49,51,55,56 13 17

52 2,18,50,51 4 8,9, 24, 25,40, 41,52, 56,57, 58 10 14

57 17,23,55,56 4 6,13,14,22,29, 30,45, 46,54,55,57,61,62 13 17

Table 5. Key recovery of 20-round attack
Step bals]iar;;:ed ;%«I;Z}l]li?éfis gﬁzz;:(li keﬁgoggler encr;I?tl;tc:iltime comprll;i?z;?r(}i,uo to m:irrileng
key bits filter complexity partial sums (bits) complexity

1 yi7 19 19 218 278+19 2 x 278 -
2 yé7 19 37 235 278+19 2 % 278 235
3 y%g 14 39 236 274+14 2 % 274 236
4 y%Z 14 11 237 274+14 2 % 274 237
5 y%; 17 50 245 277+17 2 % 277 245
6 yi 15 52 946 974+15 9 % Q74 946
7 yéz 17 55 248 277+17 2 % 277 248
] yi7 14 59 251 974+14 9 % Q74 251
9 yé; 17 60 251 277+17 2 % 277 251

6 Conclusion

In this paper, we applied integral cryptanalysis on
reduced-round SAND-128 through the conventional
bit-based division property. SAND-128 is part of the
newly introduced SAND family, comprising two AND-
RX block ciphers, SAND-64 and SAND-128, designed
to address challenges in security evaluation. The inte-
gral cryptanalysis employed the MILP-aided method
proposed by Xiang et al. [25], a technique that mod-
els the division property propagation of fundamental
operations (Copy, Bitwise AND, XOR) by linear in-
equalities.

The approach involves constructing a linear inequal-
ity system that accurately describes the division prop-
erty propagation of the block cipher, given an initial
division property. Subsequently, by formulating an
appropriate objective function, the search algorithm
transforms into a MILP problem, determining the
existence of a distinguisher. Our analysis revealed a
16-round integral characteristic for SAND-128, fea-

turing 9 balanced bits and a data complexity of 2127,

Furthermore, we extended the characteristic to pro-
pose a 20-round integral attack for SAND-128, facili-
tating a key recovery process improved by the partial
sums technique. The detailed results are presented
in Table 1. Notably, our proposed attack is, to the
best of our knowledge, the best integral attack on
reduced-round SAND-128 presented so far.
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