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A B S T R A C T

Attribute-based encryption (ABE) is one of the recommended tools to secure

real systems like the Internet of Things (IoT). Almost all the ABE schemes

utilize bilinear map operations, known as pairings. The challenge with these

schemes is that performing pairings results in high computation costs and

IoT devices are typically resource-constrained, so, efficient pairing-free ABE

schemes have been proposed to solve this issue. These schemes utilize classical

cryptographic operations instead of heavy bilinear pairings. Recently, two

pairing-free ciphertext-policy attribute-based encryption schemes have been

proposed (by Das et al. and Sowjanya et al.). According to their claims, their

schemes are secure against collusion attacks and provide indistinguishability in

a selective-set security model. The first scheme also has been claimed to be

secure against forgery attacks. In this paper, we show that the first scheme is

vulnerable to ciphertext-only, collusion between four or more data users with

specific features, and forgery attacks. We also show that the second scheme is

vulnerable to a key recovery attack, which can lead to a collusion attack. So,

even though they are highly efficient, they have some security vulnerabilities

that can violate the claims of the authors.

© 2025 ISC. All rights reserved.

1 Introduction

Attribute-based encryption (ABE) is a crypto-
graphic primitive that provides fine-grained

access control to encrypted data. Attribute-based en-
cryption is an extension of identity-based encryption.
In ABE, ciphertexts and the user’s decryption keys
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are linked to sets of attributes and access policies.
Key-policy ABE (KP-ABE) and ciphertext-policy
ABE (CP-ABE) are two types of attribute-based
encryption schemes. When ciphertexts are related
to access policies and decryption keys are related to
sets of attributes, the scheme is CP-ABE [1]. When
decryption keys are related to access policies, and ci-
phertexts are related to sets of attributes, the scheme
is KP-ABE [2].

ABE has gained significant attention for its promis-
ing applications in various practical scenarios, includ-
ing the Internet of Things (IoT) applications. One
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crucial application of IoT is in healthcare systems,
where real-time healthcare services are provided to
remote patients. However, ensuring data security is
essential for the practical implementation of this ser-
vice, as any failure in security measures could have
severe consequences [3]. Attribute-based encryption
offers an excellent solution by providing data encryp-
tion and access control mechanisms simultaneously.

The concept of ABE was first introduced by Sahai
and Waters [4] in 2005 as “Fuzzy identity-based en-
cryption”. In their scheme, messages were encrypted
under specific attribute sets and a certain threshold
number k which is set by the authority, and only users
possessing at least k number of those attributes could
decrypt the ciphertext. Afterward, Goyal et al. repre-
sented the first KP-ABE scheme in 2006 [2]. Follow-
ing that, in 2007, Bethencourt et al. represented the
first CP-ABE scheme [1]. Recently, several schemes
with improved qualities have been proposed, includ-
ing those in [5–8]. However, using complex mathe-
matical objects like bilinear pairings or lattices in
IoT poses computational and communication ineffi-
ciency challenges. These schemes often have long keys
(or ciphertexts) or high encryption/decryption times,
which do not align with the lightweight requirements
of IoT settings [9]. To address this issue, several au-
thors proposed “pairing-free ABE” schemes that do
not apply pairings and instead utilize classical crypto-
graphic operations like Elliptic Curve Cryptography
(ECC) [10–20] or RSA [21, 22].

In [23], authors showed that the CP-ABE schemes
presented in [10] and [21] were vulnerable to some at-
tacks. Later, in [11], another group of authors claimed
to have fixed the vulnerability of [10], but in [24], it
was proven that the scheme in [11] still had the same
vulnerability as [10]. Moreover, [13] described an at-
tack on the KP-ABE scheme in [12] and suggested a
possible solution to its insecurity. However, [9] demon-
strated that [13] is still vulnerable to some attacks. In
addition, research [9] has revealed the vulnerability
of the encryption scheme presented in [22] to collu-
sion attacks. The authors also highlighted that the
scheme introduced in [14] is very similar to the one
in [12], making the attack demonstrated in [13] highly
extendable. Furthermore, the authors of [25] have
conducted an analysis of two pairing-free ciphertext-
policy attribute-based encryption schemes, proposed
in [15] and [16]. Their findings have exposed vulnera-
bilities in these schemes, indicating the need for secure
pairing-free ABE solutions. Later on, Sowjanya et al.
proposed a new pairing-free ABE scheme with prov-
able security [17], but it was ultimately broken in [26].
Similarly, Ming et al. proposed another pairing-free
ABE scheme with provable security in [18], but it was
also found to be insecure in [27].

In this paper, we will explore the security of two
recent pairing-free CP-ABEs that are claimed to be
secure against collusion attacks and provide indistin-
guishability in selective-set security model, under the
Elliptic Curve Decisional Diffie-Hellman assumption
(EDDH) [3], [19]. Das et al. in [3] also have claimed
that their scheme is secure against forgery attacks. Af-
ter introducing these schemes, we will propose some
security attacks against them. We will show that the
scheme in [3] is vulnerable to ciphertext-only, forgery,
and collusion attacks. In the collusion attack that we
will describe for this scheme, at least four data users
are needed. Among these data users, the first two
must have at least one joint attribute, while the other
two data users must have at least one different joint
attribute.

We will demonstrate that when two data users have
a common attribute, they can collude with each other
to find the master secret key (MSK) values associ-
ated with their joint attribute. Upon obtaining the
MSK values of the joint attribute, they can generate
decryption keys associated with the attribute, extend-
ing access to other data users. Consequently, the first
two data users will create decryption keys associated
with their joint attribute for the other two data users
and vice versa. This allows all four data users to de-
crypt a ciphertext that none of them could decrypt
individually. We will also show that the scheme in [19]
is vulnerable to a key recovery attack and allows each
data user to generate decryption keys associated with
his/her attribute(s) for any other data user in the
system. We will show that this vulnerability can re-
sult in vulnerability against collusion attacks. Due
to the found attacks for the mentioned schemes, the
claims of the authors will be violated. To the best of
our knowledge, there hasn’t been any cryptanalysis
for these schemes up to this point. Note that since
the key construction in [20] is very similar to the key
construction in [3], the same collusion attack can be
applied to it.

The remaining sections of this paper are arranged
in the following order. In Section 2, we provide an
overview of the preliminary concepts including math-
ematical primitives of CP-ABE schemes and their
main algorithms, as well as their security definition.
In Section 3, first we review the proposed CP-ABE
scheme in [3] and then present three types of security
attacks against it. In Section 4, first we describe the
proposed CP-ABE scheme in [19] and then present a
key recovery and collusion attack against it. Finally,
in Section 5 we conclude the paper.

2 Preliminary Concepts

In this section, we introduce some basic mathematical
concepts of the CP-ABE schemes and their main
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algorithms and security definition.

2.1 Complexity Assumptions

In this subsection, we review the concept of ellip-
tic curve cryptography (ECC) and its corresponding
computational hard problems. To start with, a short
explanation of ECC will be given. Elliptic Curve Cryp-
tography (ECC) is a cryptographic technique that
uses the mathematical principles of elliptic curves.
First, we introduce an elliptic curve E. Let E be an
elliptic curve over a prime finite field Fq defined by
integer modulo q. The curve E can be represented as

E : y2(modq) = x3 + ax+ b(modq),

where a, b ∈ Fq and 4a3 + 27b2 ̸= 0. The security of
Elliptic Curve Cryptography (ECC) relies on hardness
of a complex mathematical problem known as the
Elliptic Curve Discrete Logarithm Problem (ECDLP).
This problem involves finding the discrete logarithm
of a random elliptic curve element, given a base point.
In simpler terms, let E be an elliptic curve defined
over a finite field GF (q), and let G be a generator of
E with order r. The challenger gives the adversary the
value of Q = k.G, where k is an integer between 0 and
r−1. The Elliptic Curve Discrete Logarithm Problem
is finding the value of k. According to the ECDL
assumption, finding the value of k in polynomial time
is computationally impossible.

Another complex mathematical problem in ECC is
the Elliptic Curve Decisional Diffie-Hellman (EDDH)
problem. We will introduce it in the following. Again,
let E be an elliptic curve and let G be a generator of E
with prime order r. Let a challenger randomly select a
and b from Zr. The challenger provides the adversary
with a tuple (G, a · G, b · G). The EDDH problem
is telling the difference between a valid element ab ·
G ∈ E and a random element R ∈ E. According
to the EDDH assumption, telling this difference in
polynomial time is computationally impossible. The
advantage of algorithm B in breaking the EDDH
problem in E is ϵ, if:

|Pr[B(G, a ·G, b ·G,Z = ab ·G) = 1]−
Pr[B(G, a ·G, b ·G,Z = R) = 1]|≤ ϵ

2.2 Access Structure

Consider a set of attributes {A1, A2, . . . , An} and a
collection S ⊆ 2{A1,A2,...,An} . We say that the collec-
tion S is monotone if and only if it satisfies the follow-
ing condition: for any subsets B and C, if B is an au-
thorized set in S and B is a subset of C, then C must
also be an authorized set in S. An access structure
is a set S of non-empty subsets of {A1, A2, . . . , An},
which means that access structures are a collection

Figure 1. Access tree

of authorized sets. The unauthorized sets are all the
remaining subsets of the set {A1, A2, . . . , An}.

The CP-ABE system has an access structure that
specifies which users are eligible to access certain
information based on their attributes. For example,
(A ∧ B) ∨ (C ∧D) means the ciphertext can be de-
crypted by anyone with attributes A,B, or C,D. This
can also be expressed in an access tree format, as
shown in Figure 1 for better understanding.

2.3 Linear Secret Sharing Scheme (LSSS)

The concept of secret sharing is a cryptographic
method used to share a secret among multiple par-
ties. A secret sharing scheme works in the following
way. Consider s to be the original secret that is go-
ing to be shared within the authorized parties. In
this scheme, every party holds a share of the secret,
and the original secret s can only be uncovered by
combining the authorized set parties’ shares. The lin-
ear secret sharing scheme (LSSS) is a secret sharing
scheme in which the reconstruction of the secret s is
performed by linear mapping from the shares.

An LSSS (Linear Secret Sharing Scheme) based
on Zr and involving n parties from the set F =
{F1, F2, . . . , Fn} consists of a set (A, ρ), in which A
is a sharing matrix of dimensions (l ×m), where l ≤
n and ρ(x) is a mapping function that maps each
row x ∈ {1, 2, . . . , l} to a party in the set F . For
sharing the secret s between the authorized set X
of F , which is defined with the sharing matrix A,
a random vector v should be generated in the form
of v = (s, v2, . . . , vm)T which v2, . . . , vm are chosen
randomly from Zr. After that, the values of Λx =
(Ax · v) that x ∈ 1, 2, . . . , l is computed and sent to
the ρ(x)th party. The Λx values split s into l shares
in accordance with the sharing matrix A. Given any
authorized set X from F , it is possible to generate
a fixed set {cx ∈ Zr} for x ∈ X, in a polynomial
time such that

∑
x∈X cx · Ax = (1, 0, 0, . . . , 0) and

as a result
∑

x∈X cx · Λx = s. Therefore, when an
authorized set X from F wants to reconstruct the
secret s, they should combine their shares Λx with the
set {cx} for x ∈ X and find the secret s by computing∑

x∈X cx · Λx = s. Transforming a monotonic access
structure into an LSSS representation (A, ρ) has been
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made possible using standard techniques, as revealed
by [28].

In the CP-ABE schemes that utilize linear secret
sharing scheme as the access structure, the access
structure is viewed with a collection of (A, ρ), which
A is a sharing matrix of dimensions (l × m) and ρ
is a mapping function that maps each row of A to
an attribute in the system and for each authorized
set of attributes X for this access structure, the set
cx ∈ Zr for x ∈ X can be linearly found in such a
way that

∑
x∈X cx ·Ax = (1, 0, 0, . . . , 0) and therefore∑

x∈X cx · Λx = s.

2.4 Main Algorithms of a CP-ABE Scheme

Generally, an ABE scheme consists of three main
entities, including a key generation center (KGC),
data owner (DO), and data user (DU). The DO is the
user who owns the data and wants to encrypt it. In the
CP-ABE scheme, the DO encrypts the data with an
access policy determined by his/her own opinion. The
KGC is a trusted center that generates and manages
the decryption keys of the users associated with their
attributes and the DU is a user who wants to decrypt
the ciphertext with his/her decryption key which
must satisfy the access policy defined by the DO.

In this paper, we will focus on the CP-ABE schemes.
First, we will describe the syntactic definition for
a CP-ABE scheme and then we will describe the
security required for it. In general, each CP-ABE
scheme Comprises four main polynomial-time algo-
rithms, which are as follows.

Setup(1λ, U) → (MSK,PK): This algorithm is run
by the KGC. It takes a security parameter λ and a set
of attribute universe U as inputs and produces the
system public key PK and the system master secret
key MSK as output. The MSK will be kept securely
by the KGC. The PK will be an implicit input for
the following algorithms and includes the set of U .

Encrypt((A, ρ),M, PK) → CT : This algorithm is
run by the DO. It takes an access structure (A, ρ),
which we consider to be under the linear secret shar-
ing scheme (LSSS), and the PK and a plaintext mes-
sage M as inputs. It outputs a ciphertext CT which
is encrypted of the plaintext M under the access
structure (A, ρ).

Key-Gen(MSK,PK, S) → D: This algorithm is
run by the key generation center. It takes the master
secret key MSK and the PK and an attribute set
S as inputs. It outputs a decryption key D which is
associated with the set of attributes S.

Decrypt(CT,D, PK) → M : This algorithm is run
by the DU. It takes a ciphertext CT , a decryption key

D, and the PK as inputs. It outputs the plaintext M
if and only if S satisfies the access structure (A, ρ).

2.5 Security Definition of CP-ABE Schemes

An Attribute-Based Encryption (ABE) scheme is con-
sidered secure when an adversary, despite knowing
multiple decryption keys, is unable to gain any in-
formation about the plaintext message (M) from its
ciphertext (CT ) if no single decryption key can de-
crypt CT . In the context of CP-ABE, the adversary
can request decryption keys for subsets of attributes
(S1, S2, . . . , Sk) and subsequently submit two equal
length messages M0 and M1 with an access policy
(A, ρ) that does not satisfy any of the attribute sets
(Si) for i = 1, . . . , k. Afterwards, the adversary asks
for an encryption (C∗) of either M0 or M1 with the
access policy (A, ρ). The access policy can be designed
to satisfy multiple sets of (Si) for i = 1, . . . , k (This
feature avoids the vulnerability to collusion attacks.).
The security of the CP-ABE scheme is established
when the adversary is unable to determine whether
the encrypted message C∗ is of M0 or M1. This is
known as “indistinguishability”. The schemes in [3]
and [19], are claimed to provide indistinguishability
under the Elliptic Curve Decisional Diffie-Hellman
assumption. It is obvious that when an adversary can
apply a ciphertext-only attack this security property
is violated.

Another security property that should be consid-
ered is the security against collusion attacks which
means that two or more data users should not be able
to collude to obtain any additional information about
the plaintexts that none of them could decrypt alone.
In this paper, we show that the scheme [3], is vulner-
able to collusion attack between at least four data
users with specific features. We also show that the
scheme [19] is vulnerable to collusion attack between
two or more data users.

The security against the key recovery attack is
another necessary feature in the system which means
that a data user should not be able to generate a valid
decryption key for other data users in the system. In
our proposed key recovery attack for the scheme [19],
each data user can act as a key generation center
for his/her attribute(s) and generate decryption keys
associated with his/her attributes for any other data
user in the system.

Note that if a scheme is vulnerable to key recovery
attacks or collusion attacks, the indistinguishability
of the scheme may also be violated.

The security against the forgery attack is another
security feature considered in the scheme in [3] which
means that if the plaintext has been forged and is
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from an illegal data owner, the data user can notice
this issue in the decryption process and does not
accept the received data. If an illegal data owner
could fool the data user into accepting forged data,
the scheme is vulnerable to a forgery attack. In this
paper, we show that the scheme [3] is vulnerable to
forgery attack.

3 Cryptanalysis of DAS et al.’s
CP-ABE Scheme

We will begin by reviewing Das et al.’s CP-ABE
scheme [3] and then introduce three types of attacks,
which the scheme is vulnerable against. The scheme
can be applied in IOT-enabled healthcare infrastruc-
ture to provide multiauthority access control. The
scheme also uses a decryption outsourcing mechanism
to decrease the computational overhead on the data
user side. Das et al. have claimed that their scheme
is secure in a selective-set security model, under the
EDDH assumption, and is also secure against collu-
sion and forgery attacks.

There are 8 main entities in this scheme includ-
ing data user (DU), data owner (DO), cloud service
provider (CSP), attribute authority (AA), central au-
thority (CA), data user assistance (DUA), gateways,
and IoT devices. In this system, the CA runs the sys-
tem setup and registers the data users in the system.
Each AA runs the authority setup and creates the
public and private key for each attribute in its do-
main and also creates the data users decryption keys
for the attributes that are in its domain. The DO
creates the ciphertext by using the encryption algo-
rithm. The DU is a data user who wants to obtain
the plaintext by knowing the ciphertext and decryp-
tion key satisfying the access policy of the ciphertext.
The DUA is an authority that helps DU decrypt the
ciphertext but does not get any information about
the plaintext. We will describe the algorithms of the
scheme in the following section.

3.1 Review of Das et al.’s CP-ABE Scheme

The scheme includes 7 algorithms: system setup, au-
thority setup, registration, key generation, encryption,
re-encryption, and decryption. The system setup algo-
rithm is applied to produce system parameters, while
the authority setup algorithm is applied to produce
attribute-related parameters. We will combine these
two algorithms into one and refer to it as the setup
algorithm. The registration algorithm registers all
the data users and assigns a private value DDO ∈ Zr

and a corresponding public value QDO(= DDO ·G)
to each of them. These values will be utilized in the
forgery check mechanism. The re-encryption algo-
rithm is designed to address the key-escrow problem.

In this algorithm, the CSP selects a secret key and
encrypts the ciphertext using a symmetric encryption
algorithm. This prevents attribute authorities (AAs)
from decrypting the ciphertexts with access policies
that satisfy the attribute sets owned by those AAs.
The other algorithms are the same as the principal
algorithms of a CP-ABE scheme. Therefore, the main
algorithms of this scheme are as follows.

Setup: For generating public parameters (PP ) for
the system, the central authority takes a large prime
number q and produces public parameters (PP ) as
(q,GF (q), E, a, b,G, r, h); where q is prime order of a
finite field showed as GF (q) and E is an elliptic curve
defined over GF (q). ⟨G⟩ is a cyclic subgroup of E
generated by the point G with the prime order r. The
prime number r is large enough that in ⟨G⟩, the ellip-
tic curve discrete logarithm problem (EC-DLP) is a
hard problem. It also chooses a unique identity GIDj

for data user j and a hash function H : {0, 1}∗ → Z∗
r

to map GIDj to elements of Z∗
r . Afterwards, each of

the multiple AAs takes public parameters (PP ) as
input and randomly selects integers yi, ki ∈ Zr as the
master secret key (MSK) for each attribute i ∈ U in
its domain. Using these keys, the AAs calculate the
public key (PK) for each attribute i as {yi ·G, ki ·G}.

Key generation: This algorithm contains 4 steps. In
the first step, each of the AAs calculates the partial
user decryption key, for each user j and each attribute
i ∈ Sj , where Sj is the set of attributes belonging to
user j, as follows:

Uski,j = yi +H(GIDj) · ki
In the second step, the AAs send Usk = {Uski,j : i ∈
Sj} to the data user. In the third step, the data user
chooses a random integer p ∈ Zr and in the fourth
step, calculates Usk

′

i,j = yi +H(GIDj) · ki + p and

sends Usk
′

i,j to the data user assistance.

Encryption: This algorithm contains 6 steps: In the
first step, the data owner chooses a symmetric key
ck. In the second step, he/she encrypts the plaintext
with a symmetric algorithm as CT = enc(PT )ck. In
the third step, the data owner calculates the CTH as
CTH = H(CT ) · DDO · G where DDO is the secret
parameter generated in the registration phase. Note
that QDO = DDO ·G is the public parameter associ-
ated with DDO which is generated in the registration
phase as well. In the fourth step, the data owner de-
fines an LSSS access policy (A, ρ), where A ∈ Zl×m

r

is the share-generating matrix with l ≤ n and ρ :
1, . . . , l → U is the mapping function. In the fifth step,
the data owner chooses a random integer s ∈ Zr and
generates a random vector v as v = (s, v2, . . . , vm)T

and a random vector u as u = (0, u2, . . . , um)T where
T denotes the transpose of the matrix and v2, . . . , vm
and u2, . . . , um are chosen randomly from Zr. After-
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ward, he/she calculates Λx and ωx as Λx = (Ax · v)
and ωx = Ax ·u for x ∈ [1 : l], where Ax is row x of A.
In the last step, the data owner computes C0, C1,x,
and C2,x as follows:

C0 = ck + s ·G
C1,x = Λx ·G+ yρ(x) ·G
C2,x = ωx ·G+ kρ(x) ·G

Ultimately, the data owner sends CTDO =
{(A, ρ), C0, CT,CTH ,∀x ∈ [1 : l] : (C1,x, C2,x)} to
the CSP.

Decryption: The decryption algorithm consists of
two phases: partial decryption by the data user assis-
tance (DUA) and final decryption by the data user
(DU).

(1) Partial decryption by the DUA
This phase of decryption contains 3 steps. In

the first step, the data user assistance (DUA)
selects a set of attributes X = {x|ρ(x) ∈ S}
that satisfies the access policy and computes
one constant set {cx ∈ Zr : ∀x ∈ X} such that∑

x∈X cx · Ax = (1, 0, 0, . . . , 0). Since A is a
share-generating matrix for a linear secret shar-
ing scheme (LSSS), the set of {cx ∈ Zr : ∀x ∈
X} will be detected in a polynomial time [3].
Since

∑
x∈X cx ·Ax = (1, 0, 0, . . . , 0), therefore

we have
∑

x∈X cx.Λx = s, and
∑

x∈X cx ·ωx = 0.
In the second step, the DUA calculates Dx =
C1,x − Uskx,j ·G+H(GIDj) · C2,x = Λx ·G+
H(GIDj) · ωx ·G− p ·G. In the third step, the
data user assistance (DUA) computes N1 =∑

x∈X cx · Dx = s · G − p ·
∑

x∈X cx · G and
N2 =

∑
x∈X cx · G. At last, the DUA sends

CT
′

DO = {C0, CT,CTH , N1, N2} to the DU.
(2) Final decryption by the DU

In this phase, the data user (DU) computes
ck′ = C0 −N1 − p ·N2 = ck + sG− s ·G+ p ·∑

x∈X cx ·G− p ·
∑

x∈X cx ·G = ck. Then the
data user computes H(CT ) ·QDO. The CT is
accepted if and only if CTH == H(CT ) ·QDO,
where QDO = DDO ·G. To retrieve the plaintext
message (PT ), the DU calculates it by using
the formula PT = Dec(CT )ck.

3.2 Cryptanalysis

In this section, we show that the scheme [3] is
vulnerable against three types of attacks; includ-
ing ciphertext-only, collusion, and forgery attacks.
We will describe each of the above attacks in the
following.

3.2.1 Ciphertext-Only Attack

In this type of attack, the adversary only has access
to the ciphertext and has no access to plaintext or
the decryption keys. This type of cryptanalysis attack
is considered weak due to the limited information
available to the attacker in real-life scenarios.

Consider if an adversary only has a ciphertext, so
he/she has access to the following values:

C0 = ck + s ·G
C1,x = Λx ·G+ yρ(x) ·G
C2,x = ωx ·G+ kρ(x) ·G

Remember that the value of (yρ(x) · G) is known
for the attribute corresponding to ρ(x). As a result,
the adversary can compute:

Λx ·G = C1,x − yρ(x) ·G

And then computes constant set {cx ∈ Zr} such that∑
x∈X cx ·Ax = (1, 0, 0, . . . , 0). Therefore, he/she can

find the value of s ·G as follows:∑
x∈X

cx · Λx ·G = s ·G

As a result, the adversary has gained the value of
ck = C0 − s ·G. Having the value of ck means having
the plaintext. Because the plaintext can be found by
computing a symmetric decryption PT = Dec(CT )ck.
Thus the adversary can decrypt a message only by re-
ceiving the corresponding ciphertext without knowing
any decryption keys. As can be seen, this attack vio-
lates the claim of indistinguishability of the scheme.

3.2.2 Collusion Attack

Our collusion attack involves at least four data users,
the first two of them own one or more joint attributes
and the other two data users own one or more dif-
ferent joint attribute(s). Both two data users with
common attribute(s) can discover the secret param-
eters corresponding to their joint attribute and col-
lude with two other data users who have done the
same. Through this process, they can decrypt a ci-
phertext that requires both of their different joint
attributes to be decrypted, and none of them could
decrypt it alone. To provide a better understanding
of this attack, we will explain it with an example.
At first, two or more data users owning one or more
joint attributes collude with each other to find the
MSK values associated with their joint attribute(s).
They can achieve this goal only by solving a system of
two equations and two unknowns. After finding those
MSK values, they can generate decryption keys as-
sociated with their joint attribute(s) for any other
data user in the system. Consider a scenario in which
two data users with identities GID1 and GID2, own
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the same attribute g ∈ U in their attribute set. So,
they have the following system to solve:

Uskg,1 = yg +H(GID1) · kg
Uskg,2 = yg +H(GID2) · kg

Note here that every data user in the system must
have the GID of his/her own. Because the partial
decryption phase cannot be done without having the
GID value of the user. Furthermore, while colluding
with other data users, each data user can give his/her
GID value to the other data user. So, the values of
H(GID1) and H(GID2) are known to both of the
users. Therefore, we have two equations with two
unknowns yg and kg. As you know, this system can
easily be solved and the values of yg and kg can easily
be found. After finding the values of kg and yg, they
can generate the decryption keys corresponding to
the attribute g for any other data user. As a result,
the security of the system would be in danger. We
believe that the low entropy of decryption keys causes
the scheme’s vulnerability to this attack.

Now, consider if two other data users with identities
GID3 and GID4 owing a joint attribute f ∈ U that
f ̸= g, would also collude and find the values of yf
and kf corresponding to the attribute f . Afterward,
these four data users can collude with each other to
decrypt a ciphertext with access policy {g, f}, while
none of them own both the attributes g and f .

Another example of such a vulnerable pairing-free
ABE scheme is [20]. Because the decryption key in
this scheme is approximately similar to the decryption
key in [3], the same collusion attack can be applied
to it.

3.2.3 Forgery Attack

The authors argue that if the equation {CTH ==
H(CT ) ·QDO} is satisfied, then the plaintext is not
forged. However, it is apparent that if an adversary
wants to forge a plaintext, he/she can also forge the
CTH value. This is because the value ofQDO(= DDO ·
G) is publicly available to all the data users. So, the
adversary can forge the plaintext and create a new
CTH for the newly generated ciphertext. To compute
the new CTH , he/she must compute the hash of the
newly created ciphertext and multiply it by the QDO

value. Therefore, for generating the CTH , there is
no need to know the value of DDO, and knowing
the value of QDO is sufficient. Consequently, the DU
cannot determine if the plaintext has been forged or
not. Therefore, the scheme lacks security against the
forgery attacks.

4 Cryptanalysis of Sowjanya et al.’s
CP-ABE Scheme

We will analyze the scheme proposed by Sowjanya
et al. [19] and provide a corresponding cryptanaly-
sis. This scheme is a pairing-free CP-ABE scheme
designed for wireless body area networks. it also sup-
ports attribute/user revocation features. The authors
claim that their scheme provides indistinguishability
in a selective-set security model, under the EDDH as-
sumption, and is also secure against collusion attacks.
There are 6 main entities in this scheme including
data forwarder, key generation center (KGC), cloud
service provider, data receiver, wireless sensors, and
gateways. The role of the data forwarder and the data
receiver is the same as the role of the data owner
(DO) and the data user (DU) in the previous descrip-
tion Respectively. Therefore, in the following, we will
use the terms DO and DU instead of data forwarder
and data receiver.

Here, the KGC runs the setup and key generation
algorithms. The DO runs the encryption algorithm
and determines the access policy of the ciphertext.
The DU runs the decryption algorithm for decrypting
ciphertext generated by the DO. The DU should be
able to retrieve the plaintext message encrypted in
a ciphertext if and only if his/her decryption key
satisfies the access policy of the ciphertext.

4.1 Review of Sowjanya et al.’s CP-ABE
Scheme

In this section, we will review only the key gener-
ation and setup algorithm, as understanding these
algorithms from the scheme is enough to comprehend
our attack mechanism.

Setup: The KGC (Key Generation Center) uses a
large prime number q to generate a set of parameters
represented as (q,GF (q), E, a, b, B, r, h). In this set,
E is an elliptic curve defined over the prime finite field
GF (q) with an order of q. ⟨B⟩ is a cyclic subgroup of
E with generator B and prime order r, in which the
EC-DLP (Elliptic Curve Discrete Logarithm Problem)
is an NP-complete problem. The universal attribute
set is defined as U = {1, 2, . . . , n}. For each attribute
i in U , this algorithm randomly selects αi (secret key)
from the set of integers modulo r using a uniform
distribution. The public key for each attribute i ∈ U
is given by PKi = αi ·B. Similarly, a master secret
key (MSK) α is randomly selected from the set of
integers modulo r using a uniform distribution, and
the master public key (MPK) is computed as PK =
α·B. KGC also defines a random oracleH : {0, 1}∗ →
Z∗
r . Eventually, the algorithm’s outputs are the public

parameters PARAMS = {U,PKi, PK,H}, which is
known to all, and the system master key SMK =
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{αi, α} for all i = 1, . . . , n, which is kept secret by
the KGC. The reason for this is that if someone else
possesses these values, they can generate decryption
keys similar to a KGC.

Key generation: The KGC runs this algorithm,
which takes the inputs including the public param-
eters (PARAMS), the system master keys (SMK),
and the user’s set of attributes S. Afterward, it as-
signs a unique identity (UID) to any data user in the
system and generates the corresponding decryption
key using the following algorithm:

D = (Di = H(UID) · α · α−1
i ),∀i ∈ S

In this algorithm, αi is the secret key of the attribute
i and H(·) is a random oracle defined in the setup
algorithm. Additionally, the Key Generation Center
saves a list that contains the user’s attribute set
along with the related UID. Upon completion of
the algorithm, the decryption key D is generated
which consists of key components Di. This key is
securely sent to the data user along with the UID as
{D,UID}.

4.2 Cryptanalysis

In this section, we introduce a key recovery attack
that can be applied to [19]. From the operation of
the key generation algorithm, we observe that the
form of the decryption key for any data user with
the identity UID and any attribute i from his/her
attribute set S is:

Di = {H(UID) · α · α−1
i ,∀i ∈ S}

Consider a data user A with the identity UID, owning
an attribute set S and an attribute g ∈ S. The data
user A can find the value of {α · α−1

g } as follows:

α · α−1
g =

Dg

H(UID)

After finding this value, he/she can generate decryp-
tion keys associated with the attribute g for any other
data user even those who do not have the attribute g
in their attribute set. For example, A can generate a
decryption key corresponding to attribute g for data
user B with the identity UID′ and attribute set S′,
that g /∈ S′, as follows:

D′
g = (H(UID′) · α · α−1

g )

The security of the scheme can be compromised, be-
cause any data user in the system can act as a KGC
for his/her attribute set.

In the same way, the data user B can also generate a
decryption key corresponding to his/her attribute f ∈
S′ that f /∈ S for the data user A. As a result, both
users can decrypt a ciphertext with an access policy
{g, f}, while none of them owns both the attributes

f and g in their attribute set. Therefore, the scheme
is also vulnerable to the collusion attack which was
claimed to be secured against.

5 Conclusion

In this paper, we examined the security of two recent
pairing-free CP-ABE schemes. After analyzing them,
we discovered several security vulnerabilities for them.

Firstly, we looked at the proposed scheme by Das
et al. [3]. The authors claimed that their scheme
is secure in a selective-set security model, under
EDDH assumption, and could withstand collusion
and forgery attacks. However, we showed that their
scheme is vulnerable to ciphertext-only, collusion be-
tween four or more data users, and forgery attacks. In
the ciphertext-only attack, the adversary could find
the plaintext only by receiving the ciphertext and
without having any additional information about the
decryption keys or the plaintext. Therefore, the claim
of indistinguishability of the scheme can be violated.
In the collusion attack, at least four data users are
needed. Among these four users, two of them should
have at least one joint attribute, while the other two
data users should have at least one different joint
attribute.

We showed that two data users owing one or more
joint attributes can collude with each other to find
the secret parameters (MSK) associated with their
joint attribute(s). Once these secret values are found,
they can generate decryption keys associated with
their joint attribute(s) for any other data user. So
the first two data users can generate decryption keys
associated with their joint attribute for the other two
data users and vice versa. This means that if the
four mentioned data users collude, they can decrypt a
ciphertext that none of them would be able to decrypt
alone. This attack violates the collusion resistance
claim between four or more data users in the system.
In the forgery attack, an adversary could change a
ciphertext and also change the forgery check value
(CTH). In this case, a data user could not detect
whether the ciphertext has been forged or not.

Next, we examined Sowjanya’s scheme [19], which
was claimed to be secure against collusion attacks and
provide indistinguishability in a selective-set security
model, under the EDDH assumption. However, we
found a key recovery attack that could be applied
to it. Due to the vulnerability of the key generation
algorithm in the scheme, each user could generate
decryption keys associated with his/her attributes
for any other data user. Therefore, each data user
could act as a key generation center only for his/her
attributes. As we showed, this vulnerability also could
cause the collusion attack vulnerability.
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Our cryptanalysis shows while these schemes are
highly efficient, they have some security vulnerabili-
ties that can violate the claims of the authors.
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