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1 Introduction

o far, confidentiality, integrity, and availability
have been considered important security require-

ABSTRACT

Impossible-differential cryptanalysis is one of the powerful methods utilized
for evaluating the robustness of block ciphers; however, mCrypton is one of
the block ciphers whose master key has not been recovered with this method
in the single-key scenario. This paper first clarifies the branch number of
the linear layer of mCrypton block ciphers with an observation. It has been
shown that the branch number of the linear layer in mCrypton block cipher is
four. Then, using this result, a 4-round impossible differential in a single-key
scenario has been found. On the other hand, by exploiting the result of several
observations, some vulnerabilities in the key-schedule algorithm were discovered
and introduced. As a result, by exploiting the discovered vulnerabilities and
4-round property, impossible-differential cryptanalysis was successfully applied
to seven rounds of mCrypton-64. To our knowledge, this is the first impossible
differential cryptanalysis applied on mCrypton-64. In addition, this method
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requires 2360 bytes of memory, chosen plaintexts (with the corresponding

259-6 encryptions to recover the master key.
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ciphertexts), and

when critical information is exchanged through the
network.

On the other hand, networks with an overwhelm-
ing number of nodes, such as the Internet of Things,

ments for computer networks. Preventing informa-
tion leakage is one crucial security issue, especially
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vehicular ad-hoc, and connected homes, must be se-
cured and confidential using cryptographic primitives
and protocols compatible with bounded areas and low-
power embedded systems. Therefore, a large group
of block cipher algorithms named lightweight block
ciphers such as mCrypton [1], PRESENT [2], Mi-
dori [3], SKINNY [4], BipBip [5], IoVCioher [6], and

LTLBC [7] have been developed.
)
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The designers of lightweight block ciphers have to
simplify the structure of these algorithms as much
as possible to make them suitable for low-cost pro-
duction, low power consumption, and constrained ac-
cessible area circumstances. These restrictions force
designers to use simple nonlinear functions and avoid
employing complicated key schedule algorithms.

Moreover, since designing block ciphers is not usu-
ally based on complex mathematical problems, such
as NP or NP-complete ones, the robustness of these
primitives cannot be evaluated as efficiently as that of
public key cryptosystems. For this reason, any crypt-
analysis of lightweight block ciphers is very essential.

As an example of lightweight block ciphers, mCryp-
ton [1], introduced in 2005 by Lim and Korkishko, is
a lightweight block ciphers whose structure is very
similar to AES. For instance, the structure of mCryp-
ton and AES are based on substitution and permuta-
tion networks (SPN structure). Moreover, both AES
and mCrypton exploit bijective nonlinear functions.
mCrypton family, such as the AES family, contains
three versions of algorithms depending on their key
sizes.

Besides designing the lightweight block ciphers,
cryptanalysis of them has been developed for more
than three decades; therefore, numerous cryptanal-
ysis methods have been used by cryptologists such
as meet-in-the-middle [12, 13], generalized meet-in-
the-middle [14], differential meet-in-the-middle [15],
higher order differential [16], biclique [17], inte-
gral [18], boomerang [19], algebraic [20], and cube [21]
attacks.

Impossible-differential attack, introduced by Biham
et al. [22], is another method of cryptanalysis that
exploits the differential of two internal states that its
occurrence is impossible; therefore, the condition of
the impossible differential will only be satisfied if the
keys are incorrect.

1.1 Related Works

The impossible-differential attack has been applied on
several block ciphers such as AES [23, 24], Hight [25],
TWINE [26], and SKINNY [27, 28]. In addition to
block ciphers, some authenticated encryption algo-
rithms such as Deoxys-BC-256 [29] were targets of
this cryptanalysis method.

On the other hand, the 64-bit version of mCryp-
ton has been analyzed by several cryptographic at-
tacks in single-key scenarios. In 2014, a meet-in-the-
middle attack was applied on mCrypton-64 by Hao
et al. [9] that covered seven rounds of this algorithm.
One year later, Jeong et al. [11] analyzed the full
round of mCrypton-64 by exploiting the conventional
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biclique cryptanalysis. Then, Shakiba et al. [8] by in-
troducing a new method, a non-isomorphism biclique
attack, could find the algorithm’s key for 6, 8, 10,
and full (12) rounds of mCrypton-64. In 2018, Yang
et al. [10] applied truncated differential cryptanaly-
sis to mCrypton-64 for the first time. However, this
method fails to recover the master key with the prob-
ability of 35%. So far, the only impossible differen-
tial cryptanalysis that could successfully recover the
mCrypton block cipher was in a related-key scenario
and applied to mCrypton-96 and mCrypton-128 by
Mala et al. [30] in 2012.

1.2 Ouwur Contributions

Formerly, in 2021, Wang-Chi’s research [31] illus-
trated that a 4-round impossible differential property
should exist on the mCrypton block cipher family (64,
96, and 128), but they did not introduce the property.
In this paper, we have discovered and introduced this
4-round impossible-differential property. Defining the
contradiction in this impossible-differential property
is not similar to the conventional methods. To define
the contradiction, instead of finding a difference in
one of its internal states having two inconsistent val-
ues, this method finds an impossible differential in
one of its internal states having inconsistent numbers
of active nibbles.

Several vulnerabilities have been found on the key
schedule of mCrypton-64. These vulnerabilities help
us reduce the serving-key space during cryptanalysis.
Therefore, it is clarified that the key-schedule process
in mCrypton-64 cannot apply enough confusion and
diffusion to the master key bits. For instance, some
bits of the round key in the seventh round of the
algorithm are directly equivalent to master key bits.

Furthermore, it is the first time we have introduced
an impossible differential cryptanalysis of mCrypton-
64. This attack can recover the mCrypton-64 master
key with 236 bytes, which is the least memory com-
plexity compared to other non-biclique attacks ap-
plied to this version of mCrypton. The cryptanalysis
results have been illustrated in Table 1.

1.3 Outline

In this paper, the Section 2 introduces essential no-
tations and descriptions of mCrypton-64. Section 3
illustrates several vital observations and features on
mCrypton-64 about its branch number of linear layer,
equivalent round functions, and key schedule vul-
nerabilities. In Section 4, the 4-round impossible-
differential property will be introduced. Then, the
impossible-differential cryptanalysis and its result are
introduced, and Section 5 concludes this paper.
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Table 1. Cryptanalysis results of mCrypton-64 (there are not any related-key attacks applied on mCrypton-64)

Attack Attack Time Data Memory Success Attack
rounds method complexity (Enc) complexity (CP) complexity (Byte) Probability (%) Reference
6 non-isomorphic biclique 259-8 233-9 - 100 [8]
7 meet in the middle 257:0 257-0 244.0 100 [9]
7 impossible differential 259.6 259.0 236.0 100 Section 4
8 non-isomorphic biclique 2614 233-9 — 100 [8]
8 truncated differential 261.7 253.7 258.0 65 [10]
10 non-isomorphic biclique 262.3 2339 — 100 [8]
12 conventional biclique 2634 248 - 100 [11]
12 non-isomorphic biclique 262.7 233-9 - 100 [8]
2 Preliminaries Table 2. Notations of the paper
mCrypton block. cipher family consists of three ver- Symbols  Definitions;
sions. These versions are mCrypton-64, mCrypton-96,
and mCrypton-128 I Concatenation operator;
. . o Function composition operator;
The length of the master key for these versions is
. . n ... .
64, 96, and 128 bits, respectively, whereas each block m=ofm FooFio:--0kln_10kn;
and internal state for all versions is 64 bits. & XOR operator;
In this section, we presented the notations used A Bit-wise logical AND operator;
in this paper and briefly described the mCrypton-64 “m () m-bit left rotation operator;
algorithm. >>m () m-bit right rotation operator;
o n-bit zero array;
2.1 Notations
{0,1}" Set of all n-bit binary arrays;
Essential notations for the following parts of the paper Zn Zn={z€Z| 0<z< N}
are summarized as Table 2. Xij The nibble placed in the i-th row and j-th column
(i,j € Z4) of the state X;
2.2 Brief Description of mCrypton-64 X, The i-th row (i € Z4) of the state X;
mCrypton-64 is a block cipher using 64-bit blocks X. The j-th column (j € Z4) of the state X;
and keys. Its algorithm consists of 12 rounds with X[i] The i-th bit of the binary array X, (X[0] represents
an additional function after the last round to create the most significant bit of X);
an IHVOIutIO_n property _On the (z.lpher algorithm. Each X[i---j] A binary subarray of the binary array X that starts
round function, according to Figure 1 (Y = RF(X)), from i-th bit and ends in j-th bit (includes both of
contains 4 operations v (applying 4 nonlinear nibble- i-th and j-th bits);
wise S-boxes), 7 (a column-based linear operation), xT The transpose of the 4 x 4 block X
7 (transposition of block’s matrix), and o (XOR ad- ,
.. MK The 64-bit master key;
dition of the round key).
. ) . . . . KS() The key-schedule sequence that r-th round key was
e 7 is a nibble-wise nonlinear function applying extracted from it;
one f)f the fo‘%r S__boxes (illustrated H? Figure .2) K The 64-bit round key used in o operator at the r-th
to nibbles of its input blocks, according to Fig- round;
ure 3. K*() The 64-bit modified round key used in ¢* operator

e 7 is a column-based linear function, applying
the AND operator on the input nibbles and four
masks, mo = 1110, m; = 1101, my = 1011, and
mg = 0111, according to (1). 7 is an involution
(self-inverse function), (7 om)(W) = W.

3
Z;; = @mi+j+k mod 4 N Wi, (1)

k=0

e 7 transposes the elements of its input state as
denoted on (2).

(2)=2"

(2)

at the r-th round (K*(T) =(mo T)(K(T))),

e ¢ adding the round key and the input state, as
depicted in Figure 1.

Y=0,2")=2"& K" (3)

Function 7* is an additional function used after
that last round of mCrypton, which makes the block
cipher involution. 7* is the row-based dual of 7 func-
tion and defined according to the following rule.

(4)

1S¢0ured)
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Moreover, a function o* is a function that is similar
to o; however, o* adds (ro7) of the round key instead
of adding the round key to the input state.

on(S)=Se K™ =5@@or)(K™) (5)

An r-round mCrypton-64 block cipher can be defined
according to (6).

Before the first round, the whitening key og is
added to the plaintext, and then the round function
applies r-times. Finally, the ciphertext is calculated
as the output of the 7* function on the output state
of the last round function.

Bne(P) = (5" 0 O[Z4 (RE, ) 000) (P)  (6)

The key schedule of mCrypton-64 includes two phases.
In the first phase, the key sequence is updated in every
round, named the “updating phase.” The master key
of the algorithm is the initial value for starting the
updating process.

KS© = MK (7)

After updating, the round key will be extracted from
the updated sequence. This phase is named the “ex-
tracting phase.” In the extracting phase, mCrypton-
64 exploits round constants illustrated in Figure 4.
This parameter omits the vulnerability of the algo-
rithm against the slide attacks [1]. The updating and
extracting procedures have been depicted in Figure 5
and Figure 6, respectively.

3 Observations and Properties

This section illustrates several features and observa-
tions about the mCrypton-64 round function and key
schedule.

Property 3.1. The round function of mCrypton can
be represented by the following equation.

RF, =7m*oToo0) 07y (8)

Proof. At first, it will be proved that 7* o7 = T o 7.
mfoT=TomoTOoT=ToOoT (9)

At the next step, it is enough to prove the following
eauation.

(10)

Then, according to the equation denoted in (5), the
linearity, and involution features of 7, and 7:

(romoo)(X) =r(n(X & (n(r(K™)))))
= 7(m(X) & r(K™))
= 7(r(X)) @ K™
= (Un OTOF)(X)

Op,O0TOT =TOTOO,

1S¢0ured)

Property 3.2. The composition of the last round
and 7* function is equivalent to the following function.

(11)

rootoy

Proof. According to (6), the composition of the last
round and 7* are defined as follows.

7" oRF.=(tomoT)o(0,0T0omo0")
=(romoT)o(Tomoo) 0%)
=TOTOTOTOTWOOU, O

=To00) 07.

O

Property 3.3. Each output column of the key ex-
traction phase in the mCrypton-64 key schedule only
depends on the corresponding input value and vice
versa.

Proof. Tt is sufficient to illustrate the relationship
between input and output columns for key extraction
and its inverse function. The function of the key
extraction phase is as follows.

K0 = {0"[So (B SET)[101274m) @ {<<* (KSU))}

Also, the reverse process has the following relation-
ship.

KS®) =54 ({0"]|So(KS)[01247} @ {K(1)})

According to the function rules mentioned above, each
output column only depends on the value of the same
input column. O

According to Property 3.3, if the value of K. :(})) is

known, the first column of the master key M K. o can
be calculated. Also, the amount of the second column

of the master key M K. ; will be clarified if K :(})) is
known.
Observation 3.1. The value of nibbles K(()’lg, and

K{lg can be calculated, if M K o, M K>, and M K3
nibbles are known. Similarly, the same situation exists

for Kéll) ,and K §11) , if adversary access to the nibbles
MKI,I) MK271, and MK371.

Proof. Since the master key is the initial value of the
updating process (K S = MK), according to Fig-
ure 5, the following equations exist between nibbles
of KSM and the master key.

vi € {0,1,2,3};
KSY) = K8\ = MK,
KS{") = K89 = MK,
KS§Y) = KS{) = MK,
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Xo,01X0,1)1 X0 24X0 3 Wo,0] Wo, 1] Wo 2 Wo 3 Z0,0{20,1|1Z0,2|Z0 2 Z0,0)21,0)22,0}Z3.0 Yo,0/%,11%0.2Y0.2
X1,0/X1 4| X1 o X1 2 Y Wyo| Wya|Wis|Wis T Z1,0%1,1)%1,2) %13 T Zo.4Z1,1)22 4|23 4 fr-\ Yio|¥ia|¥iz|Yas
X2,0%2,1X2,4X2 4 Wo 0| W2,1|Wa,2|Wa 3 Z2,01Z2,1|1%2,2Z2 3 Z0,2|Z1,2}22 273 2 k Yo 0)¥2,1|Y2.2| Y23
XS.O X3.1X3.2 X3.3 Wz,o W3,1 W3,2 W3,3 Zs.o ZB,l 23.2 Zs,a Zo,3 21,3 22,3 23,3 YS,O Y3,1 Y3.2 Y3.3

Figure 1. Round function of mCrypton [1]

Xij |oxolox1|ox2|ox3|0x4|0x5|0x6|0x7|0x8 0x9 |0xa|oxb|0xc|oxd| oxe|0xs Kg(g) [0] = Ké? 0] & KYO) [0] & K2(73 [0]
So(Xi,j) |0x4|0xf | 0x3|0x8|0xd|0xa| 0xxc|0x0[0xb [0x5 |0x7|0xe [0x2|0x6| 0x1{0x9 (7)1 1-(7) (7) %)
S1(Xi,7) [0x1|0xc [0x7|0xa|0x6|0xd|0x5|0x3|0xf [0xb |0x2[0x0|0x8|0x4| 0x9|0xe KO,O [1} = Ko,o [1} ©® Kl,o [1] @ Ks,o [1]
S2(Xi,) [0x7|0xe [0xc|0x2|0x0[0x9|0xa| 0xa|0x3|0xf0x5|0x8|0x6|0x4| 0xb| 0x1 Kg(f) [0] = Ké? [0] @ K£70) [0] & K3(73 [0]
S5(Xi,;) |0xb|0x0|0xa|0x7|0xd|0x6|0x4|0x2|0xc |0xe [ 0x3[0x9| 0x1|0x5| 0xf| 0x8 (7 7 7

Ko = K[ @ Kfj 1) @ K]
Figure 2. Bijective S-boxes of mCrypton [1] Kgg) [0} = Ké)g[O] P Kgo) [0] st KP()B [O]
#(7 7 7 7
Koy 1] = Kot @ K1) @ K{Q [
KD0] = KDj0) e KD[0] o K{7[0]
Xo ol %0 11%6 oXo 0 S0(X0,0)]51(Xo,1)[S2(X0,2)|S3(Xo,3) O’?E : IEO) zéo) 3&0)

. s s ) *(7 _ 7 7 7
X101 X110 X1 20 X1 0 Y 51(X1,0) SZ(XLI) SS(XI,Z) SO(Xl,S) K073 [1] - KO,O [1] D Kl,o [1] D KQ,O [1]
X2,0 X2, 1| X2.4X2, _'S X S5 (X, So(X. 5 (X

2(X2.0)[83(Xz.1) [S0(Kz.2) 1. (K2.3) According to the equations mentioned above, only
X3,01X3,1{X3 2| X3

S3(X3,0) S0 (X3, |S1(X3.2)[2(X33) e eight bits of K7 affect the values of Kg’(f) [0],

and Kg’(?) [1] values. In this step, it will be illustrated

that values of these eight bits of K (") only depend
on MK:7Q, and MK:J.

Figure 3. applying ~ function [1]

Round | 0 1 2 3 4 5 6 7 8 9 10 | 11 | 12
c™ | 0x1 | 0x2 | 0x4 | 0x8 | 0x3 | 0x6 | Oxc | Oxb | 0x5 | Oxa | 0x7 | Oxe | Oxf

K010 = 1@ MKo 1[2] @ So(MKs 0[3]||MKs 1[0 2))[0],

Figure 4. Round constant of mCrypton-64 [1] K(7>[1] = MKo,1[2] ® So(MKs,0[3]||[MK3,1[0---2])[1],
K{{10) = MK 1[2), K{{[1] = MK1,[3),
(7) _ (7) :
Furthermore, the following equations are concluded o[0] = MK21[2], K3 o[1] = MK2,1[3],
by Figure 6. K§,70 (0] = MK3,0[3], K:E,Tg[l} = MKs3,1[0]
Ké}g = MK & So(MKi ) & 0z2 As a result, if MK, o, and M K. ; have already been
Kf& — MKs, guessed, the corresponding values of KS:(:?) [0], and
K(g:l1) — MK, Kgﬁn[l] are determined. O

KFI) =MK31 & So(MKy 1) ® 022
Observation 3.3. By accessing the values of

| MK. o, MK. i, and other six bits of master key,
MKo2[0], MKoz[1], MK1[0], MK 2[1], MK (0],
*(7 *(7
Observation 3.2. By knowing the MK, o, and and MKj 5[], values of K . ( )[ 2], and Ko,(: )[3] are

MK. 1, value of the eight bits, Ka(:?) [0], and Kgff) 1], able to be calculated.

can be calculated.
Proof. Similar to the approach used in Observa-

Proof. Since K*(7) = 7(7(K(7)), the following equa- tion 3.2 proof, at first, we will illustrate relations
tions are valid. among the following K*(7 and K7 bits.

1S¢0ured)
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Ks('r) Ks(r+1)
K S0, oK So,1|K S0, K S04 KSio KSi, KSi, KSi3
K510k Sy o|KS, AKS, 5| Updt KS;0 KS;, KS;, KS;3
K52 oS5 1K S5 AKS) 4 K830 K834 KS;3, KS33
K53,0K53,1KS3_2KS3,3 KSo0l3] Il KSg4[0--2] | KSo1[3] | KSp,[0---2] KSo2[3] 1 KSp3[0-+-2] | KSo3[3] Il KSp[0--2]
Figure 5. Updating the key sequence [1]
Ks™ K®
K So, K S0, 1K S0 4K S0 5 KSy0 6D So(KSpo) B CT KSy, KS,; KS 3
Sy oK Sy 1|K Sy AK Sy 5| Ext KS,0 KSy 1 @ So(KSy,) B CD KS,, KS,3
S, oS, kS, fKk s, o KSs0 KSs. KS32 @ So(KSo2) ® € KSy3
S, dK S5 |k S, RS, 4 KSop KSo1 KSp2 KSos @ So(KSps) B M)
Figure 6. Extracting the round key [1]
(Mo — 7(7) (7) (7)
KO,O [2} - KO,O [2} ® K270 [2] & K3,O [2] Table 3. Number of active inputs and outputs of 7w function
*(Mra1 _ 7-(7) (7) (7)
KO,O [3} - Kl,O [3} D KZ,O [3] D K3,0 [3] Number of Number of
Kg P11 = K72) o KS9[2] @ K2
0,1 [ } - 1,0[ } & 2,0[ ]EB 370[ ] active active Frequency Probability
7 7 7 .
Kg)k,(l ) [3} = K((Lg [3} D KL& [3] D K2(73 [3] inputs outputs
*(M 91 — 7-(7) (7) (7) 16 _ 9—1.907
Koy '[2] = Kolg[2] © K 'g[2] © Ky (2] 1 3 16 o0 =2
*(Mro1 _ 7-(7) (7 (7) 4 44 44 _ 5-0.447
Ko [3] = Ko g[3] & Kio[3] @ K3[3] 62(; —
2 2 28 =5 =275
Ki'5'[2) = K2 @ K{j[2 @ K{J[2
’ ’ ) ’ 256 _ 9—2.399
K98 = KBl o K8 @ K13 ° .
B = KRB e KRB e K3 [
1350
Then, the relations between the eight bits of K7, 3 1 16 S =292
and master key is as follows. 256 e
2 256 13500 — 2
K{J12] = 1@ MKo[0] & So(MKs,o[3]| MK [0+ 2))0], 3 2840 2840 _ 92205
KSTS [8] = 1® MKo,2[1] ® So(MK35,0[3]||[MKs3,1[0---2])[0], 4 10380 10380 _ 9—0.379
7 ;
K [2] = MKy 2[0], K{7J[3] = MK 2[1], 4 1 44 S 9-10183
KS§7[2] = MK o[0], K§7[3] = MKa o[1], 2 1066 2086 — 9-5.569
K{Q[2) = MKs (1), K$[3] = MKs1[2] 3 10380 10380 _ 5-2.286
39135 __ 5—0.
O 4 39135 oo = 270371

Property 3.4. The branch number of the 7 operator
in mCrypton is four.

Proof. When the 7 function applies to all possible
vectors, it is possible to check the number of non-
zero nibbles for each vector. According to Table 3,
the minimum possible active nibbles in the input and
output columns of the 7 function is four. O

4 Impossible-Differential
Cryptanalysis of Reduced-Round
mCrypton

In this section, a new impossible-differential property,
covering four rounds of mCrypton, has been intro-
duced in Figure 7. Then, exploiting this property, it

1S¢0ured)

is possible to recover the master key of the 7-round
mCrypton-64.

On the other hand, Observations 3.2, and 3.3 indi-
cate that, in case the 38 bits of the master key (two
first columns and six bits belonging to the third col-
umn) are known, the first 16 bits of K*(7) will be
determined.

Seven rounds of mCrypton-64 were decomposed
into the following four sections.

e Forward part, (requires partial encryption of
chosen plaintexts)

0g =77V —=T—=>T—=0, =77

e Forward part of the impossible-differential prop-
erty
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T—09 =Y —T—T—03

e Backward part of the impossible-differential
property
Toop =yt sos T o=y o —
T—T— 7_1

e Backward part (requires partial decryption of
corresponding ciphertexts)

T o syt

4.1 Impossible-Differential Property

vV

-1
Contradiction

m
Active nibbles> ‘—‘

: : ; 0
T g, B y~! T T
S
T, -, T

Figure 7. 4-round-impossible-differential property

According to the Property 3.1, the sixth round of
the mCrypron is replaced with the equivalent round
function (7* o 7 0 ¢ o). In this case, of is located
in the impossible-differential property to reduce the
cryptanalysis’s overhead. Because by pushing the add-
key operation into the impossible-differential property,
it is not mandatory to sieve the amount of K*(©).

On the other hand, we have utilized a logical contra-
diction on the number of active S-boxes independent
from their positions. Formerly, impossible-differential
properties contained at least one middle state where
its truncated differential was not equal on both sides
of its property. In this property introduced here, it
has been illustrated that the number of active nibbles
of the final state on the forward side must be less
than or equal to 8 because we have two non-active
rows. On the other side, this number at the end of the
backward side must be more than or equal to 9. It is
because, at the input of the last 7 function, we have
at least three columns containing one active nibble
in each of them. Because of the branch number of 4,
at the output of the w function, we must have three
active nibbles for each column. In this case, the least
possible amount for active nibbles of this state is 9.

P X Z
0y y T T
w %4
o1 Y T
S
p
4-round impossible-differential property

Figure 8. Impossible-differential cryptanalysis of 7-round
mCrypton-64

4.2 Cryptanalysis Steps

By exploiting the result of Property 3.2, the compo-
sition of the last round and 7* functions have been
substituted with 7 o ¢% o . According to Figure 8,
the seven rounds of mCrypton-64 can be analyzed
through the following steps.

(1) Pre-computation,
(a) The first column in the first round,
(b) The second column in the first round,
(2) Gathering Data,
(3) Partial encryption,
(a) The first column in the first round,
(b) The second column in the first round,
(¢) The first column in the second round,
(d) The second column in the second round,
(4) Partial decryption,
(5) Brute-force of reduced key space.

Pre-computation (a): At the first round, according

to Figure 8, pairs (Z.,Z!,) can take, on average,
898

28 x % ~ 223 possible amounts. At this step, we

calculate the corresponding 22* pairs of (X. 0, X!,)

as follows.

X.o=("tom(Z,)

s

Xlo=("ton)(Z)

We create 216 hash-tables, HZ* (0 < m < 2!6), and
save pairs in the table which corresponds to the pair
difference, Hﬁ X0 Since the average number of pairs,
are 223 and number of tables are 26, there are 27
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pairs in each table.

Pre-computation (b): By following the same ap-
proach for the second column of the output pair of 7
function, (Z.1,7!;).

Xa=(""om)(Z,)

X! = (v om)(Z!,)

We create 216 hash-tables, H* (0 < m < 216). Ap-
proximately, 27 pairs have been saved in each table,
HP.

Gathering data: There are only two active columns
in the input (plaintext) block. At this step, for 2"
structures $[26(216 —4 x 15—1)]% ~ 2% pairs (P, P')
were deflned The required data at this step is equiv-
alent to 27132 chosen plaintexts.

Then, we check the corresponding ciphertext pairs,
(C,C"). For each pair, we discard it unless only the
first column of it will be active (Figure 8). Therefore,

the number of appropriate pairs is 27763 x 2748 =
2n+15.

Partial encryption (a): According to the approach
exploited by Mala et al. [24], since AP = AX, we
check the AP, for all remaining plaintexts, then go

to the corresponding hash table, ’HOA Po For each
plaintext pair, the value of the first column of ap-
propriate K (9 can be calculated as Py, @ Xo,:, and
Py, ® X}, .. Thus, for 27 pairs, 2% values (P & Xo,.
and Py . @ X . for each pair) approximately exist and
should be saved in the hash table.

According to Property 3.3, the value of the first
column of the master key is extracted from K. (0)
The number of memory access operations for each
plaintext pair is 28; thus, the operation is repeated
215 5 28 — 97 +23 times.

Partial encryption (b): Since the second column
of the plaintext and its corresponding master key are
entirely independent of their first column, this process
could be done in parallel with the previous step. By
exploiting an approach similar to “partial encryption
(a),” according to Property 3.3, for each element of
2714 pairs, 28 potential values for M K . exist. Then
we add the value of M K . to the corresponding list
of keys. Because of the similarity between these two
steps, the complexity of this step is entirely similar
to the previous step.

It should be indicated that the eight nibbles,
Zijy Zijy (0 <d,j < 1), at the end of this step,
have been determined. Moreover, a list of plain-
texts, ciphertexts, and potential MKy . and MK .
should be saved for each pair. The total number
of pairs for each MKy ., and M K. ;, on average, is

2n+15 % [22%]2 — 2n—1.

1S¢0ured)

Partial encryption (c): At this step, For each of
2"~ pairs, the value of AV, o should be calculated
as follows.

MK — K, KU
Wo,0 —’Y(ZooEBK )
Woo =1(Zyo @ K )
Wio=( i)
Wio=(Z; Ki?&)

AV. g = W(Woyo ® W ol[Wi,0 ® WY 4|0200)

It is important to indicate that at each round of
mCrypton-64 16 S-boxes are applied during the ~y
operation. Since at this step, only four S-boxes have
been calculated, and it is equivalent to i. Moreover,
the block cipher algorithm contains seven rounds.
Therefore, the number of operations is equivalent to
% X i x 21 % 232 = 9n+26.193 opceryptions. Moreover,
the probability that both the input and output of
the 7 function exactly contains two active nibbles is
275:591 (Table 3). The appropriate pairs at the end

of this step are almost 276591 pairs.

Partial encryption (d): Similar to the previous
step, the complexity of this step is £ x F x 2776591 x
232 = 9n+20.602 epcryptions. On the other hand, the
probability that the output of the 7 function is pre-
cisely active in the nibbles that were active for the
first column is % x 275591 = 98176 The appropri-
ate pairs at the end of this step are almost 2714767
pairs.

Partial decryption: At this step by sieving the 16

bits of K, (D , the first row of AS will be calculated.
Accordmg to the Observations 3.2, 3.3, it requires 6
bits of the master key added to the list of 32 bits.

MK.o, MK,
MKy 5[0], MKo[1]
MK, 5[0, MK, [1]
MK, 5[0, MKj,[1]

The value of ASj..
following approach.

Vo =71 (Cool" @ K57),
Ug. =" (Clo)" @ K57),
ASO}: = F*(UO,; D Uéy:)
If this row exactly contains one active nibble, the
corresponding key in the list will be discarded because,
in this case, the impossible differential property is
satisfied. Then, the corresponding 38-bit key vector

will not be checked with the remaining pairs. This
work helps us reduce the time complexity of this

— KS(_Y)

5

is determined according to the
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Table 4. Complexity parameters of the attack (n>27)

Attack Time Time Data Memory
step complexity (MA) complexity (Enc) complexity (CP) complexity (Bytes)
1oa - L x 224 = 219198 - 224 o g — 927
b - L x 224 = 219-198 - 224 o g — 927

2 _ 2ﬂ+32 2n+32 232 X 8 = 235
3-a 2n 15 i 98 = gnt23 - - 220 x 2 x 8 =22¢
3-b ont15 5 98 — gn+23 - - 220 x 2 x 8 = 224
3¢ - L x 292 x 21— 1 — gn+26.193 - B
3d N L x 232 x g7 —6:591 _ gn+20.602 N N

4 _ ﬁ x 238 x 210.183 — 244.376 _ 238 x é — 235

5 N 261 5 27— 2AT5 N N

Total 2n+24 gn+382 | 964 272495 2n+382 236

step. 4 S-boxes for U and 4 S-boxes for U’ should
be calculated during the operation. Therefore, these
processes are equal to half a round of mCrypton-64.
The complexity of this step is 4 x £ x A" x 238 A is the
total number of repeating this process for each of the
key-list elements. This parameter can be computed
as follows.

M—-1
N=M1-p™+ > (m+1)1-p)"p
m=0

f1+7[ (1-p)" ]

In this formula, M is the number of experiments
equivalent to the number of pairs 2714767 Moreover,
p is the probability that only we have one active
nibble in ASp .. According to Table 3, p = 2710183
and as a result, n > 27 = N = 219183 Therefore, by
choosing n > 27, the complexity of this step will be
1% 247183 — 944.376 epcryptions. At this step, we set
a 238 binary vector that each bit of it is related to
one of the key elements guessed during cryptanalysis.
If a key is determined as wrong during the process,
the corresponding bit will be flipped from “0” to “1”.

Brute-force of reduced key-space: After check-
ing the impossible-differential property, the num-
ber of the keys not discarded during this process,
whose corresponding bit is “0” during the last step,
s 264 x (1 — p)M. Using the Taylor’s distribution, it
will be concluded that (1 —p)™ ~ e~™P, The num-
ber of remaining keys are 20%¢=2"" o Thus, the
complexity of this step is equivalent to 264 -2
encryption operations.

4.3 Results

The complexity parameters of the attack steps can
be found in Table 4. As mentioned in [24] a memory
access operatlon can be considered as 55 round func-

20
tions or W encryptions that should be applied on
phrase (12).

_9n—24.95

2" P2 MA 27132 420 x e |Enc (12)

As a result, by choosing n = 27.0, the complexity
parameters of this method are as follows:

e Time complexity is 2°96 encryptions,
e Data complexity is 2°90 chosen plaintexts,
e Memory complexity is 2360 bytes.

5 Conclusion

This paper has discovered a 4-round impossible-
differential property on the mCrypton-64 family that
formerly its existence was proved in other work [31].
Also, it should be indicated that this property utilized
a new approach to contradiction, built on the incom-
patibility of the number of active nibbles instead of
using nibbles whose differentials are inconsistent.

Moreover, some vulnerabilities were found in the
mCrypton-64 key schedule algorithm. Using them,
the first impossible-differential cryptanalysis was suc-
cessfully applied to seven rounds of mCrypton-64.
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