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A B S T R A C T

Detecting Advanced Persistent Threats (APTs) is crucial, and a practical

approach involves using an intrusion detection system (IDS) integrated with

supervised machine learning algorithms. These algorithms require a balanced

dataset with ample attack samples to learn and recognize attack patterns

effectively. However, widely used APT datasets, such as DAPT2020 and

SCVIC-APT-2021, suffer from imbalance issues that limit the performance

of machine learning-based intrusion detection systems (IDS). We introduce

DSRL-APT-2023, a new balanced synthetic APT dataset generated using

CTGAN to address this challenge. The CTGAN model is trained on the

DAPT2020 dataset to create this balanced dataset. We evaluate and compare

the performance of six standard supervised machine learning algorithms

—Decision Tree, Support Vector Machine, K-Nearest Neighbor, Logistic

Regression, Random Forest, and Multi-Layer Perceptron— alongside an

intrusion detection system (IDS) called Intelligent Intrusion Detection System,

which is based on tree-structured machine learning models. Our evaluation

focuses on detecting attacks in DSRL-APT-2023 and compares its performance

to DAPT2020 and SCVIC-APT-2021. Additionally, we assess the data quality

of synthetic datasets generated by two prominent GANs, CopulaGAN, and

CTGAN, with CTGAN demonstrating slightly superior performance in

generating high-quality tabular data. Our results demonstrate that machine

learning algorithms and the Intelligent IDS can accurately detect attacks in the

synthetic dataset, as evidenced by the F1-Score metrics.
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1 Introduction

As technology advances, cyberattacks have grown
increasingly sophisticated, posing significant

business risks, including information theft. Cyberat-
tacks include Advanced Persistent Threats (APTs),
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which utilize multi-stage attacks employing advanced
tools and techniques. APT attackers primarily tar-
get large corporations, military organizations, and
government agencies —often with the backing of
hostile governments— and continuously seek ways to
penetrate network defenses [1].

One defense mechanism against cyber-attacks is
the Intrusion Detection System (IDS) [2]. IDS utilizes
various methods to detect intrusions, with those inte-
grating supervised machine learning algorithms show-
ing promise in detecting complex attack patterns [3].
These machine learning-based IDSes are crucial in
identifying different stages of APTs [1]. However, the
effective implementation of ML-based IDS for APTs
requires access to APT datasets with sufficient at-
tacks to learn traffic patterns and detect anomalies.
Most APT attacks aim to gain and maintain persis-
tent access to a target network, rather than quickly
breaching and exiting. These attacks are typically
long-term, with attackers remaining largely invisible
and often undetectable in the short term [1]. Unfor-
tunately, most companies are reluctant to share their
APT datasets due to privacy concerns, and existing
APT datasets need to be more balanced.To address
these issues, this paper introduces DSRL-APT-2023,
a new balanced synthetic APT dataset generated us-
ing CTGAN.

Currently, publicly available APT datasets, such as
DAPT2020 [4] and SCVIC-APT-2021 [5], are widely
used for training supervised machine learning algo-
rithms. However, both datasets are imbalanced, with
the number of attack traffic samples significantly
lower than that of standard traffic samples. This im-
balance leads to poor detection performance for ma-
chine learning-based IDS when dealing with under-
represented categories of attack traffic samples. To
train CTGAN, we used one of the most popular APT
datasets, DAPT2020, and our new synthetic APTs
dataset is an updated version of the DAPT2020 that
is balanced and has sufficient attack samples.

Recently, Generative Adversarial Networks
(GANs), introduced by Ian Goodfellow [6], have
gained significant attention from researchers. These
deep neural networks employ a two-player game
approach to learn the distribution and patterns of
training data, with the primary objective of gen-
erating new synthetic data closely resembling the
characteristics of the training data. GANs are helpful
for generating realistic images and tabular datasets
and apply to various machine-learning tasks. There
are different types of GANs according to the data
format they generate or their architecture [7]. Two
types of GANs, CTGAN [8] and CopulaGAN [9], can
be used for generating tabular datasets and are part

of the open-source synthetic data generation ecosys-
tem SDV–The Synthetic Data Vault [10]. Moreover,
in this paper, we evaluate and compare DSRL-APT-
2023 with DAPT2020 and SCVIC-APT-2021 using
six standard supervised machine learning algorithms:
Decision Tree, Support Vector Machine, K-Nearest
Neighbor, Logistic Regression, Random Forest, Multi-
Layer Perceptron, and the Intelligent Intrusion De-
tection System introduced by Yang et al. [11]. This
IDS utilizes an ensemble training approach with four
tree-based machine-learning algorithms. Our goal
is to determine whether the synthetically generated
attacks can recognized by the IDS.

We also demonstrate that all these six machine
learning algorithms and the intelligent intrusion de-
tection system detect attacks in our synthetic APT
dataset according to the F1-Score criteria. Our focus
is on multiclass classification rather than binary clas-
sification, as it allows for a more comprehensive evalu-
ation of the performance of various machine learning-
based IDS in detecting different types of intrusions.
We also compare two prominent GANs, CTGAN, and
CopulaGAN, using quality report metrics from the
SDMetric library [12]. The results show that CTGAN
outperforms CopulaGAN in terms of data quality. As
far as we know, This is the first study to use GANs
for generating synthetic APT datasets for machine
learning-based IDS, although GANs have primarily
generated images in previous applications.

Contributions of this paper include:

• Generation of a new balanced synthetic APT
dataset with sufficient attack samples.

• Comparison of two well-known GANs that gen-
erate tabular datasets and evaluation of these
models regarding dataset quality.

• Evaluation of the performance of six commonly
used ML algorithms and The Intelligent Intru-
sion Detection System (IDS), demonstrating
their accurate detection of attacks on DSRL-
APT-2023 compared to DAPT2020 and SCVIC-
APT-2021.

The organization of this paper is as follows: Sec-
tion 2 discusses related work in which researchers
generated cyber-attack datasets by implementing a
testbed or using GANs. Section 3 introduces the
principles of traditional and improved GANs and
two GANs that generate tabular datasets. Section 4
discusses the DAPT2020 , SCVIC-APT-2021 , and
DSRL-APT-2023 datasets. Section 5 presents exper-
imental results and compares DAPT2020, SCVIC-
APT-2021, and DSRL-APT-2023. Finally, Section 6
provides the conclusions.
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2 Related Work

Many studies have focused on generating attack traffic
datasets, distinct from our paper’s focus. We review
several well-known attack traffic datasets suitable
for training supervised machine learning algorithms
and ML-based intrusion detection systems, as well as
those featuring various attack categories.

In [13], The Communications Security Establish-
ment and the Canadian Institute for Cybersecurity
created the CSE-CIC-IDS2018 dataset. CSE-CIC-
IDS2018 dataset includes various attack scenarios,
such as DoS, DDoS, Heartbleed, Brute Force, Bot-
net, Web attacks, and insider network infiltration.
The B-Profile generates benign traffic, while the M-
Profile outlines the attack scenarios clearly. The Cana-
dian Institute for Cybersecurity [14] created the CIC-
IDS2017 dataset and used the B-Profile system to
generate background network traffic. CIC-IDS2017
comprises attacks such as Brute Force FTP, Brute
Force SSH, DoS, Heartbleed, Web Attacks, Infiltra-
tion, Botnet, and DDoS. B-Profile utilized in [13, 14]
abstracted human interactions and produced natural,
benign background traffic. Australian Centre for Cy-
ber Security created the UNSW-NB15 [15] dataset
using the IXIA Storm tool to extract a combination of
modern normal and attack behaviors. DAPT2020 [4]
was created by Myneni et al. and includes various at-
tack types related to APT. The team configured two
virtual machines on physical servers: public virtual
and private virtual machines. They installed vulner-
able software and services on the public virtual ma-
chine. Two teams carried out four APT scenarios, one
consisting of normal users and the other of attackers.
SCVIC-APT-2021 [5] is another APT dataset created
by Liu et al., which implements a multi-domain en-
vironment with two domains and four sub-networks.
Attackers in SCVIC-APT-2021 carried out the APT
in five stages.

ISCXIDS2021 dataset [16, 17], created by the Cana-
dian Institute for Cybersecurity, includes multi-stage
attacks across four scenarios: infiltrating the network
from inside, DoS, Brute Force SSH, and DDoS. Re-
searchers executed each attack scenario at different
times. They used the Alpha profile to generate back-
ground network traffic and the Beta profile to rep-
resent the attack scenarios. The DARPA98 dataset
was created by simulating a typical US Air Force
LAN deployment. DARPA98 includes various types
of attacks categorized into four groups: probe, denial
of service (DoS), user-to-root (U2R), and remote-to-
local (R2L) [18]. Sangster et al. [19] organized a cy-
ber warfare competition to create an attack dataset.
Cyber warfare lasted four days and involved two
types of participants: defenders and attackers. Sen-

sors strategically placed across the network collected
data. Yusuke et al. [20] proposed a novel approach
for generating a labeled APT dataset based on the at-
tack model defined in MITRE’s ATT&CK framework.
They introduced a dataset called APTGen, which
provides detailed insights into generating a labeled
APT dataset. Regarding the mentioned datasets, only
DAPT2020, APTGen, and SCVIC-APT-2021 per-
tain to APT scenarios. Only DAPT2020 and SCVIC-
APT-2021 provide diverse attack samples suitable
for training supervised machine-learning algorithms.
However, both datasets suffer from imbalance issues,
where standard traffic samples significantly outnum-
ber attack traffic samples. This imbalance prevents
machine learning algorithms from effectively learn-
ing attack traffic patterns and biases them toward
standard traffic samples.

In this work, we used these two datasets to evaluate
the performance of machine learning algorithms and
compare them with our newly generated synthetic
dataset. In the remainder of this section, we discuss
the studies conducted by researchers who utilized
GANs to balance different types of attacks in various
datasets, all of which are non-APT. Bourou et al. [21]
utilized CTGAN, CopulaGAN, and TGAN for data
augmentation in the NSLKDD dataset, which origi-
nates from DARPA98, to compare the performance of
these GANs. Their study focused exclusively on the
DoS attack, generating additional synthetic data for
this attack using the GANS above. They conducted
a comprehensive evaluation and comparison based
on various criteria, demonstrating that all the GANs
could generate high-quality datasets with similar re-
sults. Furthermore, their findings revealed that ma-
chine learning algorithms can effectively detect DoS
attacks when the dataset is balanced. Wang et al. [22]
employed CTGAN to augment Bot and Brute Force
attack samples in the CICIDS2017 dataset. They uti-
lized KNN, MLP, and SVM classifiers to detect these
attacks. Their results demonstrated that these algo-
rithms achieved high attack detection rates for these
attacks when the dataset was balanced.

Dina et al.[23] utilized CTGAN and SMOTE for
data augmentation in the NSLKDD and UNSW-NB15
datasets, generating more attack samples in these
datasets. They evaluated several classifiers, including
DT, SVM, RF, MLP, LSTM, CNN, and two deep
learning-based intrusion detection systems, PB-DID
and CNN-BiLSTM. Their findings demonstrated that
these IDSs could accurately detect attacks generated
using CTGAN. However, in most cases, the accuracy
of these algorithms in detecting attacks generated
with SMOTE decreased. Cullen et al. [24] developed
a new dataset of anonymous traffic related to Tor and
VPN, named CMU-SYNTRAFFIC-2022, as an up-
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dated version of the CIC-Darknet2020 dataset with
balanced attacks. They employed CTGAN, Copula-
GAN, SMOTE (Synthetic Minority Over-sampling
Technique), and VAE (Variational Autoencoder) to
generate their dataset. Their first experiment found
that CopulaGAN produced higher-quality anonymous
data than the other methods. Finally, they evalu-
ated the detection performance of ML algorithms, in-
cluding RF, XGBoost, and LightGBM, on their new
dataset. Their results showed that these algorithms
detected attacks generated using SMOTE more accu-
rately than those generated by the other methods.

3 GAN

The Generative Adversarial Network (GAN) is a ma-
chine learning model comprised of two Neural Net:
Generator G, and Discriminator D. Generator G ac-
quires knowledge of a data pattern with the distri-
bution pdata(x) of the actual data x and generates a
new synthetic sample G(z) by utilizing an input noise
variable z that has the same distribution p(z) as x. D
distinguishes between actual and synthetic samples,
while Generator G is trained to deceive D into classi-
fying synthetic samples as usual. The training process
continues until the network reaches a Nash equilib-
rium, with the GAN’s objective function represented
by the following equation from [21].

min
G

max
D

V (D,G) = Ex∼pdata(x)
[logD(x)]

+ Ez∼pz(z)[log (1−D(G(z)))] (1)

According to Equation (1), D maximizes the prob-
ability of classifying the actual data x as genuine
and synthetic data G(z) as fake. Generator G tries
to minimize the probability that D classifies sam-
ples correctly. The global optimum for this model is
when pdata = px. Initially, GANs encountered sev-
eral issues, such as mode collapse, gradient vanishing,
and unstable training. To tackle these challenges, re-
searchers proposed new techniques and architectures
for GANs [24].

3.1 GANs in Tabular Data Generation

Traditional GANs encounter limitations in generat-
ing tabular datasets, mainly when these datasets are
multi-distribution and imbalanced, containing var-
ious types of data, such as discrete and numerical
variables [8]. To overcome these challenges, Xu et
al. [8] introduced CTGAN, a GAN designed to simul-
taneously preprocess numeric and discrete columns
while handling imbalanced and multi-modal tabular
datasets.

CTGAN incorporates mode-specific normalization
to address continuous columns with multiple distribu-
tions. It employs the Variational Gaussian Mixture
Model (VGM) for each continuous column individu-
ally, to identify the number of modes in a numerical

column. Once the number of modes is determined,
the values in the column are normalized using the
help of formula below.

αi,j =
ci,j − ηm
4ϕm

where ci,j is the value in continuous column Ci, and
m represents the chosen mode for this value.

To address imbalanced data in discrete columns,
CTGAN employs a conditional generator and utilizes
training through sampling. A specific column with
categorical data acts as a constraint for data genera-
tion and sampling, represented by a one-hot encoding
vector called the Cond vector. This constraint is inte-
grated into the loss function during training, enabling
the model to learn and implement. The CTGAN gen-
erator G takes random noise and the Cond vector as
inputs to replicate the desired constraint. CTGAN
randomly selects a column during the generation pro-
cess and uses a chosen category as a condition. The
category selection uses a probability mass function,
assigning probabilities to categories based on their fre-
quencies in the selected column. This method ensures
the generation of less frequent categories. Equation
(2) shows the rebuilt distribution of the train data in
which k∗ is the i∗th discrete column Di∗ value.

P(row) =
∑

k∈Di∗

Pg(row|Di∗ = k)P (Di∗ = k) (2)

CopulaGAN, an extension of CTGAN, employs a
cumulative distribution function (CDF) [25] through
Gaussian copulas. Using these CTGAN alternatives,
CopulaGAN enhances data learning and applies cop-
ulas from probability theory to model dependencies
between random variables.CopulaGAN learns the un-
derlying data more effectively during training than
CTGAN [20].

3.2 Evaluation Metrics of Tabular GAN
Quality

We used Quality Reports from the SDMetric li-
brary [13] to evaluate datasets generated by CTGAN
and CopulaGAN. Quality Report offers insights into
the shapes of columns and trends in column pairs.
The shape of a column reflects its overall distribution,
with a higher score indicating a more remarkable
similarity between the distributions of actual and syn-
thetic data. Metrics specific to column types assess
this property: KSComplement evaluates numerical
values, while TVComplement handles categorical
values.

For numerical values, the KSComplement metric
uses a statistical method called the Kolmogorov-
Smirnov statistic [26]. This method converts a nu-
merical distribution into its cumulative distribution
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function (CDF). The KS statistic is then calculated
by comparing the two CDFs and determining their
maximum difference, resulting in a value between 0
and 1. In SDMetrics, the KSComplement inverts the
statistic, returning 1−KS statistic.

TVComplement is a metric that measures the To-
tal Variation Distance (TVD) between the training
and synthetic categorical columns. It starts by cal-
culating the frequency of each category value and
representing it as a probability. The TVD statistic is
then computed by comparing the differences in these
probabilities, as shown in the following equation.

δ(R,S) =
1

2

∑
ω∈Ω

(Rω − Sω) (3)

Here, ω represents all categories in a column, Ω, while
R and S denote the actual and synthetic frequencies
for all values in a categorical column. TVComplement
calculates 1 − TVD, with higher scores indicating
higher quality.

The column pair trends refer to the relationship
between two columns in actual and synthetic data,
highlighting how the columns are associated (e.g.,
correlated). Different metrics are used to evaluate
this property depending on the data type. Table 1
presents the metrics for each data type [12].

Table 1. Metrics of column pair trends

Column Types Metric

Numerical with another Numerical Correlation Similarity

Categorical with another Categorical Contingency Similarity

Numerical with a Categorical Contingency Similarity

According to Table 1, Correlation Similarity mea-
sures the correlation between a pair of numerical
columns, comparing the trends of 2D distributions
and computing the similarity between the actual and
synthetic data. For columns A and B, Correlation
Similarity calculates a correlation coefficient on the
actual and synthetic data, represented by R and S,
respectively. Values are normalized, and a specific
equation is employed to derive a similarity score. The
equation for this process is as follows.

Score(Correlation Similarity) = 1−
SA,B −RA,B

2
(4)

Correlation Similarity supports both the Pearson
correlation coefficient [27, 28] and Spearman’s rank
correlation coefficient [29, 30].

The Contingency Similarity method compares two
categorical data columns, A and B. It generates a
normalized contingency table [31] for both the actual
and synthetic data, illustrating the proportion of rows
with each combination of categories in columns A and
B. The method then calculates the Total Variation
Distance [32] between the two contingency tables and

subtracts the distance from 1 to ensure that a high
score signifies high similarity. The equation for this
method is as follows.

Score(contingency) = 1−
1

2

∑
α∈A

∑
β∈B

∣∣Sα,β −Rα,β

∣∣ (5)

In the above, α determines all the categories in
categorical columns A and B. β expresses all the
categories in column B. R and S refer to the actual
and synthetic frequencies for those categories.

4 DAPT2020 , SCVIC-APT-2021,
and DSRL-APT-2023 Datasets

One well-known publicly available APT dataset is
DAPT2020 [4]. DAPT2020 includes 86691 traffic sam-
ples of both standard and attack activities, and 85
features extracted by CICFlowometer 1 . Attackers in
DAPT2020 perform their attacks in four stages.

Reconnaissance: Successful attacks start with Re-
connaissance. Understanding the target increases the
chances of success.

Establish Foothold: This stage marks the success-
ful infiltration of attackers into the victim’s network.
They must first establish a presence within the tar-
get’s network to achieve their goal.

Lateral Movement: If attackers want to undermine
critical endpoints or steal sensitive information, they
must move laterally within the victim network to
locate them.

Data Exfiltration: In this stage, attackers attempt
to obtain sensitive organizational data, which they
then send to a remote server. Additionally, they dis-
able or destroy critical endpoints within the victim
organization [1].

The dataset contains two labels: one related to
the attack stage and another to the attack activity
within a stage. This study focuses on the attack name
label. Statistical analysis of DAPT2020 reveals that
over 70 percent of the records correspond to standard
traffic samples, totaling 63,712 records. SCVIC-APT-
2021 [5] contains five stages of APTs and 85 features
extracted by CICFlowmeter. The label in SCVIC-
APT-2021 indicates the phase of an APT, but the
dataset is imbalanced, with standard traffic samples
significantly outnumbering attack traffic samples.

Statistical analysis of SCVIC-APT-2021 reveals
that more than 98 percent of the total records repre-
sent standard traffic samples, amounting to 310,419
records. The DSRL-APT-2023 dataset 2 comprises
65,000 records across various attack traffic classes
and 85 features. Though the number of attack classes

1 CICFlowMeterLink
2 DSRL-APT-2023 Link
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differs, these features mirror those in the DAPT2020
dataset. Each attack class contains 5,000 records,
while the standard traffic sample includes 10,000. Ta-
ble 2 presents the features of the DSRL-APT-2023
dataset.

5 Experimental Results

We preprocessed the DAPT2020 dataset before feed-
ing it into CTGAN and CopulaGAN. We converted
the source and destination IP address features, ini-
tially in IPV4 format as 32-bit integers separated by
dots, to integer format for numerical processing in
CTGAN and CopulaGAN. After generating synthetic
attack records, we reverted them back to the IPV4
Address format.

The protocol feature in DAPT2020 represents the
protocol number for each traffic record, with values 6
(TCP) and 17 (UDP). This column was converted to
categorical values during generation to ensure consis-
tent representation (TCP and UDP) in the synthetic
dataset. After synthesizing new attack records, we
converted the categorical values back to numerical
format. We generated 5000 synthetic attack records
for each attack type in DAPT2020, using 300 epochs
and a generator learning rate of 2× 10−4 in both CT-
GAN and CopulaGAN. Standard traffic samples were
obtained by randomly selecting 10,000 samples of
normal network traffic from DAPT2020 rather than
generating them. The quality reports for CTGAN
and CopulaGAN are 80.99 and 78.08, respectively.
Both models show comparable evaluations regarding
column pair trends, achieving a score of 0.85 each.
CTGAN outperforms CopulaGAN in marginal dis-
tribution, with average values of 77.15 and 71.66, re-
spectively.

Following the generation of our synthetic dataset,
supervised machine learning algorithms were em-
ployed to evaluate its performance and compare
it against the DAPT2020 and SCVIC-APT-2021
datasets. To train the machine learning algorithms,
we converted all categorical features into numerical
variables using label encoding [33]. This method
assigns a unique integer to each category, enabling
machine learning algorithms to process the data
effectively. We excluded the flow ID feature from all
datasets. In the DAPT2020 and DSRL-APT-2023
datasets, we converted the timestamp feature to a
datetime format and extracted the hours, minutes,
seconds, and the day of the attack. Conversely, in the
SCVIC-APT-2021 dataset, the timestamp feature
was omitted. Extracting information from the times-
tamp feature proved valuable in DAPT2020 because
some attacks occurred at different times.

The decision to retain or remove specific columns,

such as the timestamp, varies depending on the
dataset’s characteristics, and some researchers choose
to exclude it altogether. Additionally, the source and
destination IP address feature was converted from IP
format to integer format to facilitate the training of
machine learning algorithms. DAPT2020 and DSRL-
APT-2023 datasets were free of duplicate and NaN
(Not a Number) records. However, SCVIC-APT-2021
contained duplicate entries, infinity, null, and NaN
values, all subsequently removed. To scale the data,
we employed the min-max normalization method [33],
ensuring all features fall within a specific range. The
formula for this normalization method is provided in
the following equation.

Xnew =
Xi −min(X)

max(X)−min(X)
(8)

We employed a rigorous approach to feature engi-
neering by utilizing 10-fold cross-validation to par-
tition the training and test sets for DSRL-APT-
2023 and DAPT2020 datasets. The DSRL-APT-2023
dataset utilized Random Forest algorithms for fea-
ture selection, which were instrumental in identifying
the most informative features. Analyzing the feature
importance scores generated by the Random Forest
model allowed us to identify and select the 46 most
relevant features for training the machine learning al-
gorithms. Selected features include a range of network
traffic attributes such as IP addresses, ports, packet
lengths, flow durations, byte rates, and inter-arrival
times. To enhance the robustness of our feature set,
we incorporated statistical measures and temporal
details. For example, packet length statistics and flow
rates offer insights into traffic patterns, while tem-
poral attributes such as the day of the week, hour,
and minute provide context on time-based variations
in network activity. This detailed feature selection
process ensures that the chosen attributes compre-
hensively capture network behavior and facilitate the
detection of complex patterns.

The inclusion of these engineered features had a
profound impact on detection performance. Carefully
selecting and incorporating these features enhanced
the model’s capacity to identify subtle anomalies and
stages of advanced persistent threats (APT) within
network traffic. Random Forest-based feature selec-
tion refined the feature set and significantly boosted
the detection system’s overall predictive accuracy and
robustness. This thorough explanation of feature engi-
neering methods underscores their pivotal role in op-
timizing performance and offers valuable insights into
their effect on the efficacy of the detection process.

Tables 4, 5, and 6 present the detection perfor-
mance results of machine learning algorithms and the
intelligent Intrusion detection system on the datasets
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Table 2. Features in the DSRL-APT-2023 Dataset

Flow ID, Src IP, Src Port, Dst IP, Dst Port, Protocol, Timestamp, Flow Duration,

Total Fwd Packet, Total Bwd Packet, Total Length of Fwd Packet, Total Length of Bwd Packet,

Fwd Packet Length Max, Fwd Packet Length Min, Fwd Packet Length Mean, Fwd Packet Length Std,

Bwd Packet Length Max, Bwd Packet Length Min,

Bwd Packet Length Mean, Bwd Packet Length Std, Flow Bytes/s, Flow Packets/s,

Flow IAT Mean, Flow IAT Std, Flow IAT Max, Flow IAT Min,

Fwd IAT Total, fwd IAT Mean, Fwd IAT std,

Fwd IAT max, Fwd IAT min, Bwd IAT Total, Bwd IAT Mean,

Bwd IAT Std, Bwd IAT std, Bwd IAT max, Bwd IAT Min

Fwd PSH Flags, Bwd PSH flags,

Fwd URG flags, Bwd URG flags, Fwd Header Length, Bwd Header Length,

Fwd Packets/s, Bwd Packets/s, Packet Length Min, Packet Length Max, Packet Length Mean,

Packet Length Std, Packet Length Variance, FIN flag Count, SYN flag Count, RST flag,

Count, PSH flag Count, ACK flag Count, URG flag Count,

CWR flag count, ECE, flag Count, Down/UP Ratio, Average Packet Size,

Fwd Segment size Avg, Bwd Segment Size Avg,

Fwd Bytes/Bulk Avg, Fwd Packet/Bulk Avg, Fwd Bulk Rate Avg, Bwd Bytes/Bulk Avg,

Bwd Packet/Bulk Avg, Bwd Bulk Rate Avg,

Subflow Fwd Packets,

Subflow Fwd Bytes, Subflow Bwd Packets,

Subflow Bwd Bytes, Bwd Init Win Bytes, Fwd Init Win Bytes, Fwd Act Data Pkts,

Fwd Seg Size Min, Active Mean, Active Std, Active Max, Active Min,

Idle Mean, Idle Std, Idle Max, Idle Min, Activity, Stage

Table 3. Selected DSRL-APT-2023 Features

Src IP, Src Port, Dst IP, Dst Port, Protocol, Flow Duration,

Total Length of Fwd Packet, Total Length of Bwd Packet,

Fwd Packet Length Min, Fwd Packet Length Std, Bwd Packet Length Max, Bwd Packet Length Min,

Bwd Packet Length Mean, Bwd Packet Length Std, Flow Bytes/s, Flow Packets/s,

Flow IAT Mean, Flow IAT Std, Flow IAT Max, Flow IAT Min,

Fwd Packets/s, Bwd Packets/s, Packet Length Min, Packet Length Max, Packet Length Mean,

Packet Length Std, Packet Length Variance, Average Packet Size, date dow name, Bwd Segment Size Avg, Subflow Bwd Packets,

Subflow Bwd Bytes, Bwd Init Win Bytes, Active Mean, Active Max, Active Min,

Idle Mean, Idle Std, Idle Min, hour, min, Stage

DSRL-APT-2023, DAPT2020, and SCVIC-APT-
2021. We employed various performance measures to
assess the efficiency of machine learning algorithm
models. In the case of a multiclass classification prob-
lem, we created a confusion matrix, which allowed us
to derive basic performance measures such as True
Positive (TP), True Negative (TN), False Positive
(FP), and False Negative (FN). These measures were
then used to compute several performance metrics,
including Precision, Recall, and F1 Score. Table 4
compares the F1 scores of various machine learn-
ing algorithms on three datasets: DSRL-APT-2023,
DAPT2020, and SCVIC-APT-2023. For the DSRL-
APT-2023 dataset, the algorithms demonstrate high
F1 scores, with the intelligent intrusion detection
system achieving the highest score of 1. In contrast,
the DAPT2020 and SCVIC-APT-2023 datasets show
lower F1 scores across most algorithms, indicating
that the DSRL-APT-2023 dataset enables better
model performance.

Table 5 presents the Recall values for the same
algorithms on the three datasets. Like the F1-Score
results, the DSRL-APT-2023 dataset shows superior
Recall across all models, with the intelligent intrusion
detection system again achieving the highest Recall
of 1. The DAPT2020 and SCVIC-APT-2023 datasets
generally exhibit lower Recall values, suggesting that
models better identify relevant instances in the DSRL-
APT-2023 dataset.

Table 6 demonstrates that the DSRL-APT-2023
dataset achieves the highest Precision across all mod-
els, with the intelligent intrusion detection system
scoring a perfect 1.

6 Conclusion

Advanced Persistent Threats (APTs) are highly or-
ganized and sophisticated cyberattacks. Attackers
executing APTs utilize customized tools and pos-
sess advanced skills, often targeting large commercial
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Table 4. F1-Score Performance Examination Results for Ma-

chine Learning Algorithms on DSRL-APT-2023, DAPT2020,

and SCVIC-APT-2021 Datasets

Dataset DT SVM KNN RF LR MLP Tree based IDS

DSRL-APT-2023 (ours) 0.97 0.98 0.99 0.98 0.95 0.98 1

DAPT2020 0.92 0.55 0.71 0.62 0.42 0.83 0.93

SCVIC-APT-2023 0.58 0.67 0.71 0.71 0.60 0.61 0.86

Table 5. Recall Performance Examination Results for Machine

Learning Algorithms on DSRL-APT-2023, DAPT2020, and
SCVIC-APT-2021 Datasets

Dataset DT SVM KNN RF LR MLP Tree based IDS

DSRL-APT-2023 (ours) 0.97 0.98 0.99 0.98 0.95 0.98 1

DAPT2020 0.91 0.52 0.70 0.56 0.42 0.81 0.94

SCVIC-APT-2023 0.59 0.63 0.68 0.68 0.56 0.69 0.87

Table 6. Precision Performance Examination Results for Ma-
chine Learning Algorithms on DSRL-APT-2023, DAPT2020,
and SCVIC-APT-2021 Datasets

Dataset DT SVM KNN RF LR MLP Tree based IDS

DSRL-APT-2023 (ours) 0.97 0.98 0.99 0.98 0.95 0.98 1

DAPT2020 0.95 0.65 0.74 0.83 0.45 0.87 0.92

SCVIC-APT-2023 0.59 0.75 0.75 0.75 0.71 0.58 0.85

and military organizations. These attackers persist in
their goals and can remain undetected for extended
periods. Detecting APTs is a critical task, commonly
addressed through intrusion detection systems inte-
grated with supervised machine learning algorithms.
However, these machine-learning algorithms are prac-
tical only when sufficient APT-related attack traffic
samples are available. Due to privacy concerns, many
organizations are reluctant to share APT datasets,
resulting in a scarcity of publicly available datasets.
To our knowledge, there are only three public APT
datasets: DAPT2020, SCVIC-APT-2021, and APT-
Gen. Among these datasets, only DAPT2020 and
SCVIC-APT-2021 can be used to train machine learn-
ing algorithms, and they contain different types of
attacks. Unfortunately, both datasets suffer from im-
balance issues, with standard traffic samples outnum-
bering attack traffic samples, which leads to low de-
tection rates when machine learning algorithms are
applied to detect APTs. To address this challenge,
we generated a new balanced synthetic APT dataset,
DSRL-APT-2023, using CTGAN. This dataset is an
improved version of DAPT2020, containing more at-
tack traffic samples. Our study demonstrates that var-
ious machine learning algorithms, including Decision
Trees, Support Vector Machines, K-nearest Neigh-
bors, Logistic Regression, Random Forests, Multi-
Layer Perceptrons, and the Intelligent Intrusion De-
tection System, can accurately detect attacks in our
synthetic dataset, as evaluated by the F1-Score met-

ric. Detailed performance results for these algorithms
are presented in Tables 4, 5, and 6. Logistic Regres-
sion exhibited the highest improvement in detecting
attacks in our dataset, while the Intelligent Intrusion
Detection System consistently demonstrated superior
performance across all datasets. Additionally, we con-
ducted a comparison between CTGAN and Copula-
GAN. Our findings indicate similar performance in
column pair trends, but CTGAN outperforms Copu-
laGAN in the marginal distribution criteria. Future
research could explore enhancing detection accuracy
through ensemble methods, feature engineering, and
incorporating temporal and dynamic features. Real-
world validation is also essential to assess the scal-
ability and efficiency of the proposed algorithms in
diverse network environments. However, it is essen-
tial to acknowledge the limitations of our study. The
synthetic nature of the DSRL-APT-2023 dataset may
not fully replicate real-world APT scenarios. Further-
more, the performance of machine learning algorithms
can vary depending on dataset characteristics and hy-
perparameters, and the evaluation metrics may only
partially reflect real-world effectiveness. Additionally,
while our comparison between CTGAN and Copu-
laGAN provides valuable insights, it could be more
extensive in scope and may only cover some aspects
of performance. Addressing these limitations and ex-
ploring future research directions can contribute to
advancing APT detection techniques and developing
more robust intrusion detection systems.
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