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A B S T R A C T

The highest level in Endsley’s situation awareness model is called projection,

when the status of elements in the environment is predicted shortly. In

cybersecurity situation awareness, the projection for an Advanced Persistent

Threat (APT) requires predicting the following step of the APT. So far,

reinforcement learning has not been used to project the following step of APTs.

In reinforcement learning, the agent uses the previous states and actions to

approximate the best action of the current state. When the number of states

and actions is abundant, the agent employs a neural network to approximate

the best action of each state. This paper presents a deep reinforcement learning

system to project the following step of APTs. As there is some relation between

attack steps, we employ the Long Short Term Memory (LSTM) method

to approximate the best action of each state. In our proposed system, we

project the following steps of APTs based on the current situation. We have

evaluated our proposed deep reinforcement learning system on DAPT2020

and SCVIC-APT-2021 datasets. Based on the evaluations performed on the

mentioned datasets, four criteria F1, precision, recall, and loss were obtained:

0.9533, 0.9352, 0.97, 0.0143 for the DAPT2020 dataset and 0.9585, 0.9397,

0.978, 0.0124 for SCVIC-APT-2021 dataset, respectively. Although there is

no previous research on using reinforcement learning for APT projection,

our results compared to the previous supervised and unsupervised methods

proposed for multi-step attack projections indicate appropriate functioning.

© 2025 ISC. All rights reserved.

1 Introduction

Expanding cyberspace capacities, opportunities,
threats, and applications have increased motiva-

tion and efforts to improve detection and perception.
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Information sources that are stored on computers
are worthy targets for terrorist and criminal groups,
hostile governments, and spy agencies, political and
economic rivals. Although the application of infor-
mation and communication technology has made it
possible to communicate and manage efficiently, it
has enabled hostile individuals and organizations to
identify and exploit vulnerabilities in seemingly se-
cure computer networks. Cyberspace protection and
maintenance is more complex than traditional infor-
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mation and communication networks.

In cyberspace, threats are complex, including inter-
nal and external attackers with different skill levels.
Currently, attackers use automated tools to exploit
and control target systems remotely. When systems
are infiltrated, attackers use them to carry out more
attacks and achieve their next targets. In this case, cy-
bersecurity situation awareness is essential for analyz-
ing cyberspace and detecting ever-changing threats.

Situation awareness is a cognitive process that
can perceive and comprehend the current situation
and project the near future. Then, based on the ob-
tained awareness, a plan, decision, and act can be
performed [1]. There are different definitions for situa-
tion awareness. One of the most famous of which was
provided by Mica Endsley in 1995 [2]: “Situational
awareness or situation awareness (SA) is the percep-
tion of environmental elements and events concerning
time or space, the comprehension of their meaning,
and the projection of their future status.”

This definition subtly distinguishes between three
levels of situation awareness: perception (including
observation), comprehension, and projection (includ-
ing prediction). Its lowest level is observation and
perception, and the highest level is the projection of
the near future, that is, the projection of the current
situation into the future to predict the evolution of
the tactical situation. The highest level in Endsley’s
situation awareness model is called projection when
the status of elements in the environment is predicted
shortly. In cybersecurity situation awareness, the pro-
jection for an Advanced Persistent Threat (APT) is
to predict the following step of the APT [3]. Espe-
cially in cybersecurity awareness, predicting future
cyberattacks or the following step of the current at-
tack is crucial.

Attacks usually take long periods for cyber espi-
onage or sabotage and involve a lot of reconnaissance,
exploitation, and obfuscation activities. In general,
the future activity of the attack is predicted through
current destructive activities. Such projections re-
quire analyzing potential attack paths based on the
network and system vulnerabilities and knowledge
about attacker behavioural patterns. Projection of
Advanced Persistent Threats (APT) requires mod-
elling the penetration process over time. This model
is much broader than traditional definitions in intru-
sion detection, in which the focus is on studying the
vulnerabilities and exploitation of the system. Rein-
forcement learning may be used for the projection
of APTs. In reinforcement learning problems, some
agents interact with the environment through trial
and error and learn to select the optimal action. In
this type of learning, there are no external observers,

and the agents interact with the environment alone,
learn and gain experience, and receive a reward [4].

In reinforcement learning, agents are equipped with
sensors to identify the environment’s features. These
features describe the environment states. Then, the
agents influence the environment by performing some
actions. Therefore, the agents will receive rewards
based on their actions next time. When the number
of states and actions is abundant, the agent employs
neural networks to approximate the best action of
each state. An interested reader is referred to [4] to
learn about the details of reinforcement learning. As
we have stated, reinforcement learning can be used to
project the following step of APTs. In reinforcement
learning, the agent interacts with the environment
for APT projection. Hence, it is suitable for unknown
APT projection. Moreover, deep learning can be used
to approximate the best action of each state.

In [3], the researchers distilled several tasks that
pose a use case of prediction or forecasting in cyber
security. The tasks are summed up in Table 1. His-
torically, the first such use case is attack projection,
which is closely tied to intrusion detection. The task
is to predict what an attacker (in an already observed
attack) will do next.

In this paper, we focused on attack projection.
Based on the description in Table 1, we want to know
what an adversary will do next. APT threats follow
various stages corresponding to the kill chain, and
our model enables us to anticipate the subsequent
step during every phase of the attack. This paper pro-
poses a deep reinforcement learning system for APT
projection. We determine the essential parameters
of our proposed system. Due to the significant im-
pact of these parameters on the result of projection,
we train the agent with different parameter values
and evaluate the results to assign the best values to
them. Finally, we evaluate our proposed system and
calculate F1, precision, recall, loss, and average time.

The innovations of this paper are as follows:

• Proposition of a novel APT projection system
utilizing deep reinforcement learning

• Assessment of the suggested system on two APT
datasets named DAPT2020 and SCVIC-APT-
2021

The following section reviews previous research on
attack prediction and projection. Section 3 provides
preliminary definitions of deep reinforcement learning,
long short-term memory, and cyber kill chain. Next,
we provide a detailed explanation of the proposed
deep reinforcement learning system. Section 5 deter-
mines the proposed system’s efficiency by conducting
experiments on advanced persistent threat datasets

ISeCure



January 2025, Volume 17, Number 1 (pp. 25–41) 27

Table 1. Use case characteristics

Use case Task description

Attack projection What is an adversary going to do next?

Attack intention recognition What is an ultimate goal of an adversay?

Attack / Intrusion prediction What type of attack will occur, when, and where?

Network security situation forecasting How is the overall situation going to evolve?

DAPT2020 and SCVIC-APT-2021. The final section
provides conclusions and suggests some future work.

2 Related Work

Projecting multi-step attacks requires modelling the
process of penetration over time. This model is much
broader than traditional definitions of intrusion de-
tection, in which the focus is on studying the vulner-
abilities and exploitation of the system. In the late
1990s, Cohen introduced the first framework for mod-
elling network attacks. He used a cause-and-effect
model to deduce the existence of 37 characteristics of
attacks, 94 cyber and physical attacks, and 140 de-
fence mechanisms. He also published his simulation
results as reports [5]. Cohen’s work, along with sev-
eral other research works in the late 1990s and early
2000s, has provided a comprehensive understanding
of the types of cyberattacks and their impact on net-
work systems [6]. Initial work on attack modelling, or
more precisely in attack classification, led to research
on alert correlation or attack plan recognition [7, 8].

In the alert correlation, the general idea is that the
hypothetical attack model called the attack graph or
attack plan, is first constructed, and based on the
analysis of these models, the attack prediction or
projection is performed [9, 10]. A Dynamic Bayesian
Network is an alternative approach instead of an at-
tack graph [11, 12]. The distinction between the at-
tack graph and the dynamic Bayesian network is that
the attack graph is rule-based, while the Dynamic
Bayesian Network approach is probabilistic and data-
driven. The rule-based feature of the attack graph em-
powers modelling and analyzing vulnerabilities and
exploit codes in a more specific and detailed manner.

To identify learning requirements and predict on-
going network attacks in an online method, Fava et
al. [13] proposed a projection system based on the
Markov model with variable length. For the first time,
Fava et al. used the variable length Markov model to
project attacks. The variable-length Markov model is
well compatible with online learning systems because
it has excellent computational efficiency compared to
the hidden Markov model and high flexibility com-
pared to the fixed-length Markov model [14, 15].

The researchers in [16] analyzed hidden Markov

models for intrusion detection with various techniques
and evaluated the performance of algorithms for state
detection and prediction accuracy. They Enhanced
detection and prediction accuracy in Multi-Stage Net-
work Attacks. Moreover, in [17], an IDS using a hid-
den Markov model for APT detection and prediction
was proposed. That system has two phases: attack
scenario reconstruction and attack decoding. The pro-
posed system predicts APT stages with 91.80% ac-
curacy. That predicts the following step of the APT
campaign with 66.50%, 92.70% accuracy. Game theo-
retical approaches are similar to graph and Markov-
based approaches. In Game Theoretical approaches,
play is a model of interaction between attacker and
defender. Unlike previous approaches, the goal of this
approach is to find the best strategy among play-
ers [18, 19].

Machine learning and data mining approaches, such
as Neural Networks, Support Vector Machines, and
Association Rule Mining, are also provided for intru-
sion detection and attack projection [20–25]. Other
methods have been proposed to predict and project
attacks using continuous models such as Time Series
and Grey Models [26]. These models are very suitable
for predicting network security situations.

Soh [27] presented a new approach to establish
whether a security event is part of an APT attack
by predicting the corresponding kill chain stage. For
monitored security activity and events, the proposed
approach derives a probabilistic anomaly score based
on principal component analysis (PCA) and score
calibration and classifying the event with a multi-
class type of Bayesian Network (BN).

In [28], an Intrusion Detection System (IDS) was
proposed to effectively detect APT activities in each
stage of the APT life cycle using decision trees and
gradient-boosting algorithms. That model generates
APT fingerprints by optimizing APT stages or attack
paths that help the model with early APT detection.
Yeboah-Ofori et al. [29] proposed a novel approach
combining cyber threat intelligence, ontology, and
machine learning for cyber supply chain threat analy-
sis. Their proposed approach achieved 80% accuracy
in predicting cyberattacks and countermeasures.

In [30], the researchers focused on machine learning
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and deep learning for IoT network intrusion detection.
They identified essential features and improved clas-
sification accuracy using Random Forest. Moreover,
the effectiveness of CatBoost and XGBoost classifiers
was highlighted, which achieved remarkable accuracy
rates of 98.19% and 98.50%. Dalal et al. [31] proposed
a highly boosted neural network for multi-stage cyber
attack detection. The proposed enormously boosted
neural network achieved 99.72% accuracy in predict-
ing multi-stage cyber attacks. Mahmoud et al. [32] de-
tected Advanced Persistent Threats promptly and re-
liably in the early stages using threat-hunting method-
ologies. They Used provenance queries on system ac-
tivities to model threat hunting. The researchers eval-
uate the proposed model on DARPA engagements
and real-world APT campaigns.

As stated above, reinforcement learning has not
been used to predict and project the following steps
of APTs. Reinforcement learning helps to project un-
known APTs by interacting with the environment. In
reinforcement learning, when the number of states
and actions is abundant, the agent employs neural
networks to approximate the best action in each state.
Hence, we present a deep reinforcement learning sys-
tem for APT projection. Based on the current situa-
tion, we project the following steps of APTs in our
proposed system. This contribution helps to select ap-
propriate and timely countermeasures against APTs.

3 Preliminary Definitions

3.1 Deep Reinforcement Learning

Reinforcement Learning (RL) is one of the areas in
machine learning that aims to improve the behaviour
of intelligent agents based on the signals they receive
from the environment [4]. In RL, an agent interacts
with the environment, learns through trial and error,
and chooses the optimal action to achieve the goal.
There are no external observers in this type of learn-
ing, and the agent interacts with the environment
alone, learns and gains experience, and receives a
reward. To know more about the details of reinforce-
ment learning, an interested reader is referred to [4].

As Figure 1.a illustrates, any RL problem is de-
fined by three essential components: states, actions,
and rewards. States are a representation of the cur-
rent world or environment of the task. Actions are
something an RL agent can perform to change these
states. Moreover, rewards are the utility the agent re-
ceives for performing the right actions. So, the states
tell the agent what situation it is in currently, and the
rewards signal the states that it should be aspiring
towards. The aim, then, is to learn a policy that tells
which action to take from each state to try and max-
imize reward [4]. In RL, Q-learning is the most effec-

tive method widely used in the literature [4, 33, 34].

In Q-learning, the value function is the sum of the
rewards the agent receives and the selection of the
best action based on the policy. The agent updates
the value functions using equation (1) until it con-
verges to the optimal value. It should be noted that
this algorithm does not need to have a model of the
environment. In addition, when st+1 is a final state
in each episode, its Q function value will never be
updated and maintain its initial value [4, 33].

Before learning begins, Q is initialized to a possibly
arbitrary fixed value (chosen by the programmer).
Then, at each time t, the agent selects an action at,
observes a reward rt+1, enters a new state st+1 (that
may depend on both the previous state st and the
selected action), and Q is updated. The core of the
algorithm is a Bellman equation as a simple value
iteration update, using the weighted average of the
current value and the new information [33]:

Q(st, at)← Q(st, at)+α[rt+1+γmaxa
Q(st+1, at+1)−

Q(st, at)] (1)
where rt+1 is the reward received when moving from
the state st to the state st+1, and α is the learning
rate (0 < α ≤ 1). Moreover, αγmaxa Q(st+1, a) is
the maximum reward that can be obtained from
state st+1(weighted by learning rate α and discount
factor γ).

An episode of the algorithm ends when state st+1

is a final or terminal state. However, Q-learning can
also be learned in non-episodic tasks (as a result
of the property of convergent infinite series). If the
discount factor is lower than 1, the action values
are finite, even if the problem can contain infinite
loops. The following pseudo-code shows Q- learning
algorithm [33], which is described above:

(1) Initialize Q(s,a) arbitrarily
(2) Repeat (for each episode)
(3) Initialize s
(4) Repeat (for each step of the episode)
(5) Choose a from s using policy derived from

Q(e.g., ϵ-greedy)
(6) Take action a, observe r,s’
(7) Q(st, at)← Q(st, at)+α[rt+1+γmaxa.Q(st+1,

at+1)−Q(st, at)]
(8) s← s′

(9) Until s is terminal;

In the Q-learning algorithm, the Q-table is used if
the space of states and actions is limited. The Q-
table specifies the value for each state s and action a.
However, function approximation methods are used if
the space of states and actions is vast and consumes
much space. Using neural networks is one of the most
common and practical methods for approximating
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the value function, and it is called deep learning. By
the combination of deep learning and Q-learning, we
have deep Q-learning. To know more about the details
of Q-learning, an interested reader is referred to [33].
When the number of states and actions is high, the
approximation function must be used to estimate the
value function.

In the next section, we describe a form of neural
network we employ as an approximation function.

3.2 Long-Short-Term Memory

As stated above, neural networks can approximate
the value functions in reinforcement learning. Neu-
ral networks are a class of models with multi-layered
structures. RNN is a form of neural network that has
internal memory. RNN is inherently recursive because
it executes the same function for all input data, but
the output of the current (input) data depends on the
previous calculations [34]. After production, the out-
put is copied and sent back to the recurrent network.
Recurrent neural networks use their internal state
(memory) to process sequences of inputs. In other
neural networks, inputs are independent, but in recur-
rent neural networks, the inputs are interrelated [34].

RNN is used when the context is essential, i.e.,
when previous iterations or instances can affect the
current iteration. Text can be mentioned as a typical
example of these types of fields. A word can be ana-
lyzed only in the context of the previous word or sen-
tence in the text. The disadvantages of RNN include
gradient descent and its problems, complex training,
and failure to process long sequences of inputs in the
case of using Tanh or Relu activation functions. Prob-
lems in RNN can be solved by the Long-Short-Term
Memory (LSTM) method [34].

LSTM is a modified version of recurrent neural
networks that facilitate the recall of past data. The
gradient descent problem in the RNN has also been
solved in these networks. These networks train the
model using backward propagation. Figure 1.b illus-
trates the details of the LSTM neural Network. The
data input to the LSTM is the input of the current
time step (xt) and the hidden state of the previous
time step (ht−1). Three fully connected layers with
sigmoid activation functions compute the values of
the input gate (it), forget gate (ft), and output gate
(ot). Due to the sigmoid activation function, the val-
ues of all three gates are in the range of (0, 1).

We also need an input node (C̃t). This is typically
calculated using the Tanh activation function. The
input gate intuitively determines how much of the
input node’s value should be added to the current
internal state of the memory cell. The forget gate de-

termines whether memory retains its current value or
flushes it. The output gate then determines whether
the memory cell should affect the output of the cur-
rent time step.

3.3 Cyber Kill Chain

Based on a systematic literature review (SLR) method
in APT attacks [35], 18 different CKC models are
proposed in this field, both in academic research
works and reports of industrial companies. Each of all
the existing CKC models has a specified number of
stages (phases) used to perform the targeted attacks
using a set of intrusion activities.

Cyber kill chains allow businesses to reduce the risk
of attacks by understanding how cybercrime typically
occurs. This allows us to evaluate existing security
measures, identify weaknesses, and remediate security
risks. The cyber kill chain helps organizations better
understand the events that lead to a cyberattack and
the points at which attackers can be prevented, de-
tected, or intercepted in the future. Cyber kill chain
simulation can protect against cybersecurity attacks
by detecting vulnerabilities and threats, identifying
vulnerabilities, and fixing and remediating gaps. Sev-
eral industry leaders have proposed attack lifecycle
frameworks to address cyber threats. These frame-
works include Lockheed Martin Cyber Kill Chain,
Diamond Model, Mandiant Attack Life Cycle, and
MITER ATT&CK Model [36].

In this paper, we focus on the Mandiant attack
life cycle for APT projection, which has eight steps:
Initial Reconnaissance, Initial Compromise, Estab-
lish Foothold, Escalate Privileges, Internal Reconnais-
sance, Lateral Movement, Maintain Presence, and
Complete Mission [37]. Mandiant’s depiction of the
targeted attack life cycle illustrates the significant
phases of a typical intrusion. While not all attacks
follow the exact flow of this model [36], this paper
considers six steps for APTs: reconnaissance, Estab-
lishing Foothold, Lateral Movement, Internal Recon-
naissance, Data Exfiltration, and cover-up. We de-
scribe the details of these steps in Section 4.

4 Proposed Deep Reinforcement
Learning for APT Projection

APTs have different steps to achieve the ultimate
goals. The detailed description of different APT
phases is as follows [38]:

• Reconnaissance: Scan applications and networks
• Establish Foothold: Download or install mal-
ware, R2L 1 , command and control communi-

1 Remote to Local attack
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Figure 1. (a) Reinforcement learning (b) LSTM neural network (c) Deep reinforcement learning

cation
• Lateral Movement: Credential compromise,

privilege escalation (U2R 2 )
• Internal Reconnaissance: Same as Reconnais-
sance above, just from a different source in
search of data.

• Data Exfiltration: Uploading to Google Drive,
Dropbox, AWS, or any such cloud.

• Cover Up: Deletion of log files, modification of
log files, etc.

In this research, we propose a deep reinforcement
learning system (DRLS) based on Q-learning and
LSTM to project the following step of APTs. As some
relations exist between the attack steps, we use LSTM
for value function approximation. As mentioned be-
fore, LSTM is a modified version of RNN and facili-
tates the recall of past data and solves the problems of

2 User to Root attack

RNN. We use LSTM to keep the previous states over
long periods. The APT projection problem can be
considered as a Markov Decision Process. Detection
of normal or abnormal behaviour at the current time
step will alter the environment. The changing envi-
ronment will also influence the next decision. Hence,
it is natural to adapt this problem to the framework
of RL [4]. We describe the DRLS for the APT projec-
tion problem as follows: We demonstrate each state
by features such as the source IP address, destina-
tion IP address, source port number, destination port
number, timestamp, and attack type.

The agent receives the current state and selects the
best action based on the ϵ-greedy policy. Indeed, the
agent receives the correlated alerts and selects the
following attack step. The reward is 1 or 0 for a cor-
rect/incorrect attack prediction. We use a Q-learning
algorithm to learn the agent. To approximate the Q
function, we employ LSTM, as some relations exist
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between attack steps. A Q function provides the max-
imum expected reward at a specific state and action.
We employ APT datasets instead of interacting with
the environment to reduce the time spent learning,
testing, and evaluating. Although employing datasets
increases the speed of learning and testing, interact-
ing with the environment is suitable for predicting
unknown APTs. In our proposed model, the agent
can employ datasets or interact with the environment
to project the following step of APTs.

Based on Figure 2, we randomly divide the input
dataset into sections and select the index. Then, from
the selected index, we consider N number of data as
training data. Each Training data, as input for LSTM,
include the features of the alerts. The application
of LSTM in our proposed system is illustrated in
Figure 1.c. In addition, the second part of the training
data includes the label of the following step of the
attack. For example, S0 represents the attack step
at t0, and a∗1 expresses the attack label at time t1
and for the state S1. Since we want to recognize the
following step of the attack in the DRLS, we consider
the following step label in each state and use it to
determine its reward.

Figure 3 demonstrates a DRLS to predict the fol-
lowing attack step. As mentioned, we give data from
an APT dataset as input to DRLS. Based on the
input data, the agent learns how to predict the follow-
ing step of attacks. Input data consists of three parts.
The first part expresses the state at time t. This part
includes the features of the correlated alerts at time
t. The second part is the data label in step t+1. This
part shows the attack label in step t+1. The third
part describes the state at time t+1. That is a feature
of correlated alerts at time t+1.

The first part of the input is entered into the LSTM
neural network to approximate the value function of
different actions for the state at time t. In this con-
text, LSTM approximates the value function for the
following step of the ongoing attack. We display the
approximated value with ˆat+1, which has the value
ˆqt+1. The value is calculated based on equation (1)

using the weighted average of the current value and
the new information. Then, based on the ϵ -greedy
policy, the action with the highest value function is
selected by a probability of ϵ. Finally, the approxi-
mated value ( ˆat+1) is compared with the main label
of the following step of the attack, which is the sec-
ond part of the input data (a∗t+1). If the comparison
result is equal, the reward +1 is given to the agent;
otherwise, the reward 0 is given.

The third part of the input is used to calculate the
error function and update the LSTM. So that the
state-expressing features at time t+1 are entered in

the second LSTM for approximation of value func-
tions for different actions. At this point, the pol-
icy is the selection of action with the most signifi-
cant value. In our problem, actions are the follow-
ing step of attacks. Then, the obtained value is used
to calculate the Mean Square Error Loss (Loss =
1
n Σn

t=1(q̂t − qref )
2 ) between the Q-value approxi-

mated by the LSTM for the state at time t and a
reference value (qref ). The reference value (qref =
rt + λ × q̂t+1) is obtained by adding the reward at
time t (rt) to the Q-value for the state at time t+1
multiplied by a discount factor (λ).

5 Experiments

In this section, we will determine the efficiency of
our proposed DRLS by performing experiments
on datasets of advanced persistent threats called
DAPT2020 [38] and SCVIC-APT-2021 [39].

DAPT2020 was generated over five days, which
can be considered equivalent to collecting network
traffic over three months in a real-world scenario. This
dataset was created to allow researchers to understand
anomalies and relationships between different attacks
and find hidden correlations to detect APTs in their
early steps. Moreover, SCVIC-APT-2021 is a dataset
that can realistically represent the characteristics of
contemporary network architecture and APT. An ML-
based Attack Centric Method (ACM) was introduced
to evaluate the APT detection performance on the
generated dataset.

For performing our experiments, the datasets were
first loaded and integrated. Then, it was cleaned. Af-
terward, we specified the following step of the attacks
in the dataset records. At this point, the following
step of each data record is defined as follows:

• If the current data label is normal, the following
step is the first data recorded in terms of time
after the current data and its source IP address
are the same as the current data.

• If the current data label is not normal, the
following step of the attack is the first attack
data recorded in terms of time after the current
data.

Accordingly, the current step label will be replaced by
the following step label of the data. After specification
of the following step label, we encoded non-numerical
data as follows:

• Source and destination IP address: The IP ad-
dress is parsed into four separate numbers, each
naturally ranging from zero to 255.

• Time label: The time label is stored as “Year-
Month-Day Hour: Minute: Second.” The time
label was coded in Unix time format, which
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32 ProAPT: Projection of APTs with Deep Reinforcement Learning — Dehghan et al.

displays the time label as the seconds elapsed
from the desired time source, often considered
January 1, 1970.
• Activity label: This feature is categorical, and
we encoded them by the One-Hot Encoding
method.

In the final step of data preprocessing, the data was
normalized using equation (2):

z =
(x − µ)

σ
(2)

In the above equation, µ is the mean value, and σ
is the standard deviation of data. After this normal-
ization, the mean of the data will be zero, and their
standard deviation will be one. The stages of our
dataset preprocessing are illustrated in Figure 4.

We implemented our proposed approach in Python
and using the Pytorch library. We used Mean Squared
Error (MSE) for the loss function of the neural net-
work and Adam optimizer for the network optimiza-
tion. For neural networks, the input vector is first
given to the LSTM network, and the result will be
a hidden size vector. This output is normalized us-
ing the Softmax activation function and given to a
fully connected layer input network. The number of
output nodes in this network equals the number of
attack steps. Based on Figure 5, every agent requires
memory to remember his observations for learning.

The records stored in the memory comprise the
agent’s current state, its action, the next state after
acting, the received reward, and the Done Flag (the
Done Flag is true if the current data is the last train-
ing set).
To learn from memory, sampling is performed in the
batch size. Because of the importance of data time
order, samples will be arranged in an ascending or-
der based on the time label and eventually returned
as the sampling output. The agent employs a neural
network, replay memory, and observation of the envi-
ronment to take actions on the environment. Then,
the agent receives feedback from the environment and
remembers it. The following step will be to sample
the memory in the batch size and learn according to
the received samples.

Based on Figure 6, the agent receives environmen-
tal observations and uses ϵ-greedy policy to select the
action. First, it generates a random number in the
range [0, 1) and if this number is less than or equal to
the ϵ value, the agent performs a random action. If
this number exceeds the ϵ value, it converts the obser-
vation factor into a suitable form and gives it input
to the leading neural network. The neural network
returns the Q-value of each action and selects the ac-
tion with the highest Q-value. Then, it performs the
best action on the environment. Afterward, the agent

converts the received observations (rewards) from the
environment into a suitable format and stores them
in his memory.

In stage six of Figure 6, the agent learns from the
experiences stored in the replay memory. It predicts
the next action based on the experiences. The differ-
ence between predicting and choosing the action is
using ϵ - greedy policy. In prediction, ϵ - greedy policy
is not used, and the action with the largest Q-value is
selected. As illustrated in Figure 3, the main network
performs the learning stage. If the number of rounds
needed to update the target network goes through,
all main network parameters will be copied to the
target network. Finally, the qref value is calculated
as equation (3):

qref = rt + λ × qt+1 (3)

Where qt+1 is the output of the target network, λ is
the discount factor, and rt is the rewards of the actions
performed. Then, the values qt and qref are given as
inputs to the main neural network loss function to
calculate the loss value. Finally, the loss function will
be calculated as equation (4):

Loss =
1

n
Σn

t=1(qt − qref )
2 (4)

In the following step, the main neural network op-
timizer performs optimization operations based on
the loss function. In the last step, the ϵ value will be
updated as equation (5):

ϵ =

{
ϵ− ϵdecrement if ϵ > ϵend

ϵ if ϵ ≤ ϵend
(5)

5.1 Experiment with DAPT2020 and
SCVIC-APT-2021 Datasets

The environment in which the agent tries to learn
its behaviour is a supervised environment based on
DAPT2020 and SCVIC-APT-2021 datasets processed
in the data preprocessing stage.

We applied the Stratified K-Fold Cross-Validation
method to separate the test and training set, which
is the modified version of K-Fold Cross-Validation.
The difference between these two methods is the
distribution of classes in each split. The Stratified
method ensures that each split’s distribution of dif-
ferent classes equals the other. Because the number
of data in some classes is deficient, with the classic
K-Fold Cross-Validation method, the chances of all
classes in all splits will be meagre. We consider K
= 4, so 75% of the data will be considered for train-
ing and 25% for testing. In the mentioned datasets,
the distribution of classes is unbalanced. Hence, it
is difficult to learn data with a low number. One of
the methods to solve this problem is oversampling.
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Figure 2. Data preparation for proposed DRL

Figure 3. The architecture of the proposed DRLS

Figure 4. Dataset preprocessing stages
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Figure 5. Interaction of the agent with replay memory

Figure 6. Interaction of the agent with the environment

This method increases the amount of deficient data
through multiple sampling.

In this environment (DAPT2020 and SCVIC-APT-
2021 datasets), oversampling is performed in two
stages:

• Step 1 – Random Oversampling: In this method,
the data with lower numbers are repeated ran-
domly to reach a minimum number for the next
stage of oversampling. This stage affects three
classes with lower numbers.

• Step 2 – Oversampling by SMOTE method
and Generative Adversarial Networks (GANs):
SMOTE is one of the most widely used methods
of oversampling. It prevents the direct repeti-
tion of data like the previous one by using the
K-nearest neighbour (KNN) algorithm. For a
simple description of the SMOTE method, we
show an example in two-dimensional space (Fig-
ure 7). Using the KNN method, the neighbours
of each data point are calculated, and lines from
the mentioned data to its neighbours are drawn.

Finally, the new points on these lines are ran-
domly generated as new data. In this environ-
ment, K is considered to be six, and the seven
classes with the lower number are affected by
this stage. The vital point in this section is that
oversampling operations are not applied to the
whole data and will only be applied to the data
of the training set. Therefore, we will not have
data in the training and test sets. After apply-
ing two stages of oversampling, due to the im-
portance of data time order, they are arranged
in an ascending order based on the time label.

As stated above, we employed GANs for data aug-
mentation too. Recently, Generative Adversarial Net-
works (GANs) have received much attention from
researchers, as introduced by Ian Goodfellow [40].
GANs are deep neural networks that utilize a two-
player game approach to learn the distribution and
patterns of training data, with the primary objective
of generating new synthetic data closely resembling
the characteristics of the training data. GANs are use-
ful for creating realistic images and tabular datasets
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Figure 7. SMOTE over-sampling algorithm with K=3

and are applied to various machine-learning tasks.
Different types of GANs exist according to the data
format they generate or their architecture [41]. Two
types of GANs, CTGAN [42] and CopulaGAN [43],
can be used for generating tabular datasets and data
augmentation.

In this paper, we employed CTGAN and Copula-
GAN networks for data augmentation. To accomplish
this, we preprocessed the dataset before inputting it
into CTGAN and CopulaGAN. We produced 5000
synthetic attack records for each attack type using
300 epochs and a generator learning rate of 2 × 10−4

for both CTGAN and CopulaGAN, obtained from
different experiments. Instead of generating normal
traffic samples, we randomly selected 10000 samples
of normal network traffic.

We utilized supervised machine learning algorithms
to evaluate the results of data augmentation on the
DAPT2020 and SCVIC-APT-2021 datasets. Table 2
presents the detection performance results of machine
learning algorithms on these datasets.

After oversampling, the distribution of classes is
balanced. Hence, the environment (datasets) is ready
for agent training. Ten epochs were considered for
training the agent. In each epoch, the agent receives
data as an environment observation and selects the
following step of the attack in the form of action
selection. If the following step of the attack is chosen
correctly, it receives a reward +1 and otherwise zero.

Then, the agent selects the current state of the
environment (current data), the following step of the
selected attack (the selected action), the next state of
the environment (the next data), the received reward,
and the Done Flag as inputs, and stores them in its
memory as experience. After completing the training
of a split, the test data are given to the agent for
prediction. The calculated evaluation metrics will be
F1, precision, recall, and loss.

5.2 The Effect of Parameters

Due to the great impact of parameters on the results,
the agent was trained with different values and eval-

uated to assign the best values to them. In the fol-
lowing, we argue about the impact of the parameters.
We have performed many experiments but only state
the best results in this section.

• Discount Factor: Unlike the usual reinforcement
learning problems that adopt a significant dis-
count factor of nearly 1, in this implementa-
tion, due to the use of ready datasets instead of
the real environment, small amounts of the dis-
count factor, close to zero, make better results,
as demonstrated in Table 3.

• Final Epsilon: The epsilon parameter introduces
randomness into the algorithm, forcing us to try
different actions. This helps avoid getting stuck
in a local optimum. According to the following
results (Table 4), if the agent randomly selects
10% of actions, new and valuable experiences
are created for the agent.

• Maximum memory size: With around 78,000
training data samples, achieving good results
requires the agent’s memory size to equal that
number and, at most, twice that. Insufficient
memory leads to the loss of past experiences,
while excess memory includes ancient experi-
ences, which reduces the agent’s accuracy. Ta-
ble 5 demonstrates the impact of the final max-
imum memory size on the results.

• Learning rate: Reinforcement learning agents
usually learn with a low learning rate, which, ac-
cording to the following results (Table 6), is also
an issue for the desired agent. The appropriate
amount for the learning rate was highlighted.

• The number of rounds needed to update the
target network: Based on the results illustrated
in Table 7, in an environment where the agent is
training, delay in updating the target network
has no impact on the accuracy and performance
of the agent training.

• Hidden size: As illustrated in Table 8, the more
the hidden size increases, the more complexity
and accuracy the model improves. However,
it is essential to note that with the increase
in complexity of the model, the training time
also increases significantly, and the risk of over-
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Table 2. F1-Score performance examination results for machine learning algorithms on augmented datasets

Dataset Decision Tree Support Vector Machine K-Nearest Neighbours Random Forest Multi Layer Perceptron

DAPT2020 0.92 0.55 0.71 0.62 0.83

SCVIC-APT-2021 0.58 0.67 0.71 0.71 0.86

Table 3. Impact of the discount factor

λ=0.01 λ=0.99

Accuracy 0.97 0.8893

F1 0.9466 0.8126

Table 4. Impact of final epsilon on the results

eps end

0.005 0.01 0.1 0.5

Accuracy 0.97 0.97 0.9708 0.9682

F1 0.9466 0.9466 0.9482 0.9431

Table 5. Impact of the final maximum memory size on the
results

max mem size

50000 80000 100000 150000 200000

Accuracy 0.9622 0.9694 0.9705 0.9707 0.97

F1 0.9321 0.9452 0.9477 0.9476 0.9466

Table 6. Impact of the learning rate parameter on the results

Learning Rate

0.006 0.008 0.01 0.02 0.05 0.1

Accuracy 0.9708 0.9719 0.97 0.9689 0.9659 0.9605

F1 0.948 0.9496 0.9466 0.9444 0.9396 0.9295

Table 7. Impact of the number of the round needed to update

target network on the results

update target cntr

1 2 4 6 8

Accuracy 0.9701 0.97 0.9719 0.9714 0.9708

F1 0.9466 0.9466 0.9498 0.949 0.9477

fitting the model increases. As a result, these
parameters are chosen to be suitable in time
and accuracy.

• Batch size: Based on Table 9, the more the size
of the batch increases, the more the accuracy

Table 8. Impact of hidden size on the results

hidden size

16 32 64 128

Accuracy 0.9657 0.97 0.9735 0.9746

F1 0.9386 0.9466 0.9528 0.9547

of the model increases. Each time more data
is given as input to the network, the training
time also increases. As a result, the desirable
batch size is chosen in terms of time and ac-
curacy. Based on the conditions mentioned in

Table 9. Impact of batch size on the results

batch size

8 32 1024 2048 4096 8192

Accuracy 0.9435 0.9591 0.97 0.9719 0.9735 0.9742

F1 0.8997 0.9279 0.9466 0.9497 0.9527 0.9538

the previous sections about training and the im-
pacts of parameters on the results, we state the
results in this section. The values assigned to
the parameters are demonstrated in Table 10.
As mentioned, the datasets were divided into

Table 10. Our proposed system parameters and values

Parameter Value

Discount factor 0.01

Elementary epsilon 1.0

Learning rate 0.008

Batch size 2048

Maximum memory size 100,000

Final epsilon 0.01

Epsilon reduction rate per learning 0.0001

Number of rounds needed to update target network 4

Hidden size 64

Number of layers 1

C (fixed operating speed and accuracy regulator) 20

different splits using the Stratified Cross Vali-
dation method. The mean of the split results
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was calculated, and the results are illustrated
in Table 11.

Table 11. Evaluation results

Dataset F1 Precision Recall Loss

DAPT2020 0.9533 0.9352 0.97 0.0143

SCVIC-APT-2021 0.9585 0.9397 0.978 0.0124

The elapsed time for data pre-processing, training
and test phases is illustrated in Table 12.

Detecting new threats necessitates interaction with
the real environment. However, we removed APTs
from the training dataset. Then, in the testing phase,
we demonstrated that the final model recognizes the
removed type. The best results were obtained by re-
moving records labeled “Web Vulnerability Scan”,
“Account Bruteforce”, “Backdoor”, and “Data Exfil-
tration”. The results can be seen in Table 13.

Although no previous research has been conducted
on using reinforcement learning for APT projection,
our results indicate appropriate functioning compared
to the previous supervised and unsupervised meth-
ods proposed for multi-step attack projections. In
Table 14, we compare the evaluation results of our
proposed model with those of the previous research.
It should be noted that the CPU was used for all
software resources, and GPU has not been used. In
addition, the employed processor model was Intel
Corei7-4790K @ 4.00GHz.

6 Conclusion

The highest level in Endsley’s situation awareness
model is called projection when the status of elements
in the environment is shortly predicted. In this paper,
we presented a deep reinforcement learning system
to project the following step of APTs. As there ex-
ists some relation between attack steps, we employed
LSTM to approximate the best action of each state.
Based on the current situation, we project the fol-
lowing steps of APTs in our proposed system. This
contribution helps to select appropriate and timely
countermeasures against APTs.

In our proposed system, the agent learns based on
the datasets of APTs called DAPT2020 and SCVIC-
APT-2021 and projects the following step of the at-
tacks. Since the datasets are unbalanced, oversam-
pling was performed to increase the attack traffic.
The datasets were divided into four splits based on
the Stratified cross-validation method to train and
test the system. Then, we have considered three splits
for training and one split for testing and evaluation.

The agent was trained and tested based on the men-
tioned descriptions.

We have evaluated our proposed deep reinforcement
learning system on DAPT2020 and SCVIC-APT-
2021 datasets. Based on the evaluations performed on
the mentioned datasets, four criteria, F1, Precision,
Recall, and Loss, were obtained, which are 0.9533,
0.9352, 0.97, 0.0143, and 0.9585, 0.9397, 0.978, 0.0124
respectively. Although there is no previous research
on using reinforcement learning for APT projection,
our results compared to the previous supervised and
unsupervised methods proposed for multi-step attack
projections indicate appropriate functioning.

Employing our proposed method in a real-time in-
trusion detection and prevention system would be
worthwhile. We employed APT datasets instead of
interacting with the environment to reduce the time
spent learning, testing, and evaluating. Although em-
ploying datasets increases the speed of learning and
testing, interaction with the environment is suitable
for predicting unknown APTs. In our proposed model,
the agent can employ datasets or interact with the
environment to project the following step of APTs.
However, we removed APTs from the training dataset.
Then, in the testing phase, we demonstrated that the
final model recognizes the removed type. The best re-
sults were obtained by removing records labeled “Web
Vulnerability Scan”, “Account Bruteforce”, “Back-
door”, and “Data Exfiltration”. For future work, it
would be worthwhile to interact with the real en-
vironment to test for APT projection and identify
unknown threats. Moreover, due to the significant
impact of parameters on the results, the agent was
trained with different values and evaluated to assign
the best values to them. Employing evolutionary al-
gorithms such as genetic algorithms to determine
the best values for our proposed system parameters
would be worthwhile, too. Another future work is au-
tomatically determining countermeasures based on
the predicted steps of attacks and other important
information in cybersecurity situation awareness. For
example, the projected attack steps, their severity,
and the importance of the target assets are effective
components in this process, which we intend to pro-
pose in our future research.
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