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1 Introduction

There are two types of distributed denial of service (DDoS) attacks: high-rate
DDoS (HRDDoS) attacks and low-rate DDoS (LRDDoS) attacks. A shrew
attack is an LRDDoS attack that can prove to be more harmful than an
HRDDoS attack since it is not easily noticeable and is stealthy. It can cause
TCP flows to attain near-zero throughput by sending attack pulses of short
bursts synchronized with the TCP retransmission timeout (RTO) value. As
a result, each time it attempts to retransmit after the timeout, it forces the
TCP packets to be dropped. Thus, if it is not detected for a long time, it may
endanger the victim systems and reduce the overall quality of services. In this
paper, we conduct a statistical analysis of network traffic, where we analyze
the deviations in flow behavior based on packets sent under normal and attack
conditions. In order to achieve this, we use a priority determiner D to determine
the participation of a flow in congestion and its adherence to legitimate TCP
compliance under attack conditions. Shrew attack flows exhibit higher values of
D as they do not adhere to TCP compliance and tend to contribute to more
congestion to disrupt a server. This nature of attack flows enables us to filter
them based on the values of D and mitigate them by blocking these flows.
The experimental results on various scenarios demonstrated high accuracy to
substantiate the efficacy of the proposed method.

(©) 2024 ISC. All rights reserved.

severely degrading the services [1]. It is generated
by compromising several machines to coordinate to-

ith the massive expansion of the Internet and
Wits services, network vulnerabilities have also
increased simultaneously and are exploited by mali-
cious users to launch DDoS attacks. A DDoS attack
is a large-scale, coordinated attack that is capable of
exhausting the memory of a targeted device, band-
width, or processing capacity, thus preventing legit-
imate users from accessing particular resources or
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gether to tear down the services of an end system.
Victims of DDoS attacks consist of both the end tar-
geted system and all compromised systems used that
are controlled by the hacker in the distributed attack.
DDoS attacks are generally HRDDoS attacks and are
aggressive. Therefore, it is easier to observe the ab-
normalities in the network and identify the ongoing
attack. On the contrary, LRDDoS attacks are very
stealthy and may endanger a victim system when
they evade detection for a long time. They are an
intelligent attack as the attacker sends attack pack-
ets to the victim at a sufficiently low rate to avoid
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detection [2]. They can strangle the target’s TCP
connection throughput using limited resources and
are launched only at specific intervals for which their
overall traffic appears to be low.

A Shrew DDoS attack is an LRDDoS attack where
the attackers inject a large number of packets for a
short duration of time but maintain a low average
volume of traffic to appear normal. Because of this,
it can easily evade traditional DDoS attack detection
mechanisms. The primary goal of a shrew attack is to
maintain a full router queue long enough to cause a
large number of flows to experience a packet drop over
a short interval. Unlike an HRDDoS attack, its motive
is not to pulverize the target but to deteriorate the
quality of service by exploiting protocol homogeneity
and determinism. The aggregate TCP throughput can
be severely reduced by a shrew stream if it can sustain
the outage length long enough to induce all TCP flows
to enter RTO concurrently. In this paper, we aim
to detect this Shrew DDoS attack using statistical
analysis.

Researchers have found that signal processing meth-
ods are standard in traffic analysis for network guide-
lines enforcement in recent years. Owing to various
protocols’ or applications’ set performances, includ-
ing windowing mechanisms, retransmission timing,
and other periodic protocol operations, traffic’s pe-
riodicity can be utilized as a signature to monitor
traffic and identify possible attacks. TCP traffic ex-
hibits a periodicity in its Power Spectrum Density
(PSD) when the packet arrival rate is examined in the
frequency domain. Thus, the lack of periodicity could
indicate an ongoing DDoS attack. The contribution
of the paper can be summarized as follows:

(1) An effective method to detect shrew DDoS at-
tacks using a statistical approach that compares
the deviation from normal behavior in terms of
throughput and incoming packet analysis.

(2) A method to differentiate the shrew attack flows
from the normal flows and filter them.

(3) Validation of our method to satisfactorily detect
short attack bursts through the simulation of
different attack scenarios.

The rest of the paper is organized as follows: Sec-
tion 2 discusses the preliminaries on shrew DDoS
attacks. Section 3 discusses the related work. Sec-
tion 4 highlights the motivation. Section 5 presents
our proposed method. Section 6 reports the experi-
mental results. Finally, we conclude with future work
in Section 7.

2 Preliminaries

The TCP’s RTO mechanism uses the notion of a
“congestion window” (cwnd) to handle severe cases of
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congestion and multiple packet losses in a network.
If a sender fails to receive an ACK after the timeout
period, it reduces its cwnd to one and retransmits
the packet. Using the cwnd, each TCP sender adjusts
the transmission rate in response to network feed-
back. In essence, the TCP sender’s estimate of the
amount of data that is outstanding in the network, or
the link capacity without packet loss, is represented
by the cwnd. Each receiver advertises a window size
of rwnd, based on which the sender sets the win-
dow size to the minimum of rwnd and cwnd. TCP
detects packet loss either by receipt of three dupli-
cate ACKs or via timeout from non-receipt of ACKs.
When three duplicate ACKs for a packet are received
during temporary congestion, it calculates the RTO
before transmission as shown in Equation 1 [3].

RTO = max(SRTT+4X RTTV AR; minRTO) (1)

where RT'TVAR is the round-trip time variation
and SRTT is the smoothed round-trip time, both
of which are determined based on recent calcula-
tions, and the recommended value of minRTO is 1sec
(RFC6298) [3]. During severe congestion, when less
than three duplicate ACKs have been received and a
packet has not been acknowledged within the RTO,
TCP triggers its RT'O mechanism. The value of RTO
is set to minRTO, and TCP reduces its cwnd size
to one packet. If the RTO expires and the packet is
lost again, the TCP enters an exponential backoff
phase. Here, the TCP doubles the value of RTO (2
sec) and retransmits the packet but retains the same
cwnd size. The sender then waits for the set RTO to
expire, and if the packet still hasn’t been transmitted
successfully, the TCP continues with the exponential
backoff phase.

A successful shrew attack can cause TCP flows to
synchronize their response to packet loss and retain
this small cwnd [4]. Shrew attacks are introduced at
proper intervals, and these intervals are selected such
that they overlap with the TCP RTO period [5]. This
compels the legitimate TCP connections to timeout
with very low throughput. The attack’s success de-
pends on the attacker’s calculation to coordinate and
synchronize with the victim’s RTO. A shrew attack
can comprise of multiple flows originating from dis-
tributed sources on the Internet, but with proper
synchronization, it can affect the target immensely.
These flows can be generated by the attacker by co-
ordinating the period of attack T', the burst length L,
the burst rate R, and the starting time of the attack.

Figure 1 represents a single stream with attack rate
R and burst length L. Single shrew streams have to
transmit at a generous rate i.e. at a rate higher than
when there are multiple shrew streams to disrupt the
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Figure 1. Attack stream of a single shrew
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Figure 2. Attack streams of two shrews with the same period
and half rate

Figure 2 represents two shrew streams that start
simultaneously with half the burst rate such that their
aggregate rate is equal to the rate that can pull down
TCP flows. If n flows are present, then these flows
are initiated so that their aggregate attack period is
distributed equally among them.

Length of burst L
F Burstrate R

>
I Burst rate R |
Figure 3. Two shrew attack streams with doubled period and
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Figure 3 represents two shrew streams that start
at a different time with the same burst rate. If n flows
are present, then these flows are initiated simultane-
ously so that their burst rate of the aggregate flow is
intensified n times.

3 Related Work

The presence of a TCP-targeted low-rate attack was
first found in the Internet2 Abilene backbone net-
work [6, 7]. Subsequently, many detection mechanisms
were proposed targeting the different attributes of
shrew flows [8-11]. Chang et al. [12] buffers the legit-
imate TCP flows in an output queue based on their

packet drop rate. The method fails when the attackers
manipulate the drop rates, even though these flows
are protected by retaining their fair bandwidth shares.
Zhang et al. [13] logs all flow information in the flow
table and uses Multi-level Bloom Filters (MBF) to
keep flow size information. The method can effec-
tively detect the attack and filter the attack flows.
Zhi-jun et al. [14] measures the correlation between
the attack’s duration L and period T in the time and
frequency domain for the attack detection. However,
the method fails to filter the attack flows. Zhi-jun et
al. [15] again proposed a chaos-based LRDoS attack
detection method that uses a Duffing oscillator and
Digital Signal Processing (DSP) to detect the attack
and has a low computation cost.

Though the method fails to filter the attack flows, it
is very sensitive in heavy network environments. The
mathematical model proposed by Luo et al. [16] can
effectively evaluate the attack performance. Wu et
al. [17] proposed a signal-processing approach based
on the probability distribution model of spectral en-
ergy. It converts traffic from time to frequency domain
and determines the attack presence based on a preset
spectral energy threshold value between the attack
and normal traffic. The RTO randomization method
in [18] randomizes the RTO, which makes it difficult
for the attackers to synchronize with it. However, it
only avoids the attack but cannot remove the attack
flows entirely. Wu et al. [19] proposed a multi-fractal
detrended fluctuation [MF-DFA] analysis algorithm
using wavelet analysis and Holder exponent. The algo-
rithm can evaluate the changes in multi-fractal char-
acteristics of the network traffic. It can detect shrew
attacks by comparing the Holder exponent values of
network traffic during normal and attack conditions.
Zhou et al. [20] employed packet size expectation to
detect shrew attacks by comparing the distribution
of packet sizes between legitimate and attack packets.
However, detection delay due to the packet size cal-
culation for each flow is a downside of this method.
Zhang et al. [21] proposed an adaptive KPCA (Kernel
Principal Component Analysis) for shrew attack de-
tection based on the extension of the PCA algorithm.
The trust limit of the RBF parameters (Radial Ba-
sis Function), number of main components, and SPE
(Squared Prediction Error) was trained and adjusted
based on the network environment using sample data
extracted from the wavelet multi-scale analysis. If the
parameter values exceed a predetermined threshold,
an attack alarm is set off.

The experimental results showed a false positive
rate (FPR) of 2% and a false negative rate (FNR)
of 0.8%, resulting in a 99.2% accuracy. [22] used the
congestion queue and standard deviation for the vari-
ation in the packets’ arrival time in the router to de-
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tect and filter shrew flows. The method can efficiently
detect attacks with no FPR or FNR. [23] simulated
network congestion attacks to set a threshold band-
width filter at the router. Huang et al. [24] use CCID
(Cross-Correlation Identity Distinction) to convert
shrew and legitimate traffic flows into the appropri-
ate frequency and time domain signal to determine
their cross-correlation. They marked the flows with
high cross-correlation coefficients as the attack flows
to later filter them. The proposed CCID was found
to be effective in both domains. Martin et al. [25]
proposed Shrew Attack Protection (SAP), an archi-
tectural model to defend against the shrew attack in
the edge routers instead of the inner routers, where
the packet loss is less. They used differential tagging
and drop rate collectors to identify the potential vic-
tims, and the model is easily implementable in the
existing router mechanisms.

Kaur et al. [26] uses the Hurst parameter to mea-
sure the self-similarity of traffic on multiple scales.
However, the method suffers from high computation
time. Boro et al. [27] proposed a self-similarity matrix
(SSM) based method for shrew attack detection that
can both detect and filter attack flows in less time. It
measures the self-similarity of the traffic on various
time scales over a subset of relevant features. Shrew
DDoS can also attack SDN (Software Defined Net-
works). Therefore, a defense mechanism is proposed
in [28] to detect the attack using entropy and trace
back the attack to its origin. The entropy mechanism
differentiates the attack traffic from the legitimate
traffic to obtain the attack IP address with 97.6% ac-
curacy. Thereafter, it traces back to the attack origin
using a DPM (Deterministic Packet Marking) and
the IP address in order to block it using an ACL (Ac-
cess Control List) and to update the SDN flow table
rules. Tang et al. [29] designed a SADBSCAN (Self-
Adaptive Density-Based Spatial Clustering of Appli-
cations with Noise) algorithm that can adaptively
filter attack traffic in data clusters in multi-density
datasets. The SADBSCAN improves noise and data
distribution, thereby reducing class imbalances gen-
erated by classical clustering algorithms. The data
traffic is first split into multiple data units of equal
size. The TCP and UDP traffic of each unit is then
used to determine the variance and mean deviation
parameters. The SADBSCAN method uses these as
eigen values. The cosine similarity measure is then
used to measure the distance between the noise points
generated by the algorithm to label the clusters as an
attack or legitimate based on some threshold value.
The method has a low FNR with improved accuracy
in distinguishing attack traffic from legitimate traffic.
Tang et al. [30] again developed a P&F (Performance
and Features) framework for real-time LDoS attack
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detection in SDN networks that has a detection accu-
racy of 96%. The framework has three modules, viz.,
feature extraction and classification module, attack
detection module, and attack mitigation module. The
feature and classification module extracts features
from the TCP traffic, the attack detection module
detects anomalies based on the extracted features,
and the attack mitigation module locates attackers’
IP addresses and victim ports based on the rules it
sends to filter the attack traffic.

Ahalawat et al. [31] observed that Renyi entropy
outperforms other entropy measures such as Shannon
entropy, Generalized entropy, etc. in the detection of
LRDDoS attacks. They measured the entropy of the
packet drop to evaluate the network traffic fluctuation
with various probability distributions. A two-phase
model to detect and mitigate the threat of LRDDoS
attacks in a cloud environment is also proposed in [32].
The first phase calculates the predicted packet size
and entropy, and the second phase calculates the
covariance vector to accurately identify all LRDDoS
flows accessing the cloud using a virtual machine
and block them. The study demonstrated an increase
in cloud service quality. Cai et al. [33] proposed a
new Feint-based LDDoS (F-LDDoS) attack strategy
that has more lethal capabilities than conventional
LRDDoS attacks to disrupt a system. The proposed
attack orchestrates the bots to divide a pulse interval
into a feinting interval and an attack interval to send
traffic randomly. This makes it difficult for the victim
to distinguish bot traffic from the aggregated attack
traffic and trace the attack sources to mitigate them.
The proposed attack is more stealthy and can degrade
TCP bandwidth 6.7%-14% more than the normal
LRDDoS attack. In addition to that, the rise in the
number of IoT devices can further aid the attackers in
launching even more advanced stealthy shrew attacks.
Recent research is now also considering the shrew
attacks in IoT systems. Therefore, Singh et al. [34]
proposed a simplified method using machine learning
(ML) for the detection and prevention of distributed
shrew attacks in IoT applications.

Detection and prevention of low-rate TCP-targeted
attacks at the victim’s end are challenging since the
attack traffic is tough to distinguish. Therefore, a
method must have the following required features
that are imperative to the detection of shrew attacks:

(1) It must be capable of detecting and mitigating
the attack, independent of the size of the attack
traffic.

(2) Response mechanisms should be adaptive so
that legitimate users can claim their fair share
of resources.

(3) The legitimate TCP flows should not be im-
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pacted by the defense mechanism employed.

4 Motivation

The stealth nature of the shrew DDoS attack and the
limitations in the existing methods to detect them
motivate the work in this paper, which we highlight
below:

(1) A Shrew DDoS attack is a new threat to In-
ternet security that is highly effective in forc-
ing legitimate flows to a near-zero throughput
while evading conventional DDoS attack detec-
tion methods [13].

(2) The distributed nature of the coordinated at-
tack flows occupies small bandwidth shares, due
to which the average traffic appears normal.
However, they consume a vast amount of re-
sources and are difficult to detect.

(3) RTO randomization-based mitigation method [18]
requires modifications to the existing control
mechanism, which is not feasible.

5 Proposed System

If the stealthy shrew DDoS attack is not detected
and action is taken quickly, it can slowly lead to
repeated TCP timeouts, multiple packet losses, and
severe congestion. Therefore, the main objective of
this work is to develop a method that can quickly
detect the attack and avoid TCP repeatedly entering
the RTO state. We consider the below assumptions
for detection, which are as follows:

(1) The shrew DDoS attack targets only one server
of a network.

(2) All information extraction, processing, and anal-
ysis of the network traffic for attack detection
are done in the victim end. It constantly runs
as a background process.

(3) The shrew attackers are distributed across mul-
tiple botnets to launch the attack.

Although shrew attacks are hard to detect, they do
exhibit some behaviors that legitimate flows do not.
Shrew sources maintain a low average rate; they peri-
odically transmit heavily to cause congestion. Normal
flows, on the other hand, make every effort to con-
form to compliant TCP behavior in order to avoid
congestion [13]. We use this characteristic in our de-
tection method to discriminate between shrew flows
and legitimate flows.

We use the statistical Gaussian curves describing
the typical TCP behavior to analyze the TCP flows.
The incoming packets are sampled for individual flows
for a duration, and the number of packets in each
sample is counted. We define the router’s outgoing
link to be congested at time ¢; if the queue is full and

at least one packet is dropped at the packet queue
for a given duration 7. Using ¢; as the timestamp, we
divide the duration T into two durations ¢; and ts.
Here, ¢t and t» indicate the time duration before and
after the occurrence of packet drop, respectively. The
ratio of incoming packets after congestion and before
congestion can be given as a determining factor as

number of packets after congestion for duration t2

R =

number of packets before congestion for duration ¢

(2)

Since shrew flows actively take part in causing net-
work congestion, unlike normal TCP flows that de-
liberately avoid it, the value of R for a shrew flow
is expected to be considerably higher than that of a
normal TCP flow. The incoming packets are handled
based on how they behave in relation to R and how
much bandwidth they share. For shrew flows, R in-
creases as the buffer size decreases. The target band-
width Bigrger for any given flow can be expressed as

V1.5 3)
RtX\/f)
where p is the packet loss rate and R; is the aver-
age RTT. Therefore, the current link participation
factor B; and target link participation factor B; for
any flow with current bandwidth Beyren: and target
bandwidth Biqpget, respectively can be given as

Btarget =

C
Bi=——" 4
Bcurrent ( )
C
B = 5
‘ Btarget ( )

The difference between B; and B; will be a deciding
factor in identifying shrew flows. This is because
TCP flows have a higher deviation from the target
bandwidth factor as the sender transmits at a lower
rate when facing congestion. Thus, we can deduce the
following behavior for shrew flows in the situation of
bottleneck links with buffer size B where packet drop
is most likely to occur.

1
R x B (6)
|B; — Bj| x B (7)

Using Equation 6 and Equation 7, we can conclude
that they both have some significance in deriving a
factor that will result in a value for both the shrew
flows and the TCP flows. This can help us prioritize
the individual flows. Therefore, the determining factor
D can be expressed as

R
D=——-—+— 8

Based on this value of D, we can determine the

priorities of the flows that adhere to the compliant
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nature and are less detrimental to the network. The
priorities are arranged as follows: flows with lower
values of D are given higher priority, and those with
higher values of D are regarded as low priority.

As noise signals exist on the network and occur at
random, we must statistically confirm that the varia-
tion of D for the duration d is bounded in a way that
allows us to identify shrew flows from TCP flows with
high confidence [4]. We use the Gaussian distribution
to depict the distribution of D for this purpose. This
allows us to calculate the mean p and standard devia-
tion o, which helps us establish the confidence levels
of the legitimate flows. The sampling distribution is
close to a normal distribution according to the cen-
tral limit theorem, which yields a distribution with
a mean of ;1 and a variance of o2. Thus, we can de-
scribe the distribution of the number of packets at
the point of packet drop as

1 —(z—p)?

\/%e 202 (9)

G(x;p,0) =

5.1 Methodology

(1) The first step is to gather information from
the incoming traffic. At the router interface of
the bottleneck link, the packet sniffer extracts
packet attributes such as source IP, destination
IP, source port, current bandwidth, and times-
tamp.

(2) Based on the extracted values, the packet count,
time duration, and bandwidth of different flows
can be determined during that duration.

(3) The value for D can then be calculated, which
shows the participation in congestion for each
flow.

(4) If the value of D exceeds a particular range,
then the packets from that source are identified
as malicious. If the source continues to exhibit
similar behavior, it will be blocked.

5.2 Shrew Filtering

Packets are less likely to be dropped if the network
bandwidth is large. For this reason, it is not very
convenient for shrew attacks to be successful in such a
scenario, as they cannot throttle normal TCP traffic.
Therefore, we focus on scenarios where a network’s
bandwidth is lower than the user’s demands, i.e., a
network that is highly loaded. Flow information is
stored in a Flow Table (FT) that keeps a record of all
incoming packets. The parameters used in this model
are listed below.

The incoming packets are handled based on how
they behave in relation to R and how much band-
width they share. As a result, the value of R, the
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Table 1. Parameters

Parameter Description

Tracel Total packets received before the packet drop
Trace2 Total packets received after the packet drop
B; Current bandwidth rate factor

B Target bandwidth rate factor

BW The deviation between the target bandwidth

and the current bandwidth

available buffer space information, and the packets’
deviation from compliant behavior are used to select
which packets to consider admitting in the queue and
which packets to drop. During congestion, legitimate
flows will have higher values of 1/R and a greater de-
viation of their current bandwidth B; from their tar-
get bandwidth B; while the inverse is true for shrew
streams.

For this reason, every time a packet drop is de-
tected from the queue, D is computed for each flow.
While other flows with higher D values are flagged as
suspicious and updated in the FT, flows with lower
D values are admitted as normal flows and given
higher priority. Thereafter, the flow-id of each incom-
ing packet is tracked to determine whether the target
bandwidth has been reached or if any packets have vi-
olated the target bandwidth restriction. If any match
occurs as a suspicious flow-id in the FT, the packets
are dropped at the router; otherwise, they are sam-
pled for duration d. Figure 4 describes the detection
module. The incoming packets are gathered using a
sniffer, and the FT stores the packet data that helps
to determine when a packet drop has occurred. Every
500 ms, bandwidth data is collected and utilized to
calculate the link participation. The packet loss time
may be determined using the information gathered
from the files, and windows of 250 ms for ¢; and 200
ms for ¢t are set. The packet count for each flow at
these times is then used to calculate the R value.

When congestion occurs, the D values are com-
pared to the threshold value, and a priority is assigned.
Flows with higher priorities are admitted to the router
queue, while lower priority flows suffer timeouts and
are dropped. Malicious flows may selfishly attempt
to maximize their throughput by violating the TCP
congestion control algorithm and causing LRDDoS
or shrew attacks, thereby minimizing the throughput
received by TCP flows sharing the same link.

6 Experiment

We simulate and test our proposed method under
different shrew streams using the MiniNet simulator
on an Intel (R) Core (TM) i7 machine with 8GB
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Figure 4. Flowchart for proposed detection mechanism

RAM. Iperf and Scapy software were used to generate
TCP and UDP attack traffic. In this work, we adopt
Dumbbell network topologies that are commonly used
in congestion control studies.

6.1 Experimental Setup

The experimental topology is shown in Fig-
ure 5, which consists of two routers (Ro, R1),
five normal users (User; — Users), two attackers
(Attackery, Attackers), a TCP server, and a UDP
server. Attacking packets are set to be UDP as they
can avoid the three-way handshake, which can aid in
identifying the source as malicious. For this reason,
UDP datagrams are used as attacking packets so
that the attackers do not have to wait for acknowl-
edgments. The bottleneck link is set to 10 Mbps.
Based on this topology, we consider four scenarios
with different numbers of normal users and shrew
attackers to generate the traffic. We further perform
the traffic analysis of these scenarios using Python
programming and “Wireshark”, an open-source and
free network protocol analyzer tool. The various
scenarios are discussed in the subsections below.

6.1.1 Scenario 1

In the first scenario, we consider the network with five
legitimate users that generate traffic on Reno-based
TCP flows and two UDP users that serve as attackers.
The first three TCP senders transmit at a rate of
4 Mbps, and the rest at 8 Mbps. The attack burst

Bottleneck

UDP Server

Attacker,

Figure 5. Topology of the simulation network

width is set to 100 ms and the rate is set to 10 Mbps,
if we consider two shrew flows so that their aggregate
is equivalent to the bottleneck link at different start
times. The attack period is set to 1s, as shrew DDoS
are conspicuous with that period.

6.1.2 Scenario 2

In the second scenario, we consider a single TCP flow
and a single UDP attack flow. The bottleneck link
is set to 10 Mbps. The TCP sender transmits at a
rate of 3 Mbps, and the attack flows at a rate of 10
Mbps to fill the link. As a result, TCP packets will
experience congestion. The burst length is set to 200
ms, and the attack period is set to 1s.
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6.1.3 Scenario 3

In the third scenario, we consider the network with
three legitimate users that generate traffic on Reno-
based TCP flows and a single UDP attacker flow.
The bottleneck link capacity is set to 25 Mbps. The
three TCP senders transmit at a rate of 16 Mbps.
The attack burst width is set to 100 ms, and the rate
is set to 25 Mbps, the same as the bottleneck link
bandwidth. The attack period is set to 1s, such that
the overall attack signature stays the same.

6.1.4 Scenario 4

In the fourth scenario, we consider the network with
seven legitimate users that generate traffic on Reno-
based TCP flows and two UDP attackers that are ini-
tiated at different times. The bottleneck link capacity
is set to 25 Mbps. The three TCP senders transmit
at a rate of 18 Mbps. The attack burst width is set to
100 ms, and the rate is set to 25 Mbps, the same as
the bottleneck link bandwidth. The attack period is
set to 1s to retain the same overall attack signature.

6.2 Results

We evaluate our method’s efficacy using our traffic
simulation. The challenge of attack detection depends
critically on the duration of the time interval used to
analyze the data. Short duration leads to inaccurate
computation and insufficient output. Whereas, long
time intervals result in the accumulation of more
packets. The total observation is done for 60s. Thus,
we test the detection of the different factors with
simulated traffic that contains both normal and attack
traffic.

6.2.1 Throughput

The throughput attained is equal to the standard
Random Early Detection (RED) queue in the absence
of a shrew attack. However, during an attack, the
throughput obtained is poor due to packet drop at
the router.

number of bytes received correctly

Throughput = (10)

simulation duration

The throughput indicates the severity of the dam-
age that TCP flows face at times of congestion, or in
this case, the damage the shrew streams have done
to the delivery of TCP flows. The higher the dam-
age, the lower the throughput. Shrew flows slowly
but stealthily pushes the throughput towards zero
or minimizes it as much as possible. In the first two
scenarios, we have flows sharing a 10 Mbps bottle-
neck link; in the other two, the link capacity has
been doubled to 25 Mbps. The throughput obtained
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in Figure 6 demonstrates how the success of shrew
flows depends on the scenario, the link capacity, the
number of users, and their transmission rate.

The throughput is highlighted as marker points.
The dotted red marker line indicates the TCP flows
under a shrew attack, while the green marker line
suggests the TCP throughput in the absence of the
shrew attack flows. The throughput of most of the
affected TCP flows is reduced, while sometimes they
behave almost normally. This is because shrew attack
flows introduce a single vulnerable timescale, whereas
distinct TCP flows can have varying RTTs. Never-
theless, when they are attacked again, DoS-induced
synchronization causes the TCP flows with homoge-
neous RTOs to timeout almost simultaneously. Con-
sequently, in Scenario 1, the TCP flows share homo-
geneous RTTs. In Scenario 3, the RTTs for two TCP
flows are nearly the same, but not for the third. In
Scenario 4, two TCP flows share homogeneous RTTs,
while the other three TCP flows have distinct RTTs.

Table 2. R values for Scenario 1

Protocol Trace; Tracez ti1 to R1 R2 R

TCP 2998 1053 250 200 11.992 5.265 0.439
TCP 2963 1071 250 200 11.852 5.355 0.451
TCP 2897 1034 250 200 11.588 5.170 0.446
TCP 2935 1189 250 200 11.740 5.945 0.506
TCP 2991 1127 250 200 11.964 5.635 0.470
UDP 696 1097 250 200 2.784 5.485 1.963
UDP 684 1023 250 200 2.736 5.115 1.851

Table 3. R values for Scenario 2

Protocol Trace; Tracez ti1 to2 R1
TCP
UDP

Ra2 R
2193 250 200 24.564 10.965 0.446

6141

3150 6127 250 200 12.640 0.635 2.301

6.2.2 Hypothesis Test Analysis

The R values computed for the four scenarios are
shown in Table 2, Table 3, Table 4, and Table 5. We
calculate the values of R1, R2, and R in the tables
using Equation 11 and Equation 12, respectively.

Ry
R=— 11
e )
T T
R — race; o Ry — races (12)
ty to

Table 6 shows the average and the standard de-
viation of the R variants for the TCP and shrew
attack traffic, where the two parameters are notice-
ably higher for the later traffic. We can differentiate
between the shrew attack flows and the legitimate
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Figure 7. (a) Density of R and (b) Gaussian distribution of R for normal TCP and shrew attack traffic

flows due to the restricted range of R values at the Gaussian distribution are shown in Figure 7a and Fig-
drop point. The values for the density of R and its ure 7b. While UDP flows occupy a significantly larger
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and higher range of 1.5 and 3.0, TCP flows are dis-
tributed within a range of 0.3 to 0.7 for R. The le-
gitimate and attack flows demonstrate this inverse
nature, with the former responding to congestion and
the latter causing it.

Table 4. R values for Scenario 3

Protocol Trace; Tracez ti1 to R1 R2 R

TCP 13987 7495 250 200 55.948 37.475 0.669
TCP 13995 7511 250 200 55.980 37.555 0.670
TCP 13984 7508 250 200 55.936 37.540 0.671
UDP 5932 14563 250 200 23.728 72.815 3.791

Table 5. R values for Scenario 4

Protocol Trace; Tracez t1 to R R R

TCP 10742 4093 250 200 42.968 20.465 0.476
TCP 10698 4012 250 200 42.792 20.060 0.468
TCP 10727 4071 250 200 42.908 20.355 0.474
TCP 10801 4132 250 200 43.204 20.660 0.478
TCP 10719 3998 250 200 42.876 19.990 0.466
TCP 10754 4023 250 200 43.016 20.115 0.467
TCP 10792 4042 250 200 43.168 20.210 0.468
UDP 4972 10796 250 200 19.888 53.980 2.710
UDP 4955 10774 250 200 19.820 53.870 2.717

Table 6. R variants

Traffic Average Standard Deviation
TCP
UDP

0.543
2.172

0.151
0.326

Table 7. BW values for Scenario 1

Protocol C Btarget Bcurrent Bt B; BW

TCP 10 8.31 3.76
TCP 10 8.24 3.82
TCP 10 8.17 4.02
TCP 10 7.89 3.95

1.203 2.659 1.456
1.213 2.617 1.404
1.223 2.487 1.263
1.267 2.531 1.264

TCP 10 797 3.92 1.254 2.551 1.269
UDP 10 10.00 6.12 1.000 1.633 0.602
UDP 10 10.00 6.09 1.000 1.642 0.607

Table 8. BW values for Scenario 2

BW
1.219 3.215 1.991

Protocol C Btarget Bcurrent Bt B;

TCP 10 8.2 3.11
UDP 10 10 6.33

1S¢0ured)

1.000 1.579 0.605

Table 9. BW values for scenario 3

Protocol C Btarget Bcurrent Bt B; BW

TCP 25 23.78 7.89 1.051 3.168 2.117
TCP 25 23.72 7.93  1.053 3.152 2.098
TCP 25 23.61 7.78  1.058 3.213 2.154
UDP 25 25.00 13.89 1.000 1.799 0.788

Table 10. BW values for Scenario 4

Protocol C Btarget Bcurrent Bt B; BW

TCP 25 19.89 9.233 1.256 2.707 1.452
TCP 25 19.82 9.262 1.261 2.699 1.437
TCP 25 19.79 9.197 1.263 2.718 1.457
TCP 25 19.35 9.172  1.291 2.725 1.433
TCP 25 19.66 9.229 1.271 2.708 1.437
TCP 25 19.43 9.231 1.286 2.708 1.421
TCP 25 19.51 9.176  1.281 2.724 1.440
UDP 25 25.00 15.170 1.000 1.647 0.652
UDP 25 25.00 15.060 1.000 1.660 0.660

Table 11. BW variants

Traffic Average Standard Deviation
TCP
Shrew

1.721
0.674

0.216
0.079

In scenarios 1 and 2, the link capacity C'is 10 Mbps;
in scenarios 3 and 4, it is 25 Mbps. In order to de-
termine how different the attack flows are from the
expected behavior, the link participation for both the
target and the current bandwidth is determined. The
BW values computed for the four scenarios are shown
in Table 7, Table 8, Table 9, and Table 10. Table 11
shows the average and the standard deviation of the
BW variants for the TCP and shrew attack traffic.
The values for the density of BW and its Gaussian
distribution are shown in Figure 8a and Figure 8b.
Compared to UDP flows, the BW distribution for
TCP flows is substantially higher and broader, rang-
ing from 1.2 to 2.1. Because legitimate flows respond
to packet loss and congestion while attack flows cause
it, this nature demonstrates how the bandwidth oc-
cupancy deviation is higher for legitimate flows than
for attack flows. The D values computed for different
checkpoints at the time of packet drop for the four
scenarios are shown in Table 12, Table 13, Table 14,
and Table 15. Table 16 shows the average and stan-
dard deviation of the D variants for TCP and shrew
attack traffic, where the two parameters are notice-
ably higher for the latter traffic. The values for the
density of D and its Gaussian distribution are shown
in Figure 9a and Figure 9b.
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Figure 8. (a) Density of BW and (b) Gaussian distribution of BW for normal TCP and shrew attack traffic

Table 12. D values for Scenario 1

Protocol Trace; Tracez Btarget Bcurrent R BW D
TCP 2998 1053 8.310 3.76  0.439 1.456 0.301
TCP 2963 1071 8.240 3.82  0.451 1.404 0.321
TCP 2897 1034 8.170 4.02  0.446 1.269 0.355
TCP 2935 1189 7.890 3.95 0.504 1.264 0.400
TCP 2991 1127 7.970 3.92  0.470 1.269 0.363
UDP 696 1097 5.000 3.12  1.963 0.602 3.254
UDP 684 1023 5.000 3.11  1.851 0.607 3.081

Table 13. D values for Scenario 2

Protocol Trace; Tracez Btarget Bcurrent R BW D
TCP 6141 2193 8.200 3.110 0.446 1.991 0.225
UDP 3150 5127  10.000 6.330 2.031 0.605 3.334

Table 14. D values for Scenario 3

Protocol Trace; Tracez Btarget Bcurrent R BW D
TCP 13987 7495  23.780 7.890 0.669 2.117 0.316
TCP 13995 7511 23.720 7.930 0.670 2.098 0.322
TCP 13984 7508  23.610 7.780 0.673 2.154 0.315
UDP 5932 14563 25.000 13.890 3.060 0.788 3.790

We first study the normal TCP flow behavior and
determine their D values for different instances. Af-
ter obtaining their range of values, we introduce the
shrew streams to study their behavior and the values
they exhibit for the different parameters. To create
the above histogram, we examined over seven distinct
cases of both normal behavior and shrew attacks. The
distribution of D values in Figure 9 typically falls be-
tween 0.1 and 0.6, but the greatest attack fluxes are
between 3.1 and 3.9. This variation, which is gener-
ated by combining the bandwidth participation rate

BW with the congestion participation rate R, can
aid in the identification of shrew attack flows. As a
result, we can observe that the parameter D displays
a far lower value for the TCP flows than it does for
the shrew attack flows. Table 17 demonstrate the ac-
curacy of the proposed method for the four instances
where the D values allow for the easy identification
of the shrew attack flows. Once identified, they can
be simply filtered at the router by dropping their

packets.
@
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Table 15. D values for Scenario 4
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Protocol Trace; Tracez Btarget Bcurrent R BW D
TCP 10742 4093 19.890 9.233 0.476 1.452 0.328
TCP 10698 4012 19.820 9.262 0.468 1.437 0.327
TCP 10727 4071 19.790 9.197 0.474 1.457 0.328
TCP 10801 4132 19.350 9.172 0.478 1.433 0.333
TCP 10719 3998 19.660 9.229 0.466 1.439 0.323
TCP 10754 4023 19.430 9.231 0.467 1.421 0.328
TCP 10792 4042 19.510 9.176  0.468 1.440 0.325
UDP 4972 10796  25.000 15.170 2.710 0.652 4.160
UDP 4955 10774  25.000 15.060 2.717 0.660 4.179
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Figure 9. (a) Density of D and (b) Gaussian distribution of D for normal TCP and shrew attack traffic

Table 16. D variants

Traffic Average Standard Deviation
TCP
UDP

0.232 0.151

3.550 0.281

Table 17. Accuracy of the method

Scenario TCP UDP Accuracy (in %)

Scenariol 5 2 100
Scenario 2 1 1 100
Scenario 3 3 1 100
Scenario4 7 2 100

6.2.3 Threshold Values

The values for D lie within the range of 0.1 and 0.6
for the legitimate flows. They exhibit higher values
only when they are entirely unaware of the ongoing
attack, as the shrew tends to target only a subset
of flows whose round-trip times are in sync with the
attacker. Since normal flows do not exhibit values

1SeCure

higher than 0.6, the threshold values can then be
adjusted between 0.6 and 3.0. Shrew flows alter the
attack period but not the burst rate in an attempt
to preserve equilibrium in distributed attacks. When
their D values are computed, they are found to be
much higher than the normal flows and are above 3.0
but do not exceed 4.5. Otherwise, it would no longer
be a low-rate attack and be classified as a high-rate
attack. Given that TCP streams that are unaffected
by shrew streams or streams that begin later, long
after the assault was initiated, may display large D
values, even exceeding 10. In this instance, we take
1 as the threshold value, and Figure 10 displays the
achieved throughput.

6.2.4 Computation Time

The time taken to calculate the different parameters
in the detection module is computationally feasible.
For each scenario, we measure the computation time
exhibited and take their average as the result. The
average computation time required to perform the
traffic analysis and determine the value of D is shown
in Table 18.
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Table 18. Average computation time for the four scenarios

Scenario For 50s For 100s For 200s

Scenario 1 53.2ms  156.1ms 1.82s
Scenario 2 40.2ms  114.6ms 1.06s
Scenario 3 47.6ms  125.3ms 1.11s
Scenario 4 55.8ms  142.1ms 1.86s
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Figure 11. Gaussian Distribution curves of NCAS

6.2.5 Comparison with Existing Method

A shrew attack is complex to detect, but it is not
impossible to evade detection completely. Many ap-
proaches have been proposed to thwart this attack.
The metric developed in this work is based on a statis-
tical analysis of traffic behavior, which is influenced
by a similar approach of statistical analysis based on
amplitude spectrum distribution [6]. The Normalized
Amplitude Cumulative Spectrum (NCAS) of TCP
and shrew flows is analyzed and correlated with the
target bandwidth of the flows in this frequency do-
main filtering technique.

Figure 11 shows the range of values of TCP streams
and shrew streams as determined by their metric

NCAS. The TCP stream shows a mean of 0.113 and a
standard deviation of 0.026, while the shrew streams
show an average of 0.498 and a standard deviation of
0.038. The metric ”Priority Determiner” D that we
have developed gives a more distinct range of D values
and a higher value for the shrew streams, for which
it is easier to differentiate between normal traffic and
shrew flows. Depending on the variations in link ca-
pacity and the number of legitimate users, the inten-
sity of the attack can be different. Most approaches
detect aggregate attack flows rather than individual
flows. This method, using a priority determiner D
can identify individual shrew flows participating in a
distributed attack.

6.2.6 Discussion

Though the experimental results of the proposed
method yielded high accuracy, the method can still
be defeated if multiple shrew attackers orchestrate to
send the attack traffic close to the threshold value
of D. The shrew attackers will mimic their flows as
legitimate TCP-compliant flows, maintaining their
link participation close to the threshold value of D.
Then, the proposed method will consider these attack
flows as legitimate flows, allowing them to enter the
router’s queue and throttling the victim server. We
assess this scenario as Scenario 5, changing it from
Scenario 4. In this scenario, we consider seven legit-
imate TCP flows and eight attack UDP flows. The
TCP flows transmission rate, bottleneck link capac-
ity C, attack burst width, attack period, time win-
dows t; and to for gathering traffic traces, and attack
burst rate are all kept the same as in Scenario 4. Ta-
ble 19 shows the D values of the TCP and the UDP
flows when the threshold value of D is set between
0.6 and 3.0. During an attack, the UDP flows mimic
the legitimate TCP flows by maintaining D values
less than the threshold to admit their packets in the
router’s queue. For instance, in Table 19, two UDP
flows (highlighted in red) have D values around the
ceiling of the threshold value. In addition, many other
UDP flows have greater D values than legitimate
TCP flows, even though their D values are below
the threshold. If not correctly evaluated, these UDP
flows with higher link participation that imitate legiti-
mate TCP flows but are smaller than the D threshold
value could stealthily throttle a victim. Lowering the
threshold value is one possible option. However, given
the current situation of demanding internet services
and traffic, this could result in many false alarms.
Therefore, a comprehensive assessment based on the
pattern and behavior similarities of all flows during
congestion along with an adaptive threshold value of
D is imperative to identify and filter shrew attack

flows correctly.
)
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Table 19. D values for Scenario 5

Protocol Trace; Tracez R;i Ro R C Btarget Bcurrent Bt B; BW D

TCP 10640 4035 42.56020.1750.474 25 19.87 9.432 1.258 2.651 1.392 0.340
TCP 10712 4022 42.848 20.110 0.469 25 19.89 9.336  1.257 2.678 1.421 0.330
TCP 10688 4068 42.75220.340 0.476 25 19.79 9.280 1.263 2.694 1.431 0.333
TCP 10965 4045 43.86020.225 0.461 25 19.56 9.349 1.278 2.674 1.396 0.330
TCP 10835 4127 43.34020.6350.476 25 19.66 9.230 1.272 2.709 1.437 0.331
TCP 10363 4085 41.45220.4250.493 25 19.63 9.285 1.274 2.693 1.419 0.347
TCP 10792 4186 43.168 20.930 0.485 25 19.73 9.168 1.267 2.727 1.460 0.332
UDP 4936 6896 19.744 34.480 1.746 25 25 12.13 1.000 2.061 1.061 1.646
UDP 4998 7472 19.992 37.360 1.869 25 25 11.69 1.000 2.139 1.139 1.641
UDP 4562 8823 18.248 44.115 2.418 25 25 11.96 1.000 2.090 1.090 2.217
UDP 4975 6989  19.900 34.945 1.756 25 25 12.44 1.000 2.010 1.010 1.739
UDP 4865 7145 19.460 35.725 1.836 25 25 13.42  1.000 1.863 0.863 2.128
UDP 4985 7958  19.940 39.790 1.995 25 25 10.98 1.000 2.277 1.277 1.563
UDP 4998 6874 19.992 34.370 1.719 25 25 12.46 1.000 2.006 1.006 1.708
UDP 4997 8132 19.988 40.660 2.034 25 25 10.87 1.000 2.300 1.300 1.565

7 Conclusion References

Shrew attacks are hard to trace, and combating them [1] M Nooribakhsh and M Mollamotalebi. F-stone:

is difficult when they can easily evade detection. How-
ever, to disrupt the network, they do exhibit some
anomalous behavior, which can help in identifying
and mitigating their effects. In this work, we investi-
gated the shrew attack and how it affects the network.
Based on the inverse nature of the behavior of shrews
from normal traffic, we have developed a method to
detect shrew attacks from the victim’s end by leverag-
ing the deviations from normal behavior as a critical
factor. Although the simulation tests are rewarding
with proper detection, the traces are not as trust-
worthy when it comes to a thorough and sufficient
examination of the shrew attack. For the analysis of
real-time attacks, there is a need for real-attack traf-
fic traces. In future work, we aim to extend the solu-
tion to obtain higher accuracy in detecting the shrew
flows with the proper study of the inter-arrival time
of the packets from different flows. Additionally, iden-
tification and filtering of the shrew attack flows that
mimic legitimate TCP flows is significant to building
an efficient shrew attack detection system.
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