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1 Introduction

Oblivious transfer (OT) is one of the essential tools in cryptography, in which
a sender sends a message to a receiver with a probability between 0 and 1.
In contrast, the sender remains oblivious that the receiver has received the
message. t-out-of-k oblivious transfer (OT}) is a variant of OT schemes in
which a sender transfers k messages to a receiver, but the receiver can only
learn ¢ of them. Moreover, the sender remains oblivious to which secrets the
receiver has extracted. In this paper, We offer several novel protocols for secure
communication using elliptic curve cryptography. First, we propose a new type
of Diffie-Hellman key exchange protocol that utilizes the generalized Jacobian of
elliptic curves. Next, we introduce simple and secure two-round algorithms for
several variants of OT schemes, including OT', OTy, and OT}. The security of
our proposed protocols relies on the intractability assumption of solving the
discrete logarithm problem. Furthermore, in our OT schemes, it is unnecessary
to map the messages to the points on the elliptic curve, which reduces the
computational overhead and improves the efficiency of the protocols.

© 2023 ISC. All rights reserved.

is obtained by the receiver must be 1/2. Brassard et
al. [3] extended OT} to l-out-of-k OT (OT}}), where

blivious transfer (OT) is an essential crypto-
Ographic tool widely used for designing a safe
protocol to secure computation. The concept of OT
was proposed in 1981 by Rabin [1]. In an OT scheme,
a sender sends a message to a receiver such that the
receiver receives it with a fixed probability between 0
and 1. In contrast, the sender remains oblivious that
the receiver has received the message. In 1985, Even
et al. [2] generalized OT to l-out-of-2 OT (OTY}),
in which the sender transfers two messages to the
receiver such that the receiver receives only one of
them, while the sender’s chance to know which one
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the sender holds k messages, and the receiver selects
one of them to obtain without revealing his choice.
The natural generalization of OT} is t-out-of-k OT
(OT}). In OTY}. the sender sends k messages to the re-
ceiver such that the receiver can obtain only ¢ (¢ < k)
of them, and the sender does not know which of them
are given by the receiver [4-8].

The oblivious transfer has found many applications
in cryptography, such as the electronic signing of con-
tracts [2, 9], playing mental games [10], two-party
and multi-party secure computation [11, 12], and pri-
vately retrieving information from database [13-15].
For example, if a database has k secrets, then an OT}
scheme can allow a user to obtain ¢ of them such that
the database manager cannot extract which ¢ secrets
learned by the user.

Various papers exploit key exchange protocols sim-
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ilar to the Diffie-Hellman to build oblivious trans-
fers [16, 17]. Key exchange protocol is a method in
cryptography by which a cryptographic key is shared
securely between two parties in a public channel. In
1976, Diffie and Hellman [18] proposed a key exchange
algorithm that relies on the discrete logarithm prob-
lem, called the Diffie-Hellman key exchange. The el-
liptic curve Diffie-Hellman key exchange uses elliptic
curve point multiplication and is very similar to the
classical Diffie-Hellman key exchange.

In this paper, we propose a new type of Diffie-
Hellman key exchange on a particular group of the
generalized Jacobian of elliptic curves introduced by
Dechene [19], and we exploit the generalized Jacobian
of elliptic curves to propose simple two-round oblivious
transfer schemes.

1.1 Related works

Rabin [1] proposed the idea of the OT based on the
RS A cryptosystem for solving the problem of the mu-
tual exchange of messages between two distrustful
parties without a trusted third party and the simulta-
neous transfer of them. In 2006, Parakh [20] proposed
a protocol for oblivious transfer using elliptic curve
Diffie-Hellman key exchange and used it to build an
OT}y protocol. In the schemes, the parties must com-
municate three times in a public channel (a three-
round protocol), and the receiver’s security is compro-
mised [6]. Moreover, mapping messages to points on
the elliptic curve is necessary.

In recent years, OTy protocols have received increas-
ing attention in classical and post-quantum cryptog-
raphy systems [21-24]. Chou and Orlandi [16] intro-
duced a simple OT} protocol using Diffie-Hellman key
exchange. It is one of the most efficient OT protocols
in the written works. In 2017, Hauck and Loss [17]
proposed a more secure OT protocol under the com-
putational DH assumption. The security of the OT
protocols proposed in [16, 17] relies on the compu-
tational hardness of the discrete logarithm problem.
In 2022, Esmaeilzade et al. [25] extended the results
of [16, 17] to propose a generic construction based on
various cryptosystems to build simple, secure, and ef-
ficient OT} protocols. The OTj protocols proposed
in [16, 17, 25] are three-round protocols.

1.2 Our motivation

The protocol constructed by Parakh for oblivious
transfer relies on the intractability assumption of solv-
ing the discrete logarithm problem. The scheme needs
three rounds of communication, while lower commu-
nication cost creates a more efficient protocol. Also,
it needs to map the messages to the points on the

elliptic curve, which has always been challenging.

In this paper, first, we propose a new type of Diffie-
Hellman key exchange protocol using the generalized
Jacobian of elliptic curves and introduce a simple, se-
cure, and efficient two-round oblivious transfer scheme.
Unlike Parakh’s scheme, in our OT scheme, it is un-
necessary to map the messages to the points on the el-
liptic curve. Next, we extend the proposed OT scheme
to a two-round OT protocol. Finally, we generalize
our proposed OT3 protocol to a simple and secure
OT} protocol.

1.3 Our contributions

The contributions of this paper are summarized as
follows:

e We propose a new type of elliptic curve Diffie-
Hellman key exchange protocol using generalized
Jacobian of elliptic curves, in which its security
relies on the hardness of solving the discrete
logarithm problem.

e Next, we use the proposed key exchange proto-
col to introduce a simple and secure OT pro-
tocol based on the intractability assumption of
solving the discrete logarithm problem on the
generalized Jacobian of elliptic curves. Because
the computations are in the generalized Jaco-
bian of elliptic curves, it is unnecessary to map
the messages to points on the elliptic curve.

e Then, we extend the proposed OT protocol to
secure and simple OT) and OT} protocols. The
proposed protocols are secure against all passive
attacks.

e We provide a comparison between the intro-
duced protocols and some other protocols.

e Finally, we present a few codes related to the
generalized Jacobian of an elliptic curve. These
codes are designed to facilitate the calculation
of various parameters and values used in the
protocols.

1.4 Organization of the paper

The remainder of this paper is organized as follows:

Section 2 provides details preliminaries of elliptic
curves and the generalized Jacobian of elliptic curves.
We present the definition and security model of obliv-
ious transfer and some flavors of oblivious transfer in
Section 3. In Section 4, we present a digital signature
using the generalized Jacobian of elliptic curves to
protect our OT protocols against man-in-the-middle
attacks. We propose our schemes and examine their
security in Section 5. In Section 6, we compare our
proposed OT protocols and some other protocols. Fi-
nally, we draw our implementation achievement and
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Pari codes in Section 7.

2 Preliminaries

In this section, first, we provide a brief overview of
elliptic curves. Next, we introduce the generalized
Jacobian of elliptic curves and give some of their
properties.

2.1 Elliptic curves

Let F, be the finite field of order ¢ = p™, where n is a
positive integer, and p is a prime not equal to 2 and 3.
An elliptic curve E over Fy is a curve defined by an
equation in the form

y? =23 4+ ax + b,

where a,b € Fy, and its discriminant A = 4a® + 27b?
is nonzero. If a,b € F,, then we say that E is defined
over [F; in this case, the set of IF;-rational points of
E is defined as

E[F,) ={(z,y) e Fy xF, | y? = x3+ax+b}u{(’)},

where O is the point at infinity. The points on the
elliptic curve F form an abelian group with respect to
an operation defined as follows, with O as the identity
element.

Let Py = (x1,y1) and P> = (22,y2) be points on F
in which P, Py # O. We put P, + P» = P3 = (23,¥3)
where,

(1) If 21 = x5 and y1 # y2, then P3 = O, that
means P, = —P;.

(2) If x1 # a9, then 3 = m? — x5 — 1y and y3 =
m(x; —x3) —y1, wherem = (y2 —y1)/(x2 — x1).

(3) If P, = Py and y; # 0, then o3 = m? — 21
and y3 = m(x1 — x3) — y1, where m = (3112 +
@)/ (291).

(4) f P, = P, and y; =0, then P3 = O.

(5) P+ O =0+ P =P, for each point P on E.

Further information on the elliptic curves can be ob-
tained from a variety of sources, including books and
research papers. Two important references in this area
are [26, 27].

2.2 Usual and generalized Jacobians

The generalized Jacobian of a curve C'is a commuta-
tive algebraic group related to the curve C with an
effective divisor on C, introduced by Rosenlicht [28] in
1954. Dechene [19] introduced the use of the general-
ized Jacobian of elliptic curves as a candidate for dis-
crete logarithm-based cryptography. This paper uses
the generalized Jacobians to propose a key exchange
protocol and apply it in several different elliptic curve
oblivious transfer versions.

18:0ured)

Let E : y?> = 23 + ax + b be an elliptic curve over
the finite field F,. The divisor group of F, denoted
by Div(E), is the free abelian group consisting of for-
mal sums ), np(P), where the np’s are integers,
all but finitely many of np’s will equal to 0. Given
any divisor D = ), pnp(P), the degree and the
sum of D are defined as deg(D) = Y pcpnp and
sum(D) = ) pcpnpP, respectively. Furthermore,
the support of D is the set Supp(D) = {P € E|np #
0}. The divisors D and D’ are called co-prime, if
Supp(D) N Supp(D') = 0. The subgroup of Div(E)
contains all divisors of degree 0 and is denoted by
Div®(E). A divisor D = 3" p np(P) is called effective,
if np > 0 for each P € Supp(D). For a non-zero func-
tion f in F,(E), the function field of E, divisor of f
is div(f) = Y pep ordp(f)(P), where ordp(f) is the
order of f at the point P. A divisor D is called princi-
pal, if D = div(f), for a function f in Fy(E). The set
of all principal divisors of E is denoted by Princ(E).
Two divisors D and D’ on E are said to be linearly
equivalent, denoted by D ~ D', if they differ by a prin-
cipal divisor, i.e., D — D" = div(f) for some non-zero
function f on E. Principal divisors on E have degree
zero, which means that they are divisors of functions
on F that have no poles or zeros. The quotient group
of degree-zero divisors modulo principal divisors, de-

)
noted by Pic(E) = %, is called the (usual) Ja-
cobian of E. Let m = >"7_, m;(P;) be an effective divi-
sor with the support Sy = {m1,---, m,}. Suppose D
and D’ are two divisors relatively prime with respect
to m. We say that D and D’ are m-equivalent, denoted
by D ~y D', if they are linearly equivalent (D — D' =
div(f)) and satisfy the condition ordp, (1 — f) > m;
for 1 < i < r. The m-equivalence class of divisor D
is denoted by [D],,. The set of all divisors of E rel-
atively prime to m is denoted by Divy,(FE), and the
degree zero part of Divy (E) is denoted by Divd (E).
We define

Princm (E) = [0]m
={div(f)|f € Fo(B)",0ordp(1 = f) 2 mi, (1 <i<r)}.

Div (E)
Princy (E)
ized Jacobian of FE with respect to m, and denoted by
Picl (E) or Ju(E). Dechene in [19] proved that if M
and N are two distinct non-zero points on FE, then
the generalized Jacobian of E can be represented as

The quotient group is called the general-

Jn(E)={(k,P):k eF,,Pc EF,)},

and given (ki1,Pr1),(ke,P2) € Jn(E) such that
Py, Py, =(P, + P,) ¢ {M, N}, we have

(k1, Pr) + (k2, P2) = (kikocn (Pr, P2), PL + P»), (1)
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where ¢ (P, Py) = %, and Lp, p, € F,(E)*

issuch that div(Lp, p,) = (P1)+(P)—(Pi+P)—(0).
The basic properties of the group law include the
following:

(1) (1,0) is the identity element of (Jy, +).

(2) cm(P1, P2) = cw(Ps, Py), therefore J,, is an
abelian group.

(3) The inverse of (k,P) € Jy is —(k,P) =

(% llig((]\]\/[[)) , —P), where Ip o denotes the equa-
tion of the straight line passing through P and
(@]

(4) For all P € E\ {M,N}, ¢u(O, P) = 1. There-
fore, (k1,0) + (kz2, P) = (k1k2, P) and in par-
ticular (k1, O) + (k2, O) = (k1ke, O), as a result
Jm contains a subgroup isomorphic to Fy.

Now, for the integer n, and (1, P) € Ju(E), let oy, (P)
be the first component of n(1, P). Then, we have

an(P) = cm(P, P)cm(P,2P) - - - e (P, (n — 1) P),

also, if (k, P) € Ju, then n(k, P) = (k" a,(P),nP).
The following theorem, which is proved in [29] is used
in our proposed scheme.

Theorem 1. Let m and n be integers, and P be a
point on EE. Then

a) Am4n(P) = am(P)an(P)em(mP,nP),
b) amn(P) = an(P)™am(nP) = am(P)"an(mP).

3 Oblivious transfer

In this section, we present the definition and the
security model of oblivious transfer and the flavors
of oblivious transfer. In all schemes presented in this
paper, there are two characters: Alice (the sender)
and Bob (the receiver). We assume that both parties
are willing to participate honestly in the protocol.

3.1 Definition of OT

In an oblivious transfer, Alice transfers a message to
Bob such that Bob receives it with a fixed probability
p, and Alice remains oblivious to whether or not Bob
received the message. In this paper, we assume that
p = 1/2. At the end of the protocol, Bob must check
whether he has received Alice’s private key.

Correctness: An OT protocol is correct if Bob
achieves the messages with the probability of 1/2
when Alice and Bob follow the protocol steps.

3.2 The security model of OT

According to the definition, the security requirements
of OT are:

Receiver’s privacy: The sender should not be able
to know whether or not the receiver received the

message.

Sender’s security: In an OT protocol, Bob can ob-
tain Alice’s message only with the probability
1/2. Equivalently, Bob cannot realize any infor-
mation about Alice’s message with the proba-
bility of 1/2.

3.3 Definition of OT}

In a chosen 1-out-of-2 oblivious transfer, Alice sends
two messages, denoted by mg and m, and Bob chooses
a bit ¢ without revealing which message he has chosen.
Additionally, the protocol requires that Bob should
not know what has been extracted by Alice.

Correctness: An OTy protocol is correct if Bob
achieves one of the messages mg, my of his choice c,
when Alice and Bob follow the protocol steps.

3.4 The security model of OT}
Security requirements of OT3 are:

Receiver’s privacy: Alice should not be able to
realize Bob’s choice. Specifically, she should not
be able to obtain whether ¢ = 0 or ¢ = 1, which
means Prjc=0] = Prlc=1]=1/2.

Sender’s security: In this protocol, the receiver
should be unable to distinguish any information
about s1_,.

3.5 Definition of OT}

The most commonly used form is t-out-of-k OT (OT}),
in which Alice sends k messages myq, ..., my to Bob
and Bob selects 71, . .., % to receive m;,, ..., m,,, such
that Bob can learn only ¢ of k messages and Alice does

not understand which of them have been extracted by
Bob.

Correctness: An OT}. protocol is correct if Bob
achieves the messages of his choices when Alice and
Bob follow the steps of the protocol.

3.6 The security model of OT}
Security requirements of OT} are:

Receiver’s privacy: In throughout of an OT}, Alice
should not be able to realize Bob’s choice set
B = {iy,...,i:}. In other words, given any two
sets of choices, By and By, she should not be
able to obtain whether B = By or B = Bj.

Sender’s security: In this protocol, the receiver
should be unable to distinguish any information
about m; for all j such that j # i1,...,4%;.
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4 A digital signature using generalized
Jacobian of elliptic curves

In this section, we use the elliptic curve digital sig-
nature algorithm (ECDSA) [30] and present a digital
signature using the generalized Jacobian of elliptic
curves to protect our OT protocols against man-in-
the-middle attacks.

A certificate authority (CA) decides upon an elliptic
curve E : y? = 23 +ax+b over a finite field F, (¢ = p",
p is a prime), and a divisor m = (M) + (N) where M
and N are distinct finite points on E. He chooses a
point P € E such that the points M and N are not in
the subgroup generated by P, denoted by (P). After
choosing P, a point G is initialized as (1, P). Further,
he considers a hash function hash : {0,1}* — U,
where U, = {1 <z <n:ged(z,n) =1}, and n is the
order of G. He chooses a private key kca € U, and
publishes {E,F,, m, G, n, hash}. Suppose Alice wants
to sign a message m. Alice authenticates herself to the
CA by her identity 1D 4 € U,,. The CA computes and
sends ka = kcalDa (mod n) to Alice. K 4 is Alice’s
private key. The CA publishes A = k4G as ” Alice’s
public key is A, signed CA.” Once Alice has received
her private and public keys, she performs a series of
steps to sign a message m.

(1) calculates h = hash(m),

(2) chooses a random integer ¢ coprime to n, and
calculates r,,, = a.(P),

(3) computes s, = ¢ H(h + rpka) (mod n); if
ged(sm, n) # 1, then returns to step 2,

(4) puts signa(m) = (rm, Sm), and sends {m, sign 4
(m)} to Bob.

To verify the signed message, Bob performs the fol-
lowing steps:

(1) calculates h = hash(m), s;;} (mod n), and R =
(hsp )G+ (rms,,') A,
(2) puts 7}, = the first coordinate of R,
(3) verifies the validity of the signature by checking
that rl, = rp,.
Remark 1. Since the CA publishes A as ”Alice’s
public key is A, signed the CA,” MITM cannot gen-
erate such a certificate. The CA will not give Alice’s
certificate to MITM and lists Alice as the owner. The
MITM cannot reuse Alice’s certificate, as he does not
know Alice’s private key, and MITM cannot generate
his certificate, as he does not know CA’s private key.

5 Our schemes

5.1 Key agreement protocol using
generalized Jacobian of elliptic curves

This section uses the generalized Jacobian of an el-
liptic curve and presents an algorithm for securely
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exchanging a key between two parties, Alice and Bob,
over a public channel.

Alice and Bob decide upon an elliptic curve E : y? =
23 + ax + b over the finite field F, such that ¢ = p"
and p is a large enough prime number (p ~ 2'6°) and
a divisor m = (M )+ (N), where M and N are distinct
finite points on the elliptic curve. They choose a point
P € E such that M, N ¢ (P). Alice and Bob carry
out the following steps for exchanging a key using the
generalized Jacobian of an elliptic curve:

(1) Alice chooses an integer a, computes G4 =
a(1, P) = (aq(P),aP), and sends {G 4, signa(
G 4)} to Bob.

(2) Bob wverifies the validity of the signature,
chooses an integer b and computes Kp =
aq(P)ay(aP), Gg = b(1,P) = (ap(P),bP),
and sends {Gp, signg(Gp)} to Alice.

(3) Alice verifies the validity of the signature and
computes K4 = ap(P)%q (bP).

According to Remark 2, K4 = Kpg. Therefore, Alice
and Bob have a shared secret key.

Remark 2. According to part b of Theorem 1, in the
preview algorithm, K4 = Kp.

5.2 Oblivious transfer using generalized
Jacobian of elliptic curves

This subsection aims to provide a protocol to exchange
private keys n4 and np between two distrustful parties,
Alice and Bob, without using a trusted third party
and without simultaneous exchange of information.
We introduce an algorithm to exchange the secret key
n4 with oblivious transfer from Alice to Bob using
the generalized Jacobian of elliptic curves, which Bob
can use in the same way to transfer his private key
np to Alice.

Alice and Bob decide upon an elliptic curve E :
y* = 2 + ax + b over the finite field Fy, ¢ = p™, p
is a large prime (p ~ 2'99). Also, they agree on a
divisor m = (M) + (N), where M and N are distinct
finite points on E, and they select one z-coordinate.
Suppose P; and P are corresponding points to this
z-coordinate, hence; we can write P, = —FP,. The
selection of z-coordinate should be such that M, N ¢
(Py). Alice secretly chooses one of the two points P
and P», which we call P4. Similarly, Bob chooses Pg €
{P1, P>}. Suppose n = |{(1, P1))|. Consider that Alice
wants to send secret key n4 with oblivious transfer
to Bob, where ng < p. Alice and Bob perform the
following steps:

(1) Bob computes
Gp =np(l, Pg) = (an;(PB),n5Pp),
and sends {Gp, signg(Gp)} to Alice.
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Alice

Bob

(1) calculates h = hash(m),

(2) chooses ¢, (gcd(c,n) = 1),
calculates ry, = ac(P),

(3) sm = c_l(h + rmka) mod n,
if (s, n) # 1 returns to (2),

(4) puts sign g (m) = (rm, sm)-

{m, sign 4 (m)}

(1) calculates h = hash(m),
sr_nl (rnodln), L
R = (hs,7)G + (rms,;, )A,
(2) puts Tgn = the first coordinate of R,

(3) checks r,/rn =rm.

Figure 1. A digital signature using generalized Jacobian of elliptic curves

Alice

Bob

chooses a private integer a,
computes G 4 = (g (P), aP)

chooses a private integer b,
computes Gg = (ap(P),bP)

{G4,519gn 24 (G 4)}

{GB, signB(GB)}

computes K4 = ap(P)%aq(bP)

computes Kg = aa(P)bab(aP)

Figure 2. The key agreement protocol using generalized Jacobian of elliptic curves

(2) Alice verifies the validity of the signature,
and calculates K4 = o, (Pg)"*an, (nsPps),
My = nAl]Fq + K4 and G4 = nA(l,PA) =
(an, (Pa),maPya). She sends

{Ma,G 4, signa(Ma,Ga)}

to Bob.

(3) Bob verifies the validity of the signature, and
computes Kp = g, (Pa)"Bay,, (naPa), and
obtains Mp = M4 — Kpg. He receives Alice’s
secret key with probability 1/2 according to
Remark 5.

Remark 3. Alice and Bob must agree on an z-
coordinate so that the order of P; = (x,y) is not 2,
because if that happens, then P, = —P,, and Bob
always receives Alice’s message.

In the final phase of the algorithm, Bob must check
whether or not he has received Alice’s private key. To
accomplish this, we present a technique in Remark 4.

Remark 4. Suppose c is the value obtained by Bob in
the last step; Bob calculates a.(P;) and a.(Pz). If one
of these two numbers equals to «, ,(P4), Bob ensures
he gets Alice’s private key, and ¢ = ny. Otherwise,
Bob does not receive Alice’s private key.

Correctness: Remark 5 guarantees the correctness
of our OT protocol.

Remark 5. Two cases may occur in this protocol:
(1) Pa = Pp; In this case, according to Theorem 1,

K4 = Kp, as aresult, Mp = naly,, Moreover,
Bob receives Alice’s message.

(2) P4 = —Ppg; in this case, K4 # Kp, so Mg #
nalg,, Furthermore, Alice’s message is not re-
ceived by Bob.

Therefore, Bob achieves the message with probability
1/2.

Security of the protocol

Here, we examine the security of the proposed OT
protocol:

Receiver’s privacy:

If Alice knows the answer to ”"Did Bob receive the
message?” then Bob’s privacy is compromised. Bob
sends the value ng(1,Pg) = (an,(Pg),ngPs) to
Alice. If Alice achieves Ppg, she realizes whether Pg =
P4, and according to Remark 5, she finds out whether
Bob achieved the message. To find Pg, Alice must solve
one of the following discrete logarithm problems, which
are computationally difficult and require significant
computational resources:

x(l’Pl) = (ans (PB)7nBPB)a
;v(l,P2) = (anB (PB),TLBPB).

Otherwise, it is hard to get Pg. Therefore, privacy
of Bob relies on the difficulty of solving the discrete
logarithm problem on the generalized Jacobian of
elliptic curves.

Sender’s security:

If P4 # Pp, and Bob can realize n 4, then privacy of Al-
ice is compromised. Alice sends M 4 = naly,+K4 and
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Alice

Bob

(1) randomly chooses Pg € {Py, Py},
randomly chooses a private integer n g,

computes Gg = (anpg (PBp),npPR)

{Gp,sign(Gp)}

(2) computes:

Kp=ang (PB)"AanA (npPRp),
MA:nAlqu +KA,

randomly chooses P4 € {Py, Py},
computes GA = (OénA(PA)y”APA)

{M4,G4q,sign(My,G )}

(3) computes:

Kp =an, (PA)"Bapg(naPy),
Mp =Mp — Kp,

PriMp = nalp, ] =1/2

Figure 3. The oblivious transfer protocol using generalized Jacobian of elliptic curves

na(1,Pa) = (an,(Pa),naPa) to Bob, where K4 =
an, (Pe)"ay, ,, (npPp). If Bob solves the discrete log-
arithm x(1, P4) = (an, (Pa),naPa) for P4 = Py or
P4 = P,, then he obtains n 4 anyway. Another way
to get n 4 is to find the value of K 4. Remark 5 states
that Bob can easily achieve K 4 when P4 = Ppg, but
when P4 # Ppg, Bob faces a more challenging task to
achieve K 4. In this case, Theorem 1 provides a solution
that involves using the values of {a,, (Pp),naPg}.
In fact, if he has the values of {«, , (Pg),naPg}, he
can compute

Ky =a,,(Pe)"Pan,(naPp).

However, this solution requires that Bob has access
to the values of {ay, , (Pg),naPp}, which he may not
have in practice. Therefore, without solving the dis-
crete logarithm problem, it is hard for Bob to obtain
ny when Py # Ppg. Hence, Alice’s privacy is based on
the difficulty of the discrete logarithm problem.

5.3 Chosen 1-out-of-2 oblivious transfer using
generalized Jacobian of elliptic curves

This subsection aims to present an algorithm using
the generalized Jacobian of elliptic curves, in which
Alice sends one of the keys n1 and ny to Bob with an
OT3, where ni,ny < p. In this algorithm, Bob can
get only one of two Alice’s keys, and Alice remains
oblivious to which of the two keys Bob retrieved.

Alice and Bob decide upon an elliptic curve E :
y* = 2% 4+ ax + b over the field F,, ¢ = p", p is a
large prime (p ~ 2'69). Also, they agree on a divisor
m = (M) + (N), where M and N are distinct points
on F. They choose a random z € F, such that there
are two distinct points P; and P, = —P; on E with
x-coordinate z, and M, N ¢ (P;). Bob chooses Pp =
P, € {P1, P,}. Suppose Alice wants to send one of
the secret keys nq,ng to Bob with oblivious transfer.

Alice and Bob perform the following steps:

18:0ured)

(1) Bob chooses an integer ng, computes Gg =
ng(l,Pg) = (an,(Pp),npPp), and sends
{GpB, signp(Gp)} to Alice.

(2) Alice verifies the signature and then com-
putes K1 = au,,(Pg)"ay,,(ngPp), Ko =
Qny(PB)"an,(ngPg), M1 = nilp, + Ki,
My = nolp, + Kz, Gi = mi(1,P) =
(Oénl(Pl),’l’Llpl) and GQ = n2(1,P2) =
(atny (Pa),m2 P2). She sends

{Mh M27 le G27 SignA(Mh MZa G17 GZ)}

to Bob.

(3) Bob verifies the signature and then computes
Kg = apn, (P)"2ay, (n;P;) and Mg = M; —
Kp. According to Remark 7, he obtains one of
Alice’s private keys.

Remark 6. The value x € F; must be selected so
that the order of P; is not 2; otherwise, P, = P», and
Bob always receives both of Alice’s keys.

Correctness: Remark 7 guarantees the correctness
of our OT} protocol.

Remark 7. Two cases may occur in this protocol:

(1) Pg = P; in this case, according to Theorem 1,
Kp = K, therefore Mg = n1lp,, Moreover,
Bob achieves Alice’s first key.

(2) Pg = P,; similar to the previous case, Kg =
K3, therefore Mp = naly,, Furthermore, Bob
obtains Alice’s second key.

Security of the protocol

The security of the scheme is examined in the following:

Receiver’s privacy:

If Alice can obtain 4, then privacy of Bob would be com-
promised. Bob sends ng(1, Pg) = (ay, (Pg),ngPg)
to Alice, where Pg = P;. Therefore, if Alice achieves
Ppg, she realizes the value of i. Alice needs to solve
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Alice

Bob

(1) chooses a private integer npg,
and P; € {Py, Py},
computes G g = (anB (P;),npP;)

{Gp,signp(Gp)}

(2) computes:

K1 =anpg (Pp)™1 Xng (npPp),
Ko = ang (P)"2an, (ngPR),
My = nqlp, + K1,

Mo = 77.21]Fq + Ko,

G1 = (any (P1),n1P1),

Go = (angy (P3), ngPg)

{My, Mg, G, G, sign g (M1, My, G1,G2)}

(3) computes:

Kp = Oéni(Pi)nBanB (ny Py),
Mg =M, — Kpg,

Mp = nilp,

Figure 4. The 1-out-of-2 oblivious transfer protocol using generalized Jacobian of elliptic curves

one of the following discrete logarithm problems to
find Pg:

fE(].,Pl) = (anB (PB)vnBPB)a

{E(]., PQ) = (OénB (PB), nBPB).

Otherwise, it is hard to obtain ¢. Hence, privacy of
Bob is based on the hardness of the discrete logarithm

problem on the generalized Jacobian of elliptic curves.

Sender’s security:

If Bob gets both of Alice’s keys, then privacy of Alice
will be compromised. Alice sends

Mj = njl[p‘q + Kj,
nj(lv Pj) = (anj (Pj)7 anj)7
for j = 1,2, where K; = ay,(Pp)" ay,(npPs) to
Bob. If Bob can solve the discrete logarithm z(1, P;) =
(an, (Pj),n;P;), then he will obtain both n; and ns.
Another way to get n; is to obtain the K. If Pg = P;,

Bob can easily achieve K;, as mentioned in Remark 7.

For j # i, we have
Kj = Oénj (Pi)nBOlnB (TL]PZ)

Since Bob does not know the values of {c,,, (F;), n; P;},
he cannot obtain K. Therefore, without solving the
discrete logarithm problem, it isn’t easy to obtain n;
when j # i. Therefore, Alice’s privacy is also based
on the hardness of the discrete logarithm problem.

5.4 Chosen t-out-of-k oblivious transfer using
generalized Jacobian of elliptic curves

In this subsection, we propose an OT} scheme using a
cyclic subgroup of generalized Jacobian of an elliptic
curve. In the proposed protocol, Alice sends ¢ of the
k keys ny,...,ni € [1,p — 1] to Bob with an OT}, so
that Bob obtains only ¢ of k& Alice’s keys, and Alice
remains oblivious to the fact that which of k keys are
received by Bob.

To this end, Alice and Bob decide upon an elliptic
curve F : y* = 2% + az + b over the field F,, ¢ = p",
p is a large prime (p ~ 2'99). Also, they agree on
the divisor m = (M) + (N), where M and N are dis-
tinct finite points on E. They select P € E(F,) such
that M, N ¢ (P). Alice picks Py,...,P; € (P) and
makes ny,...,ng corresponding to P, ..., Py, pub-
lishes P, ..., Px. Bob wants to receive n,,,...,n,,.
Alice and Bob perform the following steps:

(1) Bob chooses the secret key np and computes

GB1 = nB(]-val) = (anB(Pﬁ)vnBPh)v

GBt = nB(laPTt) = (anB(PTt)’nBPTt))

then he sends {Gp,, ..
Gpg,)} to Alice.
(2) Alice verifies the signature and computes

., Gp,,signp(Gpy,y ...,

OénB(Prl)nlanl ("BPTI) (anB (Pn)nlanl (npPry)

ClnB(Prl)”kﬂnk("BPrl) co- Qnp (Prt)nkank (nBPn)

’I’L]_l]Fq +K11 ’I’L]_l]Fq +K1t

nkl]pq + K1 ... nkl]}rq + Ky
and

Gi=n1(1, P1) = (an, (P1), 1 P1),

G = ni(1, Pr) = (an, (Pg), kL),
then she sends
{M7 Gla s

.,Gk,signA(M, Gl, .o .,Gk)}

ISeﬂure@

to Bob.
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(3) Bob verifies the signature and computes
Ly = Qn,., (Pr)"P ang (i, Pry ),

Ly = Qn,., (Pr,)"" any (N, Pry),

and obtains Mp = [M,;1 — L1,..., My,+ — Ly].
He achieves [n,,,...,n,,] according to the fol-
lowing theorem:
Theorem 2. In the last step of the algorithm, Bob
achieves [Ny, ..., Ny, ].

Proof. According to Theorem 1, for 1 < j < ¢, we
have
M, ; — L;
= ’ILTJ l]Fq + K,«jj - Lj
=Ny l]Fq
+ ang (Pr))"7 o, (nBFr,))
- Qn,, (Prj)nB Qng (nTj Prj)
= ’/l,«j lqu.

Sincen,.; < p(q = p"),n,; canberealized by Bob. [

Correctness: Theorem 2 guarantees the correctness
of the OT}, protocol.

Security of the protocol

Here, We examine the security of the proposed proto-
col:

Receiver’s privacy:

If Alice achieves at least one of r1, .. ., ry, then privacy
of Bob will be compromised. Bob sends np(1, ;) =
(ny(Pr;),nBPr,) to Alice for 1 < j < t. If Alice
obtains P, , she will find the value of r;. To this end,
Alice can solve the discrete logarithm problems:

x(lv PZ) = (anB (PTj)7 nBP’I‘j))
forall 1 < j < tand 1 < i < k, to achieve ng.
Also, she will find P, and r; simultaneously. Without
solving the discrete logarithm problem, it is difficult
for Alice to obtainr; (1 < j < t). Therefore, privacy of

Bob is based on the difficulty of the discrete logarithm
problem on the generalized Jacobian of elliptic curves.

Sender’s security:

Privacy of Alice is compromised, if Bob obtains at
least one n; such that ¢ # r; for all 1 < j < ¢. Alice
sends two sets of information to Bob. The first set is
{nilp, +Ki; 1 < j <tandl <i <k} and the second
set is {n;(1, P;) = (ap, (P;),n;P;) 1 <4 < k}. For all
1 < i <k, if Bob can solve the discrete logarithms

.’L‘(L Pi) = (ani (Pz)a niPi)7

18:0ured)

then he would achieve n;. According to Theorem 2,
he easily realizes Ny, for 1 < j < t. In the case that
i # r;, if Bob wants to get the value n; from n; + Kj,
he needs to obtain K;;, where

Kij = an, (Pr,)"? atny (N Pr)).
Since Bob does not know the values of {anrj (Pr,),
niPr; }, he cannot calculate K;;. Therefore, without

solving the discrete logarithm problem, it is hard for
Bob to obtain n; (i # ;).

6 Comparison

This section compares: i) our OT scheme with schemes
proposed in [1, 20], ii) our OTy scheme with schemes
proposed in [16, 17, 20, 25], and iii) our proposed OT}
scheme with schemes proposed in [4, 6, 31, 32]. This
section assumes that the underlying field has prime
order p. In the following, we provide definitions for
the notations used in this section:

o Ty the time of 1024-bit modular multiplica-
tion,

o Tyt the time of 1024-bit modular exponential;
(TEzp ~ 1536TMul ~ 62976TMu),

e Thy,: the time of 160-bit field multiplication;
(Thrwr = 41T 0, [33]),

o Tg,: the time of 160-bit field exponential;
(Tge =~ 240T ),

e Tpo_aqq: the time of addition on an elliptic
curve; (Tec—add = 5Tnu),

o Trc—_pw: the time needed for a scalar mul-
tiplication on an elliptic curve; (Tpo—pu =
12007 asw ),

e T,: the time for computing a,,(P) in n(1, P);
(T, =~ 2880T\10),

e T 7 Aqq: the time of addition on generalized
Jacobian; (TGJ,Add ~ 12TMu)7

e Tay_ i the time needed for a scalar multipli-
cation on a generalized Jacobian of an elliptic
curve; (Tg—nru ~ 432070 ,),

e T}, the time of computation of a bilinear pair-
ing,

® Thasn: the time for computing of a hash function,

e Tro: the time for computing of a random oracle
in [17],

o Tyign: the time for computing of the signature
algorithm in [1],

® Tinap: the time for mapping a message to a point
on an elliptic curve in [20],

The double-and-add method is a commonly used algo-
rithm for computing scalar multiplication on elliptic
curves. In the context of the generalized Jacobian of
an elliptic curve, this method requires 160 generalized
Jacobian doublings and, on average, 80 generalized
Jacobian additions to compute «,(P) in n(k, P). The
addition formula given in [19] and the Pari codes pre-
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Alice

Bob

(1) chooses a private integer npg,
computes:

GB1 = (OénB(Prl),"BPrl),

GBt = (anB(PT‘t)7nBP’r‘t)

{GBl,...,GBt,signB(GBl,...,GBt)}

(2) computes: K, M, and,

G1 = (any (P1),n1 P1),

Gk :(Oénk(Pk),nkPk) {M,Gl,...,Gk,signA(M,Gl,...,Gk)}
(3) computes Ly, - -, Lyg,
obtains:
Mp = [Mpj1 =Ly, oo Mpyg — Lyl

=[n7~11]Fq,.H,n¢‘t1]Fq]

Figure 5. The t-out-of-k oblivious transfer protocol using generalized Jacobian of elliptic curves

sented in Section 7 demonstrate that the generalized
Jacobian addition (or doubling) operation requires
one elliptic curve operation and seven field multi-
plications on average. According to [33], an elliptic
curve addition or doubling operation requires five field
multiplications. Based on this, we can estimate that
computing a,, (P) on the generalized Jacobian of an
elliptic curve requires approximately 2880 field mul-
tiplications. Similarly, computing nP on the elliptic
curve needs about 1200 field multiplications. Com-
putation of a” on the field F,, by repeated squaring
and multiplying needs average of about 240 160-bit
field multiplication. Computation a* mod N by re-
peated squaring and multiplying needs about 1536
1024-bit modular multiplication. Hence, computing
of n(k, P) = (k"a,(P),nP) needs about 4320 field
multiplications. Note that field addition, modular ad-
dition, and bit-XOR have lower computational costs
than other operations; therefore, we don’t count them.

In Table 1, we compare our proposed scheme in
Section 5.2 with the schemes in [1, 20] in terms of
the needed rounds, transferred bits between sender
and receiver, computational costs of sender and re-
ceiver, and security against man-in-the-middle attacks.
The Table illustrates that our scheme is better than
the schemes [1, 20] in terms of Needed rounds and
Transferred bits. In terms of computational costs, we
can say that our protocol is better than [1], and if
1316270y < Tnap — 2Thash, it is better than [20],
according to Table 1. Our OT protocol and [1] are se-
cure against MITM attack, while the protocol of [20]
is not. Additionally, in [20] receiver’s security is com-
promised [6]. Therefore, our scheme is more secure
than [20]. Regarding OT schemes, our research has
not identified any recently introduced scheme that
is similar to ours. However, there are several OT}
schemes that we compare with ours in the following.

Table 2 provides a comparison between our OTy
proposed scheme in Figure 4 and the scheme pro-
posed in [25] based on RSA, the schemes proposed
in [16, 17, 20], in terms of the needed rounds, trans-
ferred bits between sender and receiver, and computa-
tional costs of sender and receiver. Regarding commu-
nication costs, we consider the number of rounds and
the number of bits transmitted between the parties.
Table 2 shows that our protocol is better than others
regarding communication costs. In terms of compu-
tational costs, the Table shows that if we consider
the same computation time for hash functions of all
protocols and Tro, our protocol is better than [17].
Moreover, if Thaspn < 805981, our protocol is the
best among the compared OTy schemes.

Table 3 compares our OT} with the first Mu et al.’s
scheme [4], and the schemes in [6, 31, 32] in terms of
needed rounds, the number of bits sent by a sender
to a receiver, and the number of bits sent by the
receiver to sender. Table 3 shows that our protocol is
better than the protocols in [4, 32] In terms of needed
rounds, and the protocols of [6, 31] have the same
needed rounds as ours. Table 3 demonstrates that our
protocol outperforms those proposed in [4, 31, 32] in
terms of the number of bits transferred to the receiver.
Also, if 160(3t 4+ 2) < 160(k + ¢ + 1) (or equivalently
2t + 1 < k), our protocol is better than [6]. Based
on the number of bits transferred by the sender, our
scheme is better than the scheme proposed by Mu et

1024¢ 4- 704
. 4. M ifhk< ——
al. [4]. Moreover, if k < 40 — 161

better than [31, 32]. According to the number of bits
the sender transfers, the protocol proposed by Chen
et al. [6] outperforms our protocol.

, our scheme is

Table 4 presents a comparison of the computational
costs of our proposed OT}. protocol with several ex-
isting schemes, including Mu et al.’s scheme [4], as

1S¢0ured)
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Table 1. Comparisons of the proposed OT with the others

Features Our scheme Parakh [20] Rabin [1]
Needed rounds 2 3 4
Transferred bits 1600 bits 1920 bits 5120 bits

Computational costs 6Tqj_prui 10TEC— Mull 2TBqap
+2Tgr—add +6TEC—add  +2TMmul
+4T o +2Tmap +4Tsign
42T, = 12030Ts, = 126034T),,
+10T 4 +2Tmap +4Tsign
+4Thash
= 38354710,
+4Thash
Security against yes no yes

MITM attack

Table 2. Comparisons of the proposed OT21 with the others

Features Our scheme Parakh [20] Chou [16] hauck2017efficient [17] Esmaeilzade [25]
Needed rounds 2 3 3 3 3
Transferred bits 2400 bits 3040 bits 4096 bits 4096 bits 4096 bits

Computational costs 7TTg7_prul 16TEC— Mul 2TEzp 2TEzp 3TEzp + Tl
+2Tgj—add +10TEC—add  +TMul N +3Thash
45T = 8295607z, +3Thash +3Thash = 188969T s,
+3TE = 1259937\, +Tor +3Thash
+11T +3Thash = 125993T 1,
+4Thash +3Thash
= 45395T p sy, +Tro
+t4Thash

Table 3. Comparison of our Ole in terms of communication costs

features our scheme Mu et al. [4] Chu et al. [31] Zhang et al. [32] Chen et al. [6]
Communication rounds 2 3 2 3 2
Number of bits  160(kt + 3k + 2) 1024(kt + k) 1024(k + ¢ + 1) 1024(k +t+1)  160(k + t)
(sender to receiver)
Number of bits 160(3t + 2) 1024t 1024t 1024(t + 3) 160(k +t + 1)

(receiver to sender)

well as the schemes presented in [6, 31, 32]. The table
shows that our protocol outperforms [6, 31] in terms
of the computational costs incurred by the receiver. In
particular, if the hash function time T} is less than
or equal to (16575t — 18640)T'n.,, our protocol offers
the best performance. In terms of computational costs
for the sender, our proposed scheme offers better per-
formance than several existing schemes under certain
conditions. Specifically, if the hash function time Tjsp
is less than or equal to (k(24035t3726) — 5890)T sy,
our scheme is superior to [4]. If (k + ¢ — 2)Thasn >
(k(14904t — 55524) — 62976t + 48804)T'nsy, it out-
performs [31]. If 2Tqs, < (K(7738719 — 14904¢) —
111780)Tasy, it is better than [32]. Finally, if T}, +
(k—2)Thasn > (k(14904t+7452)—1200t+111780)Tas,
it outperforms [6].

7 Research achievements

This paper introduced a key exchange protocol us-
ing the generalized Jacobian of elliptic curves and
proposed a two-round algorithm for oblivious trans-

ISeGure@

fer using the key exchange protocol. The algorithm
was extended to l-out-of-2 and t-out-of-k oblivious
transfer. In these protocols, we use a digital signature
algorithm using generalized Jacobian to prevent man-
in-the-middle attacks. One of the benefits of these
schemes is that it is unnecessary to convert the mes-
sages to the points on the elliptic curve. The security
of the proposed algorithms relies on the assumption
that the discrete logarithm problem on the generalized
Jacobian of the elliptic curves is computationally dif-
ficult to solve, which is a widely accepted assumption
in the field of cryptography.

We compare our protocols with the number of re-
lated works in Table 1, Table 2, Table 3, and Table 4.
Table 1 shows that our scheme is better than the
schemes [1, 20] in terms of Needed rounds and Trans-
ferred bits and more secure than [20]. We can see in
Table 2 that our OT scheme reduced communication
costs in comparison with [16, 17, 20, 25]. Moreover,
regarding computational costs, Table 2 shows our pro-
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Table 4. Comparison of our OTé in terms of computational costs

our scheme Mu et al. [4] Chu et al. [31] Zhang et al. [32] Chen et al. [6]
Sender  (k + 2)TGy— Mul ktTg, (k+t+1)Tgap 3kTEap tTEC— Mul
+TGJ—add = 62974ktTry +(k + t)Thash +3kTpful +kTyp
+(kt 4+ 1), =62976(k +t + 1)Thge = 7TT46171kTnry +kThash
+ktTh, +(k+ ) Thash = 1200¢Tpzq,
+(kt 4+ 4)Thrq +kTy)p
+2Thash +kThash
= 7452(k(2t + 1)
+15)Tr + 2Thash
Receiver (t+ 2)Tqj— Mul tTEp 2tTELp (2t + 3)TEmp 2k+t)+1)Tepc—Mul
+TGs—add = 62974t 1y +2t T +tThrur +tThp
+(t+ )T 2tThash = 189051(¢ + 1)Thru; +tThash
+TE, = 126034tT) s, =1200(2(k + ) + 1)Tasy
+(t+4)Tary +2tThash +thp
+2Thash +tThash
= 7456(4t + 5)Tpra
+2Thash
tocol is better than [17]. Table 3 shows our OT} proto- 25 1_1=M[2]-m*M[1]+b;
col is better than [4, 31, 32] in terms of the number of 26 1_2=N[2]-m*N[1]+b;

)
27  if(Q==P && Mod(2*P[2]+e[1]*P[1]+e[3],p)==0,
28 1_1=M[1]-P[1];

bits transferred by the receiver. Regarding the number
of bits transferred by the sender, our scheme is bet-

ter than the scheme of [4]. In terms of computational 29 1_2=N[1]-P[1];
costs of the receiver, Table 4 shows our protocol is );

better than [6, 31]. In terms of computational costs of 30 if(R!=[0],

the sender, if Thosn < (k(24035¢ — 3726) — 5890)Tasu, 81 1.3=MIL)-RIL];

. 32 1.4=N[1]-R[1];
our scheme is better than [4]. ~AsN{1I-RL)

);
33  if(R==[0],
.. . . . 34 1.3=1;
Listing 1 The code for computing ¢, (P, @) in the elliptic 35 L acti,
curve E : y? = 23 + 22 + 3, where m = (M) + (N), N -
M = (4,50), N = (12,3), and P,Q € E(Fy7) such )
that M, N ¢ (P,Q). 36 if(Q==[0]&&P!=[0],
37 1_1=M[1]-P[1];
1 print("Input g(P,Q) to compute c_m(P,Q) 38 1_2=N[1]-P[1];

in GJ of E:y~2=x"3+2x+3, p=97."); );
2 print ("m=(M)+(N)=(4,50)+(12,3), 39 1f (Q==[0] &&P==[0]
M,N shouldn’t be in <P,Q>"); ’

40 1_1=1;
3 gP,={ 41 1_2=1;
4 p=97; y,
5 e=ellinit([2,3],p); 4é if(Q==[0]
6 M=[4,50]; 43 if(R!'=[0],
7 N=[12,3]; 44  1_3=M[1]-R[1];
8 R=elladd(e,Q,P); 45 1_4=N[1]-R[1];
9 if (P==[0], o ’
10  P=Q; 46 if(R==[0],
11 Q=[0];); 47  1_3=1;
12 i£(Q!=[0], 48 1_4=1i
13 if(Q[1]!=P[1], .,
14 m=Mod((Q[2]-P[21)/(Q[11-P[11),p); )
15 b=m*P[1]-P[2]; 49 return(Mod((1_1/1_3)/(1_2/1_4),p));
16 1_1=M[2]-m*M[1]+Db; 3}
17 1_2=N[2]-m*N[1]+b;
);

18 if(Q'=P&&Q[1]==P[1],

19 1_1=M[1]-P[1]; . . . . .
20 1 2=N[1]-P[1]: Listing 2 The code for computing n(a, P) in generalized

); Jacobian of the elliptic curve E : y? = 2% + 22 + 3

21  if(Q==P&&Mod (2%P[2]+e[1]*P[1]+e[3],p) !=0,
22 m=Mod ((3*(P[1]~2)+2%e[2]*P[1]+e[4]

23 -e[1]1*P[2])/(2+P[2]+e[1]*P[1]+e[3],p);
24 b=Mod (m*P [11-P[2],p) ;

over the field Fg7, where m = (M) 4+ (N), M = (4, 50),
N = (12,3) and P € E(Fy7) such that M, N ¢ (P).

1 print("Input f(n,a,P) to calculate n(a,P)

ISeﬂure@
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(M,N shouldn’t be in <P>)");

2 f(n,a,P)={

3 e=ellinit([2,3],97);
bb=binary(n) ;

print ("b="bb);
s=matsize(bb);

t=s[2];

c=1;

9 h=1;

10 read(g) ;

11 if (n==1,return([c,P]));

0 N O O

12 for(i=1,t-1,
13 if (bb[i+1]==1,
14

c=c"2x*g(ellpow(e,P,h),ellpow(e,P,h));
15 h=2x%h;

16 c=c*g(ellpow(e,P,h),P);

17 h=h+1;

18 c=c~2*g(ellpow(e,P,h),ellpow(e,P,h));
19 h=2%h;

);
);
20 return([a"n*c,ellpow(e,P,n)]);
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