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1 Introduction

In 1979, Shamir [1] and Blakley [2], independently,
introduced the concept of secret sharing (S5). In

Secret sharing (SS) schemes allow the sharing of a secret among a set of trustees in such a
way that only some qualified subsets of them can recover the secret. Ordinary S.S schemes
assume that the trust to each trustee is fixed over time. However, this is not the case in
many real scenarios. Social secret sharing (SSS) is a recently introduced type of SS that
addresses this issue. It allows the sharing of a secret among a set of trustees such that the
amount of trust to each participant could be changed over time. There exist only a few SSS
schemes in the literature; most of them can share only one secret during each execution.
Hence, these schemes lack the required efficiency in situations where multiple secrets need
to be shared. According to the literature, there exists only one social multi-secret sharing
(SMSS) scheme in which, all the secrets are reconstructed at one stage. However, in many
applications, the secrets should be recovered in multiple stages and even according to some
pre-specified order. To address these problems, this paper proposes a new SMSS scheme by
using the Birkhoff interpolation method and the Chinese remainder theorem. In the proposed
scheme, the shareholders can recover the secrets in different stages and according to the
specified order by the dealer. The security analysis of the proposed scheme shows that it
meets all the needed security requirements. In addition, the performance analysis of the
proposed scheme indicates its overall superiority over the related schemes.

(©) 2020 ISC. All rights reserved.

construct the secret by using their shares. The access
structure of an 5SS scheme is defined to be the set
of all its authorized subsets. (t,n) Threshold secret
sharing (T'SS) is the most widely used type of SS.

SS schemes, a dealer shares a secret among a set
of trustees in such a way that some predetermined
subsets of them (called authorized subsets) can re-
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In this type of S5, the authorized subsets are those
containing at least ¢ trustees. Ordinary T'S'S schemes
can share only one secret during each execution [1-5].
However, many secret sharing applications, such as
sharing encryption keys and data files, require pro-
tecting more than one secret. To use the ordinary S'S
schemes in these applications, each of these methods
must be executed many times. This is not an efficient
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approach.

To overcome this issue, Harn introduced the con-
cept of multi-secret sharing (M .SS) in 1995 [6]. After
that, many MSS schemes have been introduced to
the literature in which the researchers tried to im-
prove the efficiency or security or add new functionali-
ties, or support more general access structures [7-15].

Existing M SS schemes can be divided into two
categories: multi-stage schemes and single-stage ones.
In multi-stage M S'S schemes, the secrets can be re-
constructed in different stages without compromis-
ing the security of non-reconstructed secrets [16-23].
Compared to multi-stage M S.S schemes, single-stage
ones are more efficient, but in these schemes, all the
secrets are reconstructed simultaneously.

In the above-mentioned schemes, the participants’
shares are some fixed values over time. However, this
is inappropriate for the secrets with a long lifetime.
That is because, for such secrets, a mobile adversary
can corrupt an arbitrary number of trustees over time
and recover the secret by obtaining the shares corre-
sponding to an authorized subset. Proactive secret
sharing (PSS) is another variant of secret sharing
that is proposed to solve this problem [24]. In PSS
schemes, participants’ shares are renewed at speci-
fied time intervals (without the participation of the
dealer) and therefore, the shares from different time
intervals are inconsistent with each other and cannot
be used to reconstruct the secret.

In the reviewed schemes, the shares corresponding
to all trustees have equal importance, i.e., replacing
the share corresponding to any trustee with the share
corresponding to any other one does not affect the
secret(s) reconstruction process. Multipartite SS' is
another variant of secret sharing in which, trustees
could have shares with different importance according
to the existing trust in them [25-29).

One desirable property that is missing in the above
schemes is the ability to change the shares’ impor-
tance over time according to the varying trust of the
trustees. To address this issue, in 2010, Nojoumian et
al. [30] introduced the concept of social secret shar-
ing (S5S). In an SSS scheme, the importance of
trustees’ shares from the secret depends on their rep-
utations and behaviors over time. In this type of S5,
trustees’ shares are updated periodically over time
to adjust their shares according to their reputations
and behaviors.

In their seminal work, Nojoumian et al. [30] at
first proposed an SSS scheme secure in the passive
adversary model (in the passive adversarial model,
the adversary is only allowed to eavesdrop on the
exchanged messages). Then, they used the verifiable
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5SS scheme of [31] and proposed an 5SS scheme se-
cure in the active adversarial model (compared to
the passive adversarial model, in the active one, the
adversary is also able to modify, delete and send mes-
sages). In [32], the authors introduced the concept
of socio-rational secret sharing. In [33], S.SS schemes
are used to create a self-organizing environment in
cloud computing. In [34], Eslami et al. used Tassa’s
hierarchical T'SS (HTSS) scheme [26] and proposed
an ideal SSS scheme secure in the passive adversar-
ial model. In this scheme, 1) the shares are generated
using appropriate derivatives of some polynomial; 2)
by using the properties of the Birkhoff interpolation
method, the trustees can renew their shares without
the participation of the dealer; 3) authorized subsets
can recover the secrets by using the Birkhoff interpo-
lation method.

In [35], Pakniat and Eslami used symmetric encryp-
tion schemes and proposed a social MSS (SMSS)
scheme. This scheme, which is the only existing
SMSS scheme, is not multi-stage (i.e., all the secrets
are reconstructed at once in this scheme). Therefore,
this scheme cannot be used in situations in which
the reconstruction of the secrets should be done
in different stages and even more, according to a
specified order. To address these problems, a new
SMSS scheme is proposed in this paper. The pro-
posed scheme uses the Chinese remainder theorem
to extend the SSS scheme of [34] to an SMSS that
provides the mentioned features. After providing the
details of our scheme, it is proved that the proposed
scheme provides the required security properties.
Finally, the proposed scheme is compared with the
related ones in terms of the provided features, the
share size, and computational and communication
costs. Considering the provided features of the pro-
posed scheme, the comparison results indicate the
overall superiority of the proposed scheme.

The rest of this paper is organized as follows: In
Section 2, the required preliminaries, including the
Chinese remainder theorem, the Birkhoff interpola-
tion method, and the definition of social multi-secret
sharing schemes are provided. Afterward, in Section 3,
the details of the proposed SMSS scheme are pre-
sented and in Section 4 and Section 5, its security
and efficiency are analyzed. Finally, in Section 6, the
conclusions are provided.

2 Preliminaries

In this section, the required preliminaries, including
the Chinese remainder theorem, the Birkhoff inter-
polation method, Tassa’s HTSS scheme, and the
definition of social multi-secret sharing schemes are
provided.
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2.1 The Chinese Remainder Theorem

Let ¢1,...,q, be pairwise co-prime integers and
r1,...,Tn be arbitrary integers such that r; € Z,.
Then, the system of equations y = r; (mod ¢;),1 <
i < n has a unique solution for y mod g, where
q = [1"_, ¢ [36]. The value of y can be computed
as y = > o it M; (mod q) where, M; = i and
ti =M (mod ¢;).

2

It should be noted here that although C'RT has
been widely used in SS schemes [37, 38], we use it
for binding the shares, and not for sharing (recovery)
process.

2.2 The Birkhoff Interpolation
Definition 1. Let E, X and C be defined as follows:

e X ={x1,...,z} be aset of points in the set of
real numbers such that x1 < 29 < -+ < xg.
® B = (€,)1<i<ro< j<n Pe a matrix with

binary entries (hereafter, we assume that
the last column of E is non-zero), I(E) =
{(ij) : €5y = 1} and N = |I(B)].

o C = {¢;:(i,j) € I(E)} be a set of N real
numbers.

Then, the problem of the Birkhoff interpolation that
corresponds to the triplet (X, E, C) is to find a poly-
nomial P(z) € Ry_1[z] such that the following N
equalities are satisfied:

P (2;) = ¢i 5, (4, 5) € I (E), (1)

where PU)(.) is the j-th derivative of P(z), and
Ry _1[z] is the set of all possible polynomials with
the degree at most N — 1. The matrix E is called the
interpolation matrix.

The Birkhoff interpolation problem may not always
result in a unique solution. The required conditions
for the uniqueness of the solution of the Birkhoff
interpolation (over finite groups) are described in [26].

In the following, the Birkhoff interpolation proce-
dure is described.

Let ¢ = {90,91,---,9n—-1} be a system of lin-
early independent N — 1 times continuously dif-
ferentiable real-valued functions and I'(E) =
{a;:1=0,...,N — 1} be a vector that is obtained
by lexicographically ordering of entries of I(E) (in
I'(E) the pair (4, ) proceeds (¢, k') if and only if i <
i’ or i =1 and k < k'). Furthermore, let ;(1) and
@;(2) denote the first and second elements of the pair
a; € I'(E). Finally, let " = {c,:i=0,...,N — 1}
be another vector that is obtained by lexicographi-
cally ordering of entries of C' (the ordering procedure
is done based on indexes of elements in C'). Now, by

using the elements of E, X, and ¢, we can solve the
Birkhoff interpolation problem as follows:
N—-1

P o A(E’Xa Wj) 2

@ =3 |G L e @
— | A(E, X, )

7=0

where,

A(E, X, p) = (3)
géa(l(z))(ﬂcunu)) 9§a(l(z)>(%n(1)) 515\?3(12))(%0(1))
9 (@a, 1)) B @a,w) N @)
N-1(2 No1(2 N1 (2

9 @) 8P @) 08T 0y )

| - | is the determinant operation and A(E, X, ¢;)
can be computed by replacing (j + 1)-th column of
matrix of Equation 3 with C”.

By reformulating Equation 2, we have the following
equation for the Birkhoff interpolating procedure:

N-1N-1
P = 30 S0 | ST 0@ @)
j=0 i=0 Y

where A;(E, X, ;) can be computed from A(E, X, ¢;)
by removing (i + 1)-th row and (j + 1)-th column.

2.3 Tassa’s HT'SS Scheme

Same as the SSS scheme of [34], the proposed SM SS
scheme in the next section is based on Tassa’s dis-
junctive HT'SS scheme [26]. Therefore, a brief review
of Tassa’s scheme is provided in this section. Let U =
{Py, P,,...,P,} be a group of trustees partitioned
into m levels Uy, Us, ..., U,,. Assume that there is a
hierarchy among these levels so that the amount of
trust to trustees in U; is more than that of those in U;
for 4 > j. Suppose there exists a sequence of thresh-
old numbers t1,t,...,t,, that determines the access
structure of the scheme. Let g be a properly chosen
prime number. Using these notations, the details of
Tassa’s HT'SS scheme are presented in Figure 1.

2.4 Social Multi-Secret Sharing

In SMSS schemes, trust to different trustees is not
the same and it can vary over time, based on each
trustee’s behavior. To simulate this property, in
SMSS schemes, more important shares will be as-
signed to more trusted participants. Moreover, based
on the trustees’ behavior over time, the importance
of their shares can also be increased or decreased.
An SMSS scheme can be described by using three
protocols: The Sharing (Sha), the Social Tuning
(T'un), and the Reconstruction (Rec). Through Sha,
the dealer shares a set of secrets among trustees.
Then, the dealer leaves the scheme and does not
participate in the rest of it. Through T'un, which is
performed periodically after Sha, the trustees can
tune the trust to each of them and obtain new shares

1S¢0ured)
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The sharing protocol
To share the secret s € Z,, the dealer :

(1) Choose random values ag, . . ., Gy, —2 and gen-
erates the polynomial f(z) = a9 + a1z +
asw? 4 +ag, —ox'r 72 4 sz 1 over GF(q).

(2) Compute the share corresponding to each
trustee P; € U as f(11=4)(4) where, j is such
thatP; € U; and f1=%)(.) is the (t; — t;)-
th derivative of f(-).

The reconstruction protocol
Let {Poy, Pays- -+ Pa,, -, } be an authorized sub-
set of trustees. Then, using the shares correspond-
ing to the members of this subset, anyone can
recover the secret as follows:

(1) Reconstruct (t1 — t;)-th derivative of f(-),
i.e., f(h=%)(.) by using the Birkhoff inter-
polation method.

(t;—1)!
(tlfl)!
GF(q) where s’ is the last coefficient of

f(tl—tj)(.).

(2) Retrieve the secret as s = s over

Figure 1. Tassa’s disjunctive HT'SS scheme

according to their new trust values. Newcomers are
also able to join the scheme through this protocol.
Finally, when an authorized subset of trustees de-
cides to reconstruct the last retrievable secret, they
use Rec and in addition to the recovered secret, they
compute their shares from the next retrievable secret.

3 The Proposed Scheme

In this section, a new social multi-secret sharing
scheme is proposed. The proposed scheme uses the
Chinese remainder theorem to extend the scheme of
[34] to an SM SS.

Let n be the maximum number of the trustees over
time and S = {s1,...,s,} denotes the set of secrets.
Three types of entities are involved in the proposed
scheme: 1) the dealer D, 2) the group of shareholders
P, and 3) a trusted third party TT P. D generates the
shares corresponding to the shareholders and TT P
through Sha and then leaves the scheme. The trustees
can tune their shares according to their behavior using
Tun. This can neither be done without requiring the
participation of D nor TTP. Newcomers can also
join the scheme through this protocol. With the help
of TT P, authorized subsets can reconstruct the last
retrievable secret and also compute their shares from
the next secret through Rec.

To assign different trust values to trustees, we as-
sume that there exist m trust levels Uy, ..., U,,. Us-
ing this notation, for a trustee to be in the i-th trust
level means that it is a member of U;. Assume that
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there exists a hierarchy among the trust levels in such
a way that there exists more trust in the trustees in
the higher levels compared to those in the lower ones.
Furthermore, assume a threshold value t; for each
trust level U; (i = 1,...,m), which indicates the num-
ber of the required trustees from this or higher levels
to reconstruct a secret. Note that this sequence of
the threshold values specifies the access structure of
the scheme. To simulate the existing hierarchy among
trust levels, we should have ¢; < ¢; for 1 <j <i < m.
In addition, to prevent the possibility of the recon-
struction of the secrets by only one trustee, we should
have t,, > 1.

A trust function (such as the one suggested in [39])
is also required for calculating the amount of trust to
each trustee at the beginning of each time interval.
Let (&1,&2) be the output range of the employed
trust function. We divide this range into m equal
length subintervals Iy, ..., I,;, and assign each of these
subintervals to a trust level; i.e., if the trust value of
a trustee is in the subinterval I; (i =1,...,m), then
this trustee will be moved to Uj;.

Using the above notations, the details of the pro-
tocols of the proposed scheme are described in the
following sections.

3.1 The Sharing Protocol (Sha)

Through this protocol, the dealer shares the set of
secrets among the group of trustees U = { Py, ..., P,}.
The details of this protocol of our scheme are provided
in Figure 2.

3.2 The Social Tuning Protocol (Tun)

This protocol of our scheme is almost the same as
that of [34]. It consists of two phases: 1) the adjusting,
and 2) the share renewal. The details of these phases
of our scheme are provided in Figure 3 and Figure 4.

3.3 The Reconstruction Protocol (Rec)

If some authorized subset of trustees decides to re-
cover a secret, they execute the Rec protocol and in
addition to recovering the last retrievable secret, com-
pute their shares from the next secret. The details of
this protocol are presented in Figure 5.

4 Security Analysis

In this section, we prove that our SMSS scheme pro-
vides the needed security requirements. It should be
noted here that the security of the proposed scheme is
based on the security of Tassa’s scheme [26], Zarepoor
et al.’s scheme [40], and Eslami et al.’s scheme [34].

Lemma 1. In the proposed scheme, unauthorized
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The sharing protocol
On input of the set of the secrets S =
{s1,82,..., 5.}, the dealer:

(1) Chooses n prime numbers ¢1, qa, . . ., g, and
computes ¢ = []1_; ¢;- The prime numbers
q1,92,- - -, qn should be chosen in such a way
that the following conditions be satisfied
regarding q:

(a) Computing any prime factor of q be
computationally infeasible,

(b) g>s;fori=1,...,r, and ¢ > n,

(C) q> otm—t14+2, (tl —tm — 1)(t17tm71)/2 .
(tl - 1)! ptr—tm=1)(t1—tm—2)/2
The last condition is employed so that
the underlying Birkhoff interpolations
that need to be solved in the next pro-
tocols of the proposed scheme be well-
posed.

(2) Assumes equal trust to all the trustees and
puts all of them at the trust level U.., where
U, is the trust level corresponding to the
subinterval that the initial trust value &5 =
& + (& — &1)/2 belongs to it.

(3) Sets the value i equal to r.

(4) Selects values a4, a14,...,at,—2, from Z,
randomly, sets a;,—1,; = s; and generates
the polynomial:

fi (l’) = a0,¢+a1,ix+a27ix2+' s Fag, _171‘ZL‘t171

(5) For j =1,...,n: calculates P;’s share from
the secret s; as SH) = FETt) () over
GF(q), where fi(tl_tC)(~) denotes (t; —t.)-th
derivative of f;.

(6) Uses the Chinese remainder theorem to com-
pute C; modulo ¢ = H?:1 gj such that for
j=1,...,n: C; = SH} (mod ¢;) and if
1> 1, it computes v; = C; D s;_1.

(7) Sets i equal to i — 1, and returns to Step 4

if ¢ > 1.

(8) Sends  wo,v3,...,v, to TTP and
(SH117q1)a(SH21an)v"'7(SH71uqn) to
Py, Py, ..., P,, respectively, via a secure
channel.

Figure 2. The sharing protocol of the proposed SMSS scheme

subsets cannot reconstruct a (non-retrieved) secret by
using their shares and the retrieved secrets.

Proof. To prove this lemma, first, note that the under-
lying polynomial shared in each time interval is inde-
pendent of the previously retrieved secrets. Therefore,
the knowledge of the previously retrieved secrets pro-
vides no advantage to the trustees in an unauthorized
subset. Therefore, the only thing that we should prove

In this phase, the trustees in an authorized subset:
(1) Reevaluate the trust value of each share-
holder based on his previous trust value and

his behavior in the past period.

(2) Assign the initial trust value &; to each new-
comer.

(3) Rearrange the set of participants into sub-
sets Uy,Us, ..., U, according to the newly
computed trust values. The rearrangement
is done in such a way that if a trustee’s new
trust value is in the subinterval I, then this
trustee would be moved to the trust level
Us.

(4) To make sure of the well-posedness of the
Birkhoff interpolation problems correspond-
ing to authorized subsets in the future pe-
riod, update trustees’ identities as follows:

(a) Forj=1,...,m:

(i) For each P, € U; (1 < i < |Uj)):
assign the least possible non-
zero unallocated number from
GF(q) as the new identity of P;
(i.e.,IDp,).

Figure 3. The adjusting phase of the proposed SMSS scheme

here is that unauthorized subsets are unable to recon-
struct the secret when only one secret is shared by
using our scheme (i.e., same as [40]). Assume that ¢;
participants, for simplicity say B = {Py, Pa,..., P, }
co-operate to recover s;. Each participant can cal-
culate his/her share as SH} = C; (mod g¢;) for j =
1,2,...,tg. Thus SH} = fi(z;), where f;(z) € Zy[z]
is the secret polynomial corresponding to secret s;. As
fi(z)is at; —1 degree polynomial, it can be written as
Equation 5, where coefficients Ao ;, A1,4,..., Ay —1,i
are unknown elements of Z,.

filz) = Agi + Az + -+ Ay 13m0 (5)
where:
Ay i 0< y<ity —tg

) i 1A;(B,X,
ay,i + (=1)7sh] (M)

n t1—tp<y<ti—1,
Ay i= (I+t1—tg)! )2

0<I<t —2
) AN B X e -1
(_1)1“’“_15}13( |(A<E,X,;>\ ) )
—1)
(Eifii!)' v=tiot
(6)

Therefore, each participant in B can obtain a linear
equation with ¢; unknowns Ao, A1,..., Ay, —14; L€,
they can form the following system of linear equations:

1S¢0ured)
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Let Autsub = {Pu, ..., Pa,, ,} be an authorized
subset of trustees and s; be the last retrievable
secret according to the specified order. Then, to
renew each shareholder’s share:
(1) Each trustee P,, € Autsub:
(a) Constructs a polynomial fi,,(z) =
A0a; T01a; T+020, $2+' : '+a(t172)ai gh 2

and
te—1
oo () =Y [(—1)i+lshii
=0
(|Ai (E,X,w)l)
\JA(E, X, )

'((l T tll!— tk)!)mmltk}

and computes fy, () = fia, (T Hf20; (T),
over GF(q), where {azq, }o2; are ran-
dom values, F is the interpolation ma-
trix that corresponds to Autsub and
their trust levels from the previous time
interval.
(b) For each Ps € U:

Computes a part of Pg’s new share
from the secret s; as shggai —P;

(Sfil_t")(IDg) over GF(q) and sends it
to Ps via a secure channel. Here, h is
the index of the trust level to which Pg
belongs (based on the calculated trust
value in the tuning phase) and IDj is
the new identity of Pg.

(2) After receiving the subshares from all
P,,, (0 <i<t,—1), each shareholder Pg e
U:

Deletes his share from the previous period
and computes his new share from the secret

A  new sk
s; as (SH%, =>" shipaiﬁpﬁ,qg).

Let Autsub = {Po,, Pa,, ..., Pa, _,} be an autho-
rized subset of trustees, and s;(7 € {1,...,7}) be
the last retrievable secret according to the speci-
fied order. To reconstruct s;,

(1) Each Pg € Autsub:

(a) Sends SH é to TTP via a secure chan-
nel.

(2) TTP:

(a) Applies the Birkhoff interpolation
on the received shares and recon-
structs (t; — t)-th derivative of some
polynomial f;(-), (i.e.,f;tl_t’“)(j) over
GF(q).

(b) Retrieves the secret s; by calculating

55 = EZ‘:B,’S; over GF(q) where s/, is
the last coefficient of the reconstructed
polynomial.

(c) Sends s; to the trustees in Autsub via
a secure channel.

(d) If 5 = r, then the execution of the
scheme is terminated. Otherwise, com-
putes Cjt1 = vj+1 @ 54, and sends it
to all trustees via a secure channel.

(3) Each Pg € U :

(a) Computes his share from the new secret
5541 as follows:

(SHE™ = Cj11 (mod g5),q5)

(4) Trustees in an authorized subset (according
to the initial trust values) tune all trustees’
shares by using the share renewal phase of
the Tun protocol.

Figure 4. The share renewal phase of the proposed SMSS
scheme

Agi + Avmit -+ Ay aali ! = SH{
Ao+ Arimat -+ Ay ah = SHj
(7
Ao+ Az, 14+ Ay i) = SH;
In the matrix form we have:
1 2 t;i—1 7
Ty Ty - X AUJ SHI
1 Xro x% l‘giil Al,i SH%
. = . (8)
1 Lt; xi wltfj_l Ati—hi SHtZl

The coefficient matrix, M, is a Vandermonde matrix.

1S¢0ured)

Figure 5. The reconstruction protocol of the proposed SMSS
scheme

There is a well-known formula for the determinant of
a t; x t; Vandermonde matrix:

det M = H (x; — ;)

1<i<j<t;

(mod ¢)  (9)

As it is assumed that the x;s are distinct, det M #
0, which implies that the system has a unique solu-
tion over Z; and any ¢; participants can reconstruct
polynomial f;(z) and obtain s;. According to the
above discussions, suppose t; — 1 or fewer participants
pool their secret shares, hence the t; equations con-
stituting the Vandermonde linear system will contain
more than ¢; unknown symbols. Therefore, they can-
not solve the Vandermonde system, and so it is not
possible to obtain the shared secrets and others’ se-
cret shares cannot be obtained. This completes the
proof. O

Lemma 2. The share renewal phase of the proposed
SMSS scheme is secure.
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Proof. Let Autsub be the authorized subset of
trustees that run the share renewal phase. To prove
this lemma, first, we show that for s;(j € {1,...,7}),
unauthorized subsets of players in this phase can-
not obtain any information about the old shares of
Autsub’s members, and then, we prove that unautho-
rized subsets of players obtain no information about
the secret by having access to their shares belonging
to different periods.

Let UnAutsub = {Pgl,...,PgtFl} (1<k<m)
be an unauthorized subset of players in period Tj,.
s (1o, ),
that each player Pg. € UnAutsub receives from each
player P,, € Autsub, where P3. € U, due to P3’s
trust value in 7}, and ID% s, is the identity of Pg,

in T}, The polynomial f,,(-) can be recomputed as
follows:

In Ty, shp, _,p, = is the subshare

fai(x) = flozi(x) + fQCYz‘ (JJ)
t1—2 tr—1
= Z Gyo, T° + Z [ ’+”sh]
|Ai (B, X, ‘Pv)‘ v! vty —t
( A(E, X, 0)| )'<(v+t1—tk)!)x 1k
t1—tr—1 t1—2
Z Aya, T + Z {awz 1)i+v7tl+tk
v=t1—ti
(A (E’X’va—tl"rtk)’
(U aEx )
((U—t;}|+ tk)!)xu] n [(—1)”“_18}%1,
|Ai (E7X7(ptk*1)| (ty — 1! ti—1
( A (E, X, )] )'((tlm)}”l
t1—tp—1 t1—2
Z Oy, 27 + Z [(avai+shgibv>x”]
v=t1—1tg
+shjaibtl_1xt -t
Where
by = (—1)iFv—tittn (|A'i(a)((éf;g;3‘+tk)|)'((v*t;}!ﬂk)!

for v = (t; — tx),..., (t1 — 1). Denoting a,a, by ¢,
forv=0,...,(t;1 —tr — 1) and (ayq, + shfxibv) by ¢,
for v = (t; — tg),...,(t1 — 2), we have:

t1—2

-1
fo,(z E coT’ + sh] btl,lx .
v=0

Therefore, the procedure that each player follows
in the share renewal phase is the same as the shar-
ing of the secret s; = Shfxibth using Tassa’s secret
sharing scheme. The unconditional security of Tassa’s
scheme makes it impossible to obtain any informa-
tion on sh{;ibtl,l from the sub-shares belonging to

the members of UnAutsub. Moreover,

; _ Ai(E,X,pt, -1 —1)!
b1 = (1) 1<| |(A(E,;(D,<;)| ”)(E?}R') can

be computed publicly. Hence, obtaining any informa-
tion on shJ, from the sub-shares computed by w; 1S
equal to obtalnlng the same information on sh}, by, 1.
As mentioned, the procedure that is done by each
member of the authorized subset participating in this
phase is equivalent to the situation in which, Tassa’s
SS scheme is used to share the secret s; = sh?, by, 1.
Therefore, it can be concluded that the partial shares
computed by the members of the authorized subset in
this phase of our scheme reveal no information about
their old shares. The previous lemma also shows that
using shares from different periods yields no advan-
tage to the unauthorized subsets. Therefore, it can
be concluded that this phase of the proposed scheme
is secure. O

Lemma 3. The proposed SMSS scheme is secure
i the passive adversary model.

Proof. To prove this lemma, we analyze the security
of each protocol of the proposed scheme. The security
of the Tun relies on the security of the share renewal
phase, which proved to be secure in Lemma 2. There-
fore, Tun is secure.

The set of shares generated at the end of Sha
for sharing the secrets s1, ss,..., s, is equal to the
shares generated by Tassa’s SS scheme when it is
used to share the secret s;. Using this fact and the
unconditional security of Tassa’s scheme in the passive
adversarial model, we conclude that Sha is also secure
in the passive adversarial model.

As explained earlier, Rec consists of several steps:
first, the last recoverable secret (according to the
specified order) is reconstructed. Then, the trustees’
shares from the next secret are calculated using the
auxiliary value corresponding to the next secret,
which is at the disposal of TTP. Finally, Tun is
executed to tune trustees’ shares according to the
current trust to each of them. The first step is exactly
the reconstruction protocol of Tassa’s scheme when
the secret is s;, where 7 is the index of the last recov-
erable secret. Therefore, based on the unconditional
security of Tassa’s scheme, this step of Rec is secure.
The security of the second step is a direct result of
the security of calculating trustees’ shares in the
reconstruction protocol of Zarepoor et al.’s scheme
[40]. The security of the final step is also proved in
Lemma 2. Therefore, it can be concluded that Rec is
also secure. Based on the security of all protocols of
the proposed scheme, it can be concluded that the
proposed SMSS scheme is secure. O
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Lemma 4. In the proposed scheme, even authorized
subsets of trustees cannot reconstruct all the secrets
at once.

Proof. Let Autsub be an arbitrary authorized subset
of participants at the current period and s;,1 <14 < r,
be the last retrievable secret. Then, the members of
Autsub can use their shares and recover s;. However,
to compute their shares from s;41, they need to know
Vig1. Since vi41 = Cipq1 B 84,1 > 0, hence without
knowing v;41, participants are unable to determine
C;+1 and therefore, they cannot compute their shares
from the next secret. Therefore, we can conclude that
without the participation of TT P, even authorized
subsets of trustees cannot reconstruct any secret be-
sides the last retrievable one. O

Lemma 5. The secrets can only be reconstructed
according to the specified order.

Proof. Suppose that ¢ — 1 secrets from the set of
secrets are reconstructed according to the specified
order (this means that si,ss,...,8;,-1 are recon-
structed). To reconstruct another secret s;,7 < j <r,
the trustees should first obtain their shares from that
secret which can only be done through C;. However,
without knowing s;_1, they are unable to obtain C}
and consequently, their shares from s;. Therefore,
without first reconstructing s;_1, it is even impossi-
ble even for authorized subsets to obtain their shares
from s;. O

5 Performance Analysis

In this section, the performance of the proposed
scheme is analyzed and it is compared with other
related schemes. The comparison is done in terms
of the computational and communication costs, the
share size, and properties provided by the schemes.

5.1 Computational Complexity

To determine the computational complexity, we cal-
culate the number of multiplication operations per-
formed in each protocol of the proposed scheme. Ac-
cording to the details of the proposed scheme, the
computational complexity of Tun and Rec depends
on the size of the authorized subset that performs
them. However, the size of the authorized subsets
could be equal to t1, %o, ..., or t,, and therefore, they
are not of the same size. To simplify calculations
and make comparisons possible, here we consider the
worst-case regarding our scheme in which the size of
the authorized subset is equal to t;. We also assume
that t; =t where t is the threshold parameter used
in other schemes.

In Sha, first, the dealer needs to compute the
derivatives of r polynomials of degree t — 1 and then
he should compute the value of some polynomials of
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degree at most ¢ — 1 at n points. The former can be
done in O(rt?) and the latter can be done in O(rnt).
Hence, the overall computational complexity of Sha
is of order O(t? + rnt) € O(rnt).

The share renewal phase is the time-consuming
phase of T'un. In this phase, each participating trustee
should perform a part of the Birkhoff interpolation
procedure by using his old share (Step 1-(a) of shares
renewal phase (Figure 4)). Then, he should compute
the value of this polynomial (of degree ¢t — 1) or one
of its derivatives at n points (Step 1-(b) of the shares
renewal phase (Figure 4)). In the first step, each
participating trustee should compute the determinant
of t + 1 matrices of the size ¢t x t. Using the best-
known algorithm for determinant computation, this
step can be done in order of O(¢3-373) [41]. It is also
obvious that the computational complexity of the
second step is of order O(tn + t2). Therefore, the
overall computational complexity of the T'un protocol
of our scheme is of order O (337 + tn).

Finally, in Rec, T'T P applies the Birkhoff interpola-
tion method on the shares corresponding to an autho-
rized subset. As we stated earlier, this takes O(#3373)
operations. The next step in which, the trustees cal-
culate their shares from the next secret, does not re-
quire any multiplication. At the end of this protocol,
the participating trustees should execute T'un, which
as stated before it can be done in order O (3373 +tn).
Therefore, the overall computational complexity of
this protocol is of order O(t3373 + tn).

5.2 Communication Complexity

To analyze the communication complexity of the pro-
posed scheme, we calculate the number of communi-
cation rounds required in each of its protocols. In this
regard, we only consider the messages sent through
secure channels and ignore other messages. In Sha,
the dealer sends the trustees’ share to them and some
values to TT P. Therefore, this protocol requires only
one communication round. Tun also requires only
one communication round (Step 1-(b) of the renewal
phase). In Rec, at first, the members of an authorized
subset send their shares to TT'P. Then, TT P recon-
structs the secret and sends the secret and another
value (an auxiliary value to enable trustees to com-
pute their shares from the next secret) to the trustees.
At last, the members of an authorized subset execute
Tun so that trustees’ shares are tuned according to
the current trust to each of them. Therefore, Rec
requires three communication rounds.

5.3 Share Size

The share size of an SS scheme is the size of the
private shares assigned to each of its trustees. In the
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Table 1. Comparison of the proposed scheme with the related
ones in terms of the communicational and the computational
costs

Communication Computational
Scheme complexity complexity
Sha Tun Rec Sha Tun Rec
[30] 1 3 3 o(t?n) O(t?n)  O(tlogt)
O(t o) t3'373 o t3'373
- L. (tn) ( (£3:373)
+tn)
o(t? Oo(nt3 o t2
551 L 2 + (nt?)  O(r+¢2)
O(r + nt?)
O(t2 + t'rn) O(t3,373 O(t3A373
Ours 1 1
€ O(trn) +tn) +tn)

proposed scheme, trustees’ shares consist of two parts:
1) the value of some polynomial at some given point
module ¢ and 2) the corresponding module to the
Chinese remainder theorem assigned to them. Both
of these values are of order ¢, therefore, the share size
of each trustee in the proposed scheme is equal to
2 | ¢ | bits, where | g |= [log?].

5.4 Comparisons

In this section, the proposed scheme is compared with
the related ones in terms of the computational and
communication costs, the share size, and properties
provided by the schemes. The results are presented
in Table 1 and Table 2. Compared to the schemes of
Nojoumian et al. [30] and Eslami et al. [34], despite
the greater communication and computational com-
plexities (Table 1), the proposed scheme can share
multiple secrets at one execution. Note that since the
schemes of [30] and [34] are not able to share multiple
secrets, it is not possible to compare these schemes
with the proposed one in terms of 1) being multi-
stage or single-stage and 2) being able to reconstruct
the secret according to some specified order.

Compared to Pakniat and Eslami’s scheme [35], as
it can be seen from Table 1, the proposed scheme
is more efficient in terms of the share size and the
computational costs of Tun. However, the scheme of
[35] is more efficient in terms of the computational
complexity of Sha and Rec, and communication costs
of Rec. However, considering, the desirable properties
provided by the proposed scheme (i.e., being multi-
stage and providing the ability to dictate the order
in which the secrets should be retrieved), the overall
superiority of the proposed scheme over the only other
existing SM SS one can be concluded.

6 Conclusion

In this paper, a new social multi-secret sharing
(SMSS) scheme is proposed and its security is
proved. The proposed scheme uses the Chinese re-
mainder theorem to extend the social secret sharing

Table 2. Comparison of the proposed scheme with the related
ones in terms of the share size and provided features by each of
them (1) Gradual reconstruction of the secrets, (2) Reconstruc-
tion according to the specified order, (3) Multi-secret sharing

1 2 3 The share
Scheme GRMS Re.a. MSS
size
[30] - - No tlql
(34] - - No lql
[35] No Yes Yes t|ql
Ours Yes Yes Yes 2|q|

(8SS) scheme of [34] to an SMSS one. The pro-
posed scheme is the only existing SM SS scheme that
provides the following desirable features: 1) being
multi-stage and 2) being able to dictate the order in
which the secrets should be retrieved. Considering
these desirable features, the small share size, and
the comparable computational and communication
complexities of the proposed scheme, the overall
superiority of the proposed scheme over the related
ones could be concluded. Despite the provided desir-
able features, the proposed scheme requires a trusted
third party to help participants to recover their se-
crets. This is a drawback that limits the scenarios in
which the proposed scheme can be used. Currently,
we have no idea about the possibility or impossibility
of addressing this limitation and leave it as an open
problem for future works.
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