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ABSTRACT
Today, in the area of tele-communication, social media, internet of things
(IoT) and virtual world, enormous amounts of data are being generated which
are extracted to discover knowledge. Knowledge discovery from data in the
cloud-computing environment entails the extraction of new and necessary
information from large and complex dataset. This study is qualitative and
exploratory in nature. To review based on the recent literature, the articles
published in the last five years (2014-2018) were searched. Different database
were searched using the key words: “knowledge management” or “knowledge
discovery” and “cloud computing”. The literature review section is divided
into three sub-section based on the findings. The first two sub-sections present
the data security and data privacy concerns under two main techniques (Big
data analytics and machine learning) used in knowledge discover; and the last
sub-section presents various protocols proposed to address the related security
and privacy concerns.
c 2020 ISC. All rights reserved.

1

Introduction

oday, in the area of telecommunication, social
T
media, internet of things (IoT) and virtual world,
enormous amounts of data are being generated which
are extracted to discover knowledge [1]. Knowledge
discovery from data in the cloud-computing environment entails the extraction of new and necessary information from large and complex datasets. The information found through knowledge discovery can have
various sources, such as data generated from social
media, telecommunication logs, scientific experiments,
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internet of things (IoT), and surveys. The knowledge
discovery is a serendipitous process, yet for discovering new knowledge, the right data and factors need
to be present and aligned [2]. Knowledge discovery is
a complex process and a subject of multidisciplinary
domain that includes computer science, statistics and
visualization [2]. For knowledge discovery, the experts
apply various techniques to obtain information, such
as programming, data mining, machine learning, visualisation and visual analysis, and human-computer
interactions. In the context of cloud computing, the
idea of knowledge discovery makes information as utilities that let the organisations to increase their functionalities and enhance their performance [3]. For that
reason, knowledge discovery has both strategic and
monetary importance for large business organisations,
government organisations and research organisations
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[2]. Cloud computing involves simultaneous computing resources sharing by delivering parallel processing
power and data storage over the Internet [1]. Similarly, for knowledge discovery, cloud-computing environment supports complex mining of large datasets
with high scalability to gather information [1, 4]. Generally, the knowledge discovery process is applied in
the domains of market analysis, business processes optimisation, economics, healthcare and public health,
environmental study, bio-sciences, physics and various
other sciences and research [4]. As most of the times,
the cloud computing services are delivered by third
party cloud vendors (such as Amazon) using their
proprietary cloud software and data centres that are
hosted outside the client organisations, the issues of
service outage and data security and data privacy are
very important to be concerned [5]. While the data
security is about the measures and technology used
to prevent unauthorized access, the data privacy is referred as authorized access, regarding who have it and
who define it. Based on this concept, this paper provides an overview of the contemporary data security
and privacy challenges related to different knowledge
discovery techniques, and the protocols proposed to
address these.

2

Methodology

This study is qualitative and exploratory in nature. To
review based on the recent literature, the articles published in the last five years (2014-2018) were searched.
Different database were searched using the key words:
Knowledge management or Knowledge discover* and
Cloud computing. Because of the time limitation, only
the titles of the articles were screened, instead of going for abstract and full-text screening, to include
the related articles for review. Subsequently, the selected articles were reviewed from the data security
and privacy perspective. Following the thematic analysis method, the contents and findings of the articles
were grouped based on the common techniques that
are used for knowledge discover, and proposals that
address the data security and privacy issues. For this
reason, the literature review section is divided into
three sub-section based on the findings. The first two
sub-sections present the data security and data privacy concerns under two main techniques (Big data
analytics and machine learning) used in knowledge
discover; and the last sub-section presents various protocols proposed to address the related security and
privacy concerns.

3
3.1

Lietrature Review
Big Data Analytics Technique

Today, newer technique such as Big data analytics
does data mining for knowledge discovery in the cloud
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computing environments. This technique poses specific and significant security and privacy challenges [6].
For example, when GPS data from mobile devices and
the data generated from Internet of Things technology
(IoT) are integrated with Cloud Computing technologies for knowledge discovery, it becomes challenging
to ensure that secured and encrypted communications
are established during data transmission and relay
among the devices [7]. According to the study by [8],
cloud-computing technology is not a perfect solution
yet, therefore, many companies are still reluctant to
store their sensitive data outside their premises because of security and privacy concerns resulting from
the data mining which can take place in the cloudcomputing environments. To address this concern, it
is important for the companies that security models
and algorithms are developed. The security and privacy concerns in Big data, driven by the emerging
concepts and applications of IoT, smart wearable and
home devices, and smart cities, need to be addressed
within the purview of steps in data collection, storing,
sharing and accessibility [6]. According to European
Union Commission report, privacy are the most important challenges in IoT design and research [9, 10].
For this reason, in the application of IoT technology,
asking and getting users consent is significant issue
to inform the users how they are affected by the devices or services. Parallelly, for the IoT security, the
four important stakeholders, 1) the device manufacturer, 2) IoT cloud services and application provides,
3) the Government and Regulatory bodies, and, 4)
the users, need to cooperate together [9]. According
to Morsy [11], to address the security issues, the cloud
computing models need to be devolved from the users
perspective, cloud stakeholders perspective, and the
cloud service delivery models perspective.
3.2

Machine Learning Technique

Machine learning is another technique used for knowledge discovery in the cloud-computing environment.
This technique also uses data mining for knowledge
discovery, however, it involves the use of algorithm
that evolves automatically over time through gathering experience based on data. The scope of machine
learning is now pervasive in every domain that involve
digital or IT-enabled services. Still, because of security
and privacy concerns, the full scope of machine learning is yet to be materialised and availed [12]. While
many beneficial and personalised healthcare services
are based on machine learning, which entails information harvesting and data intensive studies to extract
meaningful information and obtain new knowledge,
the associated privacy, data protection and data security issues are also becoming the concerns of utmost significance [13]. For this reason, although in the
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nascent area, the cloud-computing organisations are
continuously working to newer cloud-computing models to protect the privacy of individuals. As the third
party cloud servers are generally not trusted enough,
hence confidentiality and privacy issues are barriers to
the full adoption of machine learning [14]. According
to the study of Arpaci [15], privacy and security are
important antecedents in cloud computing adoption
by educational institutes for knowledge discovery and
knowledge management. Thus, to take advantages of
the unprecedented value of data mining and machine
learning in the cloud-computing environment, where
the medical records are used that contain personal
health information, it is essential to develop and implement new policies to address the privacy issues
carefully and systematically[16].
3.3

Protocols Proposed

As the new technologies such as cloud-based data mining are emerging, the privacy challenges are getting
complicated and multi-dimensional, such as location
privacy and search query privacy [17]. For example,
in the use of Mobile Cloud Computing (MCC), location privacy is a key issue [18]. To address the privacy challenge related to data search query in public
cloud, [19] used multi-keyword ranked search over encrypted cloud data (MRSE). Similarly, Pasupuleti, Ramalingam, and Buyya [20] used Efficient and Secure
Privacy-Preserving approach (ESPPA) based on encryption technique to ensure data privacy in keyword
search. On the other hand, to address the privacypreserving for the users,[14] used multi-key fully homomorphic encryption (MK-FHE) method in deep
learning process that is used for knowledge discovery.
To address privacy concerns,[14] proposed the Privacypreserving Outsourced Classification in Cloud Computing (POCC) model to address the privacy concerns.
Similarly, according to the study of Fu, Shu, Wang,
Liu and Lee [21], strong symmetric encryption algorithm is needed for ensuring the data security in the
cloud-computing environment. Then again, according to [22], to ensure the safety and confidentiality of
personal health records in the cloud-computing environment, data need to be protected from the external
attackers and as well as the internal intruders. For this
reason, they also suggested for encrypted data format
in the cloud platforms. Liu, Au and Huang [23]have
proposed fine-grained attribute-based two-factor authentication access control system and demonstrated
its practicability in ensuring user privacy. In contrast,
Yi, Rao and Bertino [24] proposed the distributed
ElGamal cryptosystem that is practically useful for
achieving privacy in both data storage and data transaction. Similarly, Yu, Au, Ateniese, Huang and Susilo
[25] have proposed for Remote Data Integrity Check-

ing (RDIC) technique to ensure zero knowledge privacy. The RDIC technique is found to be practical
for real-world application in cloud-computing environment. The factors of security and privacy in the cloud
computing environments are related to both hardware
and software used in the cloud service and delivery
models[26]. Although experts are proposing and developing various cloud architecture and protocols for data
protection and security in the cloud, still there are
lacking in these models considering their effectiveness
[26]. According to Botta, Donato, Persico and Pescap
[27], security and privacy preservation issues are significant research challenges in the area of Cloud IoT (i.e.
the technology where the cloud and IoT are used as
complementary to each other for knowledge management). According to Zhou, Lin, Dong and Cao [28], in
the context of m-healthcare cloud computing system,
patient self-controllable multi-level privacy-preserving
cooperative authentication scheme (PSMPA) needs
to be incorporated which will allow the users for selfcontrol for ensuring confidentiality and multi-level privacy. [29] also developed a privacy-preserving auditing
protocol called as SecCloud protocol to address the
security and privacy challenges. Yet, in another study,
[20] have proposed H2Hadoop design for preserving
privacy for Big Data in Mobile Cloud. In another
study, [14] used a database encryption approach called
L-EncDB for protection of data privacy in cloud. Liu,
Ning, Xiong and Yang (2015) used shared authority
based privacy-preserving authentication (SAPA) protocol for ensuring privacy for the users of collaborative
cloud applications. For image retrieval scheme in cloud
computing, Xia, Xion, Vasilakos, and Sun [30] used
the content-based image retrieval (CBIR) technique
to do not reveal sensitive information of the users
using cloud. For this purpose, Zhang, Yang, Chen,
and Li [31] used the possibilistic c-means algorithm
(PCM) to solve the privacy issues in image analysis
and knowledge discovery in cloud-computing environment. Likewise, in the e-healthcare cloud computing
systems, Cao, Dong and Lin [19] used traceable and
revocable multi-authority attribute-based encryption
(TR-MABE) approach for addressing the security and
privacy issues. Similarly, Yuan and Yu[32] used multiparty network learning scheme for the prevention of
revealing of cloud user private information.

4

Conclusion

This review consolidates the related data security
and privacy challenges under two techniques used for
knowledge discover in cloud environment. Also, the
review consolidates the proposals proposed by different experts to address the data security and privacy
concerned. The review shows, as the knowledge discovery in the cloud-computing environments entails
newer techniques, newer challenges of data security
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and privacy are also emerging accordingly and continuously. Both the data security and privacy issues are
becoming determinant factors in adopting and applying new techniques in cloud for knowledge discover.
It is recommended in the literature that the cloud
stakeholders need to work together to minimise the
data security issues. In addition, both the hardware
and software level measures in the cloud are recommend to ensure the data security, and the subsequent
data privacy. On the other hand, various multi-level
privacy-preserving protocols are proposed in various
studies to address the privacy concerns. It is important to note that the challenges of maintaining data
security and privacy exit yet mostly because of the
presence of the intrinsic features of Big Data and machine learning linked to security and privacy. Hence,
the experts are devising various models and algorithms
to balance between the security and privacy aspects
and the wellbeing aspects of the techniques used for
knowledge discovery. In such situation, cloud computing providers need to continue research and develop of
new privacy-focused models for providing knowledge
discovery facilities in cloud-computing environments.
However, these facilities also need to be convenient
beside privacy focus. While data is traveled over the
internet, stored and mined in the cloud-computing
environments for knowledge discovery using various
techniques, the users need to be aware of the concern
and challenges regarding privacy and identity protection from the cloud service providers. Otherwise, the
practicability of cloud computing for knowledge discovery and popularity of cloud service providers would
dramatically decrease. Furthermore, firm-level data
collection policy is essential to assess the level of sensitivity of information used in Big data and machine
learning. Because of the inadequately addressed security and privacy issues in cloud-computing environments, still researchers are working. However, most of
the studies are based on the technical aspects, where
the management aspects for privacy-preserving are
not focused enough (2015). Finally, the findings show
that in the context of cloud-computing environment,
security and privacy related issues still require further
research as many such issues are yet to be overcome.
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