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The widespread use of wireless cellular networks has made security an ever
increasing concern. GSM is the most popular wireless cellular standard, but
security is an issue. The most critical weakness in the GSM protocol is the use
of one-way entity authentication, i.e., only the mobile station is authenticated
by the network. This creates many security problems including vulnerability
against man-in-the-middle attacks. Several solutions have been proposed to
establish mutual entity authentication. However, none provide a flaw-free
bilateral authentication protocol. In this paper, we show that a recently
proposed solution is vulnerable to a "type attack". Then, we propose a novel

mutual entity authentication using the TESLA protocol. The proposed solution

not only provides secure bilateral authentication, but also decreases the call

setup time and the required connection bandwidth. An important feature of

the proposed protocol is that it is compatible with the GSM standard.

© 2009 ISC. All rights reserved.

1 Introduction

The Global System for Mobile communications
(GSM) is widely used internationally as a standard for
wireless cellular networks [1]. The GSM architecture
consists of mobile stations (MS) and base transceiver
stations (BTS), which communicate with each other
through radio links. Each BTS is connected to the
mobile switching center (MSC), which is responsible
for routing signals to and from fixed networks [1,2].
GSM uses several databases for management and
authentication purposes. The Home Location Regis-
ter (HLR) contains information about every user in
the system and their location. The Visitor Location
Register (VLR) is a database located in every MSC
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which contains information about visiting users. The
Authentication Center (AuC) is the user authenti-
cation center, and contains the secret key K; that
subscriber ¢ shares with the system. The secret key
K is used to generate the set of security parameters
for user authentication. Each GSM subscriber saves
his secret key K; in the Subscriber Identity Mod-
ule (SIM) card. During the personalization process,
every SIM card gets a unique identity and an Inter-
national Mobile Subscriber Identity (IMSI) from the
AuC. The GSM architecture is shown in Figure 1.

GSM authentication is based on a challenge /response
protocol in which the network sends a challenge to
each MS and the MS must send back an appropriate
response. This is a unilateral authentication protocol
in which the network cannot be authenticated by
the MS. Thus an adversary can introduce himself as
a valid network to a user via a man-in-the-middle
attack. In this way, an adversary can capture the
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Figure 1. The GSM architecture

IMSI of an MS and even discover K; using a colli-
sion attack [3]. To do this, an adversary must send a
large number of requests to an MS and analyze the
responses.

Although confidentiality and authentication ser-
vices have been improved in the Universal Mobile
Telecommunication System (UMTS) to solve the
main security problems of GSM, GSM systems will
exist for a long time to come. This is the reason
that new authentication schemes are still being pro-
posed to improve the original GSM authentication
process [4].

In this paper, we propose a new mutual authenti-
cation protocol based on the TESLA. This protocol
increases authentication efficiency and decreases the
delay due to the authentication process. The rest of
the paper is organized as follows. Section 2 reviews the
GSM authentication protocol and related work. Sec-
tion 3 discusses the drawbacks of a recently proposed
authentication protocol by Chang et al. [5]. Details of
our scheme are described in Section 4. Performance
evaluation of the proposed approach and an analysis
of the message overhead are conducted in Section 5.
Finally, some conclusions are given in Section 6.

2 Preliminaries

From the security perspective, the most important
component in GSM is the authentication protocol. We
discuss the GSM authentication protocol and its main
drawbacks. Then some approaches to improving this
protocol are presented. The notation used throughout
the paper is given in Table 1 and the current GSM
authentication protocol is schematically depicted in
Figure 2.
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Figure 2. The GSM authentication protocol

Table 1. Notation

Notation| Description

HLR The home location register

VLR The visitor location register

AuC Authentication center

MSC Mobile switching center

BSC Base station controller

BTS Base transceiver stations

MS Mobile station

IMSI The international mobile subscriber identity

TMSI The temporary mobile subscriber identity

LAI The location area identity

VLR_ID The identification of VLR

Ki The temporary secret key shared between MS and
HLR

Tv The timestamp generated by MS

SRES The signed result for the first time of the authen-
tication

SRES; The signed result for the j’th (j>1) time of the
authentication

MAC Message authentication code

RAND The random number generated by HLR

A3,A8 The two algorithms which are used for authenti-
cation and key generation

A5 The data encryption algorithm

PKI Public key infrastructure

SIM Subscriber Identity Module

SDCCH Standalone Dedicated Control Channel

Message Concatenation
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Figure 3. Method of derivating SRES and K.

2.1 Review of the Current Authentication
Protocol for GSM

Based on Figure 1, the GSM authentication protocol
can be described by the following steps:

e Stepl: When the MS enters a new visiting area
and requests a communication service, an au-
thentication request is sent to the BTS via the
SDCCH channel. This request includes TMSI
and LAI The latter, in fact, is an old location
area identity which introduces the old VLR to
the new VLR.

e Step 2: After receiving the request, the BTS
sends it to the corresponding VLR and the new
VLR uses the received TMSI to get the IMSI
from the old VLR. It then sends IMSI to HLR.

e Step 3: With the assistance of the AuC, HLR
generates n separate sets of authenticating pa-
rameters {SRES, RAND, K.} and sends them
to the VLR. The value of n is typically 5. The
RAN D parameter is a network challenge, SRE S
is an appropriate response to it and K is the ses-
sion key. Figure 3 shows how SRES and K. are
derived.

e Step 4: After receiving the sets of authenticating
parameters, the VLR adds them to its database
and selects one to authenticate the mobile station
for each authentication request. VLR sends the
selected RAN D; to the MS

e Step 5: Once MS receives RAN D; from the VLR,
it computes SRES’ = A3(RAND;, K;) and the
temporary session key K. = A8(RAND,, K,),
respectively, where K is kept secret for conse-
quent communications. Then SRES’ is sent back
to the VLR.

e Step 6: Upon receiving SRES’ from the MS, the
VLR compares it with the selected SRES kept
in its own database. If they are not the same,
the authentication fails; otherwise, VLR has au-
thenticated the MS. In the first authentication,
VLR sends the location update message to HLR.
HLR, in turn, sends the same message to the old
VLR and receives from it a confirmation.

2.2 GSM Authentication Protocol Problems
and Related Work

Several drawbacks to the GSM authentication proto-
col have been identified [6,7,4,5]. The main ones are
the following:

(1) Mutual authentication between the MS and
VLR is not provided by the GSM protocol.
Only the MS is authenticated by the VLR, and
mobile users cannot authenticate the network.

(2) Excessive bandwidth consumption between the
VLR and HLR.

(3) The VLR suffers from space overhead. For each
MS in the visiting VLR, there are n sets of
authenticating parameters stored in the VLR
database.

(4) If the MS stays in the same VLR for a long
time and consumes all of the authenticating pa-
rameters, the VLR will again request the HLR
for n sets of authenticating parameters. This
increases the bandwidth consumption and the
HLR load significantly.

In the last decade, many alternative authentica-
tion protocols for GSM have been proposed. Among
them, there is an important group based on asym-
metric cryptography. Aydemir [3] presented a strong
user authentication protocol for GSM, which permits
users to access their accounts remembering only a
password without being limited to their SIM card. In
this protocol, users have to enter their password for
every use of the mobile device. The proposed proto-
col uses asymmetric cryptography which is not suit-
able for mobile devices due to the high computation
load. Lin and Jan [9] proposed a mutual authentica-
tion protocol in which a user takes a ticket during
user authentication in the first phase of the protocol.
The second phase of the protocol allows the MS to
anonymously access the system for a limited period
of time. This is done via prepaid tickets generated by
the HLR, which can be used with the VLR. This pro-
tocol also uses asymmetric cryptography. Peinado [4]
proposed another PKI based on mutual authentica-
tion similar to that in [9]. This protocol also has two
phases. In the first phase, a user takes a ticket from
the HLR during initial authentication and uses it for
subsequent authentications. Despite the lack of any
need to change the GSM architecture, the protocol is
still based on PKI and the MS has a heavy computa-
tional load. Bocan [6] proposed a new security mech-
anism to reinforce the protocol against a DoS (Denial
of Service) attack. This proposal, however, requires
significant processing time and memory from both
the MS and the network. In addition, the network has
to continuously send broadcast messages and wait for

the MS to respond.
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The other group of proposed improvements retains
the MS restrictions and employs symmetric cryptog-
raphy. Al-Tawil et al. [7] proposed a new authenti-
cation protocol with less signaling traffic and a bet-
ter call set-up time. This protocol cannot solve draw-
backs 1 to 4, but adds a "mobile user events counter"
CountM into the HLR and the MS SIM card. Hwang
et al. [10] proposed a mutual authentication technique
for the GSM network. The main idea is for the HLR
to issue a ticket for the new VLR the first time the MS
is authenticated in the new location. The VLR and
MS authenticate each other using the ticket without
any need to refer to the HLR. Detailed analysis shows
that this technique only works correctly for the first
MS authentication, and cannot subsequently verify
the network [5]. Chang et al. [5] developed a modified
version of [10] with the removal of this security flaw.
However, this scheme suffers from message indistin-
guishability which is introduced in the next section.

3 TheChangetal. Protocoland a New
Attack Against it

In this section, the protocol of Chang et al. [5] is pre-
sented, and a new "type attack" against it is intro-
duced.

3.1 The Chang et al. Protocol

After the MS joins a new visiting area, protocol phase
I, depicted in Figure 4, is used for the initial au-
thentication. In the MS request, the timestamp T3
is increased to the initial message. After obtaining
the corresponding IMSI from the received TMSI, the
new VLR forwards the MS request to the HLR. Af-
terwards, to authenticate the VLR by the MS, the
HLR generates a certificate for the VLR as follows:
Cert VLR = A3(T, K;). The HLR also generates a
random number, R, and a temporary key, K, for fu-
ture MS authentication as follows: K7 = A3(R, K).
The HLR sends Cert.VLR, R and Kt to the VLR
through a secure channel. The VLR sends Cert_V LR,
T and R to the MS and computes SRES as follows:
SRES = A5(R||Ty, Kr).

After receiving a message from the VLR, the MS
checks the validity of T, and if it is valid, com-
putes A3(Ty, K;) and compares it with Cert_-VLR.
If they match, the network is authenticated to the
MS. Also, the MS computes K1 and then SRES’ =
A5(R'|| Ty, Kr) and sends the latter to the VLR. Fi-
nally, the protocol ends with a comparison of SRES
and SRES’ by the VLR. If they are equal, the MS is
authenticated; otherwise, the MS request is denied.

To achieve mutual authentication in subsequent
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connections, Chang et al. in [5] proposed protocol
phase IT as shown in Figure 5. In this phase, the MS
request includes SRES; which authenticates the MS
to the VLR. SRES) is obtained by concatenation of
T}, T;_1 and K7 as the input sequence for algorithm
A5 as follows: SRES; = A5(T;||Tj-1, K1), where T
and T;_; are the current and previous timestamps,
respectively, generated by the MS. After receiving
the MS request, the VLR first verifies it by checking
SRES; and then generates a new version of the cer-
tificate, namely C'ert_V LR;, in order to authenticate
itself to the MS as follows: Cert_VLR; = A3(T}, Kr).

3.2 The New Attack

Phase I of the Chang et al. authentication protocol is
vulnerable to attack. As shown in Figure 6, an adver-
sary can change the message in order to change the
temporary key Kp generated by the HLR, and use
this for MS authentication and the generation of a
new VLR certificate. If an adversary can replace the
temporary key, he can execute a man-in-the-middle
attack, and impersonate the BTS as an authenticated
network. To modify the temporary key, an adversary
who masquerades as a BTS receives the MS authenti-
cation request and forwards this request to the VLR
via the genuine BTS. MS authentication will continue
between the VLR and HLR until the VLR sends back
the VLR certificate, R and T} to the adversary. When
the adversary receives this information from the VLR,
he modifies the received message and sends it back to
the MS. However, in this new message R is replaced by
Ty which causes K7 to change without the MS notic-
ing that this message has been forged. When the MS
receives the information from the masquerading ad-
versary, he checks the validity of Cert_V LR and finds
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Figure 6. An attack on Chang’s protocol

that the network is legal. Then K is computed from
the received parameters. Due to R being changed by
the masquerading BTS, the MS generates K/. which
is identical to Cert_V LR, and makes SRES’ with use
of K} and sends it to the VLR. The adversary, how-
ever, does not allow this message to be received by
the VLR, and instead, diverts the consequent traffic
to the fake network. In this stage, the masquerading
BTS and the MS have a shared temporary key, K.
Afterward, whenever the MS wants to start a con-
nection with sending a request to the network based
on phase II of the protocol, the masquerading BTS
will be able to respond to it by generating the accept-
able Cert .V LR;. So, an adversary can introduce it-
self as an authorized BTS and modify and exchange
MS traffic. Using the same algorithm for generating
Cert VLR and Kp allows the adversary to make a
"type attack". In order to prevent this attack, it is
sufficient to modify the algorithm to generate Kr,
which is different from the structure of Cert_V LR.
Instead, we consider a different approach in the next
section in order to achieve a more efficient solution.

4 The Proposed TESLA-Based Mu-
tual Authentication Protocol For
GSM

In this section, an efficient mutual authentication pro-
tocol for GSM is introduced. The main objective of
the protocol is to enable the MS to authenticate the
network. This is achieved using the TESLA proto-
col. In addition, we solve other GSM authentication
problems presented in section 2 related to efficiency.
In fact, our protocol employs concurrent acquisition
to decrease memory overhead in the VLR, to reduce
the processing loads for the MS and HLR, to reduce
the control messages for authentication, and to im-
prove call setup time. In our protocol, the HLR cre-
ates a temporary key for the MS and VLR in order
to achieve MS authentication over a limited period
of time. We next introduce the TESLA protocol and
then describe our proposed protocol.

4.1 The TESLA Broadcast Authentication
Protocol

One of the main challenges in securing broadcast com-
munications is source authentication. This mecha-
nism allows receivers of broadcast data to verify that
the data really originates from the claimed source and
is not modified during transmission. A typical solu-
tion for source authentication is based on PKI. In this
solution, the source signs data using his private key.
Today, the most widely used certification systems are
PGP [11] and X.509 [12]. Both rely on public key
cryptography, which makes them unsuitable for low-
powered, computationally constrained devices such

as mobile devices [13]. Thus, PKI is not considered
here.
TESLA [13,14] is a broadcast authentication tech-

nique that provides asymmetric properties in spite of
using symmetric cryptographic functions. It uses a
MAC function as a security engine that is very suit-
able for low-power devices. The asymmetric property
is achieved by delaying key disclosure. This approach
has been used for authentication in network environ-
ments [15]. A requirement of TESLA is loose synchro-
nization between nodes in the network.

TESLA divides time into intervals of equal dura-
tion and assigns a corresponding key (tK,,) to each
time slot ¢, [16]. To broadcast data during time in-
terval n, the sender appends to every packet a MAC,
computed by the secret key tK,,. Each receiver buffers
the packets but can’t verify their originality until the
sender discloses the key t K, by broadcasting the cor-
responding key seed s,,. Note that after s,, is disclosed,
anyone can compute tK, and impersonate the gen-
uine sender by forging MACs. Therefore, the use of
tK,, in computing MACs is restricted to time inter-
val n. In TESLA, the sender discloses s,, after pass-
ing d time slots, where d is called the "detection de-
lay" and is selected to equal the maximum network
delay for all receivers. The keys tK,, are derived from
the key-seeds using a publicly available one-way func-
tion F’. The key-seeds are related to each other via
a reverse-time chain of one-way functions. To create
the chain of key-seeds, the sender chooses a termi-
nal seed s;, and generates the previous seed s;_1 us-
ing a one-way function F'. Similarly, the remaining
seeds {so, $1, 82, ..., 81} are derived as follows: Sy_1 =
F(Sk),k = 1,1 —1,...,1. The sender uses the seed-
chain in the opposite direction (starting with seed sg)
to derive the TESLA keys by applying the one-way
function F’ as shown in Figure 7 .

When a user receives a packet, he first checks
whether the packet is fresh (i.e. it was sent in a
timeslot whose TESLA key hasn’t been disclosed
yet) or not. The receiver discards all dated packets
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Figure 7. The seed-chain and derivation of the TESLA keys

and buffers only the fresh ones. Once the user re-
ceives a TESLA-seed s,, he checks F(s,) = sn—1
to be sure of s,’s authenticity. He derives tK, by
tK, = F'(s,); and authenticates the packets that
were sent in timeslot n. It should be mentioned that
correct functionality of TESLA requires that at least
one of the seeds is formerly authenticated in some
way by the receivers, for instance by means of PKI
or pre-shared key. Afterwards, each TESLA key can
be verified using the previous one.

4.2 An Efficient Authentication Protocol for
GSM

The goal of our protocol is mutual authentication
which not only overcomes the drawbacks described in
Section 2, but also makes the authentication mech-
anism more efficient. Mutual authentication in our
protocol consists of two unilateral authentication pro-
tocols which are independent from each other. One is
used for network authentication, and the other per-
forms MS authentication. Thus our proposed scheme
consists of three parts. Part one is executed for net-
work authentication. Part two is executed once the
MS joins the visiting VLR and requests the first au-
thentication. Part three is employed for the jth (j >
1) MS authentication request. These parts are de-
scribed below.

4.2.1 Part 1: Network Authentication

As mentioned in the previous section, the TESLA
protocol is used to authenticate a node in broadcast
applications. In GSM, there are some broadcast chan-
nels that the BT'S and MS can use for different tasks.
The broadcast channel in the downlink direction con-
tains some logical channels which can be used to
broadcast control messages. These logical channels in-
clude Synchronization Channels (SCHs), Frequency
Correction Channels (FCCHs), and Broadcast Con-
trol Channels (BCCHs) for transmitting system in-
formation, etc. These channels are arranged in carrier
number zero. As with the other GSM channels, this
channel is divided into 8 time slots via TDMA, and
the zero time slot is used for this purpose [17]. Each
carrier has a bandwidth of 200 KHz. Further, GSM

1Seburéd)

n A TESLA-Based Mutual Authentication Protocol for GSM Networks —A.Fanian, M.Berenjkoub, T.A.Gulliver

Control Multiframe

I I
L] |

2 ‘ I9I|o%11| ‘ I i19520; ‘
] e 0 L e 0 ]| et

H AGCH BCCH
FCCH SCH I

01

FCCH SCH

H‘g;«}'i‘i‘iirué:} l‘lUL =

FCCH SCH FCCH SCH Idle

‘ ‘ 49/50

Figure 8. The arrangement of logical broadcast channels in
GSM control multiframe

defines both control multiframe and data multiframe.
A control multiframe is composed of 51 frames with
time duration 235.4 ms but a data multiframe con-
tains 26 frames with time duration 120 ms.

In Figure 8, the arrangement of logical broadcast
channels is shown for the control multiframe. This
figure shows that the 51st slot is free and the GSM
does not use it to send special information. Thus, this
channel can be utilized for broadcast transmission of
the TESLA protocol. So the time period will be 235.4
ms if an idle logical channel is used.

In order to authenticate each BTS to the mobile
phones in the coverage area of its corresponding cell,
the Tesla message is applied as shown in Figure 9.
This message is broadcast to all mobile phones. As
a matter of fact, TESLA in the proposed protocol is
used for network authentication not for authentica-
tion of data transmission.

A BSC generates a TESLA message and sends it
to all BTSs which it supports, as shown in Figure 9.
In this message, j is the TESLA time interval, and
tK;_qand tK; are the TESLA keys for the dth previ-
ous and current intervals, respectively. As mentioned
previously, the TELSA message is sent by the control
multiframe burst and this burst is sent to different
cells asynchronously. Hence, we should select d so that
the disclosed key is not acceptable in all cells. Con-
sidering cells in the same location area, it is possible
for two BTS to have the delay for sending the same
TESLA message in their control multiframe burst.
Therefore, we should not disclose TESLA keys until
the next control multiframe interval. Thus, to elim-
inate this security flaw, we select a delay disclosure
time equal to two.

In ordinary use, TESLA message has at least 4
parameters as follows: {j||M;||MACk,(M;)||K;-a}
[14]. But our TESLA message has only two parame-
ters (Figure 9). In fact, the number of available bits in
an idle time slot is restricted to 114 bits and we must
use this space effectively. So instead of using separate
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parameter for j we used the frame number which is
broadcast to every MS on the SCH channel. Also the
disclosed TESLA key K;_q could also be used as a
nonce number. In fact, as shown in Figure 9, we use
tK;_q for two purposes; one as a nonce and the other
as a former TESLA key interval. Through this mech-
anism, it suffices to send only two parameters in a
TESLA message. Due to the 114-bit restriction, each
parameter can only be 57 bits. For cryptographic pur-
poses, a 57 bit key length is too short to provide suf-
ficient security. On the other hand, the required life-
time for a TESLA key is less than one second (235.4
ms), and an adversary cannot accomplish an exhaus-
tive key search in less than a second. However, as a
more secure alternative, one can deploy two consecu-
tive idle slots to send both a TESLA key and a MAC.
In this case, the TESLA key and its answer can be
114 bits long, while the TESLA duration increases to
470.8 ms. In the remainder of the paper, we use a key
length of 57 bits for illustration purposes, but it is
easy to expand this to 114 bits.

Considering that the TESLA key in each interval
is utilized as a random number in the next interval,
we pad the disclosed key with a 7 bit HMAC [18] pat-
tern, which is referred to as R;. As a result, we have
R; = tK;_4||"0110110" in the jth time interval. In
order to calculate the MAC, the A8 algorithm is ap-
plied as follows: M ACk,; (tK;j_q) = AS(tK;,tK;_q).
In view of the fact that algorithm A8 requires two
128 bit inputs, the inputs are padded with the HMAC
pattern. Only 57 bits of the 64 bit output are used.
Also, BSC generates TESLA key chain via A8 algo-
rithms. In order to generate each TESLA key in the
chain, the former generated key will be repeated to
reach 128 bit input and the other input is a repeated
of pattern "0110110" and then A8 algorithm is ap-
plied to them. Since the length of A8 algorithm out-
put is 64 bits, only 57 bits of the output is used as a

new TESLA key. The generation of TESLA key chain
can be shown as follows:
tKj_ 1 = A8(tK;||tK;|[tK;,"0110110"]..."0110110"|"01")

As mentioned in Section 4.1, to verify a TESLA
message, one of the TESLA keys must be authenti-
cated by an MS node. Then each MS will be able to
verify the chain of the disclosed TESLA key using the
authenticated key. In fact, a new MS to the service
area has to authenticate at least one member of the
TESLA key chain. For this purpose, the proposed so-
lution takes advantage of the first MS authentication
protocol described in Part 2 below.

Finally, it should be noted that the proposed net-
work authentication protocol does not create exces-
sive signaling during the MS authentication in the
GSM network. Actually, using the TESLA protocol
allows every MS located in the service area to con-
tinuously authenticate the network via the available
broadcast channel regardless of the MS authentica-
tion.

4.2.2 Part 2: The First MS Authentication

The main task of this part is MS authentication in the
new visiting VLR. For initial MS authentication, since
the VLR does not access the pre-shared key K;, the
structure called "the authenticated temporary key"
is applied both to authenticate the subscriber and to
decrease the number of control messages. For this rea-
son, the key K is not directly used to generate SRES
and K., but taking advantage of the A5 algorithm the
"temporary key" (T'Key) is formed. T Key; is com-
puted through algorithm A5 by both the HLR and
MS using K; and timestamp T, as follows:Tkey; =
A5(k;, Ty). T, is a 128 bit timestamp generated by
the MS and sent to the HLR by means of an authenti-
cation request. The secret key is used as a temporary
key between the MS and VLR for MS authentication.
As the VLR cannot produce T'Key;, the HLR gener-
ates and delivers it to the VLR securely. For MS au-
thentication, MS must generate a proper SRES. The
MS uses T Key; and RAN D¢ as inputs through A3 to
compute SRES. RAN D¢ is generated by the MS us-
ing the current RAN D number which broadcast in a
TESLA message (R;) and a counter (CountU) in the
MS. We use a 64 bit counter which counts during mo-
bile activation such as MS registration, call origina-
tion, call termination and each activation which needs
MS authentication. This counter is saved in the SIM,
HLR and current VLR and is used for user authenti-
cation. Actually, the idea of using a counter is taken
from the UMTS standard, which is one of the third-
generation (3G) cell phone technologies [19]. Every
MS in the current service area has the same random
number R; so CountU is suitable to counter a replay
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Figure 10. Generation of K. and SRES

attack. In a GSM network, a session cipher key (K.)
is used for data confidentiality which is produced by
the HLR during MS authentication. Thus, we have to
generate this session key in the VLR and MS with-
out employing the HLR. The MS uses T Key; and
RAND*® again as the inputs to A8 to compute K.
K. can be generated by the VLR directly. The gen-
eration of K. and SRES is shown in Figure 10.

Now we describe MS authentication in the new ser-
vice area. The authentication process is as follows:

e Step 1: The MS generates the following param-
eters: timestamp T, TKey;, RAND¢, SERS,
and K.. Then authentication is requested from
the VLR. In the authentication request message,
TMSI, LAI and SRES are sent to the BSC.

e Step 2: After receiving the authentication re-
quest, the new VLR uses the received TMSI to
get the IMSI from the old VLR and then retrieve
the latest sent R; (created from tK;_4). IMSI is
sent along with its identification I D,, T}, and R;
to the HLR through a secure channel.

e Step 3: After receiving the information from the
VLR, the HLR verifies whether I D,, is legitimate
or not. Then CountU is retrieved and T Key; is
computed from the received parameters. Later
the HLR computes SRES’ and can subsequently
verify the validity of the MS by comparing the
received SRES with the computed SRES’. If
they are identical, the MS is legitimate, oth-
erwise HLR will terminate the authentication
protocol. Then the HLR computes the network
authentication parameter for the MS as follows:
Net_Auth = A8<I€“RJ @T@Tv) . T is the
T Key; life time produced by the HLR. The lat-
est disclosed TESLA key affects the Net_Auth
parameter, R;, so the MS can verify that the
disclosed TESLA key is legitimate.

e Step 4: The HLR sends K., CountU;, Net_Auth,
T and TKey; to the VLR. Receiving this mes-
sage from the HLR means that the MS has been
authenticated and the temporary key can be
used for future authentication. Then the VLR
sends Net_Auth and T to the MS and incre-
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ments CountU;.

e Step 5: When receiving information from the
VLR, the MS first checks whether Net_Auth is
valid or not. If it is valid, the MS saves T'Krg,
(the TESLA key for interval T'S,,) as an authen-
ticated seed so that later TESLA keys can be
verified. Then the MS increment CountU;. Fig-
ure 11 illustrates MS authentication in the new
service area.

4.2.3 Part 3: The jth MS authentication in
the visiting VLR

For the jth communication, 7 > 1, the VLR can au-
thenticate the MS directly. MS authentication in this
situation can be done much more efficiently using
our protocol as compared to GSM authentication and
other protocols. As shown in section 2, MS authenti-
cation in the same visiting VLR has been done with
3 messages. Transmission of these messages leads to
wasted bandwidth and increased authentication de-
lay. The MS uses the RACC channel which is a global
channel in the cell for sending control messages. Us-
age of this channel must be very efficient. In our pro-
tocol, by sending one message, the MS can be authen-
ticated to the VLR.

The MS computes SRES; using the last re-
ceived R; and CountU; as follows: SRES; =
A3(TKey, RAND®). The MS sends SRES as the
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authentication request and the VLR can verify the
MS as shown in Figure 12.

One drawback of GSM networks is loss of integrity
service. An attacker can modify GSM commands and
fake transmitted messages. For example, an attacker
can change cipher message command issued by the
MS to a message that states the MS is unable to sup-
port secure communication. By faking this message,
the MS and BTS send their data as plaintext so an
attacker can easily obtain them. With our protocol,
a GSM network can be modified to avoid this prob-
lem at a very low cost. For this modification, the BTS
must compute the integrity of the control message
sent to a specific MS or every MS in the cell by a
TESLA key, and the MS must compute the integrity
of sending control messages by his T K ey; key.

5 Analysis of the Proposed Authenti-
cation Protocol

The authentication protocol is the main concern of
the security architecture in a GSM network. This pro-
tocol must be not only secure but also efficient. In
this section we first consider the performance of our
protocol and then present a security analysis.

5.1 GSM Performance Analysis

The authentication process may be accomplished dur-
ing subscriber registration in a new location area (LA)
(and its elimination from the old one), during a con-
versation (in which the subscriber is either the origin
or the destination), or when changing system param-
eters. In these situations, the authentication process
leads to the exchange of a large number of control mes-
sages. To evaluate the performance of the proposed
authentication protocol, we must determine the re-
sources needed for execution. In our analysis, we con-
sider the required bandwidth and delay for mutual
authentication. We use a framework which was pro-
posed in [20] and compare the performance of our pro-
tocol against the performance of GSM and other ap-
proaches. Stach in [20] introduced a fluid flow model
for M'S mobility and used the network model proposed
in [21]. Our model is based on these results [20]. The
average mobile speed is v and the direction of move-
ment is uniformly distributed over the interval [0, 27].
The network subscribers are distributed in the net-
work uniformly with density p , and each Registra-
tion Area has perimeter equal to L. The entire GSM
network contains 128 VLR or 128 Registration Areas,
each with an area equal to 57.4 square kilometers.
The boundary length of each zone is 30.3 kilometers,
the mean rate for subscriber contact is 1.4 contacts
per hour. The mean density,p , is equal to 390 sub-

scribers per square kilometer, and their mean veloc-
ity, v, is 5.6 kilometers per hour. The total number of
network subscribers is 2.865 x 10 [21].

The computations in [20] were done for different
call origination rates such as 1.4, 2.8 and 5.6 calls
per hour per handset. However, in our analysis we
compute network parameters only for an origination
rate of 1.4. It is assumed that call origination and
call termination are symmetric with respect to the
number of messages. Using these assumptions, the
rate of crossing registrations is equal to R = pxLxv

As mentioned in section 2, when a mobile enters
a new service area, the registration protocol is exe-
cuted. Hence the rate of crossing registrations in the
new service area is equal to the MS registrations rate.
Therefore, we can compute the registration rate as

__ 390x30.3x5.6 __ -1
RReg.,LA = 36007 = 585(8 )

In order to achieve network equilibrium, the rate
of MS egress from the service area must equal the
MS ingress to another service area, and should be
equal t0 Rpereg. 4 = 5.85(s71) . Thus, the total
number of messages received at the HLR for regis-
tration (number of authentication requests) is
RReg.,HLR = RReg.,VLR x 128 = 585 x 128 =
749.8(s71)

Considering the call origination rate of 1.4 per hour,
and the number of users in the network, the call orig-
ination rate is
Rcanorig. = 1.4 x 2.865 x 10°/3600 = 1114.2(s~1)

However, in a GSM network the VLR gets five
triplets from the HLR, which can be used for five au-
thentications in the best case where all triplets are
used in the service area. In this situation, the VLR
will be sent MS authentication once for every five re-
quests, so the call origination rate for the HLR is
Reaiorig.ure = 1114.2/5 = 222.8(s71).

It should be noted that the call origination rate
in the HLR is more than 222.8 because of handset
mobility, but we assume all triplets are used in the
service area for simplicity. Similarly, the conversation
establishment rate (where the subscriber is the desti-
nation) is obtained as above. As a result, the conver-
sation establishment rate for each LA per second is

Rcauorig./vLR = RoaliTerm. vLr = 1114.2/128 = 8.7

First, the GSM protocol efficiency is analyzed ac-
cording to the given framework. The authentication
request rate for each VLR and HLR and for various
operations is shown in Table 2.

The number of control messages needed for authen-
ticating operations when the subscriber enters a new
area is calculated based on Figure 2. The same pro-
cess can be deployed for the case when the subscriber
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Table 2. Authentication request rates for a VLR and HLR

V LR(persec.) HLR(persec.)

Registration 5.85 748.9
Call origination 8.7 222.8
Call termination 8.7 222.8
Sum 23.25 1194.5

Table 3. The number of control messages exchanged in a GSM
network

HLR VLR

Registration 4[16]  4[16]
Call origination 0.8 3.4
Call termination 0.8 3.4

Table 4. Control messages rate for long term presence in an
area

V LR(persec.) HLR(persec.)

Registration 23.4 2995.6
Call origination 29.58 891.36
Call termination 29.58 891.36
Sum 82.56 4778.32

is in the same area, whether it is contacted or initiates
the contact, except when no message has been sent
to the old VLR according to the "location update".
The number of messages for each network parameter
is shown in Table 3.

As we have shown, for the registration operations
of a new subscriber in an area, 5.85 authentication
requests reach the VLR each second, and each time 4
messages must be processed. As a result, the number
of control messages needed for registration per sec-
ond for each VLR is 4 x 5.85 = 23.4. Also, authen-
tication of call origination directly occupies the VLR
directly until all triplets are used. This occurs once
for every five authentication requests, and the HLR
processes 4 messages to generate a new set of triplets,
so the number of messages per authentication is 0.8.
The total number of messages which the HLR must
process is then 1114.2 x 0.8 = 891.36. The GSM mes-
sage rates are given in Table 4. The message rates can
similarly be calculated for other networks and types
of authentication requests.
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Table 5. The number of control messages when the proposed
protocol is deployed

HLR VLR
Registration 4 4
Call origination 0 1
Call termination 0 1

Table 6. Control message rate for the proposed protocol

VLR(persec.) HLR(persec.)

Registration 23.4 2995.6
Call origination 8.7 0
Call termination 8.7 0
Sum 40.8 2995.6

5.2 The Proposed Protocol Performance
Analysis

Now we analyze the efficiency of the proposed proto-
col, which as was shown, requires fewer control mes-
sages in comparison with the GSM protocol. Only one
control message is needed to authenticate a subscriber
provided that the subscriber stays in the LA for a long
time (Figure 11). While it is not easy to increase n in
the GSM protocol in order to increase the efficiency,
with the proposed protocol, only one authentication
temporary key and one counter CountU; are required
in the VLR for each subscriber. The number of control
messages exchanged for network registration is shown
in Table 4. It is assumed that the keys are valid for
a sufficient time (equal to the time a subscriber stays
in an area). In this case, it is not necessary to con-
tact the HLR or AuC during establishment. In fact,
the VLR can authenticate the subscriber as often as
necessary. Note that the long term validity assump-
tion will not cause any security problem. Therefore,
the control message numbers and rates for the VRL
and HLR with the proposed protocol corresponding
to Table 1 are given in Table 5 and 6.

5.3 Delay Comparison

The authentication delay in the GSM network con-
sists of the time that the subscriber begins the authen-
tication process until the network decides to either ac-
cept or reject the subscriber. In fact, the exchange of
authentication messages between the subscriber and
the BTS results in a transmission delay. This delay
is called TRF (note that both BTS and VLR delays
are ignored). In the core network, the time delay due
to the message exchange between various databases
is called TDB (Figure 13) Taking these definitions
into consideration, the authentication delay in a GSM
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Figure 13. The delay of control messages related to the au-
thentication in the GSM network

Table 8. Comparison between control messages with both pro-
tocols

GSM Proposed Improvement
Protocol Percentage
VLR 82.56 40.8 50.6%
HLR  4778.32 2995.6 37.3%
Sum  4860.88 3036.4 37.6%

network equals Auth.Delay =4 x TDB+ 3 x TRF.
Then Auth.Delay = 0.8 x TDB+ 3 x TRF provided
that the subscriber stays in an LA for a long time. In
essence, the authentication delay with the proposed
protocol is obtained upon Figure 11 as Auth.Delay =
TRF.

Note that the proposed protocol creates at least a
three time reduction in the delay resulting from the
authentication process. Of course, the higher the de-
lays arising from both the radio band and the connec-
tion between various data bases, the higher would be
the efficiency of the proposed protocol.

5.4 Comparison of the Proposed Protocol
and Related Results

As shown in Section 2, many authentication protocols
for GSM have been proposed. In this section, we an-
alyze the performance of the proposed protocol and
compare it with protocols suggested in [10,4,5]. Table
7 compares these protocols based on service delivery
and bandwidth usage. The results in this table were
computed for the MS using the following parameters
(in bits): Key Length = 128, SRE'S = 32, timestamp
= 32, LAI = 16, RAND = 128, TMSI = 32. We also
assume the TDB and TRB delays are identical and
equal to one hop. Table 8 shows the improvement in
network control message rate of the network (mes-
sages per second). It is clear that the proposed proto-
col has significantly reduced the control message rate.

To analyze the memory consumption with each
method, we have to compare memory usage in the
MS, VLR and BSC. We suppose each VLR manages
N; MSs, so the memory usage in the VLR for the
original GSM authentication protocol is about 5 X
(TMSI+Kc+SRES)xN; . The corresponding value
for the protocol in [5] is (TMSI+ Kr +T;-1) x N;,
and for the proposed protocol is (T'M ST+ CountU; +
TKey;) x N;. The memory usage in the MS for orig-
inal GSM is (TM ST + K.), for the protocol in [5] is
(TMSI+ Kp+Tj_1) and for the proposed protocol
is (TMSI+TKey;+2x MAC+ CountU; +tK;_g).
Moreover, the proposed protocol uses BSC memory
to store the TESLA keys chain. If we suppose each
BSC generates a chain of TESLA keys for use within
a day, 345600 keys must be stored, or 2.4 Mbytes of
memory. Table 7 shows the memory usage with the
five protocols. It is assumed that each VLR handles
500,000 MSs. In this table, the corresponding values
for the protocols in [10] and [4] are also given.

5.5 Security Analysis

The proposed solution for mutual authentication in
GSM networks, in fact, includes two protocols, one for
MS authentication and the other for network authen-
tication. The MS authentication protocol, in turn, in-
cludes two versions, one for MS authentication in a
new service area, and the other for MS authentication
for subsequent connections in the same service area.

The first MS authentication protocol initiates in
the same manner as the original GSM protocol, ex-
cept that the first message includes the response to
an implicit network challenge. This challenge is the
latest disclosed key that was received by the MS via
the TESLA-based network authentication protocol.
So, the network receives the MS response along with
the corresponding challenge sent by the BSC in the
first round of the protocol. As a result, the network
can verify the MS authentication and how live it is.
Since the broadcast TESLA message refreshes every
235.4 ms, a replay attack is practically impossible.
The other protocols achieve this in the second round
of the protocol. Since this MS authentication is now
ended, the first MS authenticated must obtain the
network response to the MS. The HLR response has
two purposes. The first is to establish a common tem-
porary key between the VLR and the MS for sub-
sequent authentication without on-line mediation by
the HLR. The second is to authenticate the latest
TESLA key (R;) to synchronize new MSs with the
TESLA key chain broadcast in the corresponding ser-
vice area. In subsequent MS authentications, the MS
can directly authenticate the latest disclosed key via
the chain of hash functions. The MS can also employ
the common session key to communicate directly with
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Table 7. Comparison between the proposed protocol and existing GSM authentication protocols

GSM [10] [5] [4] Our Protocol

Capacity of transferring information during Ms 224 224 272 576 208
authentication (bits)

Authentication Delay (hops) 3.8 3 2 3 1
Asymmetric Operation in MS - - X -
Memory Usage in MS (bit) 160 160 288 256 488
Memory Usage in VLR (MByte) 40 10 18 10 11
Memory Usage in BSC (MByte) - - - 2.4
Processing in MS A3 A5 A5+ A3 2 x A5 A5
Mutual Authentication in First Connection X X v v
Mutual Authentication in Later Connection X X v v
Control Channel Modification - X - X

Additional Processing

One A8 every
235.4 ms

the VLR. Thus, the MS does not need to receive a
response from the HLR.

The security of the network authentication proto-
col is based on the TESLA protocol, which relies on
one-way functions. An essential requirement for the
TESLA protocol is time synchronization of the MS
nodes in each service area, with the corresponding
BSC as a broadcaster. This requirement is crucial
only when a MS node joins a new service area. In this
situation, based on the proposed protocol, the MS
first assumes the latest disclosed key broadcast via
the signaling channel is authentic. However, the MS
can verify this assumption by running the first MS au-
thentication protocol when establishing any contact.
In summary, although the MS authentication proto-
col and network authentication protocol are seem-
ingly independent, they subtly co-operate with each
other to concurrently meet the required security cri-
teria.

6 Conclusions

In recent years, GSM has become widespread
throughout the world. Due to GSM authentication
protocol problems, many improved protocols have
been proposed. However, some cannot solve all of
the drawbacks, and the remainder require that the
GSM architecture be altered. In this paper, we pro-
pose mutual entity authentication using the TESLA
protocol. The proposed solution not only provides a
secure bilateral authentication mechanism, but also
decreases the call setup time delay and the required
connection bandwidth. To evaluate the performance
of the proposed authentication protocol, we repli-
cated the traffic analysis in [20]. The relationships
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between density, velocity, call origination rate and
call termination were shown for each call phase. The
analysis shows that the proposed protocol reduces
the rate of control messages for GSM authentication.
This protocol achieves a 62% improvement compared
to the original GSM authentication protocol.
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