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1 Introduction

Due to the nature of the public channel, designing authentication techniques
suitable for wireless sensor networks (WSNs) that satisfy the dedicated
considerations is critical. In 2022, Liu et al. presented an authentication
protocol that employs dynamic authentication credentials (DACs) and Intel
software guard extensions (SGX) to guarantee security in WSNs. Then, they
proved that it is secure by formal and informal security analysis. This paper
shows that it is not secure against desynchronization and offline guessing
attacks for long-term random numbers of users. In addition, it suffers from
the known session-specific temporary information attack. Then, an improved
authentication scheme using DAC and Intel SGX will be presented to address
these vulnerabilities. We show that it is secure against the aforementioned
attacks by employing formal and informal analysis and has a reasonable
communication and computation overhead. It should be highlighted that our
proposal’s communication and computation overheads are increased negligibly,
but it provides more security features compared to the baseline protocol.

(© 2024 ISC. All rights reserved.

tion transformation is done on the public channel [5],
these networks suffer from attacks [6]. Furthermore,

ireless sensor networks (WSNs) have progressed

with advances in the Internet of Things (IoT) [1,
2]. Recently, WSNs, because of their advantages such
as easy development, low computation, and high flex-
ibility, have various applications in intelligent trans-
portation, medical systems, and so on [3]. The gate-
ways (GWNs), users, and sensors are participants
in WSNs [4]. The sensors, distributed in a zone by
design, collect and transfer information, and GWNs
are responsible for managing sensors to transfer infor-
mation correctly to eligible users. Since the informa-

* Corresponding author.

Email addresses: mustafaessam90900@gmail. com,
asaar@srbiau.ac.ir

ISSN: 2008-2045 (©) 2024 ISC. All rights reserved.

sensors have limited memory computation and stor-
age capabilities, and they are also placed in unpro-
tected environments. Consequently, designing a se-
cure and efficient authentication scheme in WSNs is
vital to prevent eavesdropping and altering messages
on the public channel [7-9]. Nonetheless, various au-
thentication and key agreement protocols have been
proposed so far; a few consider updating authentica-
tion credentials at users, GWNs, and sensors. Hence,
they suffer from serious attacks without updating on
time [10]. Authentication schemes based on dynamic
authentication credentials (DACs) suffer from desyn-
chronization attacks, which causes login failure for
the next communication. Hence, it is required to save
authentication tables of users and sensors on GWN’s
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memory in authentication schemes based on DAC,
where this issue causes these schemes to not secure
against the privileged user attack and table lost at-
tack in a way that an adversary with this informa-
tion can do impersonation attacks. As a consequence,
there is a need for a trusted execution environment
(TEE) to store secret keys and authentication table
in a secure way. Since a trusted platform module
(TPM) is not suitable to protect the sensitive infor-
mation in the GWN, Liu et al. [11] in 2022 adopted
the Intel software guard extensions (SGX) and DAC
together to present a secure authentication scheme.
In fact, they employ SGX to keep the master key of
GWN, and also authentication tables and credentials
are encrypted by the master secret key of GWN to
be protected. Consequently, their scheme is resistant
against privileged and authentication leakage attacks.

The contributions of this paper are given below.

e We analyze the authentication scheme based on
DAC and Intel SGX presented by Liu et al. [11]
and prove that it does not support security
against desynchronization attacks. However, it
is also not secure against offline guessing attacks
for long-term random numbers of users. Fur-
thermore, it is not resistant to known session-
specific temporary information attacks. Then,
a modified authentication scheme is proposed,
which tackles the aforementioned weaknesses.

e In the formal security analyses, it is shown that
our proposal accomplishes session key security
by using Burrow-Abadi-Needham (BAN) logic
and ProVerif software. In addition, the infor-
mal security analyses prove that our protocol is
secure against various kinds of known attacks,
such as desynchronization attacks, and it also
provides security against offline users’ long-term
random number guessing attacks.

e Then, the evaluation of our protocol in terms of
security features and communication and com-
putation overheads are given, and we compare
the results with other schemes to show that not
only our proposal can satisfy the necessary se-
curity and usability features of IoT-based appli-
cations but also it has an acceptable communi-
cation and computation costs.

1.1 Related Work

Various authentication schemes have been presented
so far to provide security and privacy for users in
WSNs, where related schemes are reviewed hereafter.
In 2009, Das [12] gave an efficient two-factor au-
thentication scheme, which is based on users’ smart
card and their passwords. Nevertheless, in 2010, it
was proved by Khan and Alghathbar [13] that Das’s
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scheme suffers from gateway bypassing and privi-
leged user attacks and presented an improved au-
thentication scheme to tackle these weaknesses. Then,
Vaidya et al. [14] showed that the protocol of Khan et
al. is not secure against stolen smart card attacks. In
2014, an authentication scheme in which smart card
information is encrypted to guarantee stored data
security was given by Kim et al. [15]. However, in
2017, it was proved by Li et al. [16] that the scheme
is given by Kim et al. is not secure against sensor
impersonation and offline guessing attacks, and then
an improved scheme was proposed. In 2018, Yu et
al. [17] presented an authentication scheme for ve-
hicular communications in which session keys are
dynamically changed to be secure against man-in-
the-middle attacks. Unfortunately, it was proved by
Sadri and Asaar [18] that it suffers from imperson-
ation and offline guessing attacks, and they proposed
a secure scheme. In 2016, Amin et al. [19] gave a
privacy-preserving authentication scheme, which is
three-factor to be resistant to offline guessing attacks.
In 2019, Ostad-Sharif et al. [20] showed that it is not
secure against replay attacks and also it is not forward-
secure, and then to address these vulnerabilities, a
lightweight authentication scheme was given. In 2020,
Chen et al. [21] showed that the scheme presented by
Ostad-Sharif et al. also has some security drawbacks.
To address these weaknesses, Chang and Le [22] intro-
duced a forward-secure authentication scheme, then
in 2018, Amin et al.[23] proved that Chang et al.’s
scheme not only suffers from stolen smart card and
offline guessing attacks, but also it does not satisfy
user untraceability. Next, they provided a new and ef-
ficient authentication scheme, which is a three-factor
authentication that also satisfies users’ privacy and
traceability. Employing the DAC technique improves
the security of authentication protocols [11], and in
2016, Chang et al. [24] gave an authentication proto-
col that supports dynamic identity. In 2019, it was
shown by Yang et al. [25] that their scheme is not for-
ward secure and is not efficient, and then a lightweight
authentication scheme using XOR operations and
hash functions was proposed, where it supports the
DAC in a way that authentication certificates have
been updated in each session. In 2019, an authenti-
cation scheme was presented by Agrawal et al. [26]
the scheme not only employs a trusted platform mod-
ule (TPM) to increase its security but also uses a
technique that detects sensor capture attacks. Fu and
Peng [27] also proposed an authentication scheme
using TPM to make sensors resistant to capturing
attacks. Currently, Tan et al. [28] proposed a tamper-
detection authentication scheme using TPM. In DAC-
based authentication schemes, the use of TPMs is
not suitable since TPMs are adequate for static pro-
tection. As a consequence, SGX is used for authen-
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ticated schemes using the DAC technique. In 2016,
Balisane and Martin [29] introduced an SGX-based
authentication scheme to address security drawbacks
caused by DNS poisoning and wrong SSL. In 2018,
Condé et al. [30] presented an SGX-based authentica-
tion scheme that not only supports more security to
verify users’ credentials at SGX but also has a lower
overhead. Currently, Sun and Xiao [31] gave another
SGX-based authentication scheme in which the key
is updated dynamically, and also users’ certificates
are protected by the SGX. Furthermore, the use of
the TEE-based credential technique is increased in a
way that Kostiainen et al. [32] designed a TEE-based
scheme for mobile users, and also similarly, Kosti-
ainen and Asokan [33] proposed a construction for
remote credential provision in TEE in a secure way.
Then, Marfario et al. [33] addressed the vulnerability
caused by user enrollment for TEEs and proposed
constructive changes to make them secure. After that,
lots of works [34-37] are done to improve the security
of protocols using the TEE. In 2022, Liu et al. [11]
presented an SGX-based authentication protocol that
employs dynamic authentication credentials to en-
hance its security. Gateways are equipped with the
SGX to protect the data in use and also provide a
trusted zone for computation to avoid stolen authen-
tication table and privileged entity attacks.

1.2 Organization of the Paper

The rest of this paper is organized as follows. Sec-
tion 2 presents background information, including
the system, security model, and notations used in
the paper. Section 3 and Section 4 present the Liu et
al. scheme [11], and its security analysis, respectively.
Then, our proposed protocol and its security analysis
are presented in Section 5. Section 8 and Section 9
give the performance analysis and conclusion, respec-
tively.

2 Background

2.1 System Model

The user, a GWN, and a sensor are participants of an
authentication protocol in WSNs such that data from
sensors are transferred through gateways to users.
When users are authenticated by the GWN, it is pos-
sible to generate a shared key between a user and a
sensor to transmit data from the sensor to the user se-
curely. The GWNs and users do not have limitations
in computations, storage and energy consumption,
while sensors have limitations in computation, stor-
age and communication in WSNs. The registration
phase is done by a secure channel, and messages are
exchanged over a secure channel in this phase, while
exchanged messages in the login and authentication

phase are transferred on the public channel.

2.2 Security Model

The security model to analyze is based on the widely
accepted Dolev—Yao (DY) threat model [38]. An ad-
versary in the DY model can resend, alter, omit, and
intercept messages on the public channel in transmis-
sion. Furthermore, sensors can be captured by adver-
saries, and their information can be extracted. More-
over, the adversary by side-channel attacks can de-
rive information stored on smart cards [39]. The SGX
is considered a TEE in the authentication scheme,
and also it is assumed that attacks such as software-
based fault injection attacks [40] and foreshadow at-
tacks [41] cannot be applied to the SGX.

2.3 Notations

In this subsection, notations used throughout the
manuscript are introduced in Table 1.

Table 1. Notations

Notation Description

ID; Identity of user U;

IDg Identity of gateway GW N

ID; Identity of sensor S;

IDgsc Identity of smart card SC

PW; Password of U;

RTS; a random temporary string

Ku, Ks Secret key of GWN for users and sensors, respectively

PID;, PID; Pseudo identity of U; and ID;, respectively
T4, Yi, Yj Random numbers selected by GWN

ri, w;, 1, N; Random numbers selected by U;

T2, T3, T4 Random numbers selected by GWN

K; Random number selected by S

RID; Random identity of user U;

TC; Temporary credential of user U;

PTC; Pseudo temporary credential of user U;
TC; Temporary credential of sensor S;

PTC;j Pseudo temporary credential of sensor S;
h(.) One-way hash function

|Z] The size of Z

52 XOR operation

3 Review of Liu et al.’s Scheme

In this section, the details of the protocol are reviewed.
Then, its security analysis is given.

3.1 Registration Phase

In this phase, users and sensors are registered by
GWN through a secure channel, and since this phase
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is not used in security analysis, the details of this
phase are not given here [11].

3.2 The Login and Authentication Phase

In this phase, the user U;, GWN, and sensor S; au-
thenticates each other, then a session key between
U; and S; named as SK will be generated for fur-
ther communication. In what follows, these phases
are given.

e Step 1. User U; inters I D; and PW; when it in-
serts its smart card. Then, the smart card com-
putes r; = Rr; ® h(I D, ID;, PW;), RPW,; =
h(IDge,riy PW;) and Bf = h(IDs., RPW;).
If B} is equal to B;, then the user U; in-
puts ID; of a sensor S;, then the smart card
extracts a timestamp Tj, and generates a
random number N;, then computes TC; =
PTC’Z S5 h(’l‘i,IDsc), q1 = h(TC,‘,IDj,Ni,Ti),
PKSz = Nz D h(TCZ‘,TZ‘,Tl), PIDJ = ID] SV
h(TC;, T, N;). Then, SC sends to GWN the
message my = {q1, PKS;, PID;, PTC;,T\}.

e Step 2. If 77 is fresh, GWN according to
PTC,; selects PDK; and BN; from its table,
and sends (PTC;, BN;) along with IDg to
the security interface of SGX. The interface
SGX chooses a key K, and calculates r; =
BN,®h(PTC;,ID¢g,K,), DK; = PDK,; ®r;,
TC, = h(DKi,Ti), N; = PKSi@h(TCi,’I“i,Tl),
ID;, = PID; & W(TC;,T1,N;), KID; =
ID]' D IDG, and qf = h(TCl,IDJ,N“T‘z)
Then, it examines if ¢f = ¢ is held. If it is
held, it authenticates the user; otherwise, it
rejects messages. If GWN accepts user au-
thentication, it according to KID; selects
(PDK;,CN,) and sends (KID;,CNj) to the
security interface of SGX. Then, SGX selects
K, corresponding to KID;, and computes
rj = CN; ® h(ID;,ID¢, K,). Then, it com-
putes DK] = PDK] (&) ’I“j, TC] = h(DKj,Tj),
PIDJ = h(DKj,IDj), q2 = h(TC’j EB’I”Z',IDJ‘).
Then, GWN extracts T», calculates PK Sy =
ri®@h(TC;,ID;,T5), and sends S; the message
mo = {q27PKSN7PIDj,T2}.

e Step 3. The sensor S; checks validity of 75, if it
is not valid, S; rejects the message; otherwise, it
calculates T'C'; = PTC;®PID;, r; = PKSN®
h(TCj,IDj7T2) and q; = h(TC] S5 j’l"i,IDj),
and checks if ¢ = g2 is held. If it is not held,
it will reject it. Otherwise, S; selects a random
number K;, computes g5 = h(N;, K;,TC; &
ID;) and gets a timestamp T3, and computes
PKS] = Kj D h(TCj,Ni,IDj,Tg) and SK =
h(N;, K;), and sends to GWN the message
mg = {Q37 PKSj,Tg}.

e Step 4. Then, GWN checks validity of T3, and
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if it is not valid, it terminates; otherwise, it
computes K; = PKS; @ h(TCj,rj,ID;,T5)
and ¢5 = h(N;, K;,TC; @ ID;). If g5 = g3, it
accepts Kj, then it computes PKS, = K; ©
H(TCj,(Ni D IDJ)) and ¢4 = h(TC“(’I“Z (5)
Ni),T4), and sends my = {Q4, PKSk, T4} to U,L'.

e Step 5. The user U; checks the freshness of
Ty, if it is not fresh, it terminates; otherwise,
SC calculates ¢f = h(TC;, (r; ® N;),Ty), and
checks if ¢4 = ¢} holds. If it holds, SC calculates
Kj = PKSK D ]’L(TC“ (]\/vZ D ID])) and SK =
h(N;, K;).

3.3 The Dynamic Credentials Update Phase

In this phase, credentials are updated, and the details
for updating are given in what follows.

e Step 1. For updating credentials when GWN
receives T, it computes g5 = h(K;, TC; & Ts),
DK} = K; & T3, PDK}*" = DK} & ry,
then it updates PDK7’, and sends ms; =
{(J5,T5} to S]'.

e Step 2. The sensor S; when receives ms
checks validity of T5. If it is valid, it computes
¢ = h(K;,TC; & Ts), and checks if ¢ is
equal to gs. If the equality holds, S; computes
DK} = K; © Ty, TCP®Y = h(DK}, r;),
PTC}ev = TCP @ (DK}, 1Dj), and
updates PT'CT".

e Step 3. For updating credentials, SC with
T6 cornputes e = h(NZ,KJ D TG), DKZnew =
N; & Ty, TCP®" = h(DKP",r;), PTCM" =
PTC; ®TC; ®TCy*", and updates PT'C**",
and sends mg = {gs, Ts} to GWN.

e Step 4. When GWN receives mg, it checks
the validity of Ty, If it is fresh, it computes
q¢ = h(N;, K; & Tg), and checks if g*¢ is equal
to ge. If they are equal, it computes DK**" =
N; @ Ty, PDK}*" = DK!*" @ r;, TCP*" =
h(DKP" r;), PTCPI" = PTC®TC;®TCP ",
BN*% = r; & h(PTC!",IDcwn, K.), and
updates {PTC}*", PDK}",BN]**"} and
{PTCI" K,}.

4 Security Analysis of Liu et al.’s
Scheme

In this section, it will be shown that Liu et al.’s scheme
is not secure against desynchronization and offline
users’ long-term random number guessing attacks, as
described below.

4.1 Desynchronization Attacks

This protocol is not secure against desynchronization
attacks, in a way that if users and GWN would like to
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update their parameters, and an adversary prevents
some messages to be reached to the other entity, the
next communications will be interrupted, and the
session key cannot be generated.

When GWN updates parameters as given in Step 1
of Section 3.3 and sends ms to the sensor S;, an
adversary can prevent the message ms from being
reached S;. As a consequence, in this case, the infor-
mation in S; cannot be updated, which means that
Step 2 in Section 3.3 cannot be done, while in the
GWN, PDK7}“ has been updated. Therefore, in the
next session, when GWN sends message ma to Sj,
the sensor checks the integrity of the message by ver-
ifying g2, and since its parameters such as PT'C7“
have not been updated, it rejects message mo due
to the inequality of PT'C; and PTC}", and also in-
equality of T'C; and T'C7*". As a consequence, the
next authentication phase will be interrupted. Simi-
larly, when parameters in the user’s smart card can
be updated as given in Step 3 of Section 3.3 and the
message mg is sent to the GWN, an adversary can
get this message and avoid reaching it to the GWN.
Hence, the related parameters such as T'C; cannot be
updated in the GWN, while smart card parameters
such as T'C; have been modified to TC]**". Hence,
during the next login and authentication phase, a ses-
sion key cannot be generated since the authentication
fails because of the inequality of parameters in each

party.

4.2 Offline Users’ Long-Term Random
Number Guessing Attack

In this attack, an adversary can obtain the long-
term random number of the user, r;, where it is too
important in the protocol since this value is fixed
during all sessions. Consequently, the adversary can
impersonate a user or can violate the sensor’s privacy.
To do this attack, the adversary follows the steps
described below.

e The adversary with sensor capture attack can
obtain PT'C; and has PID; from message mao,
then it can compute TC; = PT'C; @ PI1D; and
Ni = PKSN D h(TC], IDj,Tg), where PKSN
and 75 have been gotten from the mg and ID;
from the sensor.

e Then, it can compute DK"Y = N; ® Ty, where
Ty is obtained from my, and also it can compute
PID; ® ID;.

e Next, the adversary chooses T C;” and checks
if the equation PID; ® ID; = h(TC;*, Ty, N;)
holds. If it is held, the adversary finds the cor-
rect TCf‘ and goes to the next step; otherwise,
it chooses another TC;* and repeats this step
again.

e After that, the adversary tries to find the
value r; from the equation PKS; & N; =
h(TC;,r{, Ty) by selecting a value r;4. If it
holds, it finds the correct value r;4, and it will
be successful; otherwise, it selects another 7“;4
and repeats this step.

In this attack, the adversary needs to compute two
hash values, so it can use some space-time trade-off
methods such as the rainbow table to reduce the
time complexity of its computations [42]. It should
be noted this attack will be successful since the value
of r; is not changed in different sessions.

4.3 Known Session-Specific Temporary
Information Attack

The protocol is not secure against the known session-
specific temporary information attack in a way that
if random numbers used during the authentication
phase, such as N; and K; are known, then the session
key is extracted as SK = h(N;, K;). Therefore, the
main reason for this vulnerability is that the session
key is constructed from random numbers in each
session.

5 Owur Proposed Protocol

In this section, our proposal including the registration
and login and authentication phases is described in
details.

5.1 The Registration Phase

In this phase, users and sensors are registered by
GWN, which is described in the following section.

(1) User registration phase: The following steps
are done between a user U; and a GWN through
a secure channel.

e Step 1. A user U; chooses a random num-
ber r;, computes RID; = h(ID;,r;) as its
random identity, and transfers RID; to
GWN.

e Step 2. The GWN selects a ran-
dom number y; and a random tem-
porary string, RTS;, and calculates
TC; ® h(K,,RID;), PID, = RID; ®
h(Ky, RTS;). Then, it stores RTS;,
PTC; and PID; in its memory and
(Ku,yi, RTS;) in SGX. Then, GWN trans-
fers a smart card, including (RT'S;, TC;),
to the user U;.

e Step 3. The user U; inputs its password
PW,; and its identity ID;, and a secret
random number w;, and computes B; =
h(w“IDZ,PWz), B2 = B1 ¥ T, B3 =
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h(RID;,r;, By) and RTC; = TC; ® h(By),
and U; stores {Bs, Bs,w;, RT'S;, RTC;}
in its smart card and deletes T'C;.

(2) Sensor registration phase: The following

steps are done between a sensor S; and a GWN
through a secure channel.
e Step 1. A sensor S; sends its identity ID;
to GWN.
e Step 2. The GWN selects random num-
bers r;, y; and a K,, and calculates
TCj = h(y;, IDj,rj), PID; = h(IDj, y;),
PTCj = TCj S F)IDJ'7 and RTj =
r; @ h(IDj,IDg, Ks). Then, it stores
(Ks,ID;) in its SGX, and Rr; in its mem-
ory, and sends PT'C}; to the sensor S;.

5.2 The Login and Authentication Phase

A mutual authentication between a user U;, a gateway

GWN and a sensor S; is done, where the details are

described in what follows.

e Step 1. The user U; enters ID; and PW;

when it inserts its smart card. The smart
card calculates By = h(w;, ID;, PW;), rf =
By ® BY, RIDf = h(ID;,rf) and B =
MRID},r},BY) and examines if Bf = Bs.
If it is not held, the smart card rejects the
login request; otherwise, it computes TC; =
RTC; @ h(B7), and selects a random number
x1 to compute PTC; = x1 ® h(TC}), TID; =
MRID;, TC},z1,RTS;), RID; = ID; &
h(xl,TCZ*) and dl = h(TIDZ,xl,IDJ,TC;‘)
Then, the user U; sends

mi = {PTCZ,RIDJ,dl,RTSZ}

to GWN.

Step 2. When GWN according to RT'S;
from its table finds (RTS;, PTC;, PID,),
and sends (RT'S;, PTC;, PID;) to SGX. The
SGX according to RT'S; calculates RID; =
PID;®h(K,, RTS;), and then TC = PTC; ®
h(Ky, RID?). Then, GWN computes x}] =
PTC; & h(TC},), ID; = RID; & h(z},TCY)
and TID} = h(RID},TC?, x5, RTS;). Then,
GWN computes di = h(TIDj,z3,1D;,TC}),
and then checks if dj = d;. If it does not hold,
it rejects my; otherwise, according to IDj, it
finds Rr; and sends its value to the SGX inter-
face. The SGX has y;, K, and Rr; according
to table (IDj,y;, K,), and computes PID; =
h(IDj,yj), i = R’I“j ©® h(IDj,IDg,KS) and
TC; = h(y;,ID;,r;), and also the inter-
face SGX chooses a new random number
y;e* for IDj, and computes PID?" =
h(IDj,y3e*), TCPe” = h(y;®,1Dj,rj),
pPrCYe = TCP* @ PID}®, and sends
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(TCy, PTC?") to GWN. Then, GWN chooses
random numbers x5, 3 and x4 and computes
RTCJ = T2 @h(TCJ), SK = h((El, ID],TIDZ)7
RSK = SK V) h(Q?Q,IDj,TCj), RTC;ww =
Pchnew (5] h(TCj, 1‘3), Rxy = h(TOj, .TQ) D x4,
x5 = h(x4) ® z3, and

d2 = h(PTC;-ww7 T2,T3, SK, TCj),
and sends
ma = {RSKs, PID;j, RTC;, RTCT" &5, da, Raa}

to the sensor S;.

Step 3. The sensor S; with PTC; com-
putes TCY = PTC; ® PIDj, and then com-
putes 25 = RTC; & h(TC}), SK* = RSK @
h(x3, 1D}, TC}), i = Ry & h(TC}, x3), then
3y = x5 @ h(z}), PTC}*" = RTCI" @
h(TCj,x3,x3) and PID? = PID; @
h(TCj,x3,x7), and accepts SK* and PTCRY
if d5 = h(PTCP", x5, 25, SK*, TCY) is equal
to dy. Then, S; computes

ds = h(ID;, SK*, PTC"),

and sends m3 = {ds} to GWN.
Step 4. The GWN checks if

&5 = h(ID;, SK*, PTC})

is equal to ds. If not, mg will be removed.

Otherwise, it replaces (PID;,TC;) by
(PID7e®, TC?"). Then, the SGX gen-
erates RIS and gy, and calculates
TCr = h(RID;y’", K,), and sends
its value to GWN. The GWN computes
PTCP = TCPM™ & h(zy, RID;, TCY), dy =
RTSP*" @ h(x}, RID;,TCY) and

ds = h(SK, RTS™  TC"" 2%, RID;),

and sends my = {d4, d5, PTC*"} to Us.
Step 5. The user U; computes RTS!"*" =
ds ® h(z1,RID;, TC?), TC" = PTCI" @
h(z1, RID;,TC}) and SK = h(x1,1D;,TID;)
and computes

ds = h(SK, RT'Sp", TCP, x1, RIDY),

and checks if df = ds. If so, then U; calculates
dg = h(RTS!", TCP", 1), and sends {dg}
to GWN, and replaces T'C; with TC**", and
RTS; with RTS]e".

Step 6. The GWN computes

d; = h(RTSI", TC*"  1,),

and examines if d§ is equal to ds. If so, it con-
firms that information on the user side has been
updated, and then it updates (RT'S;,TC;) to
(RTSPew, TCPev).
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Remark 1. To avoid desynchronization attacks, it
should be mentioned that confirmation of the updat-
ing parameters is done with session key confirmation
at each entity in our protocol. If an adversary wants
to block some messages, the other entity immediately
understands since it has not received session key con-
firmation.

5.3 Password Change Phase

A user U; can update its password by doing three
steps, which are given in the following.

e Step 1. The user U; enters ID; and PW;, and
the smart card computes B} = h(w;, ID;, PW;),
r¥ = By ® BY, RID! = h(ID;,r}) and B} =
h(RID}!,rf, BY), and checks if Bf = Bs. If
they are equal, the smart card sends an authen-
tication to U;

e Step 2. The user U; enters its new password

PWZTLCIU
e Step 3.The smart card calculates B7*" =
h(wiaIDiaPWinew), Bg.ew = B?ew D 7y,

By<w = h(RID;,r;, B¥%) and RTCIew —
TC; ® h(B7°"), and updates {Bsg, B3, RT'C;}
to the new values { By, B§<¥, RTC*"}.

6 Informal Security Analysis

In this subsection, we show that the proposal is secure
according to the security model given in Section 2.2.

e Desynchronization attacks. To provide secu-
rity against desynchronization attacks, a tech-
nique in which transmitted messages are related
to the previous messages is used. With this tech-
nique, if an adversary interrupts any messages
between a GWN and a user or a sensor and a
GWN, both sides will be affected. For instance,
in Step 2 of Section 5, the information related to
S; in the GWN have been generated and mes-
sage Mg is sent to S, and in Step 3 of Section 5,
Sj gets this information and updates PT'C}“"
if ds is valid and then sends ds as its confirma-
tion of updating this value to the GWN, and
only in this case (PID;,TC;) can be updated.
Similarly, the user updates their parameters
(TCrew, RTSP") after checking the validity of
ds, and then the GWN checks the validity of
ds to confirm updating of (T'C**", RT'S*™) at
user’s side, and then updates these values in its
side. Therefore, our proposal is secure against
desynchronization attacks.

e The sensor anonymity. This feature guaran-
tees that only U;, Sj, and the GWN know ID;
in each session. In the proposed protocol, RID;
is the encrypted version of I.D; in the form of
RID; = ID; @ h(z1,TC}) in message m; and

in the form of PID; = h(IDj,y;) in ms. As
a consequence, the proposed protocol has the
sensor anonymity feature.

The forward security. A protocol provides
forward security if a session key is not used
in other sessions. In our protocol, the GWN
checks the validity of d; as a session key be-
tween U; and itself, and this value is valid in
the current session since x1, T'C;, and TID; are
changed during different sessions. Similarly, da,
dy, ds, dg, d7, and RSK, are changed in each
session, and cannot be used in other sessions.
In addition, the secret key SK is generated as
SK = h(x1,ID;,TID;), where z; and TID;
are changed in each session, and consequently,
the session key is different. Hence, our protocol
provides forward secrecy.

Authentication table leakage and privi-
leged user attacks. In this attack, an adver-
sary can access the GWN’s database to violate
the security of the protocol. In our protocol,
the SGX is used to protect the sensitive infor-
mation of users and sensors, such as the mas-
ter keys K and K. Since these keys are 1024
bits, their guessing is difficult. In addition, the
stored information in the GWN’s memory, such
as PTC; and PID;, are encrypted by K, to
be protected. As a consequence, the proposal
provides security against authentication table
leakage and privileged user attacks.

User traceability attacks. In this attack,
an adversary can trace a user U; from some
fixed parameters in transmitted messages. In
our protocol, messages my, mo, ms, My, and
other messages are changed during different ses-
sions because of random numbers. For instance,
in message mq, the values z1, TC;, and RT'S;
are changed in each session, and also, T'C’; and
RTS; are updated for the next session. There-
fore, the adversary cannot find a connection
between the two messages m; and m/ in two
different sessions.

Replay attacks. In this attack, the adversary
attempts to resend old messages as a new one
without being detected by GWN. In our pro-
tocol, for instance, RT'S; is used as a random
temporary string, and at the end of each ses-
sion, its value is updated in the form of RT'S]*".
Also, a random number x; is used in message
my. For instance, if an adversary resends an
old message such as m including d;, it cannot
be accepted by the GWN since RT'S; and T'C;
have been updated, and the equality of d; and
dy cannot be held. As a consequence, the pro-
posed protocol is secure against replay attacks.

e Stolen smart card attacks. In this attack, an

1S¢0ured)
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Table 2. Login and authentication phase of our protocol

User(U;) Gateway node (GWN)

sensor(S;)

Inputs 1D;, PW;;, and computes

B* = h(wL,ID PW;)

r’ =B ®B

R[D* = h(ID;, r )

Bj = h(RID* r; B )

Checks B z Bs

TCf = RTC @ h(BY)

Generates a random number 7]

Computes

PTC; =z ® NTCY)

TID; = h(RID“TC ,x1, RTS;)

RID = ID;& h(x1, TCY)

dy = h(TID,,7 x1,ID;, TCY)
mi={PTC}.RID;.d.RTS;}
o,

Finds (RT'S;, PTC;, PID;) according to RT'S;,

and sends these values to SG.

SGX finds Ky, according to RT'S;,
and computes

D} = PID; & h(K,, RTS))
*'_ PTC; ® h(K,, RIDY)

X sends (TC RID;) to GWN,
GWN u)mputes
= PTC; & h(TCY)

]D = RID; & h(a}, TC)
TID} = W(RID;, TC?, 45, RTS;)
df ='W(TID; f, 1D} TCY)

df =d;

Gl\"\'N finds (Rr, ID;) according to 1D,
and sends these values to SGX

SGX finds (K, y;) according to ID;, and
computes PID;j = h(IDj, y;)
rj=Rr;® h(ID ID¢, Ks)

TC; = h(y;, 1Dj, r])

SGX chooses a new random number y” ‘W for ID;j, and

computes PID7 = h(ID;, y”ew)
TCH = by ntw L IDj,r))
prbmen - enéa o e

J J
SGX sends (TCj, PTC”‘ ) to GWN

GWN generates Idn(lom numbers 29, 3 and x4

Computes

RTCj = a0 WTC))

SK = h(zy,1D;, TID i)

RSK = SKEBh(m 1D}, TC})
RTC;’m =PTCI" & h TC ,x3)
Ray = WTCy, 9) B ay

5= hgz.;) o)

dy=nh PTC’;""“', 9,23, SK, TCj)

d5 = W(IDj, SK*, PTC})

"
L

3T 0
Updates (PID;, TCj) to (PID}", TCT)

SGX generates two new numbcrs RT S and y;

Computes TCPY = h(B’IDI y I&u)
dy = RTS""'g h(w}, RID; TOI)
PTCI0 7010 & hia?, RID}, TCY)
dy fh(SK HTSW“ TCH, xy RID )
mi={dy,ds, PTCI}
P S

RTSP = dy & h(x}, RIDY, TCY)
Terbe — prCPew & ot RID TC)
SK = h(zy, D}, T1D;)
dt = h(SK, RTSmew TCnew sy RID;)
@ Lds
Updates (RTS;, TCj) to (RTSP®, TCew)
Computes dg = (RTS"” TC”“L zl)
ms={dg}
v,
(‘omputcs di = h(RTSP, TCP, xy)
d =
Updates (RT'S;, TC;) to (RT'S]'", TC™)

my={RSKy, PID;,RTC}, RTCI v5,dy, R}

Cumputex

TCY = PTC; & PID;
x5 = RTC} 69 WTC*)
SK* = RSK & h(xy, ID;, Tcy)
x4 =Ruy & h(TC* x3)
o} = a5 ® h(a])
PTCZ”‘ RT(‘”"“ @ MNTCj, a5, 2])
PID"*" = RID; ﬂih(T(' a3, a})
ds = h(PTCI, o, o7, SK* TCY)
a5t dy
ds = h{ID;, SK*, PTC/")
Updates PTC; to PTCI"”“

mg={ds}

new

adversary can extract all information stored in
the smart card of U;, { Ba, B3, w;, RT'S;, RTC;}.
The adversary cannot get parameters such as
TC; since this parameter is protected by PW;,
and ID;. Also, guessing the two parameters

PW,; and ID; is not possible simultaneously.
In addition, ID; is protected by a hash func-
tion. Hence, the adversary cannot generate the
message m1. As a consequence, our protocol is
secure against stolen smart card attacks.
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e Offline guessing attacks. An adversary can-
not guess ID; and PW; from the stored infor-
mation {Bs, B3, w;, RT'S;, RTC;} in the smart
card since these parameters (ID;, PW;) are pro-
tected by hash functions. In addition, the pass-
word is updated periodically.

e Sensor capture attacks. In this attack, an
adversary captures a sensor and extracts the
secret information of other sensors, users, and
the GWN, and can mount various attacks. In
our protocol, when an adversary captures .S;, it
obtains PT'C}, and ID;. Then, the adversary
can compute x5 and SK* similar to Step 3,
while secret keys of other sensors and users are
secure. As a consequence, the protocol is not
vulnerable to sensor capture attacks.

e User impersonation attacks. In this attack,
an adversary would like to generate a valid
message my to be accepted by the GWN. In
our protocol, the adversary has to compute a
valid d;. For this goal, it needs to know T'Cj,
TID;, and IDj, but it cannot find these values
since they are protected by PW; and ID;. In
addition, the adversary does not have the user’s
smart card. Therefore, the protocol is secure
against impersonation attacks.

¢ Resistant to the known session-specific
temporary information attacks. In this at-
tack, the adversary has to generate a valid ses-
sion key using random numbers in the authen-
tication phase. In our protocol, the session key
is composed of 1, ID;, and T1D; in the form
of SK = h(d?l, ID]‘,TIDIL'), where 1, IDj, and
TID; is a random number, the sensor identity,
and a random value, respectively. Since ID;
and TID; are confidential, the adversary with
having x; and other session-specific temporary
information cannot find session keys.

7 The Formal Security Analysis

In this section, the formal security analysis of our
proposal using the BAN logic and the ProVerif is
given. For this goal, the notations of BAN logic are
introduced.

7.1 BAN Logic

The proof is provided by using the BAN logic [11, 43].
The notations of BAN logic are given in Table 3.

PI=#(X),P|=Q|~ X

e ;. Nonce verification rule:

P|=Q|=X
e R5. Freshness conjuncatenation rule: %
e Rj3. Seeing rule: Pjgf)’(y)

Pl= PEQ.Pa{X 1}

o R,. Message meaning rule: PI=Q~ X

Table 3. Notations of BAN logic

Notation Description

Pl=X P believes X

Pl~ X P once satd X or P had sent message X
PaX P sees or receives X
PéX The K is a secret formula which, can
be used by P and X to prove their identity
to another, because only P and X know the K
P=X P has jurisdiction over X
#(X) X is fresh
(X)N X is encrypted with N
P(I—(>Q K is a shared secret key between P and Q

o Rs. Belief 1; ZEQ= (X.Y)

PI=QI= X
o Rg. Belief 2: %

7.1.1 Security Goals

The security goals we need to prove are defined as
follows.

Goal 1. GWN |=U; |~ x;

Goal 2. GWN |=U; |~ ID;

Goal 3. GWN |=U; |~ RID;

Goal 4. S; |= GWN |~ x4

Goal 5. S; |=GWN |~ SK

Goal 6. GWN |=S; |= SK

Goal 7. S; |= GWN |~ z3

Goal 8. Sj |= GWN |~ PTCP

Goal 9. GWN |= S; |= PTC}*

Goal 10. U; |= GWN |~ {RTSrew, TCrw SK}
Goal 11. U; |= GWN |= {RTSrv, TCI*",SK}
Goal 12. GWN |=U; |= {RTSrv, TCI*",SK}

7.1.2 Suppositions

The following suppositions used in the proof are
listed in what follows.

s1: U; |= #(z1)

s U; |= Ui&G’WN
s3: GWN |= GWNLE4,
Sq4: GWN |= #(x2,x3)

ss: GWN |= GWNI%s,
s6: Sj |= S;4BGWN
s7 1 S; |= #(x2)

7.1.3 Idealisation

In this section we present an idealized form of our

protocol as follows.
Soburcd)
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U,’ — GWN : mi = {ll,lg,lg}
Loz, Th)re,

12 : {<IDj,RIDi7x1>TCi}

I3 : {<IDj>h($17TCi)}

GWN — Sj t My = {l4,l5}

l4 : {<1‘2,SK,IDJ'>TCJ}

Is : {{z2)rc; }

Sj — GWN m3 = {16}

lo : {{SK,IDj)n(rc;)}

GWN — Sj Ly = {17,18,19}
lz - {{PTCY* ) (rcy s)

ls : {{za)rc, }

lg : {(:Eg,PTCJnEU))ch}

Sj — GWN ms = {110}

lio : {<PTCjnew,[Dj>ch}
GWN — U; : mg = {11,112}
Lt {(RTSPe, TCPe) e }
Ui — GWN : mr = {113}

113 : {<RTS;ww’ h(l’1)>TCi"5w}

7.1.4 Proof

In this subsection, the idealized version of our proto-
col, suppositions, and BAN logic rules are used to
prove the aforementioned security goals.

According to my and R3 we have:

P1 : GWNQll
P2 : GWNQZQ
Pg:GWNdl;g

Based on Py, 14, s3, and R4 we have:
Py: GWN |=U; |~ 1 (Goal 1)
According to Py, s3, and Ry we have:
P5 :GWN |E Uz |N l2

Based on [, P; and Rg we have:

P@ :GWN |E Ul‘ |N IDJ (Goal 2)
P;: GWN |=U; |~ RID; (Goal 3)
According to ms and Rz we have:

Pg :GWN «aly

Pg :GWN « l5

According to Py, 15, s¢ and R4 we have:
Py : Sj |=GWN |~ xo (Goal 4)
According to Py, s¢ and R4 we have:
P11 : Sj |E GWN |N l4

Based on ly, P;1 and Rg we have:

P12 : Sj |E GWN |N SK (Goal 5)
Based on m3 and R3 we have:

Pi3: GWN «lg

According to Pi3,lg, s5 and Ry we have:
P14 :GWN ‘E Sj |N SK

Based on Pi4,lg,s4 and Ry we have:
P15 :GWN ‘E #SK

Based on P4 and Pi5 and R; we have:
P: GWN |=8S; |[=SK  (Goal 6)
Based on m4 and Rz we have:

P17 : Sj < l7

Plg : Sj < lg
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Pig : Sj dlg

In line with Pig,ls, s¢ and R4 we have:
P20 : Sj |E GWN |N T4 (GOGZ 7)
In line with P9, s¢ and R4 we have:

P21 : Sj |E GWN |N lg

In line with I7, P;7 and Rg we have:

Py : S |=GWN |~ PTCJ’»W” (Goal 8)
In line with ms and R3 we have:

P23 : GWN<1110

In line with Ps3,ms, s5 and R4 we have:
P24 :GWN ‘E Sj |N PTC;-’Lew

In line with Ps4, ms, sg and Ry we have:
Py : GWN |= 8, |= PTCJ’»MU

(Goal 9)

According to mg and R3 we have:

P : U <lyy

Py7 : Upalya

According to Psg, s3 and R4 we have:
Pzg : Uz |E GWN ‘N 111

According to Psg,l11 and Rg we have:

Py : U |= GWN |~ (RTS!Y,TCr", SK)
(Goal 10)

According to s1,l1; and Ry we have:

P3o: Ui |= #ln

Based on P3; and R; we have:

P51 : U; |=GWN |= (RTS!™, TCP", SK)

(Goal 11)

In line with m; and Rz we have:

P32 :GWN « 113

According to Pz, s4 and R; we have:

Ps3 : GWN |= U; |= (RTSP™,TCP",SK)
(Goal 12)

7.2 Security Analysis Using ProVerif

In this subsection, ProVerif as the security verifica-
tion tool is employed to evaluate the security of the
proposal. For this aim, the definitions of the protocol,
variables, channels and other parameters are given in
Table 4.

Then, the queries are given in Table 5, and finally
the results are in Table 6.

The results presented in Table 6 indicate that the
authentication process done by users, GWNs, and
sensors are successful, so the session key is secure.

8 Performance Analysis

8.1 Computational Overhead

Comparison of our protocol with related protocols
in terms of computational cost at the user side, the
gateway side, and the sensor side for the login and
authentication phase is summarized in Table 7. It
should be noted in the calculating computation cost
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Table 4. Definitions, channels, variables and events

(*--channels--*)

free privatechannel 1: channel [private].
free privatechannel 2: channel [private].
free publicchannel 1: channel.

free publicchannel 2: channel.

(*-- constants --%)

free IDsc: bitstring [private].

free IDi: bitstring [private].

free IDGwn: bitstring [privatel.

free IDj: bitstring [private].

Free SK: bitstring [privatel.

(*-- shared key --%)

(x-- secret key --—%)

free REi: bitstring [private].

free PWi: bitstring [private].
(*--functions--*)

fun xor (bitstring, bitstring): bitstring.
equation forall p: bitstring, q: bitstring; xor(xor(p, q), q)= p.
fun concat(bitstring, bitstring): bitstring.
fun h(bitstring): bitstring.

(¥-- events--*)

event startUi (bitstring).

event endUi (bitstring).

event startGW (bitstring).

event endGW (bitstring).

event startSN (bitstring).

event endSN (bitstring).

event startSK (bitstring).

event endSK (bitstring).

Table 5. Queries

(¥-- queries --%)

query IDi: bitstring; inj { event(endUi(ID-i)) ==> inj {
event (startUi(IDi)).

query IDGwn: bitstring; inj { event(endGW(IDGwn)) ==> inj {
event (startGW(IDGwn)).

query IDj: bitstring; inj { event(endSN(IDj)) ==> inj {
event (startSN(IDj)).

query SK: bitstring; inj { event(endSK(SK)) ==> inj {
event (startSK(SK)).

(* query attacker (key ij) query attacker (key ji) *)

(*-- process—-x%)

Process

Qi) [ (rGwy | (1sN))

Table 6. Result

Query inj { event(endUi(ID-i)) ==> inj { event (startUi(IDi)) is true.

Query inj { event(endGW(IDGwn)) ==> inj { event (startGW(IDGwn)) is true.

Query inj { event(endSN(IDj)) ==> inj { event (startSN(IDj)) is true.
Query inj { event(endSK(SK)) ==> inj { event (startSK(SK)) is true.

of protocols, the most time-consuming operations
such as hash evaluation is considered, and the time

for XOR operations is negligible to be considered.

In Table 7, Twy, Tr, Te/T4, Tse/Tsd, Tan, Tm denote

the time required for the hash, Rep, asymmetric en-
cryption and decryption, symmetric encryption and
decryption, data hiding and scalar point multiplica-

tion operations, respectively.
@
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Table 7. Computation overhead in authentication

protocol User (U;)

gateway (GWN)

Sensor(S;) Total cost

Gao et al. protocol [44]

Fatima et al. protocol [45] 5Ty + Te

Jabbari and Mohasefi protocol [46] 13Ty + Tr + 2T
Liu et al. protocol [11] 12Ty

Yu and Park protocol [47] 11Ty +Tr

Our protocol 12Ty

Ty + Tse + 2Tdh 61Ty + Tse + Tsd

ATy +Tsq 19TH + Tse + 2Tsq + 2Ty
8Ty + Ty 5Ty 18Ty +To + Ty
10T ATy + 2T 27Ty + 4Tm + Tr
18Ty 8Ty 38Ty
12T 6Ty 29Ty + Tr
22Ty T 41Ty

As given in Table 7, the computational overhead
at the user side in our protocol contains 12 hash
operations as given in Steps 1 and 5 of Section 5.2. As
a consequence, the computational cost at the user side
is 12T . In addition, the computational cost of the
GWN includes 17 hash operations in Step 2, 4 hash
operations in Step 4, and one hash operation in Step 6
as given in Section 5.2. Hence, the total cost at the
GWN is 22Ty. Furthermore, the computational cost
of S; includes 7 hash operations as given in the Step 3
of Section 5.2. Therefore, the total computational
cost in our protocol is 41Ty. As a consequence, this
value is slightly increased compared to that of baseline
schemes.

8.2 Communication Overhead

The communication cost of protocols includes
the size of messages exchanged between enti-
ties. Since the message m; in our protocol is
my {PTC;,RID;,d.,RTS,}, so its size is
4|H(.)|, the message ms is our protocol is mq
{RSKS,PIDj,RTCj,RTC?EIU,[L'E,,dQ,RiE;;}, SO
|me|= T7|H(.)]. The messages ms, myg, and ms
are {ds}, {d4,ds, PTC"} and {dgs}, respectively.
Hence, their sizes are |mg|= |H(.)|, |m4|= 3|H(.)],
and ms = |H(.)|, respectively. Therefore, the com-
munication cost in our protocol is 16| H (.)|.

8.3 Experimental Results

In this part, the efficiency of our protocol is compared
with related schemes [11, 44-47]. These protocols are
implemented on a personal computer (Intel(R) Core
TMi7-4710HQ 2.50 GHz processor, 4 GB memory
and Windows 8 operating system) using MIRACL
library [48]. For the security level of 289, it is assumed
that Ty and Tg takes 0.5 ms, T./Ty and T, take
50.3 ms, Ts./Tsq takes 0.5 ms, and also Ty, takes 1.2
ms. Let |H(.)|= 160 bits and |T'|= 32 bits. The total
computational cost of our protocol is 20.5 ms, while
its value for related protocols is summarized in Table
8. In addition, the communication overhead of our
protocol is 2560 bits = 16| H(.)|= 16 x 160. Therefore,

1S¢0ured)

this value for related protocols and ours is given in
Table 8.

8.4 Security Features Comparison

In Table 9, the security features of the proposed proto-
col and related ones [11, 44-47] are given. According
to the results of Table 9, the existing protocols cannot
resist various attacks. All protocols except for [11]
cannot support dynamic authentication credentials to
provide more security features. In addition, protocols
given in [44, 45] cannot guarantee forward security.
Also they cannot provide security against authentica-
tion table leakage attacks. As a consequence, the pro-
posed protocol satisfies more security features than
them.

9 Conclusion

In this paper, we showed that Liu et al.’s authentica-
tion scheme is not secure against desynchronization
and offline users’ long-term random number guess-
ing attacks. Then, a modified authentication scheme
using the SGX and the DAC was proposed in a way
that it is secure against the aforementioned attacks
with the informal security analysis, BAN logic, and
ProVerif. Then, its performance analysis clarified that
the modified scheme from the point of computation
cost is as efficient as Liu et al. ’s scheme, while its
communication cost has been increased slightly. Fi-
nally, performance evaluation demonstrates that the
proposal not only is practical but also has security
requirements of loT authentication protocols.
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Table 8. Communication and computation cost in the authentication process

Protocol Total execution time (ms) Communication cost
Gao et al. [44] 13.7 ~ 300 bytes
Fatima et al. [45] 109 ~ 300 bytes
Jabbari and Mohasefi [46] 215.2 ~ 444 bytes
Liu et al. [11] 19 ~ 284 bytes
Yu and Park [47] 15 ~ 276 bytes
Our protocol 20.5 =~ 320 bytes

Table 9. comparison of security features

Jabbari and Mohasefi’s Yu and Park’s Fatima et al. Gao et al. Liu et al.’s

Security features Our protocol
protocol [46] protocol [47] scheme [45] protocol [44] scheme [11]

Resistant to the replay attack Y Y Y Y Y Y

Resistant to the user impersonation attack Y Y Y Y Y Y

Resistant to the offline users’ long-term Y N Y Y N Y

random number guessing attack

Resistant to the stolen smart card attack N N Y Y Y Y
Resistant to the desynchronization attack Y N Y Y N Y
Resistant to the known session-specific N N Y Y N Y
temporary information attack

Provide forward secrecy Y Y Y Y Y Y
Provide authentication table leakage attack Y N Y N Y Y
Provide dynamic authentication credential N N N N Y Y

Note: Y and N denote yes and no, respectively.
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