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1 Introduction

Nowadays Radio Frequency Identification (RFID) systems have appeared
in lots of identification and authentication applications. In some sensitive
applications, providing secure and confidential communication is very
important for end-users. To this aim, different RFID authentication protocols
have been proposed, which have tried to provide security and privacy of RFID
users. In this paper, we analyze the privacy of two recently proposed RFID
authentication protocols in 2012 and 2013. We present several traceability
attacks including traceability, backward traceability and forward traceability
against the first protocol. We also show that, the second protocol not only
suffers from Denial-of-Service (DoS) attack, but also it is vulnerable to
traceability and backward traceability attacks. We present our privacy analysis
based on a well-known formal RFID privacy model which has been proposed by
Ouafi and Phan in 2008. Then, in order to overcome the weaknesses, we apply
some modifications on these protocols and propose two modified versions.

© 2015 ISC. All rights reserved.

connection at anyplace and anytime via any sensing
devices, which can exchange data between two objects

adio Frequency Identification (RFID) technology
Ris widely recognized as a prominent method to
provide fast and precise authentication and identifica-
tion for different applications in proximity and vicinity
areas [1]. In addition, RFID systems are interesting
candidates to be implemented in the next generation
of internet, which is called Internet of Things (IoT)[2].
The IoT systems allow objects and people to make a
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[3]. Therefore, the mobile RFID readers can play the
role of IoT gateway.

Generally, RFID systems consist of a large number
of tags, readers and a back-end server [4]. A typical
model of an RFID system is depicted in Figure 1 RFID
systems use RF technology to provide wireless commu-
nication between the tags and the readers for different
identification and authentication applications. The
tag is an electronic chip equipped with microstrip an-
tenna to setup a wireless connection with the reader.
In different applications, different types of informa-
tion are stored in the RFID tags. In some cases, the
tag just contains a unique identification code like an
Electronic Product Code (EPC). In this case, the
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identification code is written onto the tag and it is
not modifiable (i.e. it is read only). In some applica-
tions the tag has a memory that can be modified or
erased by a legal user (readable/writeable) [4]. Based
on power supply sources, the RFID tags are classified
into three different classes including active, passive
and semi-passive tags [4]. The next part of an RFID
system is the reader that is located between the tag
and the back-end server and acts as an interrogator
(shown in Figure 1). In other words, it exchanges some
messages between the tag and the back-end server and
makes data accessible to the tag. The main part of an
RFID system is the database or the back-end server.
All secret values and some necessary data of the tags
are stored in the back-end server and it uses them for
identification and authentication processes [5].

Although RFID systems provide user-friendly ser-
vices and are one of the most popular technologies in
different authentication applications, they may suffer
from some security and privacy concerns. These sys-
tems may be susceptible to different security and pri-
vacy attacks such as Denial-of-Service (DoS), Man-in-
Middle (MiM), Impersonation, Reveal Secret Param-
eter and different Traceability attacks [5]. As RFID
systems have been deployed in different parts of our
daily life, without proper protection RFID systems
can make privacy concerns for end-users [6]. In the
following, we review the concepts of untraceability,
backward untraceability, and forward untraceability
which are three essential issues in providing privacy
for RFID users.

e Untraceability: always the end-user’s privacy
is a prominent issue in the applications of novel
technologies. Likewise, in the RFID systems, it
is very important that the attacker should be un-
able to trace a specific tag, in case that he/she
has access to the exchanged messages between
the tag and a valid reader before last successful
authentication. Namely, an RFID tag is untrace-
able if its responses to two consecutive runs, are
uncorrelated [7].

e Forward Untraceability: an RFID authenti-
cation protocol which provides forward untrace-
ability is able to prevent tracing the location of
a specific tag in the future runs. More precisely,
if an attacker corrupts secret keys of a specific
tag, it is impossible for the attacker to track the
location of the tag in the future sessions [8].

e Backward Untraceability: another goal of an
RFID authentication protocol is to provide back-
ward untraceability [6]. To this aim, in an RFID
system if an attacker obtains the current ex-
changed messages between the tag and the reader,
he/she should be unable to trace the location of
a specific tag in the previous session. This goal
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Figure 1. A System model of RFID systems

can be achieved by proper updating of the tag’s
secret keys.

It is undeniable that a secure and confidential RFID
authentication protocol can prevent many security
and privacy concerns [9]. In the last few years, there
has been a large amount of literature on RFID au-
thentication protocols [4], [9-17]. On the other hand,
Electronic Product Code Class 1 Generation 2 (EPC
C1 G2) standard [18] is one of the popular standards
which recently has got more attention. Actually lots
of RFID authentication protocols have been proposed
that are compliant with EPC standards [19-24]. It
also should be noted that, due to some restrictions
on memory and computation limitations of RFID
tags, RFID authentication schemes are designed by
lightweight cryptographic operators [5].

In 2007, Chien and Chen [19] proposed an improved
RFID authentication protocol which is a refined ver-
sion of Duc et al’s protocol [25] and Karthikeyan-
Nesterenko’s protocol [26]. In the improved protocol,
Chien and Chen proposed two main modifications in
the structure of the analyzed protocols. The first mod-
ification is updating the secret keys of the back-end
server and the tag after each successful authentication,
and the second one is storing both the old and new
secret keys in the back-end server, which causes the
improved protocol to be more efficient against DoS
attack. Also, updating the secret keys increases the
forward secrecy significantly. Chien and Chen’s pro-
tocol [19] is proposed for EPC compliant tags and in
order to protect exchanged messages between the tag,
the reader and the back-end server, the Exclusive OR
(XOR), Pseudo Random Number Generator (PRNG)
and Cyclic Redundancy Code (CRC) operations have
been utilized. However, in 2010, Yeh et al. [22] showed
that Chien and Chen’s protocol is not safe against
DoS attack and also it has a privacy weakness which
stemmed from improper usage of CRC operator. Then,
in order to omit the mentioned problems, Yeh et al.
applied some modifications on Chien and Chen’s pro-
tocol and proposed an improved RFID authentication
protocol which is under EPC C1 G2 standard as well.
Although, Yeh et al. have tried to provide secure com-
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munications for RFID end-users, in 2012 Yoon discov-
ered two flaws in the structure of Yeh et al.’s protocol.
Yoon illustrated that Yeh et al.’s protocol has data
integrity problem, and also it cannot provide forward
secrecy [20] . Then, he proposed a modified version of
Yeh et al.’s protocol and claimed that it eliminates
the mentioned weaknesses.

Generally the privacy of RFID authentication pro-
tocols can be analyzed based on ad-hoc methods and
formal methods [5]. In the ad-hoc approaches, an
adversary defines some notations and analyzes the
privacy of a protocol based on the defined notations.
In other words, the adversary performs his/her op-
erations and computations based on informal meth-
ods which are not valid as much as formal methods
[27]. On the other hand, in the formal approaches,
the attacker has various controls over communication
channels which are defined in specific queries. More
precisely, an attacker has various abilities which are
classified into different categories and can be used in
both active and passive attacks [7]. In order to discover
all drawbacks of RFID authentication protocols it is
essential to use a formal RFID privacy model [28]. In
the last decade, different RFID formal privacy models
have been proposed [6], [27], [29-33]. In this paper, we
present our privacy analysis against Yoon and Jung et
al.’s protocols based on a well-known Ouafi and Phan
formal privacy model which is presented in [31]. Ouafi
and Phan’s privacy model is a well-known game-based
RFID privacy model and is one of the highly cited
models which have been proposed in the recent years.

In 2011, Safkhani et al. [34] cryptanalyzed Yoon’s
protocol and showed that Yoon’s protocol has some
security and privacy weaknesses. They analyzed the
privacy of Yoon’s protocol based on ad-hoc methods
and presented a traceability attack against Yoon’s pro-
tocol. In addition, in [35] Mohammadali et al. showed
that Yoon’s protocol has several security problems
and also they presented an ad-hoc traceability attack
against the Yoon’s protocol which is different from the
presented attack in [34]. Both of these attacks result
from a weakness in the tag responses of Yoon’s proto-
col. Continuing on our seminal work [36], this paper
formally analyses the privacy of Yoon’s protocol. We
analyze the privacy of Yoon’s protocol based on a for-
mal RFID privacy model and show that the privacy
of this protocol is not provided, and an attacker can
trace the location of a specific tag. More precisely, we
formally show that Yoon’s protocol is not resistant
against various traceability attacks including trace-
ability, backward traceability and forward traceability.

Another approach for providing security and pri-
vacy of RFID users is using hash functions in authen-
tication protocols [37-42]. In 2013, Jung et al. investi-

gated three hash-based RFID authentication protocols
which have been proposed in [37-39] and proposed
a novel Keyed-hash based Message Authentication
Code (HMAC) RFID mutual authentication proto-
col [40]. Jung et al. analyzed their proposed protocol
against various security and privacy attacks includ-
ing DoS, Impersonation and Traceability attacks, and
claimed that their protocol resists against all these
attacks and can provide users’ security and privacy
[40]. However, in this study, we show that Jung et
al.’s protocol still has some security and privacy flaws
and suffers from DoS attack, traceability attack and
backward traceability attack.

Moreover, in order to overcome all the mentioned
weaknesses and increasing the performance of ana-
lyzed protocols, we apply some modifications on the
analyzed protocols and propose strengthened versions
of Yoon and Jung et al.’s protocols. Our analyses show
that the improved protocols are resistant against vari-
ous attacks and they can provide security and confi-
dentiality for RFID users. Moreover, the security and
the privacy of the improved protocols are compared
with some similar authentication protocols which are
proposed for RFID systems.

The reminder of this paper is organized as fol-
lows: Section 2 introduces Ouafi and Phan’s formal
privacy model which is used in our privacy analysis.
Yoon’s protocol and its privacy analysis are provided
in Section 3. In Section 4, Jung et al.’s protocol and its
weaknesses are given. Our enhancements on Yoon’s
protocol and Jung et al.’s protocol are reported in Sec-
tion 5. Also in this section, the proposed protocols
are compared with respect to security and privacy
with some existing protocols. Finally, we conclude the
paper in Section 6.

2 Ouafi and Phan privacy model

In 2008, Ouafi and Phan [31] presented a formal pri-
vacy model which is used to evaluate RFID authenti-
cation protocols. The Ouafi and Phan privacy model
is summarized as follows.

In this model, the attacker A can eavesdrop on all
channels between tags and readers and also it can
perform active and passive attacks against them. As
well, the attacker A is allowed to run the following
queries:

(1) Ezxecute query (R, T, i): Passive attacks take
place in this query. In other words, the attacker
can eavesdrop on all transmitted messages be-
tween the tag T and the reader R in the ith
session. As a result, the attacker obtains all
exchanged data between the tag T and the
reader R.

(2) Send query (U, V, m, i): This query models
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an active attack in RFID systems. In this query,
the attacker A has permission to impersonate
the reader U in the ith session, and forwards the
message m to the tag V. In addition, the attacker
A has permission to alert or block the exchanged
message m between the tag and the reader. Note
that U and V are members of readers and tags
sets, respectively.

(3) Corrupt query (T, K ): In this query, the
attacker A has permission to access secret keys
of the tag. In fact, the attacker A has physical
access to the tag’s database. In addition, the
attacker A can set the secret key to K'.

(4) Test query (To, T1,i): When this query is
executed in the particular session i, after com-
pleting the ith session, a random number bit
b € {0,1} is generated by the challenger and it
is delivered Tj, € {Tp, T1} to the attacker. Now,
the attacker succeeds if he/she can guess the bit
b, correctly.

Untraceability privacy (UPriv): Untraceability
privacy could be defined by the game G that is played
between an attacker A4 and a set of tags and reader
instances. In other words, an attacker A plays game
G using collected instances of the reader and the tag.
The game G can be played using mentioned queries
as follows.

(1) Learning phase: The attacker A has permis-
sion to send each one of the queries such as Fz-
ecute, Send and Corrupt, and interact with the
reader R and Ty, 77 that are chosen randomly.

(2) Challenge phase: The attacker A se-
lects two tags Ty and T; and forwards a
Test query (Ty, T1, i) to the challenger. After
that, the challenger selects b € {0,1} ran-
domly and the attacker A4 determines a tag
Ty € {To, T1} using Erecute and Send queries.

(3) Guess phase: Eventually, the attacker A fin-
ishes the game G and outputs a bit ¥’ € {0,1}
as a guess of b.

The success of attacker A in game G and consequently
breaking the notion of UPriv is quantified via A’s
advantage in recognizing whether the attacker A re-
ceived Ty, or T4, and it is denoted by Advf{‘Pm’(k)
where k is the security parameter.

Adv%""" (k) = |pr (b = b) — pr (random coin flip)|

W=b)— -
pr(b'=0)-3
where 0 < Advzpm’ (k) < % Note that, if
AdvYP™™ (k) < € (k), the protocol is traceable with

negligible probability.

|

In the rest of paper, using privacy model of Ouafi
and Phan, privacy of Yoon’s and Jung et al.’s protocols
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are investigated.

3 Privacy Analysis of Yoon’s Protocol

This section aims to analyze the privacy of Yoon’s pro-
tocol against various traceability attacks. It is shown
that Yoon’s protocol has some weaknesses which make
it vulnerable to all traceability attacks including trace-
ability, backward traceability and forward traceability
attacks. Before presenting the privacy analysis, firstly
we introduce Yoon’s protocol that proposed in [20].

3.1 Yoon’s Protocol

In [20], Yoon proposed an improved mutual authenti-
cation protocol for RFID systems which conforms to
EPC C1 G2 standard. The notations that are used in
Yoon’s protocol are shown in Table 1. The structure
of Yoon’s protocol that is shown in Figure 2 can be
summarized as follows,

Table 1. The Notations of Yoon’s Protocol

Notation Description

EPCs; A 16-bit Electronic Product Code

The corresponding record for the tag kept in the

DATA back-end server

The authentication key stored in the tag to be used
K, by database to authenticate the tag at the (i + 1)**
authentication phase

The access key stored in the tag to be used by
P; database to authenticate the tag at the (i 4 1)t"
authentication phase

The database index stored in the tag to find the
corresponding record of the tag in the database

Poid The old access key stored in the database

Prew The new access key stored in the database

Koia The old authentication key stored in the database
Kpnew  The new authentication key stored in the database
Cold The old database index stored in the database
Chew The new database index stored in the database

Ny The 16-bit random number that generated by device d
PRNG Pseudo random number generator

H(-) Hash function
RID The reader identification number

A®B Message A is XORed with message B

a) Initial phase

In this phase, some initial secret values such as K,
Py and C that are generated randomly in the manu-
facture, are shared between the tag and the back-end
server. Also, the corresponding values of the mentioned
parameters in the back-end server are set to these ini-
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tial values (Kold = Kyew = Ko, Poig = Prew = P
and Cold = Cn@w = C())

b) Authentication phase
This phase includes five steps as follows,

Step 1. Reader — Tag: The reader generates Ng as
a random number and sends it to the tag.

Step 2. Tag — Reader: Upon receiving Ng, the tag
generates a random number Np. It computes the
following messages and sends them along C; to the
reader.

M, =PRNG (EPCS @ Nr &® NT) o K;,
D=Nr®K;
E=Npr®PRNG(C; ® K;).

Step 3. Reader — Back-end server: The reader calcu-

lates V = H(RID @& Ng) and forwards the messages
(My,D,C;, E, Ng,V) to the back-end server.

Step 4. Back-end server — Reader: Based on the
received messages from the reader, the back-end server
performs the following operations,

(1) The back-end server verifies V ZH (RID®Ng)
and follows the rest of authentication procedure.

(2) The back-end server first computes Ix = M; &
K for X € {old, new}. Then it checks whether
Ix = PRNG(EPCs;® Nrp® D @ Kx) and de-
termines that X = old or new.

(3) Now by using the obtained X = old or new, the

back-end server verifies F/ z Nr®&PRNG(Cx®
Kx). If E = Np ® PRNG(Cx & Kx), it au-
thenticates the tag and responds to the reader
by the following messages,

M, =PRNG(EPC, ® Nr) & Py
Info=DATA® RID
MAC = H(DATA & Ng),

otherwise, the back-end server aborts the pro-
tocol.
(4) Finally, the back-end server updates its secret
values as follows,

If X =new
Ko + Kpew ¢ PRNG (Kpew)
Py« Phew — PRNG (Prew)
Coid < Chew < PRNG (Nr ® Ng)
Else
Chew < PRNG (Nt ® Ng)
End

Step 5. Reader — Tag: Now using the received mes-
sage Info, the reader computes DATA = Info &

RID, verifies H (DATA & Ng) = MAC, and then
sends M> to the tag.

Finally, utilizing the received message Ms, the tag

verifies My @ P; = PRNG(EPC, & Nr). If the
answer is Yes, the tag updates its secret values by,

Ki+1 «~— PRNG (Kz)
P, « PRNG(P)
CZ'+1<—PRNG(NT@NR)7

otherwise, the tag aborts the protocol.

3.2 Traceability Attack

Providing an untraceable communication for end-users
is one of the primary goals for each RFID authentica-
tion protocol. In this subsection we aim to show that
Yoon’s protocol cannot protect RFID users against
traceability attack. To reach this aim, we show that
an attacker can act as follows,

Learning phase: In round (), the attacker A sends
an FExecute query(R, To,i) by sending Ng, and
he/she obtains C°.

Challenge phase: The attacker A selects two new
tags Tp and T4, and sends a Test query (Ty, Th, i + 1).
According to the randomly chosen bit b € {0, 1}, the
attacker is given a tag Tj, € {Tp, T1}. After that, the
attacker A sends an Fzecute query(R, Tp,i + 1) by
sending Ng, and he/she obtains CiT_fjl.

Guess phase: The attacker A stops the game G, and
outputs a bit b’ € {0, 1} as a guess of bit b as follows.

b/: 0 ’Lf 01T+b1:CZTO
1 otherwise
As a result,
Adv™ (K) = |pr (b':b> —pr (random coin flip)’

!’ ]_ 1 ].
v=b) 5| =[1-5|=5 >e
pr( 2‘ ‘ 2‘ 5 > €

Proof: In Yoon’s protocol, according to Figure 2, the
following equation can be written.

If T=Ty— CI}=PRNG (Nf, & NE,)
— T

Note that, the tag T, does not update its secret
values in the Learning phase and uses the same secret
value C; in both Learning and Challenge phases.
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Database (DB) Reader Tag
(Kold- Co!d~ Paids Knew- Cnew- Pnew- R[D, EPC, DATA) (RID) (KE' Ci'PL'JEPCs)

For each RID in DB Generates Np
Verify HQRID @ Ng) LV o M, = PRNG(EPC, @ N, ® N7) B K,
Ifc,=0 D= N @K,
For each tuple (EPC,, K14, K,ny) in DB = (M, D, G E)| | = N, @ PRNG(C, ® K,)
Loia = My © Koa
Ligw = My @ K, ... V = HQRID @ Np)
Verify I,;; 2 PRNG(EPC, @ Ny @ D @ K1)
Verify I,,,,,2 PRNG(EPC, ® Np @ D @ K,,..,) « (M;,D,C, E,Ng,V)
X = old or new
Else , (M,, Info, MAC) -
v El‘lfy Co[d or CP\GW:‘ Ci
X = old ornew DATA = Info @ RID
Verify M, 2 PRNG(EPC, & Ny @ D @ Ky) @ Ky
End if Verify H(DATA @ Np) L MAC
Verify Np @ PRNG(C, & K) L E
M, = PRNG(EPC, @& Np) @ Py
Info = DATA @ RID M, -
s j‘; Acn‘e j (DATA @ Ng) Verify M, @ P,2 PRNG(EPC, & Ny)
Kﬁ!d A Knew — PRNG (Knew) KH‘ - PRNG(Kf)
Pog © Piow < PRNG(P,,,) Py < PRNG(P)
Co!d - CPIGW ‘_PRNG(NT@NR) CH-I PPRNG(N,-@NR)

Else
Cpew — PRNG(N; @ Np)

End If

Figure 2. The Yoon’s Protocol [20].

3.3 Backward Traceability Attack Guess phase: The attacker A stops the game G, and
outputs a bit b € {0, 1} as a guess of bit b. In order to

This section shows that there is another privacy con- determine b’ € {0, 1}, the attacker uses the following

cern in Yoon’s protocol which is vulnerability against rule.

backward traceability attack. This weakness is caused o - - - -

due to a flaw in the updating of secret key K; which is b = 0if By ®D;2 =K;% & PRNG (Ki—ol @ Ci—bl)

PRNG of K;_;. By considering this fact, an attacker 1 otherwise

can obtain K;_; with maximum 2'® computations

which is given with more details as follows. So, Adv'y"""" (k) is computed as follows:
Learning phase: In the ith round, the attacker A Adv'P™ (k) = |pr (b = b) — pr (random coin flip)|
sends a Corrupt query(Ty, K') and obtains KiTO from 1 1 1
the tag Ty. Now, since K is a 16-bit string, thus K; € =lpr(V=b)—=|= '1 — =2 >c¢€
U where U = {uj,us,...,uss}. Now, 2 2 2
Proof: According to the updating procedure of Yoon’s
For1<j<216 protocol K'° <~ PRNG (Kinl). As a result, follow-
Choose u; € U ing equations can be written
J
If Ty, =T,
if KM= PRNG (u;) then f =T
return uj; as KZT_Ol Ein1®DiT£1 = qT,bi—1@PRNG (KZTL &7 Cﬁl)eaN;?i—l@Kijlbl

T T T
End =K/°, @ PRNG (K[, & C[*))

that results in Adv'’™"" (K)=% > € which means
It can be seen that the value of K., can be obtained. that the target tag can be traceable.

Challenge phase: The attacker A selects two fresh

tags Tp and Ty for test, and sends a Test query ( Ty, Ti,1). 3.4 Forward Traceability Attack

According to the randomly chosen bit b € {0, 1}, In an RFID authentication protocol this is very im-
the attacker is given a tag T, € {Tp, T1}. After portant that if an attacker corrupts the secret keys
that, in round (i — 1)th, the attacker A sends an of a specific tag, he/she cannot track the location of
Execute query (R, Ty, i — 1), and obtains Cﬁp DiT_b1 the tag in the next sessions. This concept is named
and B . forward untraceability. In this section, it is shown that
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this property is not provided in Yoon’s protocol and
his protocol suffers from forward traceability attack.
In this attack, the attacker uses the fact that the value
of EPC is fixed in all rounds. To this aim, we show
that the attacker can track a specific tag by perform-
ing following operations.

Learning phase: In the ith round, the attacker
A sends a Corrupt query(Ty, K') and obtains
(Ko, clo, EPC?%) from tag Tp. It also sends an
Ezecute query (R, Ty, t) and obtains Ng ;.

Challenge phase: The attacker A selects two
fresh tags Ty, and T; for the test, and sends a
Test query ( Ty, Th,1). According to the randomly
chosen bit b € {0, 1}, the attacker is given a tag
Ty, € {Ty, T1}. After that, in round (i + 2)th, the
attacker A sends an FExecute query (R, Tp,i + 2) by
. Now the

attacker can compute K; o at the session ¢ + 2 by
two times repeating PRNG of K;. Consequently,
Nr42 can be achieved by XORing K12 and D; 2
as NTJJ_A'_Q = KH_Q D Di+27 if we have DH_Q.

sending Np ; and obtains (MlT”;_FQ, D;{b)

Guess phase: The attacker A stops the game G,
and outputs a bit ¥’ € {0, 1} as a guess of bit b.
In order to guess V', first the attacker A computes

0 = PRNG (PRNG (KT)) ¢ =D, @6 and
y = PRNG (EPCT, & Np, &), where 7 is a 16-

bit string. Then, the attacker A outputs a bit ¥ €
{0, 1} as a guess of bit b using the following rule.

0 if M* ,=va®0

1 otherwise

As a result, it can be written that,

Adv*P™" (K) = |pr (b = b) — pr (random coin flip)|

Proof: Since the value of EPC is fixed in all rounds,
thus EPCST; = EPC£%+2. Using this fact, the follow-
ing equations can be written.

If Ty="T,

Kty = PRNG (PRNG (K[")) (1)
— PRNG (PRNG (K}’ 0))
= Kz‘Tﬁz =0
N;bi+2 = Dﬁh @ Kﬁz (2)
=Dlt,@0=¢
1),(2) = (3)

M, =Ko
PRNG (EPCT,,, & Npy& NfYy,) (4)
=6 ® PRNG (EPCT} & Ny, & )
=0dy

4 Analyses of Jung et al.’s Protocol

In this part, we analyze the security and privacy of
Jung et al.’s [40] protocol. We present our privacy
analysis based on Ouafi and Phan privacy model.
It is shown that their protocol is vulnerable to DoS
attack and also it cannot provide privacy of RFID
users. Before presenting our analysis, we have a look
at Jung’s protocol and explain its steps with more
details.

4.1 Jung et al.’s Protocol

Jung et al.’s protocol is a HMAC-based RFID authen-
tication protocol which is proposed in [40]. This proto-
col is a mutual authentication protocol which both the
tag and the back-end server authenticate each other.
The tag and the reader exchange messages over an in-
secure channel which can be accessed by an attacker.
Figure 3 illustrates the authentication procedure of
Jung et al.’s protocol. As it can be seen, each success-
ful run of this protocol consists of five steps which are
given in the rest of this subsection. The notations of
Jung et al.’s protocol can be found in Table 2.

Step 0: Enrollment phase

(1) A random number (Cp), HMAC function, a se-
cret key k, and the tag identifiers (ID;) have
been shared between the tag and the back-end
server.

(2) Then, a pair (IDy, ID; @ Cp) has been saved in
the database of the tag and the back-end server.

Step 1: The reader transmits “Hello” message to the
tag with his/her ID (ID,).

Step 2: Response of the tag

(1) The tag selects a random number (Cy)
(2) Then, the tag computes ID; @& Cg, k @ Co & Cy,
ID,, T¢,anda =HM ACp, (T¢,ID;), and sends

them to the reader.
@
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Tag

<ID, k, IDy@ C>

Hello (D)

ID: &Gy || ke GGy || HMACy, (T,4D,) | Tl 1D

Back-end server Reader
Enrollment Database
phase <Dy k, 1D Cp >
0: Gy | k&CoEC IFMAC, . D,) | I 1D

Match ID&C,
Extract ID, HMAC D, (7+LD,.C))
Compute HMAC,, (T.ID,) .
Extract C,
After successful
business process,
update C;

G

EMACy, (T+.1D, ;)

ComputeHMAC ;) (T,+.ID, C)

Update C; after successful
business process

Figure 3. The Jung et al.’s Protocol [40].

Table 2. The Notations of Jung et al.’s Protocol.

Notation Description

HMAC Hash-based Message Authentication Code
C4 A random number of entity A
Crew A random number of current stage
Coig A random number of previous stage
ID4 Identity of an entity A
T,  Timestamp from an entity A
H(-) Hash function

The authentication key stored in the tag to be used
K; by database to authenticate the tag at the (i + 1)t"
authentication phase

Il Concatenation operator

Step 3: The tag authentication

(1) In this step, firstly the reader sends ID; & Cj,
kd Cy @ Cq, a, ID,, and T to the back-end
server.

(2) Secondly, the back-end server matches ID; @ Cq
that is in its database with the first part of the
received message and obtains (IDy, k,ID; & Co)
with ID; & Cy and uses them to extract ID;.

(3) After that, the back-end server calculates a ' =
I?[]\fAC’]Dt (’Tt,IDT) and Cl = k@ C() S¥) Cl S¥)
k& Cy.

(4) Then, the back-end server verifies that o’ Za
If the answer is No, it aborts the rest of the
protocol.

ISeﬂure@

(5) Next, 8 = HMACp,(T¢+1,ID;, Cy) is calcu-
lated by the back-end server and is sent to the
reader.

(6) Finally, 3 is sent to the tag by the reader.

Step 4: The back-end server authentication

(1) Inthisstep, firstly, 3’ = HMACp,(T¢+1,ID,, Cy)

is calculated by the tag using his/her Ty, C;
and received 1D,.

(2) The tag checks that 3’ = S or 8/ # 5. If 3/ = j,
then the authentication of the back-end server
will be confirmed by the tag.

Step 5: Update C;

After successful authentication in the tag and back-
end server, the tag and the back-end server substitute
(IDy, k, IDy @ Cy) with (IDg, k,IDy @ C1) that in the
next session ID; @ C; will be used.

4.2 DoS attack on Jung et al.’s Protocol

Here,we show that in Jung et al.’s protocol, an at-
tacker can make desynchronization between the tag
and the back-end server. To this aim, after running
four steps of the protocol, when the reader wants to
send a message to the tag, the attacker intercepts this
transmitted message and stops the protocol. As a re-
sult, the back-end server updates (IDy, k, ID; & Cp)
with (ID¢,k,ID; @ C;) but the tag does not update
its information. As a result, the tag and the back-end
server update their secret keys with different values
which makes desynchronization between them in the
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future runs; consequently, in the next runs, the back-
end server cannot authenticate the tag.

4.3 Traceability Attack

As mentioned before, providing untraceable and con-
fidential communication is one of the main goals of
an RFID authentication protocol. In this section, we
show that Jung et al. do not provide this property in
their protocol. In fact, an attacker can track a specific
tag and perform traceability attack against the tag.
According to Figure 3, we can see that the I Dy is fixed
in all rounds which make the attacker able to perform
traceability attack against Jung et al.’s protocol as
follows,

Learning phase: In round (), the attacker A sends
an FEzecute query(R, Tp,i) to the tag by sending
Hello message, and obtains IDZ% ol

Challenge phase: The attacker A selects two
fresh tags Ty and T; for the test, and sends a
Test query (Ty, Th, i +1). According to the ran-
domly chosen bit b € {0, 1}, the attacker is given a
tag Ty, € {Tp, T1}. After that, the attacker A sends
an FEzecute query(R, Ty,i + 1) by sending Hello
message, and obtains IDtT,ZH @ CiT_fjl.

Guess phase: Eventually, the attacker A stops the
game G, and outputs a bit ¥’ € {0,1} as a guess of bit
b as follows.

y_ ) 0if ID{%, & Clt=ID% o Cl

1 otherwise
As a result, it can be written:
AdvtP™™ (K) = |pr (b = b) — pr (random coin flip)|

pr(b’:b)—;‘z‘l—

! >
= - €.
2

1
2
Proof: After an unsuccessful challenge between the
attacker and the tag, the tag does not update IDZ‘; @

CTo. Therefore, the tag uses the same value in the
next run.

4.4 Backward Traceability Attack

Beside the presented traceability attack in the last
subsection, we show that Jung et al.’s protocol has an-
other weakness which makes it vulnerable to backward
traceability attack. In Jung et al.’s protocol, both the
secret keys ID; and k do not update after each suc-
cessful authentication and they are fixed in all rounds.
In the rest of this subsection, it can be seen that how
an attacker can use this fact as a privacy flaw and
he/she performs backward traceability attack against
Jung et al.’s protocol.

Learning phase: In the ith round, the attacker
A sends a Corrupt query(Ty, K') and obtains KiTO
from tag Ty. After that, the attacker A sends
an FExecute query(R,Tp,i), and obtains «; =
IDY @ CTo.
Challenge phase: The attacker A selects two
fresh tags Ty, and T; for the test, and sends a
Test query ( To, T1,7). According to the randomly
chosen bit b € {0, 1}, the attacker is given a tag T} €
{Toy, T1}. After that, in round (¢ — 1)th, the attacker
A sends an Execute query (R, Ty, i — 1), and obtains
ai—1=ID{_ &Cl and B = k[ @ Cl & Clt).
Guess phase: The attacker A stops the game G, and
outputs a bit b € {0, 1} as a guess of bit b. In order to
determine b’ € {0, 1}, the attacker uses the following
rule.
W — 0if i1 ®Bi1=a; kM

1 otherwise

As a result, it can be written:
Adv"P"™" (k) = |pr (' = b) — pr (random coin flip)|
1 1 ’

1
/
=b) = = 1 —
pr(b b) 5 2—2>>€

Proof: Since the value of I D, and k are fixed in all
rounds, then k/° = k°, and ID, = IDtT,"Fl. Using
this fact, the following equations can be written.

If T, =Ty

a;i_1®Bio1 =ID_ o Cl ok @ Clt et
=ID3S @kl e Cl* =0 & k)°

5 Improved Protocols

In Section 3 and 4, it is shown that both the Yoon
and Jung et al.’s protocols have some drawbacks and
cannot provide secure and untraceable authentication
for RFID end-users. In this Section, in order to over-
come all the reported weaknesses on Yoon and Jung
et al.’s protocol, we propose some modifications on
their structures and propose an improved version of
each one.

5.1 Improvements on Yoon’s Protocol

In Section 3, we observed that in the structure of
Yoon’s protocol there are two major problems in up-
dating C; and K; that make the protocol vulnerable
to various traceability attacks. In order to prevent
these attacks and increase the privacy of this protocol,
we change the way of updating C; and K; as follows,

Cz'—i—l (—PRNG(NTEBNR@Pz)
KiJrl +~— PRNG (KZ @N:;)

1S¢0ured)
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where N3 is a new random number that is generated
in the tag. Furthermore, some changes are applied
in the tag’s processes and authentication procedure
in the back-end server. Figure 4 shows the improved
version of Yoon’s protocol which can be summarized
as follows,

a) Initial phase

Similar to the Yoon’s protocol, some initial secret
values such as Ky, Py and Cj that are generated
randomly in the manufacture, and these are shared
between the tag and the back-end server. Also, the
corresponding values of the mentioned parameters
in the back-end server are set to these initial values
(Kold = Knew = Ko, Potd = Prew = P and Cypq =
Cne'w = CO)

b) Authentication phase
This phase includes five steps as follows,

Step 1. Reader — Tag: The reader generates Np as
a random number and sends it to the tag.

Step 2. Tag — Reader: Upon receiving Ng, the tag
generates random numbers Np and N3. Then it com-
putes the following messages and sends them along
with C; to the reader.

M, = PRNG (EPC, ® N & Ny) @ K;,
D=Nr oK,
C;=C; @ N3,
E=PRNG(Ny) @ PRNG(C; & K;).

Step 3. Reader — Back-end server: The reader calcu-
lates V = H(RID @& Ng) and forwards the messages
(My,D,C;, E, Ng,V) to the back-end server.

Step 4. Back-end server — Reader: Based on the
received messages from the reader, the back-end server
performs the following operations,

(1) The back-end server verifies V < H(RID® Ng)
and follows the rest of authentication procedure.

(2) The back-end server first computes Ix = M; &
Kx for X € {old, new}. Then it checks whether
Ix = PRNG(EPC;® Nr® D & Kx) and de-
termines that X = old or new.

(3) Now using the obtained X = old or new, the
back-end server verifies E — PRNG(Nr) ®
PRNG(C; ® Kx), it authenticates the tag
and responds to the reader by the following
messages,

18:0ured)

My =PRNG(EPCs; ® Nr) ® Px
Info=DATA® RID
MAC =H(DATA @ Ng),

otherwise, the back-end server aborts the proto-
col.

(4) Finally, the back-end server computes N3 =
C; & Cx and updates its secret values as follows,

If X =new
Koig < Knew < PRNG (Kpew © N3)
Cotd < Chew < PRNG (Nr & Ng @ Px)
Poig < Phew < PRNG (Prew)

Else
Crew < PRNG (Np @& N @ Px)

End

Step 5. Reader — Tag: Now using the received mes-
sage Info, the reader computes DATA = Info &

RID, and verifies H (DATA @& Ng) Z MAC. If the
verification is successful, the reader sends M5 to the
tag.

Finally utilizing the received message Ms, the tag ver-

ifies M, ® Py = PRNG(EPC, & Ny). If the answer
is Yes, the tag updates its secret values by,

K;+1 + PRNG (K; ® N3)
Ciy1 + PRNG(Nr @ Nr @ P),
P,y1 «+ PRNG(F)

otherwise, the tag aborts the protocol.

In the rest of this section, some analyses are presented
and it is shown that how new changes make the im-
proved protocol resistant against different traceability
attacks.

e Traceability Attack

In [34] and [35] Safkhani et al. and Mohammadali et
al. respectively, presented two individual traceability
attacks against Yoon’s protocol [20] which both are
based on ad-hoc methods. Besides, in Section 3.2 we
formally showed that in Yoon’s protocol, the structure
of C; = PRNG (Nt @ Ng) has some problems that
makes it vulnerable against traceability attack. In the
improved protocol, in order to prevent this attack, we
have replaced generating E = Ny @ PRNG (C; @ K;)
with E = PRNG (N1) @ PRNG (C; @ K;). Also, we
have modified the structure of the transmitted C; as
C; = C; & N3, where N3 is a new random number
that is generated by the tag. Note that with the first
modification, the dependency between the E and D
is omitted and an attacker cannot trace the tag by
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Database
(Kold' Coi'ds Palds Knewa CneWs PneWs RID,- EPC, DATA)

Reader
(RID)

Tag
(K, €y, PLEPC)

For each RID in DB
Verify H(RID @ Ng) LV
If Ligw = My @ Kow
Imwi PRNG(EPC, @ N, & D @ K,...,)

Generate random numbers Ny and N,
M, = PRNG(EPC, @& Ny @ Np) B K,
D=N: DK

< (My,D,C,E)| C,=C, DN,

E = PRNG(N,) €p PRNG(C, P K,)

Np —

V = H(RID @ Ng)

X =new
Else:
lota = M, @ Ko
Ioia2 PRNG(EPC, @ Ny © D © Koa)
X =old
End

— (My,D,C,, E, Np, V)

Verify PRNG(Cy @ Ky) ® PRNG(D P Ky) LE
Then computes the below values:

(M, Info, MAC) —

Np=D @Ky
M, = PRNG(EPC, ® Ny) @ Py
Info = DATA @ RID

MAC = H(DATA @ N;)

DATA = Info @ RID
Verify H(DATA @ Ng) L MAC

Ny =C DGy

If X =new
Kold - Knew « PRNG (Knew & N3)
Coid “ C:uw « PRNG(NT @NR @ Px)
Poig ¢ Prgw = PRNG(Be)

Else
Coow < PRNG(N; @ Ny & Py)

End If

Mz - : ?
Verify M, @ P2 PRNG(EPC, @ Ny)

Ki+1 < PRNG(K; & Ny)
Cis1 <~ PRNG(Ny @® Np B P
P,y < PRNG(P)

Figure 4. Improved Version of Yoon’s Protocol.

XORing them. Moreover, by applying the second mod-
ification, the value of C; is changed in each run of
protocol and an attacker cannot trace the tag even if
the tag does not update its secret values.

e Backward and Forward Traceability At-
tacks

In Section 3, we have observed that the privacy
of Yoon’s protocol has some problems that makes
it vulnerable against backward and forward trace-
ability attacks. In the proposed protocol, in order to
enhance the privacy and remove all mentioned pri-
vacy attacks, we apply two changes in the updat-
ing procedures. More precisely, we have changed the
way of updating C; = PRNG (Nr @ Ng) and K; =
PRNG (K;) with C; = PRNG (Nt & Ng @ P;) and
K; = PRNG (K; @ N3), respectively where N3 is a
new random number that is generated by the tag. As
it can be seen, by applying these changes if an at-
tacker obtains the secret values K; and C;, it cannot
perform backward and forward traceability attacks.
As a result, the proposed protocol is secure against
two mentioned privacy attacks.

e DoS Attack

Besides the mentioned analyses, the proposed pro-
tocol is secure against DoS attack. In this attack, the
attacker tries to create desynchronization between the
tag and the back-end server. The attacker can perform
this attack through three different methods. First, it
can intercept the last step of authentication phase

between the back-end server and the tag and desyn-
chronizes them in the next runs. In the second and
the third methods, first the attacker needs to perform
tag impersonation and reader impersonation attacks.
After performing these attacks, it can perform DoS
attack and desynchronize the tag and the back-end
server by two different methods similar to [43].

Since in the improved protocol, both the old and the
new secret keys are stored in the back-end server, the
attacker cannot perform DoS attack by intercepting.
Moreover, in the improved protocol by applying a
change in the tag’s response E, the protocol has be-
come secure against the impersonation attack. As a
result, in the proposed protocol the attacker cannot
desynchronize the tag and the back-end server similar
to the presented attacks in [43].

5.2 Improvements on Jung et al.’s Protocol

According to the presented analysis in Section 4, it
is shown that Jung et al.’s protocol suffers from DoS
attack, traceability attack and backward traceability
attack. In order to overcome all the mentioned weak-
nesses, we propose some modifications in the way of
updating the secret values, the structure of response
messages from the tag, and the stored data in the
back-end server and the tag. The modified version of
Jung et al.’s protocol consists of five steps as follows,

ISel}ure@

Step 0: Enrollment phase
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Database
(IDtr Koldl Co!d: Knew: Cnew)

Reader Tag
(D, K;, C)

For each tuple (ID, K;, C;) in Database
Tota = Kota D Cota D B
"new = Knew e CTLQW @ ﬁ
Verify HUD @ Iyq)le or HID @ L) la

Generates Ny Randomly
a = H(ID, @ Nr)
B=K@®Nr D

¥ = HMAC;p, (T, 1Dy, Nr)

Hello (ID,) -

—allplyl T ID,

X = old or new
Verify HMACyp, (T, ID:, Ix) 2 ¥

alBllyl T IID,

Y = HMAC, (T, +1,1D,, Ix)

After successful authentication, updates the following

b 1,ID,, Ny)

Verify L HMAC, (T, +

parameters using Ny = Iy,
Kahi &« Knew e« H(KX @ NT)
Cnld « Cnew « H(NT Ga IDr)

Kiyy « H(K, © Np)
Y- Cis1 « (Nr © 1D,)

Figure 5. Improved Version of Jung et al.’s Protocol.

(1) A random number (Cy), HMAC function, a se-
cret key K;, and the tag identifiers (IDy) are
shared between the tag and the back-end server.

(2) Then, parameters (IDy, Koid, Knew, Cold; Chew)
are saved in the database of the back-end server
and parameters (IDy, K;, C;) are saved in the
tag.

Step 1: The reader transmits “Hello” message to the
tag with his/her ID (ID,).

Step 2: Response of the tag

(1) The tag computes a random number Nr.
(2) Then, the tag computes following messages and
sends them along with 7} and I D, to the reader.

a=H (ID; ® Nr)
B=K;® Nr & C;
’y:HMAC[Dt (Tt,IDT,NT)

Step 3: The tag authentication

(1) The reader sends the received messages from
the tag to the back-end server.

(2) The back-end server computes Ix = Kx®Cx ®
B for each tuple of (ID;, Kx,Cx), where X €
{old, new}. Then, in order to determine X, the
back-end server verifies H (ID; & Ix) Za

(3) Now the back-end server authenticates the tag
by verifying HMAC p, (T,,ID,,Ix) = 7.

(4) Then the back-end server calculates the message
U =HMACp, (T; + 1,ID,, Ix) and sends it
to the tag through the reader.

Step 4: The back-end server authentication

(1) In this step, firstly the tag generates Nr and
then uses received I D,. and his/her T; and calcu-
lates, W' =HMAC;p, (T, + 1,ID,, Ny) is cal-
culated by the tag using his/her Ty, Nt and
received ID;.

ISeGure@

(2) The tag checks whether ¥/ = ¥ or not. If the
answer is Yes, then the authentication of the
back-end server will be confirmed by the tag.

Step 5: Updating phase

After successful authentication in the tag and back-
end server, they update their secret parameters as
follows,

(1) The back-end server updates as follows,
Koig < Knpew < H(KX &) NT)

Cold — Cnew — H (NT (&%) IDT) .
(2) The tag updates as follows,

Ki+1 «— H (Kz S NT)
Ci—i—l — (NT (&) IDT) .

Figure 5 illustrates the structure of the improved
version of Jung et al.’s protocol. The reasons of the
main changes can be expressed as follows,

e In order to prevent DoS attack, both the new
and old secret values are saved in the back-end
server. In this case, if an attacker intercepts the
protocol and prevents updating the secret values,
since the back-end server saves the current and
the previous secret values, the proposed protocol
is not vulnerable to DoS attack.

e In order to prevent traceability attack we have
applied a change in the tag’s responses as follows,

o= H(ID,® Nr)

where Nr is a random number that is generated by
the tag. It is worth to mention that by using a hash
function and a random number Np in generating «,
the attacker cannot perform traceability attack against
the improved Jung et al.’s protocol, even if he/she
intercepts the protocol.

e Finally, in order to prevent backward traceability
attack we update K; and C; in the tag and the
back-end server as follows,
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Kold — Kne'w — H(KX S NT)
C'olal — Cnew — H(NT &b IDT) .

With these changes, it can be seen that if the attacker
obtains K; and Cj;, it cannot calculate K; _; and C;_1
to perform the backward traceability attack.

In Table 3, the security and the privacy of the pro-
posed protocols are compared with analyzed protocols.
According to the analysis, it can be seen that the pro-
posed protocols are resistant against the mentioned
attacks. It can be conclude that the improved proto-
cols can protect RFID users against various security
and privacy threats.

Table 3. Analyses of the Proposed Protocols.

Protocol Yoon Jung et Improved Improved
Notation [20]  al. [40] Yoon Jung et al.
DoS Attack X X v v
Traceability Attack X X v v
Backward Traceability X X v v
Forward Traceability X v v v

v: Secure X: Insecure

6 Conclusion

We have analyzed the privacy of two recent lightweight
RFID authentication protocols that have been pro-
posed by Yoon and Jung et al. We have shown that
both protocols have some flaws and are vulnerable
against various attacks. We showed that Yoon’s pro-
tocol is not secure against all types of traceability
attacks including traceability attack, backward trace-
ability and forward traceability attacks. Also, we have
shown that Jung et al.’s protocol cannot provide se-
curity and privacy of RFID users and it is vulnerable
against DoS attack, traceability and backward trace-
ability attacks. In addition, in order to safeguard the
investigated protocols, we have proposed a modified
version of each one. Our analyses show that improved
protocols overcome all the reported problems and pre-
vent the presented attacks. As a result, the proposed
protocols can be successful schemes for providing pri-
vacy of RFID users in different identification and au-
thentication applications.
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