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1 Introduction

ver the last few years, more systems based on con-
tactless smart cards are used like personal identi-

Nowadays, contactless intelligent cards are extensively used in applications that
need strong authentication and security feature protection. Among different
cards from different companies, MIFARE DESFire cards are one of the most
used cases. The hardware and software design and implementation details of
MIFARE DESFire cards are kept secret by their manufacturer. One of the
essential functions is authentication which usually its procedure is secret in
cards. MIFARE DESFire EV3 is the fourth generation of MIFARE DESFire
products which supports integrity and confidential, protected communication.
DESFire EV3 is the latest addition to the MIFARE DESFire family of intelligent
card chipsets from NXP. This type of card is compatible with MIFARE
DESFire D40, EV1, and EV2. The details of the authentication protocols
in the MIFARE DESFire EV3 cards with three different secure messaging
protocols are introduced in this paper. We use ProxMarak4 to obtain the details
of the authentication protocol of the DESFire cards as readers and a custom
special-purpose board as a card.

© 2023 ISC. All rights reserved.

in smartcards, including a cardholder, terminal, data
owner, card manufacturer, card issuer, and software
manufacturer [4].

There are different types of cards on the market

fication, access control, loyalty, micropayments, and
transport systems. Contactless smart cards consist of
a small piece of a chip with memory(volatile and non-
volatile for processing and storage) and can communi-
cate wirelessly. Most of these cards implement some
sort of simple symmetric-key ciphers in hardware or
software, making them suitable for applications that
require access control to the smart card’s memory
like smart health cards, membership cards, employee
cards, or credit cards [1-3]. There are many parties
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from different companies. These cards are different
in physical size, cost, size of memory, security fea-
tures, and computational capabilities. One of the most
used cases is MIFARE cards from NXP company. Ac-
cording to NXP’s report, there are about 200 mil-
lion MIFARE cards worldwide covering 85 percent of
the contactless smartcard market[5]. The MIFARE
name covers four families of contactless cards: MI-
FARE Classic, MIFARE Plus, MIFARE Ultralight,
and MIFARE DESFire. MIFARE DESFires contact-
less cards are adapted to parts 3 and 4 of ISO/IEC
14443 Type A with an operating system from NXP.
The DES in the name refers to the use of a DES/3DES
and AES encryption; while Fire is an acronym for fast,
innovative, reliable, and enhanced with four subtypes:
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MIFARE DESFire D40, MIFARE DESFire EV1, MI-
FARE DESFire EV2, and MIFARE DESFire EV3.
MIFARE DESFire EV3 is the fourth generation of
the MIFARE DESFire products family succeeding
MIFARE DESFire EV2. It is functionally backward
compatible with all previous MIFARE DESFire gen-
erations, namely MIFARE DESFire EV2, MIFARE
DESFire EV1, and MIFARE DESFire D40 [6].

In this paper, we focus on MIFARE DESFire EV3.
We reverse engineer the authentication protocol of
MIFARE DESFire EV3, which consists of the authen-
tication protocols of MIFARE DESFire D40, EV1,
and EV2 as three different secure messaging.

2 Related Work

Some papers can break algorithms such as AES or
Triple-DES (3DES) by side-channel analysis. non-
invasive side-channel attacks on the Mifare DESFire
MF3ICD40 contactless smartcard, recover the com-
plete 112-bit secret key of the employed 3DES algo-
rithm, using non-invasive power analysis and template
attacks[7, 8]. Some other papers do a non-invasive at-
tack like brute-force attacks to discover secret keys[9,
10]. Different non-invasive attacks are also used to
discover the procedure of an algorithm, for example,
authentication algorithms.

Once a card has been put in the reader’s field, the
command and response of anti-collision will be sent
and received between the card and reader. After suc-
cessful anti-collision, the command of selecting a par-
ticular application will be issued. An authentication
procedure must be carried out after selecting the ap-
plication successfully. This procedure authenticates
both the reader and card as possessing a particular key.
During authentication, a unique session key is gener-
ated, which will be used to either encrypt complete
communications or generate a MAC for MAC-type
communication.

Authentication protocols are one of the hidden parts
of smart cards, although their overall scheme is ob-
vious. D. Garcia et al. in [5] reverse-engineered the
authentication protocol of the MIFARE Classic chip.
Figure 1 shows the details of this communication pro-
tocol. They used the ProxMark3 and a custom device
for tag emulation and eavesdropping, called Ghost.
Authentication protocol in the MIFARE DESFire ver-
sion is reverse-engineered by [11]. To examine the
authentication protocol, they log the data transfer
between the DESFire card and the card reader. The
procedure of the DESFire communication protocol is
presented in Figure 2.

In [12] the DESFire EV1 authentication protocol
using AES-128 key type is reverse-engineered, by
eavesdropping on genuine protocol runs. They devel-

oped a custom, freely programmable device, termed
“Chameleon”, which can emulate contactless smart-
cards compliant with the ISO 14443 standard in a
stand-alone manner. Figure 3 shows the Procedure of
EV1 authentication protocol with AES-128 key type.

3 Authentication Protocol

In this paper, the goal is to discover the details of
the MIFARE DESFire EV3 authentication protocol.
For implementation and reverse engineering, we use
a freely programmable device, which can emulate
contactless smartcards with the ISO 14443 standard
as a card and ProxMark4 as a reader. In addition, we
have a genuine MIFARE DESFire EV3 card.

To have proper communication with ProxMark, we
implement anti-collision and select-application com-
mands which are primary commands before starting
the authentication procedure on the emulator board.

The anti-collision protocol starts as soon as the
card enters the magnetic field of the reader after it is
powered up. Select-application is the next command
which is sent from reader to card as defined in ISO
14443A. The selected application is represented by its
Application Identifier (AID). After that, the authen-
tication protocol starts.

We reverse-engineered the response of ProxMark
and genuine MIFARE DESFire EV3 cards in D40,
EV1, and EV2 secure messaging modes. In addition,
we logged the responses between the emulator board
as a MIFARE DESFire EV3 card and the ProxMark4
as a reader to authentication commands. Using these
two send and receive responses, we could illustrate the
details of the authentication procedure in MIFARE
DESFire D40, EV1 with DES key-type and MIFARE
DESFire EV2 compatible mode in Figure 4, Figure 5
and Figure 6.

The method we used to reverse-engineer is like a
brute-force attack with less sample input data. We
check different sample inputs and their output re-
sponses during communication for authentication be-
tween genuine EV3 cards, and Proxmark. In the next
step, we checked the AES or DES algorithm input and
output with considering the gathered responses. In
addition to some guesses based on the usual authenti-
cation algorithm, we could define the exact authenti-
cation algorithm.

A MIFARE DESFire EV3 card responds to the
authentication command in D40 secure messaging
with an encrypted 128-bit random nonce nC with
DES algorithm, as illustrated in Figure 4. The reader
decrypts the received 64-bit long b0 and rotates it
one byte to the left. In the reader, likewise, a 128-
bit random nonce nR is produced. The decrypted
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Reader Auth| | sector ~ Card
n be€ {0,1}(32 bit)
ng€ {0,1}(32 bit)
ag = PRNG (n,, 64)

(ngxor ks1)|[(agxor ks3)

ag = PRNG (n, 64)

(acxor kg3)

—

a; = PRNG (ng, 96)

Figure 1. MIFARE classic authentication protocol[5]

Reader

Auth (020A 00) Card
nz€ {0,1}(64 bit)

s = DeCKR (b3)
n'g = RotRightg(rs)
Verifyn'y = ng

by = Decy,(ng) by nc€ {0,1}(64 bit)
19 = Decy,(bo) bo= Encg,(n.)
11 = RotLeftg(ry)
by , by
b,= Decy, (r;xor b)) ———— 1y = Enck (bz)

Error(02 AE)

—

—

n'. = RotRightg(ryxor by)

Ifn'c!=n,
elselfn’, =n,

3= EnCKE(bl)
74 = RotLeftg(r3)

b3 = EnCKC (7"4,)

Figure 2. DESFire authentication protocol[11]

result of the concatenation of nR and r1 with the DES
algorithm is sent from reader to card. In the next step,
the card verifies the received bl by decrypting and
rotating the second part, one byte, to the right. If the
result n’C is not equal to nC, an error response will
be sent to the reader else, the result of rotating one
byte to the left and encryption will be sent. In the last
step, the reader verifies b3 by decrypting and rotating
r5 one byte to the right.

If EV1 secure messaging with DES key type is se-
lected as the authentication command in the MIFARE
DESFire EV3 card, different commands and responses
from Figure 3 will be exchanged between the card
and reader. Figure 3 shows the EV2 authentication
command with the AES key type, but we illustrate it
with DES key type. In response to the authentication
command from the reader, a 128-bit random nonce
nC encrypted with the DES algorithm is sent from
card to reader as illustrated in Figure 5. The reader

18:0ured)

decrypts the received b0 and then rotates the result.
In the reader likewise, a 128-bit random nonce nR
is produced. The encrypted form of the upper eight
bytes of nR XORed with the lower eight bytes of b0
concatenated lower eight bytes of nR, is named bl.
The encrypted form of the upper eight bytes of the rl
XORed lo bytes eight bytes of the b1 which is bytes
concatenated with the lower eight bytes of r1 is named
b2. bl and b2 in the next step are received by cards.
The card verifies the received bl and b2. In the first
step, the card decrypts bl and b2. In the next step,
the upper eight bytes of r3 XORed with the lower
eight bytes of bl in concatenation with the second
eight bytes of r3 must be rotated one byte to the right.
If the result n’C is not equal to nC, an error response
will be sent to the reader else the result of rotating one
byte to the left of the upper eight bytes of r2 XORed
with the second part b0, concatenated with the lower
eight bytes of r2 calculated. By encrypting the upper
eight bytes of r4 XORed the lower eight bytes of b2,
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Reader Auth (02 0A 00) Card
1o = Decy, (bo) —b’
1. = RotLeftg(ry) 0 n€ {0,1}(128 bit)
ng€ {0,1}(128 bit) bo= Encg (n.)
by = Ency,(ngxor by)
b, = Ency(r1xor by)
by, by
. 1y = Enck (b1)
13 = Encg,(b;)
by= Deck, (r1xor by)
Error(02 AE) n'c = RotRightg(rsxor by)
Ifn'.!=n,
elselfn’; =n,
b4 R4 = RotRightg(r,xor by)
15 = Decg, (b3) bz= Encg_(ryxor by)
n'g = RotRightg(rsxor by)
Verifyn'p = np

Figure 3. EV1 authentication protocol[12]

Verifyn'p =ng

Reader Card
o = D‘-’CkR(bo) Auth Oa
1, = RotLeftg(rp) b, n; =128 bit random number
Do
by= Encg, (ne)
ng = 128 bit random number
b= Encg, (ngl 1)
b 11| 13= Decg (b;)
. S n'. = RotRightg(r;)
Ifn', ! =n,
Error elselfn’. =n,
15 = Decy, (b3) 1, = RotLeftg(ry)
n'r = RotRightg(1s) - b5 by= Encg (1)

Figure 4. D40 authentication protocol

which are concatenated with the lower eight bytes of
r4 and b3 are produced and sent to the reader. In
the last step, the reader verifies b3 by decrypting and
rotating r5 one byte to the right.

During the authentication protocol, if EV2 secure
messaging is selected in the DESFire EV3 card, an
encrypted 128-bit random nonce nC with AES algo-
rithm is received by the reader as illustrated in Fig-
ure 6. Figure 5 shows that The reader decrypts the
received 128-bit long b0 and rotates it one byte to the
left. In the reader likewise, a 128-bit random nonce
nR is produced. The encrypted form of nR XORed
with rl. The result is encrypted with the AES algo-
rithm. b1l and b2 in the next step are received by card.
The card verifies the received bl and b2 by decrypting

them and rotating r3 XORed with b1, one byte to the
right. If the result n’C is not equal to nC, an error
response will be sent to the reader else the result of
rotating one byte to the left of r2 and encrypting r4
will be sent. In the last step, the reader verifies b3 by
decrypting and rotating r5 one byte to the right.

We evaluated the correctness of the results and cal-
culated algorithms for authentications by implement-
ing them on our evaluation board as an EV3 card.
Our emulated card worked correctly in communica-
tion with Proxmark4 which indicates the algorithm
for authentication is correct.
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Reader
1y — 1|1y — 2 = Decky (by)
ri —1|ry — 2 = RotLeftg(ry)
ng — 1|ng — 2 = 123 bit random number

by —1]|by — 2 = Ency, ((ng — 1 xor by — 2)|ng — 2)
by —1|by — 2 = Encg, ((ry — 1xor by — 2)|ry — 2)

rs — 1|15 — 2 = Decg,(b3)
n'p = RotRightg ((rs — 1xor by, — 2)|rs — 2)
Verifyn'p = ng

Auth 1a

—

b1, b2

Card

1, — 1|y — 2 = RotLeftg ((r, — 1xor by — 2)|r, — 2)

n. = 123 bit random number
by = Enc, (nc)

1y — 1|1y — 2 = Decy (by)
13— 1|r3 — 2 = Decg_(b,)
n'¢ = RotRightg ((ry — 1xor by — 2)|r3 — 2)

! -_—
Ifn'.=n,
Elseifn’, =n,

b3 = Encg ((ry — 1xor by — 2)|ry — 2)

Figure 5. EV1 authentication protocol with DES key-type

Reader
Ty = DeckR(bo)
r; = RotLeftg(ry)
ng = 128 bit random number
b1: EnCKR (nR)
b,= Ency, (rixor by)

15 = Decg, (b3)
n'p = RotRightg(rs)
Verifyn'p = ng

—

b1;b2

Auth70 @
—_—

n. =128 bit random number

n'. = RotRightg(rzxor by)

by= Encg,(nc)

= DecKC(bl)
3= DeCKC(bz)

Ifn'.l=n,
4
elselfn’, =n,
1, = RotLeftg(ry)

b3: E'l’lCKC (T4)

Figure 6. EV2 authentication protocol

4 Conclusion

We have reverse-engineered the authentication proto-
col of MIFARE DESFire EV3 cards, which consists of
D40, EV1, and EV2 secure messaging. AES and DES
algorithms were implemented on the evaluation board
to emulate a MIFARE DESFire card successfully to
communicate with ProxMarak4. We could illustrate
the details of the authentication procedure by Logging
and analyzing the transmitted authentication com-
mands and responses between the card and reader.
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