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1 Introduction

ABSTRACT

Vehicular Ad-hoc Networks (VANETS) have emerged as part of Intelligent
Transportation Systems (ITS), offering the potential to enhance passenger and
driver safety, as well as driving conditions. However, VANETS face significant
security challenges and various attacks due to their wireless nature and
operation in free space. Mutual authentication between vehicles and RSUs is
one of the most, if not the most, critical security requirements in VANETSs. In
this process, maintaining resource authenticity, data authenticity and preserving
users’ privacy, are key concerns. This paper proposes a pseudonym-based
authentication scheme for VANETS, built upon existing approaches. The
proposed scheme not only ensures the aforementioned security requirements but
also meets critical security requirements for the mentioned process in VANETS,
such as non-reputation, unlinkability, and unforgeability. Furthermore, the
suggested scheme effectively detects and mitigates the Sybil attack in mutual
authentication between vehicles and RSU, a well-known and common threat.
By comparing the efficiency and security characteristics of the proposed scheme
with other existing approaches, it becomes evident that the suggested scheme
surpasses previously proposed methods.

© 2023 ISC. All rights reserved.

factors of smart and autonomous Intelligent Trans-
port Systems (ITS) [1]. The ITS requires two types of

here are numerous autonomous intelligent sys-
tems based on IoTs, for example, e-Health care,
e-commerce, defense, agriculture, etc. Vehicular Ad-
hoc NETworks (VANETS) are one of the important
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wireless communication: Short range wireless commu-
nication and long range communication. Short range
communication includes emerging technologies such
as Dedicated Short Range Communication (DSRC)
and IEEE 802.11b for establishing an Ad hoc network.
In contrast, establishing long-range communication
depends on existing infrastructure such as cellular
networks [2]. The main goal of a vehicular network
is to accurately disseminate information about life-
threatening events, such as traffic jams and accident
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reports, in a short time [3]. A vehicle broadcasts in-
formative messages every 100-300 ms to RSUs or
nearby vehicles. As per the DSRC standard, the max-
imum communication range in VANETSs can be up
to 1 km, and the transmission speed varies from 6 to
27 Mbps [4].

VANETSs mainly consist of three key entities: the
Trusted Authority (TA), the Road-Side Unit (RSU),
and the vehicles. The commonly used term to describe
communication between vehicles and other entities is
Vehicle-to-Everything (V2X). V2X includes possible
modes of communication in VANETS such as com-
munication pathways between moving vehicles (V2V)
equipped with onboard units (OBU) and controller
area network (CAN), between vehicles and nearby
fixed equipment (V2I), and between moving vehicles
and pedestrians (V2P), all of these modes improve
road safety, traffic efficiency, and the availability of
infotainment services [5]. In case of exception, the
vehicle’s drivers take an early decision on the basis
of transmitted information they received [1]. For in-
stance, when emergency brake is activated in vehicle
X, a warning signal will be sent to nearby vehicles
in real-time so that other vehicles, particularly that
are in front, behind, or beside vehicle X, can take the
appropriate actions [6].

With the highly dynamic nature of vehicles and
sheer number of vehicles in VANETS, it is a chal-
lenge to ensure the truthfulness of passed messages
and to maintain vehicles’ security [7]. Also, Vehicles
communicate with each other through open wireless
channels, and attackers can easily alter, intercept and
delete transmitted messages [1]. So, security is the
biggest challenge of VANETS. The solution to secu-
rity issues in VANETS required end-to-end authen-
tication to avoid intrusion in the VANETSs. It also
required, robust and lightweight authentication solu-
tions for resource constraint nodes. Another promis-
ing component is the privacy of the individual rights
to independent of any record conducted without their
consent. The service provider can not mishandle the
personal data without the consent of the owner, and
necessary measures should be taken to hide the user’s
real identity [1].

However, vehicle privacy and security are somewhat
conflicting, as a “perfect privacy” environment may
result in the message generators not being able to be
identified. In other words, such a feature can prevent
an investigation of a misbehaving vehicle from taking
place; thus, the need for “conditional privacy.” So
there should be certain security mechanisms that
detect and prevent the normal network behavior from
intruder attacks automatically [6].

Furthermore, it is important to acknowledge that
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the efficiency of the system is influenced by the com-
putational cost and communication overhead. By re-
ducing the computational cost, vehicular communica-
tions can be accelerated. Therefore, it is imperative
to implement efficient security mechanisms that can
automatically detect and prevent intruder attacks on
normal network behavior.

As previously mentioned, end-to-end authentica-
tion is a crucial requirement in VANETSs. The first
step of this authentication process involves mutual
authentication between vehicles and RSUs. This pa-
per proposes a lightweight mutual authentication pro-
tocol for VANETSs that aims to achieve efficient and
simultaneous authentication of a group of vehicles
entering the domain of an RSU, rather than authen-
ticating them individually.

The organization of the rest of this paper is as fol-
lows: Section 2 introduces related work in the field. In
Section 3, security goals are introduced. the system
architecture and preliminaries are presented in Sec-
tion 4. The proposed mutual authentication scheme
is described in Section 5. In Section 6, a performance
evaluation of the scheme is provided. Finally, Sec-
tion 7 concludes the paper.

2 Related Work

In VANETS, authentication and privacy are the basic
security requirements [1]. In [1, 4], classifications on
authentication schemes are presented. By and large,
these schemes can be categorized into five groups,
introduced as follows.

2.1 Symmetric Key Cryptography-based
Schemes

These schemes are employed in VANETS due to their
lower computational and communication costs, en-
abling swift verification. In [8, 9], the approach men-
tioned for VANETS is utilized. These schemes excel
in terms of computational efficiency. However, when
it comes to important security properties such as non-
repudiation and public verifiability, they fall short
due to the usage of message authentication codes,
hash functions, and secret shared keys. In other words,
their primary drawback lies in their security aspect.

2.2 Public-Key Cryptography-based
Schemes

Compared to symmetric encryption-based schemes,
asymmetric encryption-based schemes incur a
higher computational cost on the network. However,
when essential security requirements such as non-
repudiation and traceability need to be met, asym-
metric encryption-based schemes can be utilized to




November 2023, Volume 15, Number 3 (pp. 77-89)

develop authentication and privacy-preserving mech-
anisms. In these schemes, a Trusted Authority (TA)
controls the composition and distribution of public-
private key pairs to valid members for communication
purposes. Traceability is achieved through certificates
issued by a Certification Authority (CA) [4].

Traditional public-key schemes suffer from critical
shortcomings such as overhead from Certificate Re-
vocation Lists (CRL), communication overhead from
public-key certificates, and location disclosure, among
others. Examples of such schemes include [10, 11],
which propose innovative approaches to address the
problems associated with public-key encryption, with
the aim of designing an efficient scheme.

2.3 Identity-based Cryptography Schemes

There is no need to certificates for authenticating in
identity-based public key cryptography. Therefore,
it reduces the overhead produced due to certifica-
tions. Hence, it improves the efficiency of VANETS [1].
Within these categories, a vehicle’s essential informa-
tion, such as their telephone number or email 1D, can
be employed for generating its public-key [4].

Schemes [12, 13] serve as examples of such ap-
proaches. These schemes are capable of providing pri-
vacy preservation, as discussed earlier. They are ad-
vantageous in terms of computational overhead due
to elimination of certificates. However, it should be
noted that many of these schemes rely on bilinear
pairing, which imposes considerable computational
overhead. Furthermore, considering a vehicle typically
possesses a single identity, it may become vulnerable
to certain attacks such as linkability.

2.4 Pseudonym-based Cryptography
Schemes

The term “pseudonym” is used to refer to an al-
ternative name used in place of a real name. In an
organization, entities are identified and referred to
by pseudonyms to protect their identity, maintain
anonymity, and preserve privacy. It is important to
ensure that there is no association between different
pseudonyms assigned to a vehicle. The concept of con-
ditional privacy-preserving can be achieved through
the use of pseudonyms.

Schemes such as [9, 14-17] employ this approach for
designing an effective system. However, it is crucial to
acknowledge that such schemes may also have their
limitations, including overhead from managing revo-
cation lists and challenges related to public-private
key management in certain cases. By and large, these
schemes can be considered as a viable solution that of-
fers usefulness in addressing certain challenges. How-

ever, it is important to note that they may not be
sufficient on their own to tackle all the complexities
of the problem at hand.

2.5 Group and Ring Signatures-based
Schemes

In group signature, all the group members are allowed
to sign the message on behalf of the group leader.
A single group public-key is used to verify the sig-
nature but the identity of the signer is kept secret.
Moreover, it is impossible to judge whether a group
member has been issued two signatures. However, in
case of any dispute a designated group manager can
disclose the real identity of the signer [1]. However,
a ring signature scheme offers a distinct advantage
by enabling a user to sign a message anonymously
within a group of users. This means that the actual
signer of the message remains undisclosed, providing
an additional layer of anonymity.

Schemes [18, 19] are based on group signature and
ring signature, respectively. A group signature-based
scheme can fulfill the requirement for conditional pri-
vacy preservation, whereas a ring signature does not
provide the same level of privacy. However, a common
weakness shared by these schemes is their reliance on
complex computations and the need for certificates,
resulting in high communication and computation
overhead.

Based on the explanation provided in Section 2,
we have adopted the pseudonym idea as a basis for
designing a mutual authentication scheme among
vehicles and RSUs in VANETSs. By incorporating the
pseudonym idea along with other concepts, such as
HMAC (Hash-based Message Authentication Code),
we have developed an authentication scheme for
VANETS.

3 Security Goals

In this section, we will introduce the anticipated se-
curity requirements and engage in a discussion of
the corresponding attacks. These requirements and
attacks are derived from the thorough analyses con-
ducted in [1, 20]. It’s important to note that the focus
of the proposed paper is solely on the authentication
process between vehicles and RSUs. Consequently,
this paper does not encompass any contributions re-
lated to V2V communication. As a result, certain se-
curity requirements and attacks related to V2V com-
munication do not need to be addressed within this
context. Each security requirement will be elaborated
upon in the following.

e Message and Source Authentication: Mes-
sage and source authentication are essential as-
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pects that focus on verifying the legitimacy of
the message sender and detecting any modifica-
tions made to the message. It is crucial for the
recipient to confirm the identity of the sender
and ensure the integrity of the received message.

In the proposed scheme, it is imperative for
the RSU to ensure that the authentication re-
quest originates from a valid vehicle. This step
helps establish the trustworthiness of the sender.
Additionally, the RSU needs to verify that the
authentication request has not been tampered
with by an attacker, ensuring the integrity and
authenticity of the received message. On the
other hand, the vehicle participating in the au-
thentication process should have mechanisms
to ensure that a message is sent by the RSU.
Privacy Preservation: Privacy preservation
is a crucial requirement in the authentication
process due to sensitive data such as the ve-
hicle’s real identity, coarse-grained value, and
group-key. It is vital to keep this information
concealed to prevent potential attacks, as an
attacker could exploit knowledge of a vehicle’s
real identity for malicious purposes.

However, it is important to acknowledge that

achieving perfect privacy preservation may not
be entirely useful in the context of mutual au-
thentication. Instead, there is a need for condi-
tional privacy preservation, which allows vehi-
cles to maintain their privacy while still being
traceable in situations where they violate laws
or regulations.
Unlinkability: Indeed, ensuring that there is
no repeated algorithm or pattern in the ex-
changed messages during mutual authentica-
tion processes is crucial. The presence of a com-
mon algorithm or pattern can compromise the
privacy of a vehicle and make it vulnerable to
tracking attacks.

To mitigate this risk, it is essential to design
authentication protocols that employ random-
ized or non-deterministic elements, making it
challenging for attackers to discern any pre-
dictable pattern or algorithm. It helps maintain-
ing the unlinkability of the vehicles involved in
the mutual authentication process.
Confidentiality: Ensuring the confidentiality
of exchanged messages is crucial to prevent
unauthorized entities from accessing their con-
tents. In the proposed scheme, for instance, if
a vehicle sends its authentication request en-
crypted to the RSU, it effectively prevents other
vehicles from accessing the data within the re-
quest, except for the RSU. In this paper, the
criterion is to evaluate the confidentiality of the
vehicle’s authentication request.
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Figure 1. Proposed System Architecture

e Non-repudiation: Non-repudiation is a criti-
cal concept that ensures an entity cannot deny
having sent a specific message. In the proposed
scheme, it is essential to establish a mechanism
where a vehicle cannot deny sending an au-
thentication request, and the RSU cannot deny
sending a message that includes a group key.

e Unforgeability: Absolutely, preventing mes-
sage forgery and entity impersonation is crucial
for the network. Unauthorized actions such as
forging messages or impersonating entities can
lead to chaos and disruption within the network
without any accountability for the actual at-
tacker. In the context of the proposed scheme, it
is imperative to design mechanisms that prevent
attackers from sending authentication requests
using identities that do not belong to them.

e Sybil Attack Resistance: It is of utmost im-
portance to prevent malicious vehicles within
the network from generating valid fake identi-
ties that can successfully authenticate with an
RSU. These fake identities can create an illu-
sion of multiple vehicles, leading to potential
security breaches and disruptions.

Furthermore, it is essential to thwart at-
tempts by malicious vehicles to deceive the
RSU using a group of pseudonyms, thereby
creating the perception of multiple distinct
vehicles in the network. Such deceptive tactics
can have severe implications for the overall
security and operation of the network.

4 System Architecture and
Preliminaries

4.1 System Architecture

As depicted in Figure 1, The VANET system com-
prises four key entities: the Department of Motor
Vehicles (DMV), the Trusted Authorities (TAs), the
fixed Road-Side Units (RSUs), and the Vehicles. Let’s
provide an explanation of each entity.
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DMYV: The Department of Motor Vehicles (DMV)
serves as a trusted entity within the VANET system.
Its primary role is to generate pseudonyms, which
are then stored in the vehicle’s Tamper-Proof Device
(TPD) during periodic inspections. Additionally, the
DMV is responsible for generating the security pa-
rameters required for secure communication within
the network. In essence, it functions as the network
manager, overseeing and coordinating various aspects
of the VANET network.

TA: Each TA controls a precinct, which consists
of multiple domains. Within each domain, there is
one Road-Side Unit RSU. TAs receive security pa-
rameters from the DMV. They also possess the au-
thority to address vehicles that violate traffic laws or
engage in unlawful activities, thereby ensuring over-
all safety and order within their assigned precincts
in the VANET network.

RSU: RSU, a trusted entity, serves as an inter-
mediate component between OBUs and the TA in a
trusted manner. It establishes wired connections with
the TA while utilizing wireless links to communicate
with OBUs. Positioned alongside the road, the RSU
functions as a fixed access point. It has the capability
to monitor its designated domain and gain access to
the messages exchanged within that domain.

Vehicle: Vehicles within the VANET network
are considered untrusted entities. Each wvehicle is
equipped with an On-Board Unit (OBU) and TPD.
OBUs are responsible for wireless communication
between vehicles and RSUs or other vehicles. On
the other hand, TPDs securely store cryptographic
parameters required for establishing secure communi-
cation within the network.

4.2 Preliminaries

A hash function H(z) is homomorphic if, for any in-
put pair z and y, H(x +y) = H(x) + H(y) for the
group operation + in the input and output group [21].
For instance, [—bit strings, together with the XOR
operation, form an Abelian group so that a hash func-
tion H(x®y) = H(x)® H(y) for the bitwise XOR, for
m(input) and n bits(output) is an additive hash func-
tion [21]. This concept is elucidated in refrence [22]
as the XOR-linear hash function. In reference [23], an
RSA-based hash function is introduced, which can be
regarded as a homomorphic hash function. Equation 1
presents the RSA-based hash function, showcasing
its mathematical formulation and operation.

H(m) = b™(modn) (1)

5 Proposed Scheme

As mentioned before, this scheme can be character-
ized as a pseudonym-based scheme that aims to tackle
the common issues associated with such schemes and
achieve an acceptable level of performance. In this
section, we will describe our scheme in the following
phases: pseudonym generation, sending authentica-
tion request, authenticating vehicle process, batch
authentication process, group key distribution, and
authenticating RSU by a vehicle, as well as obtaining
group key. The notations used throughout this paper
are listed in Table 1.

Table 1. Notations

Notations  Descriptions

TA; Trusted authority of j — th precinct

RSUn,; m — th road-side unit in j — th precinct

Vi The real identity of ¢ — th vehicle

Ps; i — th pseudonym among all pseudonyms
Hy, H Homomorphic hash function

Hj3 Map to point

SFy First selection sunction

SFy Fecond selection function

Kaip Global Key

Kpro Private Key

Cy | — th coarse-grained group

c Value of C;

cy; Vi’s coarse-grained value

F m — th fine-grained group in the [ — th coarse-grained group
fmo Value of Fy, ;

TS Time-stamp

TS; Sent time-stamp by ¢

IDgrsv,, g Identity of RSU,, ;

Psi,; j — th pseudonym of V;

Pvaquv Pseudonym of V; which is issued by RSU,, ;
Zrm,g

52 XOR

I Concatenation

5.1 Pseudonym Generation

In the first step, pseudonyms are generated by the
DMV. The total number of pseudonyms should be
an integer multiple of the total number of vehicles.
Subsequently, clustering operations are performed
on the pseudonyms to prevent easy generation of
forged pseudonyms by any vehicle, thereby mitigating
the risk of Sybil attacks. This clustering process is
accomplished using the method presented in [24, 25].
Initially, the pseudonyms are concatenated with a
global key, and the resulting concatenation is hashed.
Subsequently, a specific function known as the “First
Selection Function” extracts selected bits from the
output, it is shown in Equation 2. The global key,

1S¢0ured)



A Lightweight Mutual Authentication Scheme — Amani, Mohajeri, and Salmasizadeh

the first selection and hash function function are
exclusively accessible to RSUs, TAs, and the DMV.

Selecting a Subset of Bits fromthe Hash
SFy\(H(Ps; || Kgip)),1<i<y
(2)
Considering the characteristics of hash functions,
the probability of collision in the output values for
each pseudonym is negligible. However, when spe-
cific bit positions are chosen from output of each
pseudonym, collisions can occur. Pseudonyms with
identical selected bits are then grouped together, form-
ing what is known as a coarse-grained group.This
process is illustrated in Equation 3.

Function Output =

{Psi | SFL(Hy(Ps; || Kgip))} = ¢ 3)

ctsconstant and 1 <i <y

Next, the existing pseudonyms within each coarse-
grained group are concatenated with a private key and
the resulting concatenation is hashed. Subsequently,
a specific function known as the “Second Selection
Function” selects certain output bits, analogous to
the process of producing coarse-grained groups. The
private key value is exclusively known by the DMV
and TAs, while it remains undisclosed to RSUs. Equa-
tion 4 illustrates the procedure involved in this step.
Notably, this step differs from the previous process
in terms of the selection function, the hash function,
concatenated key, and the pseudonyms range.

Selecting a Subset of Bits fromthe Hash
SFy(Ho(Psy, || Kprv)), Psi € C)
(4)
The pseudonyms within a coarse-grained group,
which share the same output bits as determined
by Equation 4, are grouped together into a fine-
grained group. This clustering process ensures that
each pseudonym is assigned to a unique combination
of a coarse-grained group and a corresponding fine-
grained group. Subsequently, the pseudonyms within
each fine-grained group are allocated to individual
vehicles for a specific duration, such as one year. The
process of forming a fine-grained group is illustrated
in Equation 5.

Function Output =

{Psi € Cy | SFy(Ha(Psy || Kprv))} = fm.i

(5)

fm,1 s constant

The method of clustering pseudonyms is depicted
in Figure 2. At specific intervals, each RSU receives
the revocation list from the TA. This list enables the
revocation of either a specific pseudonym or all the
pseudonyms associated with a particular vehicle.
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Figure 2. Method of clustering pseudonyms

Notably, RSU has access to the real identity con-
cerned with a pseudonym. The overall function of
this scheme is as follows: when a vehicle intends to
authenticate itself within the domain, it sends an au-
thentication request to the RSU. The RSU verifies the
authentication request and subsequently distributes
a group key to legitimate vehicles for secure V2V
communication. Additionally, each vehicle is provided
with a pseudonym for V2V communication purposes
within the domain. In the following paragraphs, we
will delve into the details of the proposed scheme.

5.2 Sending Request for Authentication

In this method, authentication requests and other
data are transmitted plainly to the RSU without en-
cryption. Consequently, pseudonyms should be uti-
lized in a single-serving manner. When a vehicle enters
an RSU domain, it sends an authentication request
to the RSU. The format of this message is illustrated
in (6).

V; — RSUmJ‘ = {PSZ,37TS%,A1}
A; = Ha(cv, || T'Sv,)

(6)

5.3 Authenticating Vehicle Process

When the RSU receives an authentication request
message, it first examines the timestamp of the mes-
sage. If the timestamp falls within an acceptable
range, the RSU proceeds to verify the pseudonym.
The pseudonym should not have been listed on the
revocation list. If this stage is successfully passed, the
RSU utilizes the first selection function and the global
key, which are accessible to the RSU, to validate the
accuracy of the request message using Equation 7.
If Equation 7 holds true, the authentication of the
vehicle is deemed successful.
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Hy(SFI(H1(Psij || Kgp)) | TSv,) = Ai (7)

5.4 Batch Authentication Process

When a group of cars enters a domain simultane-
ously and sends their authentication requests, check-
ing these requests individually would result in a loss of
network efficiency. In such cases, it is essential for the
network to authenticate all vehicles simultaneously
and swiftly. This capability is referred to as “Batch
Authentication”. The use of homomorphic hash func-
tions in this scheme enables the achievement of this
goal. The process of batch authentication is outlined
from Equations 8 to 13. Equation 12 or 13 serves as
the final equation specifically designed for batch au-
thentication. In order to detect Sybil attacks during
the batch authentication phase, it is crucial to utilize
Equation 10 for the purpose of batch authentication.

Hy(SFi(H1(Psya || Kgw)) || TSv)®
Hy(SFy(Hy(Psap || Kgin)) [| TSv,) © ... &
Hy(SFL(Hi(Psny | Kgi)) || TSv,,) =
AlDAD...0 A,

(8)

Because Hs is a homomorphic hash function, it can
be factorized.

Hy(SEL(Hi(Psia || Kgw)) || TSv,)®
(SE1(Hy(Ps25 || Kgw) || TSv,) @ ... &
(SEL(H1(Psny || Kgw)) || TSv,,) ) =
A1 DA D... DA,

(9)

Since XOR is a bitwise operation, the equation can
be expressed in the format shown in Equation 10.

Hy( SFy(H1(Psi,a || Kgw))
@SFl(Hl(P527ﬁ I Kg”,)) @...®SF(H
(Psnqy || Kgin)) || (TSv, ®TSv, ®...8TSy,)) =

Al@A®...0 A,
(10)
Also, SFy and Hy, which are homomorphic functions,
can be factorized. It has shown in Equation 11.

Hy(SFi(H1(Ps1,a || Kgin) ® (Ps2,g || Kgip)
D...®(Pspqy || Kgi)) |

(TSy, ®TSy, ®...®TSy,)) =
AAdAe... A,

(11)

Similar to the previous parts, in this step, the XOR op-
eration can be performed on pseudonyms and global
keys separately. Finally, Equation 12 is achieved. It
can be used for batch authentication.

Hy(SFi(H1(Ps1,0®Psapg® ... 0 Ps,n) |
(Koo @ Kgip © ... @ Kgip)) ||

(TSy, ®TSv, ®...®TSy,)) =
AAPAE...0A,

The result of the XOR will be zero if the number
of applicants for the network is even. This could be
seen as a positive opportunity for attackers and could
facilitate their work. In this situation, RSU can use
Equation 13. In this approach, a predefined authenti-
cation message has a timestamp and pseudonym set
to zero strings, which serve as the identity element
for XOR operations.

(12)

if n = even number :

Hy(SFi(H(Ps1,a ® Psy3®...® Psy ) ||
(Kg)) || (TSy, ® TSy, ®...®TSy,)) =
A1 G AD ... A, B Ant

(13)

An+1 -
Hy(SF(Hi(Ps =0 Kg)) | T'S = 0)

5.5 Group Key Distribution

After successfully authenticating a vehicle or vehicles,
the RSU is responsible for sending a group key as a
symmetric encryption key to ensure secure communi-
cation among the vehicles. However, it is crucial that
the transfer of group keys remains confidential, con-
sidering the absence of a secure channel between the
vehicles and the RSU. To address this requirement, a
key between each vehicle and the RSU is necessary
to establish encrypted communication. Key establish-
ment protocols can be employed to accomplish this
objective. In this case, the key is set to a value of
Equation 14, as mentioned before, RSU has access to
the real identity concerned with a pseudonym. Subse-
quently, the RSU sends the value of the group key for
secure V2V communication to each vehicle using a
message format in (15). A Pseudonym is assigned by
the RSU to V;, for utilization in V2V communications
to ensure traceability.

Krsuv,, ;vi = H3(IDrsuv,, ; | Vi) (14)
RSUmﬁj -V, = {Kg,PSV.

insv,, 0 LORSUYKnRsu,, v,

J m,j Vi

(15)

5.6 Authenticating RSU and Obtaining
Group Key

As soon as the vehicle receives a message from RSU
with a group key, it uses Kgrsuy,, v, to decrypt

the message. After acquiring the group key and
pseudonym for V2V communication, vehicles in the
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domain will be able to communicate with each other.
An overview of the proposed scheme is shown in
Algorithm 1.

Algorithm 1 Mutual Authentication Process and
Group Key Acquisition
1: RSU « {PSiJ,TSVi,HQ(CVi H TSVL-)}
2: if T'Sy, is acceptable and Ps; ; was not revoked
then
3: RSU verifies
Hay(SFL(H1(Psij || Kgu)) || TSv,) = Ai

4: if the equation holds then
5: RSU computes
Krsuv,, ;. v; = H3(IDgsu,, ; || Vi)
6: RSU sends
{KGv PSVI‘RSU"L’J_ 7TSRSU}KRSU,,LJ-,V,L-
7 end if
8: end if
9: V; {Kg, PSViRsum ; vTSRSU}KRSUWj,Vi
10: if T'Sgpsy is acceptable then
11: Output: Mutual authentication and group

key acquisition completed successfully.
12: end if

6 Evaluation of Proposed Schemes

In this section, the proposed scheme will be analyzed
concerning security requirements, computational cost,
and communication overhead, and it will be compared
with other pseudonym-based existing schemes which
were introduced in Section 2.4.

6.1 Security Analysis

Some security requirements including confidentiality
of the group key, the confidentiality of the symmetric
key for secure communication between RSU and Ve-
hicle, the value of coarse-grained value, and mutual
authentication between the vehicle and RSU will be
formally examined, while other security requirements
will be assessed informally.

6.1.1 formal Analysis of Proposed Scheme

The formal analysis is performed with AVISPA (Auto-
mated Validation of Internet Security Protocols and
Applications), which is a toolset for the analysis of se-
curity protocols. It provides an environment to model
and verify the correctness of cryptographic protocols
using different formal methods. As mentioned before,
the considered goals in the simulation include the
confidentiality of the group key, the confidentiality of
the symmetric key for secure communication between
RSU and Vehicle, the value of coarse-grained value,
and mutual authentication between the vehicle and
RSU.
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Figure 3. evaluation in AVISPA with ASTE
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Figure 4. evaluation in AVISPA with OFMC

In this simulation, the channel model is Dolev-
Yao, which means that the attacker model is Dolev-
Yao. Additionally, the AVISPA tools, OFMC and
ASTE, are employed for analyzing protocols related to
authentication and key agreement. OFMC and ASTE
are powerful tools within the AVISPA framework that
provide thorough analysis and verification capabilities
for protocol security. The results are shown in Figure 3
and 4. As depicted in the figures, when the executed
protocols yield safe results, it signifies the successful
achievement of goals.

6.1.2 Informal Analysis of Proposed Scheme

In this section, the considered goals include message
authentication, privacy preservation, unlinkability,
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Table 2. Comparison of security goals

Scheme [16] [17] [15] [14] 9] Proposed scheme
Message and source authentication v v v v v v
Privacy-preserving and unlinkability v v X v v v
Non-repudiation v v v v v v
Sybil attack resistance X X X X X v
Impersonation attack resistance v v X v v v
Confidentiality X X X X X X

collusion resistance, unforgeability, and sybil attack
resistance.

malcious vehicle to use them. Furthermore,
these pseudonyms are inherently non-forgable.

e Message Authentication: It can also be re- Consequently, the only entity empowered to

ferred to as integrity assurance. it is advisable
to analyze this concept from two perspectives.
First, in the authentication request sent by the
vehicle, this requirement is fulfilled through
the use of HMAC. This process ensures that
the RSU can verify whether the message has
been tampered with by malicious entities. On
the other hand, due to the symmetric key en-
cryption between RSUs and vehicles, any alter-
ation to the message would render it unintelli-
gible. Consequently, integrity can be effectively
achieved.

Privacy Preservation and Unlinkability:
The primary objective in privacy preservation
is to prevent identity disclosure from other vehi-
cles, and this is achieved in the proposed scheme
through the use of single-serving pseudonyms.
Another crucial aspect is the one-way property
of the Hash function, which prevents attackers
from accessing the coarse-grained value and en-
sures privacy preservation. Furthermore, when
a vehicle sends an authentication request, it
employs different pseudonyms for each request,
thereby maintaining anonymity. The random-
ized output of the hash function ensures that
there are no common patterns in the messages,
thus preserving unlinkability.

Unforgeability: Since pseudonyms are stored
in the TPD, no entity can have access to them.
Furthermore, pseudonyms are single-serving,
preventing attackers from exploiting them. They
exclusively belong to the vehicle, and other
vehicles cannot utilize them. Additionally, an
attacker cannot generate a valid pseudonym
due to the lack of access Global key. Moreover,
the hash function, which is a one-way function,
prevents attackers from obtaining the coarse-
grained value from the exchanged messages.
Non-Repudiation: Due to the storage of
pseudonyms in the TPD and their single
usage nature, it becomes unfeasible for a

initiate an authentication request using a valid
pseudonym is its rightful possessor. Conversely,
the RSU exclusively possesses the ability to re-
spond to an authentication request with a valid
encrypted message, thereby negating any possi-
bility of RSU denial in message transmission.
Sybil Attack Resistance: As mentioned ear-
lier, in this attack, the goal of the attacker is
to create an illusion of the presence of multiple
vehicles. There are several ways in which this
can be attempted.

The first way is by generating valid
pseudonyms to deceive the RSU. However, this
approach is impossible because the attacker
does not have access to the Global key.

Another approach is to exploit the pseudonyms
of other vehicles. However, since pseudonyms
are stored in the TPD, they are inaccessible to
the attacker, making this method infeasible as
well.

The last approach involves using a group of
pseudonyms to deceive the RSU. However, if
this occurs, the RSU can detect the presence
of multiple pseudonyms with the same coarse-
grained value, which raises suspicion. In such
cases, the RSU sends the pseudonyms to the TA,
which can determine whether they belong to a
legitimate group or not. If all the pseudonyms
belong to a fine-grained group, a Sybil attack
is detected. This process is carried out by the
TA to reduce the overhead on the RSU, thereby
improving the functionality of the scheme.

It is important to note that the likelihood
of encountering vehicles with identical coarse-
grained values is minimal. For instance, consid-
ering a 30-bit function as the coarse-grained
value, the probability of encountering two
pseudonyms with the same coarse-grained value
remains low. if it is desired to detect the Sybil
attack during the batch authentication phase,
the RSU has the option to employ Equation 10.
While this choice may entail an increased com-
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putational overhead for the RSU, it provides
the advantage of enabling Sybil attack detec-
tion concurrent with batch authentication. This
detection strategy relies on the presence of at
least two distinct coarse-grained values, which
raises the probability of identifying a potential
Sybil attack. However, if the consideration of
Sybil attacks is either irrelevant or can be man-
aged independently from the batch authentica-
tion process, the RSU has the option to employ
Equation 12 or 13 for batch authentication.

Table 2 presents a comparison between the pro-
posed schemes and several pseudonym-based existing
schemes in terms of security requirements.

6.2 Computation Cost

For evaluating a scheme in terms of computational
overhead, it is necessary to consider the time taken
to perform various operations. Table 3 displays the
execution time of certain operations. The execution
time for operations, excluding XOR, was obtained
from the measurements conducted in [9] using an
Intel Pentium IV 3.0 GHz processor. The XOR time
execution, on the other hand, was measured using an
Intel Core i3 processor.

To calculate the XOR execution time in Intel Pen-
tium IV 3.0 GHz, a comparison can be made using the
website https://www.cpubenchmark.net/compare/
to obtain the benchmark score for this processor. By
referring to the benchmark score, the execution time
for XOR on the Intel Pentium IV 3.0 GHz processor
can be estimated.

Also, XOR operations cannot be considered neg-
ligible, because the proposed scheme heavily relies
on XOR operations, and it is important to take into
account the computational overhead associated with
them.

Table 3. Execution time of operators

Operation Execution Time (ms)

Scalar multiplication in elliptic curves (Ty,.,1) 0.6

Point addition in an elliptic curve Ignorable
Hash function (T'y) 0.02

Map to point (Thr2p) 0.6
Calculating bivariate polynomial Ignorable
Bilinear pairing (Tpar) 4.5
Selection function Ignorable
XOR 3.14 x 1076

It is evident that the inclusion of operations such
as bilinear pairing significantly impacts the efficiency
of designing an authentication scheme. In Table 4,
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the time required for generating an authentication
request is presented.

Table 4. Required time for generating an authentication re-
quest

Scheme Required time

[9] ATt + Tarop = 3ms
[15] 3Tmu + 3T = 1.86ms
[14] 2T + 2TH = 1.86ms
[16] 2T + 2T = 0.64ms
[17] 3Ty = 0.06ms

Proposed scheme T = 0.02ms

Table 5 showcases the delay associated with batch
authentication.

Table 5. Batch authentication delay

Scheme Delay (n: number of vehicles)
[9] 3Tpar + (0 + 1) T

[15] (2n +2)Tipu + 20Ty

[14] nTy

[16] 2T, + nTH

[17] nTy

Proposed scheme 2T +n x 3.14 x 10~

The delay of batch authentication in the presence
of 2 to 100 vehicles within the RSU’s domain is il-
lustrated in Figure 5. The chart highlights the per-
formance of four schemes that have the best delay
results. It is evident that the proposed scheme out-
performs the other schemes in terms of delay.

Delay(ms)

Figure 5. Batch authentication delay for 2 to 100 vehicles
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6.3 Communication Overhead

For evaluating the communication overhead, it is
necessary to calculate the message size, which can be
determined by considering the size of each component.
Table 6 provides the size of each component.

Table 6. Message components size

Pseudonym 30B
Coarse-Grained Value 30B
Time Stamp 4B
Symmetric Key 16B
Coarse-Grained Value 4B
Output of Ho 32B

In Table 7, a comparison among schemes in terms
of communication overhead is presented. It is im-

Table 7. The communication overhead of authentication re-

quests
Scheme Communication Overhead
[9] 92B
[15] 148B
[14] 100B
[16] 104B
[17] 44B
Proposed Scheme 668

portant to note that in this scheme, the revocation
list overhead is shifted to the RSUs, resulting in im-
proved performance, as vehicles often face constraints
in terms of computational resources.

7 Conclusion

In this paper, a scheme is introduced for VANETS
that not only meets security requirements and has
low communication and computation overhead but
also, successfully fulfills desired targets, including
batch authentication, resistance against Sybil attacks,
and efficient management of revocation lists. More-
over, the scheme achieves the most important goals
which are mutual authentication and conditional pri-
vacy preservation. By using the concept of the homo-
morphic hash function, computation overhead signifi-
cantly reduces. Regarding security goals and compu-
tation overhead, the proposed scheme outperforms
the other introduced schemes. While is a scheme with
lower communication overhead, when considering all
aspects, the proposed scheme remains an acceptable
choice overall. It strikes a balance between security,
computation overhead, and communication overhead,
can make it a favorable option for VANETS.
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