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1 Introduction

The certificateless public key cryptography (CL-PKC) setting, makes it possible
to overcome the problems of the conventional public key infrastructure and the
ID-Based public key cryptography, concurrently. A certificateless signcryption
(CL-SC) scheme is an important cryptographic primitive which provides the
goals of a signature scheme and an encryption scheme both at once, in a
certificateless setting. In addition to the basic security requirements of a CL-SC
scheme (i.e. the unforgeability and the confidentiality), a new security notion
called as the known session specific temporary information security (KSSTIS)
has been proposed in the literature, recently. This security notion guarantees
the confidentiality of the message even if the temporary information, used for
creating the signcryption on the message, reveals. However, as discussed in the
literature, there are not any secure CL-SC schemes in the standard model (i.e.
without the assumption of random oracles) which guarantees the KSSTIS. In
this paper, three recently proposed CL-SC schemes (Caixue, Shan and Ullah
et al’s schemes) are analyzed and it is shown that these schemes not only do
not satisfy the KSSTIS, but also they do not even provide the basic security
requirements of a CL-SC scheme. Furthermore, an enhanced secure CL-SC
scheme is proposed in the standard model which satisfies the KSSTIS.

© 2020 ISC. All rights reserved.

center (PKQG) creates the private keys for the users
from the unique identifier information of the users

he conventional public key infrastructure (PKI)

makes difficulties for the certificate authority
(CA), as it must manage the creation, the storage
and the propagation of the certificates of all users’
public keys. In order to overcome this problem, the
concept of the ID-based public key cryptography (ID-
PKC) was proposed in which a private key generation
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without requiring the corresponding public keys to be
certified [1]. However ID-PKC suffers from a major
problem called as the key escrow problem, as PKG
knows the private keys of all users. The well-known
certificateless public key cryptography (CL-PKC) set-
ting provides solutions for overcoming the problems
of the conventional PKI and ID-PKC, simultaneously
[2]. In a CL-PKC, a part of the private keys is gener-
ated by a key generation center (KGC) and the other
part is created by the user himself/herself.

In 1997, Zhang introduced the notion of the sign-
cryption scheme which is an important primitive in
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public key cryptography to satisfy the confidentiality
and the unforgeability both at once, in an approach
much more efficient than encrypting and signing mes-
sages seperately [3].

In 2008, Barbosa and Farshim proposed the notion
of the signcryption scheme in the ceritificateless set-
ting, called as the certificateless signcryption (CL-SC)
scheme [4]. A CL-SC scheme should satisfy two basic
security requirements of a signcryption scheme (i.e.
the confidentiality and the unforgeability) against two
types of attackers named as the public key replace-
ment attacker (Aj) and the malicious KGC attacker
(Arr) in the literature. The researchers had not pro-
posed any CL-SC schemes without the assumption
of the random oracles till 2010. Note that according
to the Rogaway’s discussions in [5], the schemes with
the security proofs in the random oracle model may
be insecure when the real-world primitives (such as
hash functions) are used instead of the random ora-
cles. So, it is desirable to provide the security proofs
in the standard model, i.e. without the assumption of
the random oracles. In 2010, Liu et al. proposed the
first CL-SC scheme in the standard model [6] which
was later attacked in several papers [7-9]. These at-
tacks break the confidentiality and the unforgeability
of the proposal in [6] against both malicious KGC
and public key replacement attackers. Consequently,
researchers worked more on this topic and tried to
propose some CL-SC schemes without random ora-
cles [10-20]. However, the proposed scheme in [10] is
still vulnerable against the malicious KGC attacks
proposed in [8]. Furthermore, the proposal in [13] is
vulnerable in the sense of both the confidentiality and
the unforgeability against the key replacement and
the malicious KGC attacks proposed in [21].

In 2018, the authors in [17] introduced a new secu-
rity notion called as the known session specific tem-
porary information security (KSSTIS) for a CL-SC
scheme. This security notion guarantees the confiden-
tiality of the message even if the temporary informa-
tion, used for creating the signcryption on it, reveals.
Furthermore, the authors in [17] proposed a CL-SC
scheme with the claim of satisfying both the basic
security requirements (i.e. the unforgeability and the
confidentiality against A; and A;y) and the KSSTIS
in the standard model. However, their proposal has
some errors in its construction and is insecure accord-
ing to the discussions in [20] and [22]. The authors
in [20] tried to propose another CL-SC scheme with
KSSTIS in the standard model. The authors in [23]
analyzed the scheme in [20] and designed an attack
against its confidentiality, however their attack is too
weak, as the attacker needs to know the private key
of the sender to break the confidentiality. So, to the
best of the author’s knowledge, there are not any
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secure CL-SC scheme in the standard model which
satisfies the KSSTIS, in the literature.

As a result of the previous discussions, the CL-
SC schemes in [11, 12, 14, 16, 18, 19] are the only
CL-SC schemes without random oracles in the lit-
erature which any attacks have not been proposed
against them till now. However, as discussed in [20]
and will discuss in this paper, none of these schemes
do not satisfy the KSSTIS. In this paper, the author
will enhance the scheme in [16] to provide the first
CL-SC scheme with KSSTIS in the standard model.
Note that the scheme in [16] is more efficient than
the previously proposed schemes, i.e. the schemes in
[11, 12, 14]. Furthermore, although the new proposed
CL-SC schemes in [18], [19] and [24] are claimed to
be more efficient than the proposal in [16], however
none of them are secure according to the attacks will
be presented in this paper (Note that the proposed
scheme in [24] is not proved in the standard model).
As a result, the proposal in [16] seems to be the best
candidate among all the CL-SC schemes in the stan-
dard model to enhance for providing the KSSTIS.

1.1 Contributions:

The contributions of this work can be categorized as
follows:

e The recently proposed CL-SC schemes [18, 19,
24] are analyzed and some attacks are designed
which show the vulnerabilities of these schemes.
Moreover, it is shown that none of these schemes
guarantee the KSSTIS. So, these new proposed
CL-SC schemes not only do not satisfy the
KSSTIS, but also they do not even provide the
basic security requirements of a CL-SC scheme.
As a result none of them seem to be a good can-
didate for improving to provide the enhanced
security notion KSSTIS.

e The CL-SC scheme in [16] (which seems to
be the best candidate among all the CL-SC
schemes according to the previous descriptions)
is enhanced to provide the first CL-SC scheme
with KSSTIS in the standard model. The new
proposal not only inherits the basic security re-
quirements (i.e. the unforgeability and the con-
fidentiality against Ay and A;y) from [16], but
also guarantees the enhanced security notion
KSSTIS.

The rest of the paper is prepared as follows. Some
required preliminaries are provided in Section 2. In
Section 3, the concept of the CL-SC scheme and its
security requirements are described. In Section 4, the
author analyzes Caixue’s CL-SC Scheme [18] and de-
signs an attack against its unforgeability. In Section 5,
the author analyzes Shan’s CL-SC Scheme [19] and
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designs malicious KGC attacks against its unforge-
ability and confidentiality. In Section 6, the author
analyzes Ullah et al.’s CL-SC Scheme [24] and shows
the errors and weaknesses of this scheme. In Sec-
tion 7, the author proposes her CL-SC scheme with
the KSSTIS security in the standard model. In Sec-
tion 8, a comparison of CL-SC schemes is provided.
Finally, the paper is concluded in Section 9.

2 Preliminaries

2.1 Bilinear Pairings

Let G; and G2 be multiplicative cyclic groups of
prime order p and g be a generator of G;. An admissi-
ble bilinear pairing is a mapping e : G; X G; — G>
which satisfies the following properties:
(1) Bilinearity: For all a,b € Z5, e(¢*¢") =
e(g,9)™.
(2) Non-degeneracy: e(g,g) # la,-
(3) Computability: There exists an efficient algo-
rithm to calculate e(g, g).

2.2 Related Complexity Assumptions

k + 1-Computational-Diffie- Hellman-Exponent (k+1-
CDHE) Problem [25]: Given g¢,g%, ... 9" ey (for
unknown a € Zy), compute gakJrl € Gy.

Definition 1. Tt is said that (¢,¢)-k + 1-CDHE as-
sumption holds in G, if there are not any algorithms
which can solve the k + 1-CDHE problem in G in
time at most ¢ with probability at least ¢.

(S, k)-Computational-Bilinear-Diffie- Hellman-
Ezxponent-Set ((S, k)-CBDHE-Set) Problem [25]: Let
S be a set of integers and S+, S = {i+j mod A(p) :
1,7 € S}, in which A(p) is the order of elements
modulo p. Furthermore, consider another integer k ¢
S+, S. The (S, k)-CBDHE-Set problem is that given
{¢g* € Gy :i € S} (for unknown a € Zy) compute
X = e(g,9)*". Note that if S = 8; = {0,1,...,5}
and k = 2j +1, the (S;,2j + 1)-CBDHE-Set problem

is that given g,ga,ga2, ...g% € Gy (for unknown

a € Z)) compute X = elg,9)*" "

Definition 2. It is said that (t,¢)-(S, k)-CBDHE-
Set assumption holds in (G4, G2) if there are not any
algorithms which can solve the (S, k)-CBDHE-Set
problem in (G, G2) in time at most ¢ with probabil-
ity at least €.

(8, k)-Decisional-Bilinear- Diffie- Hellman- Exponent-
Set ((S,k)-DBDHE-Set) Problem [25]: Let S be
a set of integers and S +, S = {i + j mod A(p) :
i,j7 € S}, in which A(p) is the order of elements
modulo p. Furthermore, consider another integer

k¢ S+, S. The (S, k)-DBDHE-Set problem is that
given {g* € Gy : i € 8} (for unknown a € Z7)

and X € Gy, decide whether X = e(g,g)“k or not.
Note that if S =S; = {0,1,...,j} and k = 25 + 1,
the (S;,2j + 1)-DBDHE-Set problem is that given

g7g“,g“2,...g“] € Gi (for unknown a € Zjy) and
X € G, decide whether X = e(g,g)a2]+1

Definition 3. It is said that (¢,¢)-(S,k)-DBDHE-
Set assumption holds in (Gy, G2) if there are not any
algorithms which can solve the (S, k)-DBDHE-Set
problem in (G, G2) in time at most ¢ with probabil-
ity at least ¢.

Remark 1. The security of our proposal in
Section 7 is based on the (&1,3)-DBDHE-Set,
(S2,5)-DBDHE-Set, 2-CDHE, 3-CDHE and (8o, 5)-
CBDHE-Set assumptions.

or not.

3 CL-SC Scheme

3.1 Syntax

A key generation center (KGC), a sender (A) and
a receiver (B) are three entities in a CL-SC scheme
which has seven algorithms as follows [6] (note that
in the following algorithms the user u may be the
sender A or the receiver B):

e Setup. The KGC runs this phase, as it takes
a security parameter A as input and returns
system parameters Params which will be prop-

agated and a master secret key msk which is a
secret for the KGC.

(Params, msk) «— Setup(\).

e Extract Partial Private Key (ExtPPK).
When a user u asks KGC for a partial private
key, the KGC generates a a partial private key
dy, on inputs Params, msk and the identity
of the user ID,, and sends it to u via a secure
channel.

d,, +— ExtPPK(Params,msk,ID,).

e Set Secret Value (SetSV). The user u
chooses a secret value z, for himself/herself,
on inputs Params and ID,,.

Xy — SetSV (Params,ID,,).

e Set Private Key (SetPrK). The user u cal-
culates his/her full private key SK,, on inputs
Params, ID,, z, and d,, and keeps it secret.

SK, <— SetPrK(Params,ID,, ,,d,).

e Set Public Key (SetPuK). The user u cal-
culates his/her public key PK,, on inputs
Params, ID,, z, and (sometimes) d, and
publishes it.

PK, «— SetPuK(Params,ID,, x,,(d,)).

1S¢0ured)
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e Signcryption (SC). The sender A creates
a signeryption § on a message m, on inputs
Params, m, ID4, SK, IDg and PKp. Then
A sends § to B.

§ «— SC(Params,m,IDs,SK,IDp, PKp).

e Unsigncryption (USC). Upon receiving 4
from A, the receiver B decrypts and verifies
4, on inputs Params, 6, ID 4, PK 4, IDg and
SKpg. Then B returns m for a valid and L for
an invalid signcryption.

USC(Params,6,IDa,PKA,IDg,SKg) =m/L.

It is clear that if a message m is correctly signcrypted
by the SC algorithm, the USC algorithm must return
m (correctness).

3.2 Security Requirements

In a certificateless setting in public key cryptography,
there are two types of adversaries [16]:

e The type I adversary A; who can replace public
keys of the users, but does not have access to
the master secret key which is called as the key
replacement attacker. In adversarial models in
the literature, A; is assumed to have access to
the Public-Key, Partial-Private-Key, Replace-
Public-Key, Private-Key, Signcrypt and Unsign-
crypt oracles.

e The type II adversary A;; who has access to
the master secret key, but is not able to replace
public keys which is called as the malicious KGC
attacker. In adversarial models in the literature,
Arr is assumed to have access to the Public-
Key, Private-Key, Signcrypt and Unsignerypt
oracles.

A CL-SC scheme must satisfy two basic security re-
quirements, i.e. the confidentiality and the unforge-
ability against both A; and Aj;. These security re-
quirements are defined by the corresponding games
against Ay and Ay, as follows.

3.2.1 Confidentiality

The two following games are useful to define the
confidentiality of a CL-SC scheme in the sense of
IND-CCA against A; and Az, respectively [16, 20].

Game 1. This game is executed between a chal-
lenger C and Ay, as follows:

e Initialization. On input a security parameter
A, C produces Params and msk. Then C gives
Params to A; and keeps msk secret.

e Phase 1 Queries. In this phase, C must re-
spond to all polynomially bounded number of
Aj’s queries from Public-Key, Partial-Private-
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Key, Replace-Public-Key, Private-Key, Sign-
crypt and Unsigncrypt oracles.

e Challenge. In this step, A; chooses two equal
lengths messages my and my and two identities
ID s« and I Dpg+ and sends them to C. C flips a
coin to pick a random vy €g {0, 1} and creates a
signcryption 6* of m., from A* to B* and sends
it to Ajy.

e Phase 2 Queries. A; issues polynomially
bounded number of queries to the oracles sim-
ilar to that in Phase 1 Queries and C must
respond to them.

e Guess. Aj returns v*.

Aj is the winner of Game 1 if:

(1) v =r

(2) Aj cannot obtain SKp-.

(3) Ay cannot obtain SK,, of a user v, if the corre-
sponding public key has already been replaced.

(4) Ay cannot obtain dp« if PKp« has been re-
placed before the challenge step.

(5) In phase 2 queries, A; is not allowed to send
an Unsignerypt query on §* of IDy« to IDpgs,
unless PK 4- or PKp-, used to signcrypt m,,
has been replaced after sending the challenge.

Game 2. This game is executed between a chal-
lenger C and Ajy, as follows:

e Initialization. On input a security parameter
A, C produces Params and msk and gives them
to Arr.

e Phase 1 Queries. In this phase, C must re-
spond to all polynomially bounded number of
Ajr’s queries from Public-Key, Private-Key,
Signerypt and Unsignerypt oracles.

e Challenge. In this step, A;; chooses two equal
lengths messages my and my and two identities
ID 4« and I Dpg+ and sends them to C. C flips a
coin to pick a random vy € {0, 1} and creates a
signcryption 6* of m. from A* to B* and sends
it to Ayy.

e Phase 2 Queries. Aj; issues polynomially
bounded number of queries to the oracles sim-
ilar to that in Phase 1 Queries and C must re-
spond to them.

e Guess. A returns v*.

Ajr is the winner of Game 2 if:
(1) v =n.
(2) Aj; cannot obtain SKp-.

(3) In phase 2 queries, Ajs is not allowed to send
an Unsignerypt query on 6* of ID 4« to IDp-.

Definition 4. A CL-SC scheme is (t,¢,qpK,qd,
qrPK,4SK,qsc,qusc)-confidential in the sense of
indistinguishability of encryptions against adap-
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tive chosen ciphertext attack (IND-CCA), if there
are not any adversaries (A; and A;;) which can
win Game 1 and Game 2 in time at most ¢, with
probability at least % + €, by issuing at most qpx
Public-Key queries, g4 Partial-Private-Key queries
(ga = 0 for Ajr), qrrx Replace-Public-Key queries
(qrpr = 0 for Ajr), qsk Private-Key queries, gsc
Signerypt queries and qpgc Unsignerypt queries.

3.2.2 Unforgeability

The two following games are useful to define the
unforgeability of a CL-SC scheme in the sense of
EUF-CMA against A; and Ay, respectively [16].

Game 3. This game is executed between a chal-
lenger C and Aj, as follows:

e Initialization. On input a security parameter
A, C produces Params and msk. Then C gives
Params to Aj and keeps msk secret.

e Queries. In this phase, C must respond to
all polynomially bounded number of A;’s
queries from Public-Key, Partial-Private-Key,
Replace-Public-Key, Private-Key, Signcrypt
and Unsigncrypt oracles.

e Forgery. A; forges a signcryption §* on a mes-
sage m* from ID g+ to IDpx.

A7 is the winner of Game 3 if:

(1) 6* is a valid signeryption on m* from ID 4+ to
IDg-.

(2) Ay cannot obtain SK 4«.

(3) Aj cannot obtain SK, of a user u, if the corre-
sponding public key has already been replaced.

(4) Ar cannot obtain d4~.

(5) Ay is not allowed to send a Signerypt query on
m* from ID 4+ to IDpg~.

Game 4. This game is executed between a chal-
lenger C and Ay, as follows:

e Initialization. On input a security parameter
A, C produces Params and msk and gives them
to Agy.

e Queries. In this phase, C must respond to all
polynomially bounded number of Aj;’s queries
from Public-Key, Private-Key, Signcrypt and
Unsigncrypt oracles.

e Forgery. A;; forges a signcryption 0* on a
message m* from I D s~ to IDpx.

Ajr is the winner of Game 4 if:

(1) 6* is a valid signcryption on m* from ID 4+ to
IDp-.

(2) Ajr cannot obtain SK4«.

(3) Ays is not allowed to send a Signcrypt query
on m* from ID g~ to IDpg-.

Definition 5. A CL-SC scheme is (t,¢,qpKk,qd,
qrPK,4SK,qsc,qusc)-unforgeable in the sense of
unforgeability against adaptive chosen message at-
tack (EUF-CMA), if there are not any adversaries
(A; and Aj;) which can win Game 3 and Game 4 in
time at most ¢, with probability at least ¢, by issuing
at most qpx Public-Key queries, g4 Partial-Private-
Key queries (¢4 = 0 for A;s), grpx Replace-Public-
Key queries (qrpx = 0 for Ajr), gsx Private-Key
queries, gsc Signerypt queries and gusc Unsign-
crypt queries.

3.2.3 Known Session Specific Temporary
Information Security (KSSTIS)

In [17], the authors introduced the notion of KSSTIS,
which guarantees that the message will be kept confi-
dential, even if the temporary information used for
creating the signcryption reveals. In this paper, the
following game is considered for defining the KSSTIS
of a CL-SC scheme against an adversary A who has
a signcryption 6* on a message m* from A* to B*
and the corresponding temporary information used
for creating 0*.

Game 5. This game is executed between a chal-
lenger C and an adversary A, as follows:

e Initialization. On input a security parameter
A, C produces Params and msk. Then C gives
Params to A and keeps msk secret.

e Queries. In this phase, C must respond to all
polynomially bounded number of A’s queries
from Public-Key, Partial-Private-Key, Private-
Key, Signcrypt and Unsignerypt oracles.

e Output. A returns the message m**. (Note
that A has a signcryption §* on a message m*
from A* to B*. Moreover, A knows the corre-
sponding temporary information used for cre-
ating §*.)

A is the winner of Game 5 if:

(1) m** =m*.

(2) A cannot obtain SKp-.

(3) A is not allowed to send an Unsigncrypt query
on 0* of IDy« to IDp=.

Definition 6. A CL-SC scheme s (t,¢,qpK, qd; 4sk
gsc,qusc)-KSSTIS, if there are not any adver-
saries A which can win Game 5 in time at most ¢,
with probability at least e, by issuing at most gpx
Public-Key queries, gg Partial-Private-Key queries,
qsk Private-Key queries, gso Signerypt queries and

qusc Unsignerypt queries.
@
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4 On the Security of Caixue’s CL-SC
Scheme

4.1 Algorithms of Caixue’s Scheme

Caixue has designed the algorithms of his CL-SC
scheme as follows [18]:

e Setup. The KGC gets a security parameter 1*
as input. Then it chooses two cyclic groups G
and G of a prime order p, a random generator
g of G1, a bilinear pairing e : Gy x G; — Ga,
a hash function H; : {0,1}* — Zj, two ran-
dom values s €r Z; and h; €r Gi. Then it
sets g1 = ¢° and also selects a bijection ¢ :
{0,1}2! — Gy, where [ is the bit length of the
message. The public parameters are Params =
{G1,G2,€,9,91,h1, Hi, ¢} and the master se-
cret key is msk = s.

e ExtPPK. When a user v with identity ID,, €
Z,, requests the KGC for the partial private key,
the KGC picks a random r, €g Zj, calculates:

dy = (d1usd2,u) = (g™ ") =105 1),

and sends it to u. (If I.D,, = s, the KGC aborts.)
e SetSV. u picks z, €r Z, as his/her se-
cret value.
e SetPrK. u sets

SKu = (SKl,ua SKQ,ua SKS,U) = (dl,ua d2,u> wu)
as his/her full private key.

e SetPuK. u sets
PK, = (PKy .y, PK>y) = (9", (g1.9~"7*)™)

as his/her public key.

e SC. In order to produce a signcryption ¢ on a
message m € {0,1} for B, A chooses t1,t; €r
Zx, T €r {0,1}" and computes:

61 = ¢(m||T).e(PKy 5, PK1 5) """ .e(g,h1) "2,

62 = gi2.g~21P2 53 =e(g,9)",
64 - €(g,g)t2, 65 = SKQ,Aa
S w
06 = SK1 4. PKy 3", (1)

where in Eq. (1), w = H{(T,IDs,IDp, PK 4,
PKp,01,02,03,04,05). Then A assigns § =
(61, 02,05, 04, d5,0¢) and sends it to B.

e USC. In order to decrypt and verify the sign-
cryption § = (01, d2, 03, 04, 05, 0¢), B computes:

2

m||T = ¢~ (81.e(85, SK1,p).05 7 .55 7).
Afterwards B, who has the value of m||T now,
is able to extract m (the first [ bits of m||T)
and T (the second [ bits of m||T) and obtain
Hy(T,IDA,IDg,PK4,PKg,0d1,02,03,04,05).
Finally, B accepts d as a valid signcryption on
m if the equation:

e(gig P4, 06) = e(g,h1g™%).e(PK2, A, PKY ,)

1S¢0ured)

w =

holds, otherwise B rejects 9.

4.2 Cryptanalysis of Caixue’s Scheme

In his paper, Caixue has claimed that his proposal
is confidential and unforgeable against both Aj
and Aj; without the assumption of random ora-
cles. However, the author has designed an attack
which shows that Caixue’s CL-SC scheme is easily
forgeable. Suppose that B receives two signcryp-
tions 0" = (81, 8%, 0%, 9, 0%, 05) on a message m’ and
8" = (0Y,64,8%,0y,0¢,5¢) on a message m” from A.
We have:

8, = ¢(m'||T").e(PK1,5, PK1) " e(g, h1) "2,

—thLID / t
2 Bv 63:6(.9’9)17

% =gt .9
52 e(gag)tév 515 = SK2,A7
5 = SKy 4. PE R4
where w' = Hy(T',ID A, 1Dy, PK 1, PKp, 8,5}, 8%,
8}, 0L), and:

8! = p(m"||T").e(PK1 5, PK1,5) " (g, hn) "%,

1" ty  —¢/ID " ty

0y =gi*.g 2P, 05 =elg,9)",

" 174 1"

64 :e(gvg) 2, 55 :SKQ,Aa
SK;}YA.’LU”

5y = SKy A PES "
where w” = H,(T",ID4, 1D, PK 4, PKp, 8!, 8},
,64,05).

B can easily find m/||T" and m”||T" by decrypting
0" and ¢”, compute w’, w” and obtain:

SK. 6/ w —w') !
PKl,A&A = (6721)( ) )
5 54

SKI,A = = )
(PRI (PR
SKop =85 = oL,

By obtaining PKfjg’A, SKi 4 and SKj 4 from the

above equations, B can forge a signcryption J* on
any message m* from A to any other receiver B* by
picking random values 17,15 €g Z;, T" €g {0, 1}
and computing:

5 = ¢(m*||T*).e(PKy -, PKy p-) ".e(g, h1) %2,

55 = gi2.g BI0s 53— e(g,9)ti,

5; =elg,9), 6 =SkKpa,
0 = SKya.(PEY )",
where w* = Hy(T*,IDa,IDp+,PKs, PKp-,07,
03,03,03,05).
Note that the designed attack is done by a receiver
B, as he/she can decrypt ¢’ and 6” to obtain m/||T’

and m”||T"” and the corresponding w’ and w”, re-
spectively. Moreover, Caixue has claimed that his
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scheme is secure even if the adversary has access to
the Private-Key oracle, which returns the private key
of an entity (except the private key of the target
receiver in the proof of the confidentiality and the
private key of the target sender in the proof of the
unforgeability) to the adversary (see Definition 4 and
Definition 5). As a result, the proposed attack shows
that a receiver B (or every entity who has obtained
SKp from the Private-Key oracle) can easily forge a
signature from A (a sender who produces ¢’ and §”
and sends them to B) to any other receiver B*.

4.3 On KSSTIS of Caixue’s Scheme

It is easy to see that the Caixue’s CL-SC Scheme
does not satisfy the KSSTIS, as if the temporary in-
formation t1, to which is used to create a signcryption
0 = (61,02, 03,04, J5,06) from A to B reveals, one can
easily obtain m||T as follows:

m||T = ¢~ (61.e(PK1,5, PK1,5)" .e(g, h1)"),

and obtains the message m (the first [ bits of m||T').

5 On the Security of Shan’s CL-SC
Scheme

5.1 Algorithms of Shan’s Scheme

Shan has designed the algorithms of her CL-SC
scheme as follows [19]:

e Setup. The KGC gets a security parameter
I € Z* as input. Then it selects a prime p
of the length [-bits, two multiplicative cyclic
groups G and G, of order p, a generator g of
G, a random § €r G, a bilinear pairing e :
G x G — Gy, a hash function H : Gy —
Zyp and s,z,y €r Z,. The public parameters
are Params = {p,G,Gt,ag,g,S =5, X =
Gty = §¥. X = ¢*Y = gY} and the master
secret key is msk = (s, x,y).

e ExtPPK. When a user u with identity ID,, €
Z,, requests the KGC for the partial private key,
the KGC calculates:

€T Y 1
dy = (d1,1n d2,ua d3,u) = (g s+1Du agS+IDu 7gS+ID“ )

and sends it to u.
e SetSV. u picks x, €r Z; as his/her secret

value.

o SetPrK. u sets SK,, = (zy,d,) as his/her pri-
vate key.

e SetPuK. u sets PK, = g™ as his/her public
key.

e SC. In order to produce a signcryption ¢ on a
message m € Gy for B, A chooses 11,12 €r Zj,
and computes:

U = (di,a)" (do,a) "™ (d3 0)"47, (2)
N = g“, V = (dg,A)Tl,

~TA
L=Y", (3)

c=m.e(g, PKp)™", Z=_.8"g=Ps

Then A assigns § = (U, N,V, L,¢,Z) and sends
(IDa,IDg,d) to B.

e USC. In order to decrypt and verify the sign-
cryption (ID4,IDg,6 = (U,N,V,L,c,Z)), B

computes:
m = c.e(ds g, Z)*?, 4)
T=25g"P4, W=X.PK,Y"™ 3.

Then B is convinced to accept § as a valid
signcryption on m if the equation:

e(UV,T).e(N,L) = e(N,W).e(Y,PK,),
holds, otherwise B rejects 6.

5.2 Cryptanalysis of Shan’s Scheme

In her paper, Shan has claimed that her proposal is
confidential and unforgeable against both A; and A;;
without the assumption of the random oracles. How-
ever, the author has designed malicious KGC attacks
which break the confidentiality and the unforgeability
of her scheme against Aj;. In the proposed attack,
the malicious KGC (Ajr) generates all system param-
eters correctly as explained in the Setup algorithm of
the scheme, except g. For generating g, Aj; picks a
random 7y €g Z, and assigns g = g7. By this malice,
Ajr can break the confidentiality and unforgeability
of Shan’s scheme, as described in the following two
subsections. Note that Ajr is a malicious KGC and it
knows msk = (s,z,y) and dy, = (dy v, d2u,ds) (but
not x,) of all users.

5.2.1 Malicious KGC Attack Against the

Confidentiality

By selecting g = ¢7, given a signcryption (ID4, IDp,
0 = (U,N,V,L,c,Z)), Arr can easily decrypt and
verify it. For this purpose, Aj; computes:

m= c.e(PKg;l,Z)ﬁ (5)
T=25g"P4, W=XPK,YHM™ g
and accepts ¢ if:
e(UV,T).e(N,L) =e(N,W).e(Y,PKa,).
It is easy to check the correctness of Eq. (5), as:
m = c.e(PK}, ,Z) 5 = c.e(§®" ', Z)708
= c.e(g”w‘?“’fl, Z)++DB = c.e(g”B,Z)ﬁ

= c.e(gﬁ,Z)zB = c.e(ds,p, Z2)"®,

which indicates Eq. (4).
Sebutd)
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As a result, Aj; can verify every signcryption §
from A to B and obtain the message m without the
knowledge of B’s full private key SKpg. Therefore,
Shan’s scheme is not confidential against Aj;.

5.2.2 Malicious KGC Attack Against the
Unforgeability

By selecting g = g7, Ay can easily forge a signcryp-
tion § on m from A to B, by picking r1,m2 €r Z;
and computing:

U = (di, )" (do, )0 (PEY)&P5,  (6)
N=g", V=(dsa"
L=PKa™, (7)

c=m.e(g,PKp)™", Z=.5"g1Ps

It is easy to check the correctness of Eq. (6) and
Eq. (7) as:

U = (dy,a)"" (do,a) 0 (PE) ) 705
= (dy,a)"™ (dg )M (gmar™ )%EJA
= (dy,a)"™. (dz,A)H(m)ﬁ (97747 1)m
= (dy.A)™.(dy, A)H(m 1 (quDA yrar
= (dy )" (do )T (dg 4)am,

which indicates Eq. (2), and:

L=PEA% = (") = (@)% =V,
which indicates Eq. (3).
As a result, Aj; can forge a signcryption § on a
desired message m from A to B without knowing the

A’s full private key SK 4. Therefore, Shan’s scheme
is not unforgeable against A;;.

5.3 On KSSTIS of Shan’s Scheme

It is easy to see that the Shan’s CL-SC Scheme does
not satisfy the KSSTIS, as if the temporary informa-
tion 7o which is used to create a signcryption § =
(U/N,V,L,c,Z) from A to B reveals, one can easily
obtain m as follows:

m = c.e(g, PKp)™

6 On the Security of Ullah et al.’s
CL-SC Scheme

In [24], Ullah et al. have proposed a CL-SC scheme
and claimed that their scheme is more efficient than
the previous schemes including our proposal in [16],
but there are two important comments on their paper,
as follows:

(1) It should be noted that Ullah et al.’s compari-
son is not fair at all, since our proposal in [16]

1S¢0ured)

(2)

6.1

is provable secure in the standard model and as
discussed in [16], it is more efficient than all pre-
viously proposed schemes in the standard model.
Additionally, according to the vulnerability of
the two recently proposed CL-SC schemes in
the standard model, i.e. the proposed schemes
in [18] and [19], which are described in Section 4
and Section 5, our proposal in [16] is still the
most efficient CL-SC scheme in the standard
model. However, Ullah et al. have not presented
any proofs for the security of their scheme, even
in the random oracle model, and they discussed
on the security of their scheme heuristically,
which is not acceptable nowadays.

There are errors in the algorithms of their
scheme which will be described as follows.

Algorithms of Ullah et al.’s Scheme

The algorithms of the Ullah et al.’s CL-SC scheme
are briefly described as follows [24]:

Setup. The KGC picks a random s €r Z; as
the master secret key and produces and pub-
lishes PK,u, = sD, where D is the divisor of
a hyper elliptic curve. It also picks two hash
functions H, Hy : {0,1}* — Z} and publishes
them.

ExtPPK. When a user u with identity ID,,
requests the KGC for the partial private key, the
KGC picks a random r,, €r Z;, and calculates:
dy = (Ly, o) = (ryDyry+sH1(IDy, Loy, Vi),
where ), is a part of the user’s public key.
SetSV. u picks z, €r Z} as his/her secret
value.

SetPrK. u sets SK, = (x4, ay)
private key.

SetPuK. u computes ), = z,D and sets
PK, = (Vu, L) as his/her public key.

SC. In order to produce a signcryption § on m
for B, the sender A chooses t,N, €r Z, and
computes:

v=Lp+ Hi(IDp,Lp,YB)PKpup,
Z =1D,

K= (t(yB +’Y),Z,IDB,£B,:))B),
C = Enckg(m,ID4, N.),

as his/her

where Encgk is a symmetric encryption algo-
rithm with key K. A also computes:

h=H(m,ID4, N,),
SZIA+h(t+OzA)
Then A assigns § = (C, S, h, Z) and sends it to
B.

USC. In order to decrypt and verify the sign-
cryption § = (C, S, h, Z), B computes:
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K = ((xp+ap)Z,Z,I1Dp,Lp,YB) 7 Proposed CL-SC Scheme

(m, IDa, Ne) = Decg (C), In this section, the author enhances the proposal

where Decg is the symmetric decryption algo- in [16] to guarantee the KSSTIS security.

rithm with key K. Then B calculates:
7.1 Algorithms of the Proposal

= H{(ID PK
B=La+ Hi(IDa, La, Ya)PEpup, The algorithms of the proposal are as follows:

and accepts the signature if the following equa- e Setup. Given a security parameter ), the

tion holds:
SD=B+hZ+Va), (8)

where h = H(m,ID4, N.).

6.2 Cryptanalysis of Ullah et al.’s Scheme

As said, there are errors in Ullah et al.’s CL-SC
scheme. for example:

(1) The verification algorithm in Eq. (8) is not
correct, as:

SD = (xa+h(t+ aA)).D

=24D+ h(tD + asD)

=Ya+h(Z+ (ra+sHi(IDa,La,Y4))D)
=YVa+ h(Z +7raD+ Hl(IDA,EA,yA)SD)
= yA + h(Z+£A +H1(IDA,£A,yA)PKpub)
=Va+h(Z+ D),

which is not satisfied by Eq. (8).

(2) Another concern about this scheme is that the
KGC uses ), (a part of the user’s public key)
to generate d,,. However, in a CL-PKC, the
KGC must generate the partial private keys of
the users independently, before the users set
their keys, except when we require the security
against the level-3 KGC according to Girault’s
categorization [26], which is not discussed in
Ullah et al.’s paper. Readers can refer to [27, 28]
for more details on this topic.

(3) At last, this scheme is not a signcryption at all!
Since in this scheme, A computes C' which is in
fact an encryption of m with a random key K
and then creates a signature S on m. Therefore,
this scheme actually applies the algorithms of
a symmetric encryption scheme and then the
algorithms of a signature scheme on m. How-
ever in a signeryption scheme the signature and
encryption on a message m should be produced
both at once by the public key cryptographic
methods [3].

Totally, in contrast to Ullah et al.’s claims, their
scheme is not comparable with the signcryption
schemes in the standard model. Moreover, the secu-
rity and even the correctness of the algorithms of
their scheme is questionable as discussed above.

KGC creates and publishes Params =
{GlaG27pveag7glvT7u,7U/7U7quvHZaHu}a
where G; and G5 are multiplicative cyclic
groups of a large prime order p, e is a bilinear
pairing as e : G; X G; — G, g is a generator
of Gla g1 = g“ where o €r Z;a T = e(glagl)a
u',v' €r G, U = (u)iy and V = (v;)1r) are
two vectors of lengths n,, and n,, that their ele-
ments are selected from G randomly and H,, :
{0,1}* — {0,1}™, Hy : Gox G} x{0,1}* —
{0,1}*, Hy : GF x {0,1}* — Z3 are three
collision resistant hash functions. Furthermore,
the KGC computes msk = g¢ and keeps it
secret.

ExtPPK. Suppose that U = H,(ID,) and
Uli] denotes the i-th bit of U. Define the set
U, = {ilU[J] = 1,7 = 1,2,...,n,}. The KGC
picks a random 7, €g Z, and computes the
partial private key of the user u, d, as follows:

du = (du,lvdu,Q) = (g?(u/ H Ui)r",gr“)~
1E€EUy,

SetSV. u picks x,,7;, €r Zj as his/her secret
value.
SetPrK. u computes his full private key as:

SKu = (SKu,la SKu,Za‘SKu,S)
22 r! zi r
= (dujtl(u/ H u;)", u,29 v, Ty).
i€U,,

SetPuK. u computes his/her public key as:

1
PKu = (PKu,laPKu,2) = (gfuvglzu )

SC. Suppose that A wants to create a signcryp-
tion ¢ on a message m € G4 for B. A Checks the
equality e(PKp 1, PKp2) = T. If it does not
hold, A returns |, otherwise A picks r1,79 €R
Z,, and computes:

r1+SKa 3

6 = m.e(PKB’1 ,PKp1),
bo=g", b= (u H u;))™, 1= SKap2.g",
i€l
05 = SKan.(u' [ w)™.(PELL TT wi))™,
=N GEMm

where M,,, = {jIM[j] = 1,7 = 1,2,...,nn},
in which M = H1(61,52,63,54,PKB’1,IDB) €
{0,1}" and M[j] is the j-th bit of M. More-
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over, h = H2(PKA71,52,54,IDA,M). Then A
sends 6 = (51,62,53,54,55) to B.

e USC. Upon receiving §, B checks the equal-
ity e(PKa1,PKa2) = T. If it does not
hold, B returns 1, otherwise B computes
M = Hl((sl,62,53,547PKB717IDB), Mm -
{]|M[J] = 1,j = 1327"'anm} and h =
Hy(PKa1,02,04,ID4, M) and verifies the
equality:

e(d5,9) = e(PKa1, PKay).e(u [ wi,64)
1€EUA

PR T w)b) (9)
JEMm

If the equally does not hold, B returns L, oth-
erwise, B computes m as follows:
6(53, SKB,Q)

1 SKp.3 )
6(52,SK371).6(PKA’1 ,PKBJ)
(10)

m=2:

else returns L.

Remark 2. The proposed scheme is similar to the
proposal in [16] in all algorithms, except in com-
puting 67, which includes SK,4 3 in order to sat-
isfy KSSTIS and consequently the USC algorithm is
modified, too.

7.2 Security Analysis of the Proposal
7.2.1 Correctness

The correctness of Eq. (9) is easily satisfied as:

e(05,9) = e(SKan,g9)-e((w' ] wi)?,9)

1EU A
e(PEL (0" T vi)™9)
JEMm
elg™ "  T] w474,
i€U A
e((u TT i), )

i€EUA

(PEA L T w))™.9)

JEMm

2.2
a“xy

=e(9” "4, 9)
.e((u’ H ui)TATiJFT;;JrTz’g)
1€EU A
e(PKEL " T vi)™.9)
JEMm
e(gi*, gi*)-e(u H Ui, SKa,29"™)
i€EUA
.e(PKZ,l(v/ H v;),9"")

ISeﬂure@

=e(PKa1,PKaq).e(u H Us, 04)
1E€EU 7

.e(PKﬁyl(v' H ’Uj),(SQ),
JEMm
which shows the correctness of Eq. (9). Furthermore,
the correctness of Eq. (10) is easily satisfied as:

e(d3,SKp,2)

o1 SKp,3
e(d2,SKp,1).e(PK, 7", PKp 1)

ri+SK w2 4t
m.e(PK A% PRp 1) e(w [] u;)™, g"B*BTTB)

ieUp

ax? 2 /
1 B (., N\rBZRtTE TATRB zg
e(9", 9, P(u | |i€MB u;) )-e(g, ,917B)

xgr x rpx x s -2 !
m.e(gy B, g7 B).e(gy B A’ng)'e((“/HieuB w)™, g"B BB

2 v
u;) " BBTE) . e(g7AE , g17B)

2
. aw
e(g™,g; B[]

m.e(g**B"1, g*"B).e(g"1, (v H

i€Up

2 ’
. w) B*B1"B)
i€eUp

2,2 ) a2 4o
e(g™, 9" T B)egmt, (w [, wd)"BTETTE)

2.2
_ melg™, g™ "B)
ey 9 P

2.2
e(gm,g“" "B)

which shows the correctness of Eq. (10).

7.2.2 Confidentiality

The confidentiality of the proposed scheme, according

to Definition 4, implies from two following lemmas:
Lemma 1. If (t,e)-(S1,3)-DBDHE-Set assumption
(according to Definition 8) holds in (G1,G2), the

proposal s (tf.’ €1,4PK,qd> qRPK  4SK, 4SC, qUSC)-
confidential against Ay, where:

1
= 8qusc(qd + sk + asc + qusc + 1) (nm + 1)(nu + 1)’
t <ty +order(((qa + g5k +dsc +qusc)nu

+(gsc +qusc)nm)Tm

+(¢pK +4a +9sx +asc +qusc)TE

+ (gsc +qusc)Tp),

in which Tyr, Tg and Tp are the times required for a
multiplication and exponentiation in G1 and a pairing
computation, respectively.

Proof. See Appendix A. O

Lemma 2. If (t,€)-(S2,5)-DBDHE-Set assumption
(according to Definition 3) holds in (G1, G2), the pro-
posal is (trr,er1,9rK,4sK, 4sc, qusc)-confidential
against Ary, where:
€ > eI
~ 8qusc(ask +gsc + ausc + 1) (nm + 1) (nu + 1)’
t <trr +order(((gsx + gsc + qusc)nu
+ (¢sc +aqusc)nm)Tm
+ (gpKx +4sk +asc +ausc)Te
+ (¢sc +ausc)Tp),

Proof. See Appendix B. O

Theorem 1. The proposed CL-SC scheme is confi-
dential (IND-CCA) according to Definition 4.




July 2022, Volume 14, Number 2 (pp. 193—-213)

Proof. The proof implies from Lemma 1 and Lemma
2, directly. O

7.2.3 Unforgeability

The unforgeability of the proposed scheme, according
to Definition 5, implies from two following lemmas:
Lemma 3. If (t,£)-2-CDHE assumption (accord-
ing to Definition 1) holds in Gi, the proposal is
(tr,e1,9PK, 4d; QRPK, 45K, 4sC, qusc) -unforgeable
against Ay, where:
e > i
~ 8qusc(qa+ asx +asc + qusc + D(nm + 1) (ny + 1)

t <ty +order(((¢qa + gsx + asc + qusc)nu

+ (¢sc +qusc)nm) T

+(¢pK +4a + 9sk +asc +qusc)TE

+ (asc +ausc)Tp),

Proof. See Appendix C. O

Lemma 4. If (t,¢)-3-CDHE assumption (accord-
ing to Definition 1) holds in Gy, the proposal is
(tir,€11,9PK, 45K, 4sC, qusc)-unforgeable  against
Arr, where:
err
3 2 )
8qusc(gsk +asc +qusc + 1) (nm + 1) (nu + 1)
t <trr+order(((gsk +gsc + qusc)nu
+ (gsc + qusc)nm)Tu
+ (¢px + sk +49sc +qusc)TE
+ (gsc + qusc)Tr),

Proof. See Appendix D. O

Theorem 2. The proposed CL-SC scheme is unforge-
able (EUF-CMA) according to Definition 5.

Proof. The proof implies from Lemma 3 and
Lemma 4, directly. O

7.2.4 KSSTIS

In the proposed CL-SC scheme, the author considers
SK 4.3 in the power of PK 1 in computing d;, which
guarantees KSSTIS. Note that as:

1 = me(PKy 54 PKp.),

even if the temporary information rq reveals, m keeps
confidential. As a result, in contrast to the proposal
in [16] in which we have:

61 = m.e(PK}g,171,PKB71),

and one can obtain m easily if r; reveals, the new
scheme does not suffer from this weakness and satis-
fies the KSSTIS. The following theorem guarantees
this claim, more precisely.

Theorem 3. If (t,¢)-(S2,5)-CBDHE-Set assumption
(according to Definition 2) holds in (G1, Gs), the pro-

posal is (t',€',qpK, 4, 45K, 4sc, qusc)-confidential
against A, where:

5/

i 8(qa + ask + qsc + qusc)? (nu + 1)2°

t <t'+order(((qa + gsx + g4sc + qusc)nu
+(gsc +qusc)nm)Tm
+(¢pK +4a+ 95Kk +4sc +qusc)TE
+ (¢sc +ausc)Tp),

Proof. See Appendix E. O

In fact, the new scheme not only inherits the main
security requirements (i.e. the confidentiality and the
unforgeability against A; and A;;) from the proposal
in [16], but also satisfies the KSSTIS property.

Remark 3. Note that in the security proofs, a sim-
ulator B is built to solve an instance of a hard prob-
lem by the use of the adversary as a sub-routine. To
this goal, B must play the role of the challenger C (In
Games 1, 2, 3,4 and 5). If the simulator answers to all
adversaries’ queries without any ideal assumptions
(such as existing random oracles), the proof will be
in the standard model, but if some ideal assumptions
(such as existing random oracles) are considered in
the proof approach, the proof will be for example in
the ROM. The proofs in Appendixes are provided in
the standard model, which guarantee that the pro-
posal is secure against key replacement and malicious
KGC attackers.

8 Comparison

As mentioned in Section 1, after proposing the first
CL-SC scheme in the standard model by Liu et al.
in 2010 [6], the researchers have started to work on
this topic and proposed several CL-SC schemes in
the standard model [10-14, 16-20]. In Table 1, a com-
parison of these schemes is provided. In this table,
Eq,, Eq, and P denote an exponentiation in G, an
exponentiation in G5 and a pairing computations, re-
spectively. Furthermore, |aG| shows the binary length
of a elements in G and n,, is the binary length of the
message m. As shown in Table 1, the proposals in
[6, 10, 13, 17, 20] have some faults in their securities
according to the discussions provided in [7-9, 20-23],
as described in Section 1. Furtheremore, the propos-
als in [18] and [19] are not secure according to the
proposed attacks in Section 4 and Section 5, respec-
tively. As a result, the proposals in [11, 12, 14, 16] are
the only CL-SC schemes in the literature which have
not been attacked till now. Among these schemes, the
proposal in [16] is the most efficient one. Note that
although Shan in [19] and Ullah et al. in [24] have

1S¢0ured)

203




204

Attacks to Some Recently Proposed CL-SC Schemes and Presenting a SS with KSSTIS — Rastegari

Table 1. Comparison of CL-SC schemes in the standard model

Scheme Signcrypt Unsigncrypt Ciphertext  Proposed KSSTIS
valid signcryption invalid signcryption length attacks

(6] 1Eg, +3Eq, 5P 3P [4G1]+]1G2| [7-9] X
[10] 3Eq, +3Ea, 5P + 2Eq, 3P +2Eq, [4G1 |+|1G2| [8] x
[13] 1P + 1Eq, + 5Eq, 4P 4 2Eg, 6P + 2Eq, [4G1 [+nm [21] x
[17] 1P +4Egq, 6P +2E¢, 4P |2G1|+]1G2|  [20, 22] v
(20] 2P +4Eq, 8P +2Eqg, 5P+ 1E¢g, [4G1|+]1G2] [23] v
(18] 1P +4Eg, +3Eg, 4P +5Eq, 4P +5E¢g, [3G1|+|3G2| Section 4 X
(19] 1P+ 1Eg, +8Eg, 5P+ 1Eq, +2Eq, 5P+ 1Eg, +2Eg, |5G1]|+|1G2| Section 5 X
[11] 3P+3Eg, +6Eg, 8P+2Eqg,+3Eqg, 6P +2Eq, +1Eqg, |4G1|+|1G2| - X
[12] 5P+ 1Eg, +3Eq, 10P 10P [4G1|+|1G2| - X
[14] 2P + 3Eq, + 5Eq, 7P +2E¢, 7P+ 2Eq, [4G1|+]2G2| - x
[16] 2P+ 7Eqg, TP+ 1Eg, 5P+ 1Eg, [4G1|+|1G2| -

proposed scheme 2P + 7Eq, TP+ 1E¢g, 5P+ 1E¢g, [4G1]+]1G2| - v

claimed that their schemes are more efficient than the
proposal in [16], however Shan’s scheme [19] is not
secure according to the proposed attacks in Section 5
and Ullah et al.’s scheme has basic errors as discussed
in Section 6, e.g. it does not even satisfy the correct-
ness and there are not any security proofs even in
the random oracle model. Therefore, the author se-
lected the scheme in [16] for enhancing to satisfy the
KSSTIS and proposed the first secure CL-SC scheme
in the standard model which guarantees the KSSTIS.
As shown in Table 1, this enhancement do not affect
on the computation and communication costs of the
original scheme in [16].

9 Conclusion

In this work, the author provided a study on cer-
tificateless signcryption (CL-SC) schemes by focus-
ing on an enhanced security notion called as the
known session specific temporary information secu-
rity (KSSTIS). She firstly discussed that none of the
proposed CL-SC schemes in the standard model sat-
isfy the KSSTIS. Moreover, she showed that three
recently proposed CL-SC schemes in [18, 19, 24] not
only do not satisfy the KSSTIS, but also they do not
even satisfy the basic security requirements of a CL-
SC scheme (according to the designed attacks). Fi-
nally, She enhanced the proposal in [16] which seems
to be the best candidate (in the sense of both the
security and the efficiency) among CL-SC schemes in
the standard model to propose the first secure CL-
SC scheme in the standard model which satisfies the
KSSTIS. Security analysis show that the new scheme
not only inherits the basic security requirement from
the scheme in [16], but also satisfies the KSSTIS.
The new proposal is the first CL-SC scheme in the
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standard model which guarantees the KSSTIS, too.
Appendix A
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A  Proof of Lemma 1

Let A; be a (trer,qpk,4d, 4rPK,4SK+4SC,> QUSC)-
type I adversary, with the ability of winning Game 1
to break the IND-CCA of the proposed scheme. Then
one can build a simulator B which can apply Aj as a
sub-routine to solve an instance of a (S1,3)-DBDHE-
Set problem in time at most ¢ with a probability at
least e. It contradicts the (¢,¢)-(S1, 3)-DBDHE-Set
assumption in (G1,G2). Let G; and G2 be two mul-
tiplicative cyclic groups of a large prime order p, g
be a random generator of G; and e : Gy X G —
G2 be a bilinear pairing. Suppose that one gives
(9 € G1,C = g¢* € G1,X € G2) to B as a random
(81, 3)-DBDHE-Set challenge and B should return
B =1, if he decides that X = e(g,g)“3 and 8 = 0,
otherwise. To this goal, B applies Aj as a sub-routine,
simulates the challenger C (in Game 1) and responds
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to Aj’s queries from Public-Key, Partial-Private-
Key, Replace-Public-Key, Private-Key, Signcrypt
and Unsignerypt oracles. Firstly, B generates a list
L = {(IDy,dy, 2y, PK,, Sky, state,, = 0)} which is
initially empty. Consequently, B executes Game 1
with Aj as follows:

e Initialization: Suppose that I, = 2(gq +
qsk + qsc + qusc + 1) and I, = 2qusc with
assumptions I, (n, +1) < p and l,,(nm +1) < p.
B chooses k, €r {0,1,...,n,} and k,, €gr
{0,1,...,n,} (Note that the assumptions
ly(ny +1) < p and lyp(nm + 1) < p imply
0 < kyly <pand 0 < kpl, < p, respectively).

Moreover, B selects z',x1,...,2,, €r Zi,,
/ /

YUYty Yn, €R Zp; Z Ry ey Ry, €R Zlm
and w',wi,...,wy,, €r Zp. B keeps these

values secret and sets:

g1=C=g"

= gttt gy
w,=97'g% (i =1,2,...,ny),
v = g;kmlerz'gw”

vj = 97 g (G =1,2,...,nm).

Furthermore, B calculates T = e(g1,91)
and chooses three collision resistant hash
functions H, : {0,1}* — {0,1}™, H;
G2 X Gil X {0,1}* — {071}nm and Hs
G3x{0,1}* — Zz. Finally, B sends Params =
{G1,G2,p,e,9, 1, T, , v, U = (w;);>,V =
(vj)?;"l,Hl,Hg,Hu} to Aj. From the view of
Ay, all distributions are similar to them in the
real world. We define the following functions to
follow the proof more easily:

F(u) =1+ Z i — kuly,
1E€EU,,

where U, and M,, are defined as described in
the proposed scheme. By These settings, we
have:

F
o H w =gl (“)gJ(u),
iEUu

K(m m
o H vjzgl( )gL( ).
JEMm

Note that B doesn’t know msk = g“2 and must
respond to Aj’s queries in Game 1 without the
knowledge of msk.
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e Phase 1 Queries: In this step, B responds to

Aj’s queries from Public-Key, Partial-Private-
Key, Replace-Public-Key, Private-Key, Sign-
crypt and Unsigncrypt oracles as follows:

o Public-Key-Query: When Aj requests the
public key of a user u, i.e. PK,, B firstly
checks the list £ to find it. If PK, exists
in £, B returns it to Aj. Otherwise, B
executes the SetPuK algorithm to create
PK, and sends it to A;. Furthermore, B
inserts PK, and its corresponding z,, in
L.

o Partial-Private-Key-Query: When A; re-
quests the partial private key of a user u,
i.e. dy, B firstly checks the list £ to find
it. If d, exists in £, B returns it to Aj.
Otherwise, B tries to create d, without
the knowledge of the master secret key as
follows:

— If F(u) = 0 mod p, B aborts.
— If F(u) # 0 mod p, B randomly se-
lects r € Z; and creates d,, as fol-

lows:
du = (du,la du,2>
71“(“) / 7%
= (g, " ] w)" 9 T g).

1€Uy

Afterwards, B sends d, to A; and
inserts it in L.
We can easily check that:

_ " ” o2
g /O W T wr =" @ I w)

1€EUy 1€EUy

—1/F 7
91 / (u)gngT,

where 7 = r —a/F(u). So, d,, which
is created by B, has the correct con-
struction.

o Replace-Public-Key-Query: Suppose that
A requests to replace the public key
of a user u, i.e. PK, = (PKy,1,PK,2)
corresponding to x,, with a new public

key PK, = (PK, , PK], ,), correspond-
ing to z),. B firstly checks the equality
e(PK;, ;, PK], 5) = T holds or not. If the
equality holds, B replaces (z,, PK,) with
(z!,, PK]) in the list £. If there is not
any (., PK,) corresponding to the user
u in £, B directly inserts (z,, PK,) =
(z),, PK]) in L. After this replacement, B
assigns state, = 1.

o Private-Key-Query: When A; requests the
private key of a user u, i.e. SK,, B firstly
checks the list £ to find it. If SK,, exists
in £, B returns it to Aj. Otherwise, B
searches L for d,,. If d,, exists in L, B picks
it, otherwise B acts as follows:




July 2022, Volume 14, Number 2 (pp. 193-213) 207

— If F(u) =0 mod p, B aborts.

— If F(u) # 0 mod p, B generates d,
such that explained in responding to
Partial-Private-Key-Query.

Then, B gets (2, PK,) (B picks (2, PK,)
from L if exists and the correspond-
ing state, = 0, otherwise B produces
(zu, PK,) by executing the SetPuK al-
gorithm). Then B can produce SK, by
executing the SetPrK algorithm, by the
use of x, and d,. So B produces SK,,
sends it to Ay and also inserts it in L.
Signcrypt-Query: When A; requests for
a signcryption of a message m from a
sender A to a receiver B, B obtains
the private key of the sender SK,4 (as
explained in responding to the Private-
Key-Query) and produces a signcryption
0 = (01,02,03,04,05) on m by executing
the SC algorithm. Then B sends ¢ to Aj.
If B cannot simulate SK 4 (i.e. F(A) =0
mod p), B aborts the simulation.
Unignerypt-Query: When A; requests for
an unsigneryption of § = (01, 2, d3, d4, 05)
from A to B, B firstly executes the verifi-
cation part of the USC algorithm accord-
ing to Eq. (9). If the verification fails, B
returns | to Aj;. Otherwise, B obtains m
as follows:

— If stateg = 0 (i.e. PKp has never
been replaced), B checks whether
SKp exists in the list £ or not. If
so, B picks it. Otherwise, B obtains
S K g such that explained in respond-
ing to the Private-Key-Query (by the
assumption of F(B) # 0 mod p). Af-
terwards, B executes the unsigncrypt
part of the USC algorithm according
to Eq. (10) to obtain m and sends it
to Aj.

— If statep = 1 (i.e. PKp has been
replaced), B acts as follows:

If F(B) =0 mod p, B aborts.
If F(B) # 0 mod p, B firstly
obtains g7* as follows:
1
gt = ()7,
03

Note that:
G
’ "1
_ (u Hieb(B Ul) F(IB)

g'r'lAJ(B)
F(B) J(B)\"1 1
:((91 g ) Y FUE
gr1-7(B)
:g;l‘

Afterwards, B retrieves xp
corresponding to PK g from L
(Note that PKp is a replaced
public key). Then B extracts
m as follows:

01
z2
(91" PKa1,9,7)

and sends it to Aj.

e Challenge: In this step, .A; chooses two iden-
tities ID - and IDp~ and two equal length
messages mg, m1 € Go as the challenge (Aj has
never sent a Private-Key-Query for B*). Then
Ap sends {ID~,IDp~} and {mg,m1} to C (ac-
cording to Game 1). B simulates C as follows:

o If F(B*)# 0 mod p or F(A*) =0 mod p,
B aborts.

o If F(B*) =0 mod p and F(A*) # 0 mod
p, B picks a bit v by flipping a fair coin
and produces a signcryption on m., from
A* to B* as follows.

Let PK 4. = (g™, g1/"4") and PKp. =
(977,

gi/xB*) be the current public keys of A*
and B*, respectively. Remind that (g,C =
g%, X) is the input of the (Si, 3)-DBDHE-
Set problem which B is trying to solve it.
B retrieves x4« and xp~ and assigns:

m = 5

5% =m.. X5 .e(PKp- 1, PKpe 1)"4",

(5; =C= g1,

65 = C7EY,

5) = (C™an )T gl " ep I
Let -/,\/lrn,Y - {j|M’Y[J] = ]-7.] = 1723"'anm}’
where M., = H,(6%,05,05,0%, PKg« 1 1Dp-)

and h* = Hy(PK - 1,05,05,1D4-, M,).
— If K(m,) + z4-h* # 0 mod p, B

aborts.
— If K(mw) +£L‘A*h* = 0 mod P, B
assigns:
—J(A*) .
52 = (ATh=) TG (of H i)t AL
P€EU g%
and sends 6* = (07, 95,95, 65, 0%) to
Ar.

It is straightforward to check that
if X =e(g,9)" (e (g,A = g%, X)
is a valid (81, 3)-DBDHE-Set tuple),
0" is a valid signcryption on m, by
considering «, 74+, 4., 71 and ro in
the proposed scheme as follows:

mn =a, )
a = a (ie. msk = ¢g* and
g1 = ga = A)a

e + 1o =t*,
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rae = —a/F(A").
Otherwise, (if X is a random element
of G and not equal to e(g,g)ag), 0*
is a random tuple which is not a valid
signcryption neither for mg nor for
my.

e Phase 2 Queries: A; sends queries to the
Public-Key, Partial-Private-Key, Replace-
Public-Key, Private-Key, Signcrypt and Un-
signcrypt oracles again and B responds to them
similar to that explained in the Phase 1 Queries
step. Note that A; is not permitted to send an
unsigncryption query on 6* from A* to B* un-
less PK 4« or PKp- used to signcrypt m., has
been replaced after the challenge was issued.

e Guess: In thi step, A; returns a guess v* of 7.

Finally, when Game 1 between A; and B

terminates, B acts as follows:

o If the simulation is aborted in any steps,
B randomly selects its guess 3’ of §.

o Otherwise, if v* = v, B outputs a guess
B’ = 1, implying that X = e(g,g)“s, else B
outputs 3’ = 0 to the (51, 3)-DBDHE-Set
problem.

Time Analysis: According to the above descriptions,
B requires the time:

t <ty +order(((qa + gsx + qsc + qusc)nu
+ (gsc + qusc)nm) T
+ (¢px + qa + sk + qsc + qusc)Te
+ (gsc + qusc)Tp),

for solving the problem.

Probability Analysis: Let Pr[B wins] be the suc-
cess probability of B in solving the (81, 3)-DBDHE-
Set problem and Pr[A; wins|] be the success proba-
bility of A; in Game 1. Note that if the simulation is
aborted in any steps, B randomly chooses its guess
' of B and so Pr[B wins] = 1. By the assumption of
Pr[A; wins] > % + &7, we have:

Pr[B wins] = Pr[B wins|abort|Pr[abort]
+ Pr[B wins|abort|Pr[abort]

1
= iPr[abort] + Pr[A; wins|Pr[abort]

1 1
> 5(1 — Pr[abort]) + (5 + e7)Pr[abort]

1 -

=3 + erPr[abort]
B will not abort if all the following independent events
happen:

e Ei: F(A*) # 0 mod p, and F(u) # 0 mod p for
all Partial-Private-Key, Private-Key, Signcrypt
and Unsigncrypt queries.

e Fy: F(B*) =0 mod p.

1S¢0ured)

o E3: K(my)+ za+h* =0 mod p.

It is easy to see that:

1

Pr[F(u) =0 mod p| = ——
and:
So:
Pr[abort] > Pr[E; ﬂ By ﬂ B3] = Pr[E1].Pr[Es).Pr[Es]
>(1_Qd+QSK+QSC+QUSC+1) 1
- lu(ny +1) .lu(nu + Dlm(nm + 1)
>(1_Qd+QSK+QSc+quc+1) 1
- lu ’lu(nu + Dlm(nm + 1)

1
" 8qusc(qa + ask +asc + ausc + 1)(ny + 1) (m + 1)

where the rightmost equality is implied from [,, =

2(qa+qsk+qsc+qusc+1) and I, = 2qusc. Finally
we have:
Pr[B wins] > %
+ =l

8qusc(qa + sk + asc + qusc + 1) (nm + 1)(ny + 1)

In other words, if A; wins Game 1 with a non-
negligible advantage £; (i.e. guesses 7 correctly with

probability at least % + ¢ for a non-negligible value
of €5), then B can solve an instance of the (S, 3)-
DBDHE-Set problem with a non-negligible advantage
e (i.e. guess 8 correctly with probability at least %+5),
where

€ > °r

~ 8qusc(qa + ask +asc +aqusc + 1) (nm 4+ 1) (nu + 1)

which is a contradiction with the (S, 3)-DBDHE-Set

assumption in complexity theory.

B Proof of Lemma 2

Let Arr be a (trr.€11,4PK - 4sK
gsc,qusc)-type IT adversary, with the ability of
winning Game 2 to break the IND-CCA of the pro-
posed scheme. Then one can build a simulator B
which can apply Aj; as a sub-routine to solve an
instance of a (Sz,5)-DBDHE-Set problem in time
at most ¢ with a probability at least . It contra-
dicts the (t,¢)-(S2,5)-DBDHE-Set assumption in
(G1,G2). Let G1 and G4 be two multiplicative cyclic
groups of a large prime order p, g be a random gen-
erator of G; and e : G; x G; — G2 be a bilinear
pairing. Suppose that one gives (C = h € G1,D =
h* e G, E = he € G1,X € G3) to B as a random
(S2,5)-DBDHE-Set challenge and B should return
B =1, if he decides that X = e(h,h)* and 3 = 0,
otherwise (Suppose that D = h® is a generator of
G1). To this goal, B applies A;; as a sub-routine,
simulates the challenger C (in Game 2) and responds




July 2022, Volume 14, Number 2 (pp. 193—-213)

to Ajs’s queries from Public-Key, Private-Key, Sign-
crypt and Unsignerypt oracles. Firstly, B generates
alist £ = {(IDy,zy, PK,,Sk,)} which is initially
empty. Consequently, B executes Game 2 with Ay
as follows:

e Initialization: Suppose that [, = 2(¢sx +
gsc + qusc + 1) and 1, = 2qusc with as-
sumptions I, (n, + 1) < p and (N, + 1) <
p. B chooses a random « €gr Z; as the
master secret key. In addition, B chooses

k‘u’k?”nax/axlv cee >xnu?y,7y17 B aynuazl,zlv LR
Zn,, , W, Wi, ..., w, such that explained in the
proof of Lemma 1 and sets:

g=D=h"

g =9"=D"

’U/ — E_k“lu-"_x/Dy/,

u; = EDY (i=1,2,...,1n,),
v = E—kmlm-i—z’Dw’

v = B5D% (j=1,2,... ,nm).

Furthermore, B calculates T = e(g1,91)
and chooses three collision resistant hash
functions H, : {0,1}* — {0,1}"™, H;
Gy x G x {0,1}* — {0,1}" and H»
G3x{0,1}* — Zz. Finally, B sends Params =
{G1,G2,p,e,9, 01, T, 0, v\ U = (w;);>,V =
(vj)?gl, Hy,Hy,H,} and « to Aj;. Define four
functions F'(u), J(u), K(m) and L(m) similar
to that explained in the proof of Lemma 1. By
these assignments we have:

u H u; = EF@ pJw),
iU,

v H v; = EKm pLim),
JEMm,

Note that (in contrast to the proof of Lemma
1) B knows msk = g"2 and must respond to
Ajr’s queries in Game 2 by this fact.

e Phase 1 Queries: In this step, B responds
to Ajs’s queries from Public-Key, Private-Key,
Signerypt and Unsignerypt oracles as follows:

o Public-Key-Query: When Aj; requests the
public key of a user u, i.e. PK,,, B firstly
checks the list £ to find it. If PK,, exists in
L, B returns it to A;;. Otherwise, B picks
a random x, €g Z; and acts as follows:

— If F(u) = 0 mod p, B assigns PK,, =
(PKy1,PK,2) = (B C%/%),
Note that by this setting, the real se-
cret value of the user u is ax, which
is unknown to B (as B doesn’t know
a).

— If F(u) # 0 mod p, B assigns PK,, =
(PK.1,PKu2) = (g7"9"™).

Note that by this setting, the real
secret value of the user v is x,, which
is known to B
Then, B sends PK, to Arr and inserts
PK, and its corresponding x, in L.

o Private-Key-Query: When Aj; requests
the private key of a user u, i.e. SK,, B
firstly checks the list £ to find it. If SK,
exists in £, B returns it to Aj;. Otherwise,
B acts as follows:

— If F(u) = 0 mod p, B aborts.

— If F(u) # 0 mod p, B checks whether
(x4, PK,) exists in £ or not. If so,
B picks it. Otherwise, B creates
(24, PK,) such that explained in
responding to the Public-Key-Query.
Then B obtains d, by executing the
ExtPPK algorithm (note that B can
run this algorithm since he knows
«). Then B can generate SK, by
executing the SetPrK algorithm by
the knowledge of z, and d,. So, B
creates SK,, sends it to Aj; and
inserts it in L.

o Signcrypt-Query: When Aj; requests
for a signcryption of a message m from
a sender A to a receiver B, B obtains
the private key of the sender SK4 (as
explained in responding to the Private-
Key-Query) and produces a signcryption
6 = (01,062,05,04,05) on m by executing
the SC algorithm. Then B sends ¢ to Aj;.
If B cannot simulate SK4 (i.e. F(A) =0
mod p), B aborts the simulation.

o Unignerypt-Query: When Aj; requests for
an unsigneryption of § = (41, 02, d3, 44, 05)
from A to B, B firstly executes the ver-
ification part of the USC algorithm ac-
cording to Eq. (9). If the verification fails,
B returns L to Ajr. Otherwise, B checks
whether SKp exists in the list £ or not. If
so, B picks it. Otherwise, B obtains SKpg
such that explained in responding to the
Private-Key-Query (by the assumption of
F(B) # 0 mod p). Afterwards, B executes
the unsignerypt part of the USC algorithm
according to Eq. (10) to obtain m and
sends it to Ajy.

e Challenge: In this step, A;; chooses two iden-

tities ID - and IDp~ and two equal length
messages mo,m; € Go as the challenge (Aj;
has never sent a Private-Key-Query for B*).
Then Aj; sends {IDa«,IDp~} and {mg, m1}
to C (according to Game 2). B simulates C as
follows:

o If F(B*) # 0 mod p or F(A*) =0 mod p,
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B aborts.

o If F(B*) =0 mod p and F(A*) # 0 mod

p, B picks a bit v by flipping a fair coin
and produces a signcryption on m., from
A* to B* as follows.
Note that PK - = (g%4", gi/™4") (since
F(A*) # 0 mod p) and PKp- =
(Eers C/T5*) (since F(B*) = 0 mod
p). Remind that (C'=h € G;,D = h® €
G1,E = h% € G1,X € Gy) is the input
of the (Sz,5)-DBDHE-Set problem which
B is trying to solve it. B retrieves x 4+ and
xp+ and assigns:

8 = my. X5 (PKp. 1, PKp- 1)™",
0 =B =h",

65 = BV,

0 = (BCT ) TET ¢ enZ,

Let My, = (1M ] = 1,5 =1,2,...,nm},
where M’Y = Hl((ST,65,(5;,52,PKBx71[DB*)
and h* = Ho(PK A+ 1,05,06%, ID -, M,).
— If K(m,) + za<h* # 0 mod p, B
aborts.
— If K(m,) + 24-h* = 0 mod p, B

assigns:
5: =

2 —J(AT) ’ t* L
B A TET @ [ w B,

Q€U 4%

and sends 6* = (07,95, 95, 65, 0%) to
A]].
It is straightforward to check that
if X = e(h,h)* (ie. (C = h €
Gi,D = h* € G,E = h* ¢
G1,X € Gs) is a valid (Ss,5)-
DBDHE-Set tuple), §* is a valid
signcryption on m., by considering o,
Tax, T4, 71 and 7o in the proposed
scheme as follows:

r = a,

e + 1o =t*,

ras = —a?/aF(A").
Otherwise, (if X is a random element
of G and not equal to e(h, h)®"), 5*
is a random tuple which is not a valid
signcryption neither for mg nor for
mq.

e Phase 2 Queries: A;; sends queries to the
Public-Key, Private-Key, Signcrypt and Unsign-
crypt oracles again and B responds to them
similar to that explained in the Phase 1 Queries
step. Note that Aj; is not permitted to send
an unsigncryption query on 6* from A* to B*.
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e Guess: In this step, Aj; returns a guess v* of
.
Finally, when Game 2 between A;; and B
terminates, B acts as follows:
o If the simulation is aborted in any steps,
B randomly selects its guess 3’ of §.
o Otherwise, if v* = v, B outputs a guess
B =1, implying that X = e(h,h)“S, else
B outputs 8’ = 0 to the (Sz,5)-DBDHE-
Set problem.

Time and probability analysis are such that explained
in the proof of Lemma 1, but we must consider ¢y
and €77 instead of t; and e;, respectively and ¢4 = 0,
here.

C Proof of Lemma 3

Let Ajp be a (tr,er,q4rPK, 94, IRPK s
dsk,qsc,qusc)-type I adversary, with the ability
of winning Game 3 to break the EUF-CMA of the
proposed scheme. Then one can build a simulator
B which can apply A; as a sub-routine to solve
an instance of a 2-CDHE problem in time at most
t with a probability at least e. It contradicts the
(t,€)-2-CDHE assumption in G;. Let G be a mul-
tiplicative cyclic groups of a large prime order p
and g be a random generator of G;. Suppose that
one gives (g € G1,C = g* € G1) to B as a random
2-CDHE challenge and B should return gaz € G.
To this goal, B applies A; as a sub-routine, simu-
lates the challenger C (in Game 3) and responds
to Aj’s queries from Public-Key, Partial-Private-
Key, Replace-Public-Key, Private-Key, Signcrypt
and Unsignecrypt oracles. Firstly, B selects a mul-
tiplicative group G2 of order p and a bilinear pair-
ing e : G; X G — G2. Then B generates a list
L ={(IDy,dy,xy, PK,, Sky, state,, = 0)} which is
initially empty. Consequently, B executes Game 3
with A; as follows:

e Initialization: This step is similar to the Ini-
tialization step in the proof of Lemma 1, except
that [, is considered as I, = 2(qq+qsx +9sc +
qusc), here.

e Queries: This step is similar to the Phase 1
Queries step in the proof of Lemma 1.

e Forgery In this step (if the simulation is
not aborted in any steps), A; generates a
valid signcryption §* = (47,95, 05,05,0%)
on a message m* from A* with public key
PK . = (gf“*,g}/“*) to B* with public

key PKp« = (ng*,gi/xB*). Let M~ =

GIMG] = 1,5 = 1,2, n}, where M* =

H\(67,85,85,0%, PKp- 1 IDg-) and h* =

Hy(PK ue 1,685,085, 1D s+, M*).

o If F(A*) # 0 mod p or K(m*) + xa-h* #
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0 mod p, B aborts.
o If F(A*) =0mod p and K(m*)+zah* =
0 mod p, B retrieves x 4+ and calculates:
a? J5 =
¢ = e e ™

Time Analysis: It is similar to the time analysis in
the proof of Lemma 1.

Probability Analysis: Let Pr[B wins| be the suc-
cess probability of B in solving the 2-CDHE problem
and Pr[A; wins| be the success probability of A; in
Game 3. By the assumption of Pr[A; wins| > &5, we
have:

Pr[B wins] = Pr[abort m Aj wins]

= Pr[A; wins].Pr[abort] > ¢;.Pr[abort]

B will not abort if all the following independent events
happen:

e Fy: F(u) # 0 mod p for all Partial-Private-
Key, Private-Key, Signcrypt and Unsigncrypt
queries.

o FEy: F(A*) =0 mod p.

o E3: K(m,y)+ za+h* =0 mod p.

So we have:

Pr[abort] > Pr[E; ﬂ By ﬂ B3] = Pr[E1].Pr[Es].Pr[Es]

>(1iqd+QSK+QSC+(IUSC). 1
- lu(ny +1) lu(ny + Dlm(nm + 1)
>(1_Qd+QSK+QSC+(IUSC). 1
= L L (R + )ln (nom + 1)

1
" 8qusc(qa + ask + asc + qusc)(nu + 1) (nm + 1)’

where the rightmost equality is implied from [,, =
2(qa +qsx +4qsc +qusc) and I, = 2qusc. Then we
have:

er

Pr[B wins] > .
8qusc(qa + ask +qsc + qusc)(nm + 1)(ny + 1)

In other words, if A; wins Game 3 with a non-
negligible advantage e; (i.e. forges a valid sign-
cryption with a non-negligible probability ), then
B can solve an instance of the 2-CDHE prob-
lem with a non-negligible probability e, where
€2 8qUSC(‘Zd"!‘QSK+QSCi'IQUSC)(nm+1)(nu+1)’ which is
a contradiction with the 2-CDHE assumption in
complexity theory.

D Proof of Lemma 4

Let Arr be a (trr,€11,9PK, 45K,
qsc,qusc)-type II adversary, with the ability of
winning Game 4 to break the EUF-CMA of the
proposed scheme. Then one can build a simulator
B which can apply Aj; as a sub-routine to solve
an instance of a 3-CDHE problem in time at most
t with a probability at least . It contradicts the

(t,e)-3-CDHE assumption in G;. Let G be a multi-
plicative cyclic groups of a large prime order p and
g be a random generator of G;. Suppose that one
gives (C = h € G1,D = h* € G1,E = h*" € Gy)
to B as a random 3-CDHE challenge and B should
return h® € G1. To this goal, B applies Aj; as a
sub-routine, simulates the challenger C (in Game
4) and responds to Aj;’s queries from Public-Key,
Private-Key, Signcrypt and Unsigncrypt oracles.
Firstly, B selects a multiplicative group G5 of order
p and a bilinear pairing e : G; X G; — G3. Then
B generates a list £ = {(ID,, xy, PK,, Sky,)} which
is initially empty. Consequently, B executes Game 4
with A as follows:

e Initialization: This step is similar to the Ini-
tialization step in the proof of Lemma 2, except
that I, is considered as I, = 2(¢gsx + gsc +
qusc), here.

e Queries: This step is similar to the Phase 1
Queries step in the proof of Lemma 2.

e Forgery In this step (if the simulation is
not aborted in any steps), A;; generates a
valid signcryption §* = (47,95,03,0;5,07) on
a message m* from A* to B*. Let M,» =
{JIM*[j] = 1,5 = 1,2,...,np}, where M* =
H,(07,05,05,05, PKp- 1I1Dp-) and h* =
Hy(PKa+1,03,05, 1D a«, M*).

o If F(A*) # 0 mod p or K(m*) + xa~h* #
0 mod p, B aborts.

o If F(A*) = 0mod p and K(m*)+x4-h* =
0 mod p, B retrieves x 4~ and calculates:

o o5
" = G e

Note that as F'(A*) = 0 mod p, we have
PKa- = (E“®ar C%/Ta%) according to
that explained in responding to the Public-
Key-Query in the proof of Lemma 2.

)W.

Time and probability analysis are such that explained
in the proof of Lemma 3, but we must consider t;y
and €75 instead of t; and €7, respectively and ¢4 = 0,
here.

E Proof of Theorem 3

Let A be a (t,e,qpPK, 45K, qsC;
qusc )-adversary, with the ability of winning Game 5
to break the KSSTIS of the proposed scheme. Then
one can build a simulator B which can apply A as a
sub-routine to solve an instance of a (Sz,5)-CBDHE-
Set problem in time at most ¢t with a probability at
least €. It contradicts the (t,¢&)-(Sz2,5)-CBDHE-Set
assumption in (G1,G2). Let G1 and G5 be two multi-
plicative cyclic groups of a large prime order p, g be
a random generator of G; and e : G; X G — G> be
a bilinear pairing. Suppose that one gives (C' = h €
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G1,D =h® € G1,E = h*" € G1) to B as a random
(S2,5)-CBDHE-Set challenge and B should return
X = e(h,h)® (Suppose that D = h% is a generator
of G1). To this goal, B applies A as a sub-routine,
simulates the challenger C (in Game 5) and responds
to A’s queries from Public-Key, Private-Key, Sign-
crypt and Unsignerypt oracles. Firstly, B generates a
list £ ={(ID,,dy,x,, PK,, Sky)} which is initially
empty. Consequently, B executes Game 5 with A as
follows:

e Initialization: Suppose that I, = 2(gq +
gsk + gsc + qusc) with the assumption
lu(ny + 1) < p. B chooses a random a €r Zj
as the master secret key. In addition, BB chooses
ky,2',x1,...,2,, such that explained in the
proof of Lemma 1 and sets ¢ = D = h*
and g7 = ¢¢ = D®. Furthermore, B picks
wiug, ., Up,, v 01, 0, € Gy, calcu-
lates T = e(g1,91) and chooses three collision
resistant hash functions H, : {0,1}* —
{0,1}", Hy : Gy x G} x {0,1}* — {0, 1}"m
and Hy : G§ x {0,1}* — Z7. Finally, B sends
Params = {G1,G2,p,e,9,q1,T,u/,v',\U =
(ui)?;lﬁv = (Uj)?gllevH%Hu} to A. De-
fine F'(u) such that explained in the proof of
Lemma 1, i. e:

F(u) =2+ Z i — kyly.

1€Uy

e Queries: In this step, B responds to A’s queries
from Public-Key, Private-Key, Signcrypt and
Unsignerypt oracles as follows:

o Public-Key-Query: When A requests the
public key of a user u, i.e. PK,,, B firstly
checks the list £ to find it. If PK,, exists
in £, B returns it to A. Otherwise, B picks
a random x,, €g Z,, and acts as follows:

— If F(u) = 0 mod p, B assigns PK,, =
(PK,1,PK,2) = (B C%/%),
Note that by this setting, the real se-
cret value of the user u is ax, which
is unknown to B (as B doesn’t know
a).

— If F(u) # 0 mod p, B assigns PK,, =
(PKuy1, PKu2) = (g7",97""),
Note that by this setting, the real
secret value of the user u is x,, which
is known to B

Then, B sends PK,, to A and inserts PK,,
and its corresponding xz, in L.

o Partial-Private-Key-Query: When A re-
quests the partial private key of a user u,
i.e. dy, B firstly checks the list £ to find
it. If d, exists in L, B returns it to A.
Otherwise, B obtains d,, by executing the
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ExtPPK algorithm (note that B can run
this algorithm since he knows «). then B
sends d, to A and also inserts it in L.

o Private-Key-Query: When A requests the
private key of a user u, i.e. SK,, B firstly
checks the list £ to find it. If SK,, exists
in £, B returns it to A. Otherwise, B acts
as follows:

— If F(u) = 0 mod p, B aborts.

— If F(u) # 0 mod p, B checks whether
(x4, PK,) exists in £ or not. If so,
B picks it. Otherwise, B creates
(zu, PK,) such that explained in
responding to the Public-Key-Query.
Then B obtains d, by executing the
ExtPPK algorithm (note that B can
run this algorithm since he knows
«). Then B can generate SK, by
executing the SetPrK algorithm by
the knowledge of z, and d,. So,
B creates SK,, sends it to A and
inserts it in L.

o Signerypt-Query: When A requests for
a signcryption of a message m from a
sender A to a receiver B, B obtains
the private key of the sender SK,4 (as
explained in responding to the Private-
Key-Query) and produces a signcryption
0 = (01,02,03,04,05) on m by executing
the SC algorithm. Then B sends ¢ to A.
If B cannot simulate SK4 (i.e. F(A) =0
mod p), B aborts the simulation.

o Unignerypt-Query: When A requests for
an unsigneryption of § = (01, 2, d3, 44, 05)
from A to B, B firstly executes the ver-
ification part of the USC algorithm ac-
cording to Eq. (9). If the verification fails,
B returns L to A. Otherwise, B checks
whether SKp exists in the list £ or not. If
so, B picks it. Otherwise, B obtains SKpg
such that explained in responding to the
Private-Key-Query (by the assumption of
F(B) # 0 mod p). Afterwards, B executes
the unsigncrypt part of the USC algorithm
according to Eq. (10) to obtain m and
sends it to A.

e Output: In this step, A (who has a signeryp-

tion 0* on a message m* from A* to B* and
knows ri,r3) returns a message m**. Then A
sends 6%, m** and rj to B.
Finally, when Game 5 between A and B ter-
minates, B acts as follows:
o If the simulation is aborted in any steps,
B aborts.
o Otherwise:
— If F(A*) # 0 mod p or F(B*) #0
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mod p, B aborts.

— If F(A*) = 0 mod p and F(B*) =
0 mod p, B retrieves x4+ and xpg-,
then computes:

e(h,h)* =

2

6*
1 @ TQB*EA*

<m**.e(PKB*,1,PKB*71)TI ’
(E.1)

as the output of the (S, 5)-CBDHE-
Set problem. Note that as F(A*) =
0 mod p and F(B*) = 0 mod
p, PKa- = (PKy-1,PKa-p2) =

(Eowax Co/*a*) and PKp. =

(PKp« 1, PKp-5) = (E*®p* O%/%5"),

In other words, the real secret values
of A* and B* are respectively az 4~
and ax -, which are both unknown
to B. By these descriptions, it is
easy to check the correctness of Eq.

(E.1) as:
oF 2,2
1 axe, @ g%
( )P
m**.e(PKB*’l,PKB*’l) 1
THSK g%
m*.e(PK;1*+1 A ’3,PKB*71) L

m**.e(PKp« 1, PKps 1)"1

1

SK g% 252
=e(PKp. ) ° PKp« 1) "B "a*

SK g% 3

:€(PKB*’1,PKB*71) B*TA
aw 5«
QT g QT g\ 02r2 T g%
= e(E¥*B* [EY*B* )" "B
QIA*

— e(hazazB* , hazazB* ) 042123* T p K

= e(h,h)*,

which shows the correctness of Eq.
(E.1).

Time Analysis: According to the above descriptions,
B requires the time:

t <t' 4+ order(((qa + gsx + asc + qusc)nu
+ (gsc + qusc)nm) T
+ (qpr + G4 + sk + qsc + qusc)Te
+ (gsc + qusc)Tp),

for solving the problem.

Probability Analysis: Let Pr[B wins] be the suc-
cess probability of B in solving the (S3,5)-CBDHE-
Set problem and Pr[A wins] be the success probabil-
ity of A in Game 5. We have:

QT h T Ak

Pr[B wins] = Pr[abort m A wins]

= Pr[A wins|.Pr[abort] > &’.Pr[abort]

B will not abort if all the following independent events
happen:

e Ei: F(u) # 0 mod p for all Partial-Private-
Key, Private-Key, Signcrypt and Unsigncrypt
queries.

e Fy: FF(A*) =0 mod p.

e FE3: F'(B*) =0 mod p.

It is easy to see that:

1
Pr[F(u) =0 mod p] = RCRE
So:
Pr[abort] > Pr[E; ﬂ By ﬂ B3] = Pr[E:1].Pr[Es].Pr[Es]
2(1iqd+QSK+QSC+QUSC). 1
Lu(nw + 1) 12 (ny + 1)2
>1-% +dsk +lZsc + qUSC)'l%(nulJr 5
1

" 8(qq +ask +asc +qusc)?(nu +1)2°

where the rightmost equality is implied from [,, =
2(q4 + gskx + gsc + qusc)- Finally, we have:

5/

Pr[B wins] > .
[ 1= 8(qq + qsk + asc + ausc)?(nu +1)?

In other words, if A wins Game 5 with a non-
negligible advantage &’ (i.e. returns m* correctly with
probability at least &’ for a non-negligible value of £’),
then B can solve an instance of the (Sz2,5)-CBDHE-
Set problem with a non-negligible advantage ¢ (i.e.
compute e(h, h)“5 with probability at least €), where
€2 8(‘14+qs1<+qsci—qusc)2(nu+1)2’ which is a contra-
diction with the (Sz,5)-CBDHE-Set assumption in
complexity theory.
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