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1 Introduction

Impossible differential attack is a well-known mean to examine robustness of
block ciphers. Using impossible differential cryptanalysis, we analyze security
of a family of lightweight block ciphers, named Midori, that are designed
considering low energy consumption. Midori state size can be either 64 bits for
Midori64 or 128 bits for Midori128; however, both versions have key size equal to
128 bits. In this paper, we mainly study security of Midori64. To this end, we use
various techniques such as early-abort, memory reallocation, miss-in-the-middle
and turning to account the inadequate key schedule algorithm of Midori64. We
first show two new 7-round impossible differential characteristics which are, to
the best of our knowledge, the longest impossible differential characteristics
found for Midori64. Based on the new characteristics, we mount three impossible
differential attacks on 10, 11, and 12 rounds on Midori64 with 2877, 29063 and
29051 time complexity, respectively, to retrieve the master-key.

© 2018 ISC. All rights reserved.

In design rationale of lightweight block ciphers,
there are quite a few constraints that diversify

ince early twenty-first century, lightweight cryp-

tography has become an inevitable domain which
focuses on designing cryptographic algorithms and
modes specialized for highly constrained devices, in-
cluding RFID tags, loT devices, sensor networks, etc.
providing confidentiality and integrity of the afore-
mentioned systems.
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the block cipher applications. For instance, area
restriction and low latency are mainly consid-
ered in PRESENT |[2], PRINTCipher [3], TWINE
[4], PRINCE |[5], LBlock [6], CLEFTA [7] , KATAN
and KTANTAN [8]. In ASIACRYPT’15, Midori [9] was
presented as a lightweight block cipher considering
energy consumption as a constraint that had not
theretofore attracted much attention. There are two
variants of Midori block cipher: Midori64 and Mi-
doril28, which have 64 and 128 bits of block length,
respectively. Moreover, they both take 128 bits as a
key input.

Despite the fact that Midori is recently presented,
it has faced a number of attacks evaluating its secu-
rity. In weak-key setting, Guo et al. [10] analyzed the
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cipher using invariant subspace attack and found 232
weak keys for Midori64. In addition, Todo et al. [11]
found 2%* weak keys using nonlinear invariant attack.
In related-key setting, Dong and Shen [12] could re-
trieve the master-key by applying related-key differ-
ential attack to 14 rounds of Midori64. Furthermore,
Gérault et al. [13] gave a related-key differential at-
tack for full-round of Midori64. In single-key setting,
Chen and Wang [14] applied impossible differential
attack to 10 rounds of Midori64. Furthermore, Lin
and Wu [15] gave three meet-in-the-middle attacks
mounted on 10, 11 and 12 rounds of Midori64.

Impossible differential attack is a powerful method
of cryptanalysis which has been applied to plenty of
lightweight block ciphers to analyze their security
[16-20]. In this paper, we use the attack to evaluate
Midori64 security. We introduce two new 7-round
impossible differential characteristics which are the
first 7-round impossible differential trails to the best
of our knowledge.

Utilizing new impossible differential characteris-
tics, we present three impossible differential attacks
mounted on 10, 11, and 12 rounds of Midori64. Table 1
summarizes results of the attacks applied to Midori64.
Note that the attack [10] and [11] in weak-key setting
could only recover the master-key if it belongs to the
weak-key sets, which have a cardinality of 232 and 264,
respectively. Therefore, the attacks are not capable
of recovering master-key if it has been selected from
the complement set containing the other (2128 — 232)
and (228 — 264) possible keys, respectively, which
are approximately equal to the whole 2128 key space.
Moreover, comparing related-key model with single-
key model is inequitable since in related-key model
the attacker requires more than one cipher having
related secret keys which seems to be non-viable.

The 10-round version of our attacks includes both
pre and post whitening keys and has less time com-
plexity comparing to [15], while in comparison to [14],
which excludes pre whitening key, needs less data but
more computations to retrieve the master-key. Al-
though 11-round and 12-round attacks, respectively,
exclude post whitening key and both whitening keys,
they are, to the best of our knowledge, fastest attacks
against 11-round and 12-round Midori64 in single-
key model, respectively. Moreover, by creating two
lists and reallocating memory, we could significantly
decrease memory complexity of our attacks. Conse-
quently, all our attacks need 24! 64-bit blocks, while
in contrast to 2927, 2892 and 2!%6 [15], and 2624
[14], our attacks have minimum memory complexity
among all known attacks in single-key model.

The rest of paper is organized as follows. In Sec-
tion 2 we discuss preliminaries including brief descrip-
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tion of Midori64 and impossible differential cryptanal-
ysis with some notations that is used in this paper.
Section 3 instantiates the new IDCs. In Section 4 we
present three impossible differential attacks applied
to Midori64. Finally, Section 5 concludes the paper.

2 Preliminaries

2.1 Brief Description of Midori

Midori is a family of lightweight block ciphers that
is based on the Substitution Permutation Network
(SPN). There are two versions of Midori: Midori64 and
Midoril28, both have 128-bit key size. The total round
number of Midori64 is 16, while in Midoril28 it is
20 rounds. The block size of Midori64 and Midoril28
are equal to 64 and 128 bits, respectively. In this
paper, we specifically exhaust the security of Midori64.
Following 4 x 4 array represents data expression in
each state of Midori64. In matrix S, s; denotes nibble
it" of the state.

S0 S4 S8 S12
$1 85 S9 S13
S2 S6 S10 S14
S§3 S7 S11 S15

Each round of Midori consists of four steps: SubCell,
ShuffleCell, MizColumn and KeyAdd. One should ob-
serve that among the mentioned steps, the execution
time of SubCell overcomes the other three operations.
As a result, the running time of each round in Mi-
dori64 is approximately equal to performing SubCell
operation.

SubCell

A non-linear substitution step where each nibble is
replaced with another nibble by a bijective 4-bit S-
box.

ShuffleCell

Each nibble of the state is permuted as follows:

S0 S4 S8 S12 S0 S14 S9 St

S1 S5 S9 S13 S10 S4 S3 S13
S2 8¢ S10 S14 S5 S11 S12 S2
$3 87 S11 S15 S15 S1 S16 S8

In fact, each column is spread to all four rows.

MixColumn

This step consists of a mixing operation which op-
erates on each columns of the state by applying the
following matrix:
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Table 1. Mipori64 KEy RECOVERY ATTACKS IN SINGLE-KEY MODEL

Attack  Pre/Post WK = # Time Data (CP) 1(\/(1521?11;)}/ Ref
Single-key setting (full-key space)
MITM Pre & Post 10 2995 2595 292.7 [15]
MITM Pre & Post 11 2122 253 2892 [15]
MITM Pre & Post 12 21255 255-5 2106 [15]
IDC Post 10 280.81 2024 26513 [14]
IDC Pre & Post 10 28771 261.97 241
IDC Pre 11 290.63 261.87 241 ghis
aper
IDC None 12 990.51 961.87 941
Related-key setting (full-key space)

RKDA Pre & Post 14 2116 259 2112 [12]
RKDA Pre & Post full 235.8 223.75 — [13]
Weak-key setting (232 and 264 weak key space, respectively)

ISA Pre & Post full 216 2 - [10]
NISA Pre & Post  full 216 2 - [11]

WK: Whitening Key, #: Rounds, Ref: Reference, Time: Time Complexity, CP: Chosen Plain-text

MITM: Meet-In-The-Middle, IDC: Impossible Differential Cryptanalysis

Key schedule

Table 2. 4-BIT BIJECTIVE S-BOX IN HEXADECIMAL FORM

In Midori64, the first half and the second half of
master-key are named kg and k1, respectively; in other
words, K = ko || k1. The round keys for i = 0,---, 14
are RK; = K(i{1)(mod 2) ® a; where each «; is a
known constant. The whitening key WK = ko ® k;
is used as sub-key in the first and the last KeyAdd
operations (i.e. RK_; and RK;s5, respectively). Due
to the fact that we can compute each sub-key for even
rounds from kg and odd rounds from kq, we do not
consider the constants for sub-keys and refer to them
as ko and k.

x Sb(x) x Sb(x) x Sb(x) x Sb(x)

0 ¢ e 8 8 ¢ 0

1 a b 8 9 d 2

2 d f 8 1 e 4

ES TG NS BN

0111
1011
1101
1110

2.2 Brief explanation of impossible
differential cryptanalysis

Impossible differential cryptanalysis is a special kind
of differential cryptanalysis for block ciphers. Differ-

It must be noted here that the operations are per-
formed over GF(2™).

KeyAdd

In this step, the sub-key is added by combining each
nibble of the state with the corresponding nibble of
the sub-key using bit-wise XOR.

Note that in the last round of Midori, Shuffle-
Cell and MizColumn are omitted and in the first
round, one additional KeyAdd operation are applied.
Overview of Midori64 is shown in Figure 1 [9].

ential attack [21] traces differences through the cipher
that exhibits non-random behavior while impossible
differential cryptanalysis uses differentials that is im-
possible to occur (zero probability) in order to discard
wrong keys and find the correct key.

Knudsen uses this attack in [22] for the first time.
Later, in the same year, Biham et al. introduced
the name "impossible differential" and applied this
technique to IDEA, Khufu and Skipjack block ciphers
[23, 24]. After that, this attack is used to analyze
the security of many block ciphers like AES [25],
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Figure 1. The block cipher Midori64 [9]

Ain
1 Tin
Ax
A
Ay
1 Tout
Aout

Figure 2. AX, AY: input and output difference of the impos-
sible differential.

ra: number of rounds of the impossible differential.

Ain, Dout: set of all possible input and output differences of
the cipher.

rin: number of rounds of the differential path (AX, A;,).
rout: number of rounds of the differential path (AY, Aout).
[17]

CRYPTON [26], Camellia [27] and SPARX [28]. The
best results in terms of number of rounds and time

complexity are reached by using this technique to the
best of our knowledge in this block ciphers [29-32].

Impossible differential attack can be divided into
two main steps. The first step is to find an appropri-
ate impossible differential characteristic which has
maximum number of rounds. In second step, the char-
acteristic is extended in both directions and the incor-
rect keys are removed from the candidate master-keys
(see Figure 2).

2.2.1 Discovering Impossible Differential
Characteristic

In this step, we should find an input difference AX
and an output difference AY in a way that if AX
propagates through certain number of rounds (ra),
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the probability of occurrence of AY will be equal to
zero. Any path that has this property is called an
impossible differential characteristic.

Initially, impossible differential characteristics are
found via ad-hoc methods and the attacker should
search within many cases to find a contradiction.
After that, many researches and studies have been
conducted and many algorithms proposed to find it
automatically [33-36].

2.2.2 Key Sieving

After finding maximum-length characteristic, first we
choose some plain-text pairs that their differences
are equal to A, (see Figure 2). Then, for each plain-
text, we ask for their corresponding cipher-texts and
keep those cipher-text pairs that have A,,; differ-
ences. Subsequently, we partially encrypt plain-texts
(decrypt cipher-tests) to reach characteristic with
guessed key and discard those pairs that do not satisfy
special property that derived from impossible differen-
tial characteristic. Finally, we remove the guessed key
from the key space if at least one plain-text pair and
its corresponding cipher-text pair remains after siev-
ing process. We repeat the above procedure to elimi-
nate wrong keys. For the remaining candidate keys,
we examine them using one or more plain-text /cipher-
text to find the correct master-key. Indeed, we find
the correct key by discarding all the wrong guesses.
This part of attack is highly technical and many pa-
rameters should be taken into consideration to calcu-
late time and data complexity correctly.

There are many methods to reduce time complexity.
one of the most powerful methods is called early
abort [37]. We can reduce computational workload by
using this technique. Furthermore, we may apply the
attack to include more rounds of the corresponding
block cipher. The general approach is to guess all
relevant sub-keys to partially encrypt/decrypt each
pair and then check the differences generated by plain-
text pairs with an expected difference (or check the
differences produced by its corresponding cipher-text
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pairs with an expected difference). However, we can
check the conditions step by step by guessing only
a small fraction of the round sub-key bits instead
of the whole relevant sub-key. In this way, we can
perform the attack more efficiently in terms of time
complexity. Moreover, a pair can be sieved using the
intermediate value differences to alleviate the total
computations. We extensively used this technique in
this paper to reduce time complexity.

2.3 Notations

The notations in this paper are summarized in Table 3.

Table 3. Notations

Symbol Definition

@  bit-wise XOR;
Al||B concatenation of A and B;
WK whitening key;
K master-key;
ko  the first half of the master-key;
k1 the second half of the master-key;
k[j] the j** nibble of k;
X; the data after KeyAdd operation at round ¢;
Y; the data after SubCell operation at round ¢;
Z;  the data after ShuffleCell operation at round ¢;
Vi  the data after MizColumn operation at round i;
a,b  known non-zero difference;
* unknown non-zero difference;
? uncertain difference;
MC(u) MizColumn of u;
AX; the difference of X , X’ at round 4, i.e. AX = X ® X'.

3 T7-round Impossible Differential
Characteristics for Midori64 and
Midoril28

This section is devoted to our new 7-round impossible
differential characteristics. Each of the characteristics
begins with two equal non-zero differences and ends
with three equal non-zero differences.

Among these characteristics, we try to find the
best trail considering the time complexity. Taking
that into account, we choose impossible differential
characteristic used for the 10-round impossible dif-
ferential attack mounted on Midori64 as shown in
Figure 3. Figure 4 indicates another impossible dif-
ferential characteristic that is leveraged in 11-round

10, Number 1 (pp. 3-14)

Y z v X
a sc @ mc [ 2 Ka |2
» a a a 1
a
* * * *
B sc Mmc KA
* * |k * | ok
— — — — 2
* |k * | ok
* * *
* * * * *
B sc MC °l? KA 22
* | % * | * k[ k| k| ok k| k| k| ok
— — — — 3
* | * * * PYIF) 202
* * | * k[ k| k| ok k| k| k| ok

Contradiction in 14 ™ nibble

sc [2]?2]?2]?] m™c KA
Inv HEIEE Inv * * | * Inv * * | ok
? * ? * * | ok * * | ok * 4
? * | % 7 * | k| * * | ok [k
SB sc *[*[*]  mc KA
Inv * B Inv K3 Inv * Inv *
* |k * * * * * 5
* [k | ok * | * * *
B sc Mc [ * KA [ *
Inv * Inv * Inv Inv
6
* *
* *
SB b sC b mc KA
Inv Inv Inv b Inv b
— — — — 7
b b
b b

Figure 3. 7-round IDC used for 10-round impossible differen-
tial attack.

and 12-round versions of impossible differential at-
tack proposed in this paper. Note that in this paper
“a”x «“? and blank cell represent known non-zero
difference, unknown zero-difference, zero difference

and uncertain difference, respectively.

4 Impossible Differential
Cryptanalysis of Midori64

In this section we present three impossible differen-
tial attacks mounted on 10, 11 and 12 rounds of Mi-
dori64 block cipher, all in single-key model. For each
case, impossible differential characteristics have been
selected to minimize time complexity of the attacks.

Note that in view of memory complexity, for each
structure we save all plain-texts and all cipher-texts
in two 64-bit list. We also devote a table that each
row stands for a pair and the content of the row is a
1-bit flag showing whether the corresponding pair is
sieved or not.

4.1 Impossible Differential Cryptanalysis of
10-round Midori64

Figure 5 shows overview of the attack. The series of
steps of the attack are:

(1) Consider 224 plain-texts that take all possible

1S¢0ured)
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SB
Inv

SB
Inv

SB
Inv

Y z v X
sc a Mmc a KA a
N — —_ 1
a a a a
a
* * |k * | ok
sc mc KA
* * *
* * |k * | ok 2
* * *
* | % * | ¥ k[ k| k| ok K| k| k| ok
" se L mc RS =
— — — 3
* [ * *[ x> HBEIEIE
* * | ¥ k[ k| k| ok K| k| k| ok

Contradiction in 5™ nibble

Figure 4. 7-round IDC used for 11 and 12-round impossible
differential attacks.

values in positions (3, 5, 6, 9, 10, 15) and have
fixed values in other nibbles. That is called
a structure. The number of pairs that can be
formed by one structure is about 224 x 223 = 247,
We take 2™ structures, therefore we have 2724
plain-texts and 2”47 pairs.

Guess WK]3,5,6,9,10, 15]=(ko @ k1)[3, 5,6, 9,
10, 15] and compute Y; for all 27+24 data. Keep
only pairs that have AY;[5]=AY;[10]=AY7[15]
as well as AY7[3]=AY;[6]=AY7[9]. The proba-
bility of this event is about 278%2 = 2716 hence
Qn+47-16 — 9n+3l pairs remain at the end of
this step.

Guess k[0, 10] and compute Ys. Keep only pairs
that have same values in AY5[0]=AY3[10]. Con-
sequently, the number of remaining pairs is ap-
proximately 27 +31=4 = 2n+27,

Consider all remaining plain-texts and ask for
corresponding cipher-texts. Keep those pairs
that their cipher-texts have zero differences
in nibbles (0,1,2,3,7,9,14). Therefore, the
number of remaining pairs is about 2" +27-28 =
27=1. Since the values of WK]5,6,10,15] are
known from stage 2, only guess values of
WK[4,8,11,12,13]=(ko @ k1)[4, 8,11,12,13] to
compute Yi9[4,5,6,8,10,11,12,13,15]. Then,

1S¢0ured)

SC [ ?[?[*]|*] m™mc HEIE KA BEE
Inv 2272 > Inv Inv
* [0 ?2]* * | * * * | * * 4
* 2| x| 2 A * | * | *
B sC * * MC * KA *
Inv * | * Inv * Inv *
— 5
* | * * * | x|
R K * *
* sC * mcC KA
* Inv * Inv Inv
6
* *
* *
sc b mc KA
Inv Inv b Inv b
— — — 7
b b b
b b

find MC~1(X10)[4,5,6,8,10,11,12,13,15] and
for each pair compare the non-zero differences
in second column and keep those pairs that
have same values for the three non-zero differ-
ences. Perform the same procedure for third
and forth columns, too. The probability that
a pair will be held is about 2724, thus the
expected number of remaining pairs is about
27=25 This step is dominant term in execution
time, so we use early-abort technique to reduce
time complexity. Early-abort is a technique
that reduces time complexity without any side
effects. Regarding this technique, we will ex-
plain how to calculate time complexity for this
step in more detail.

As mentioned before, the number of remain-

ing pairs is about 2" ~!; hence, there are 2 x 2"~}
plain-texts. Six and two nibbles of the master
key are guessed in second and third step, respec-
tively, thus the term 224 x 2% will be appeared
in time complexity of this part. Consider sec-
ond column of the whitening key in the last
round and as mentioned previously, W K[5] and
W K|[6] are known. The early-abort technique
is utilized as follows. First, calculate Xg[5, 6].
After that, if AXg[5] and AXy[6] are the same,
guess WK[4] and afterwards, calculate Xg[4].
The probability that AXg[5] and AXg[6] are
identical is 274, hence Xg[4] can be calculated
with probability of 27%. If AXy[4], AXg[5] and
AXy[6] are the same, by taking into account the
known WK/[10], compute Xo[10]. After that,
guess WK|[11] and compute Xg[11]. The prob-
ability that AXg[4], AXg[5] and AXy[6] are
equal is 278, as a deduction Xg[10] and Xg[11]
are computed with probability of 278. Next,
guess WK8] and calculate Xg[8] if AXg[10]
and AXg[11] are the same values and AXy[4],
AXy[5] and AXy[6] are equal. Thus, Xg[8] is cal-
culated with probability of 2712 . If AXy[4] =
AXQ [5] = AX9[6] and AX9[4] = AXg [5] =
AXy[6], compute Xo[15] using W K[15] that is
known from stage 2. Thereupon, guess W K|[13]
and calculate Xo[13]. The probability that the
differences in nibbles [4,5,6] and [8, 10, 11] of
Xo are the same is 2716; therefore, with the
same probability, Xo[13] and Xg[15] can be com-
puted. Finally, if X¢[13] and Xg[15] are equal,
guess WK|[12] and calculate Xo[12].
For each remaining pairs, guess uo[7, 9, 14] (note
that MC(ug) = ko) and compute Zy[7,9, 14]
and Xg[1,2,3]. Find those pairs that each has
equal values in AXg[1], AXs[2] and AXg[3].
If at least one pair remains, calculate the and
discard corresponding master-key
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Complexity analysis Table 4. Time Complexity of 10-Round Attack on Midori64

In step 2, 3, 4 and 5 we guessed 24, 8, 20, 12 key
bits, respectively. Hence, the expected number of the
remaining wrong keys is N = 264 x (1 — 2_8)2%25.
If we want to have small time complexity, we set
n = 37.97 thus data complexity is 261°7 chosen plain-
texts. The total time complexity is about 237-7! 10-
round encryptions and memory complexity is 24! 64-

bit blocks. Table 4 summarizes the procedure of the 4 ;n2+32%8§212+2 10 x 21242710 X210 42720 x 220 =
attack. Note that the last row of Table 4 indicates
the time complexity of examining the remaining keys
via one plain-text/cipher-text pair to find the correct
key. In the last step, the probability of equality of
AXg[1], AXg[2] and AX5[3] is 278, thus the probabil-
ity of remaining a wrong key for each pair is 1 — 278,

Step Time Complexity in One Round Encryption

2 2n+24 X 224 X E — 2n+46.58
g2 5 924 5 98 5 2 gnBig  gn—1 5 924

1
28><E><[2+2—4><24+2—8><24+2—8><28

n—25
S

3
5 2x212x252x T X[+ (1-278)+ - -+(1-278)

ERK 10 x 2128 x (1 —2-8)2" "%

*ERK: Examining the Remaining Keys by using one pair of
plain-text/cipher-text.

The number of remaining pairs is 27~ 2%, on average.
Therefore, the probability of remaining a wrong key
is about (1 — 2*8)2"720 and the number of 10-round
encryption that must be done for finding a correct
key is 2128 x (1 —278)2""™ that is called ERK (Ex-

pairs. Taking 2" structure, there will be 2724
plain-texts and 27147 pairs.

(2) Guess WK|[3,7,8,9,12,13]=(ko®k1)[3,7,8,9, 12, 13]

and calculate Z;. Afterwards, hold only pairs
that have AZ;[8]=AZ;[9]=AZ;[10] as well as

amining the Remaining Keys) in Table 4. AZ1[12) = AZ;[13] = AZ,[15]. Because proba-
bility of the event is 2716, the remaining pairs

are about 271+47-16 — gn+31

KA
1 T (3) Guess ko[11, 14] and compute Y3[11, 14]. Keep
EEE * only pairs that have same values in AY3[11]=
AY5[14]. Hence, after this step 27314 = 2n+27
v z v x pairs exist, on average.
* * * . .
s8 o s Mc Ka (4) Ask for corresponding cipher-texts for each
— /R — - — _ 1 .. .
remaining plain-texts. For round 9 and 10,
* * * *
swap the MizColumn and KeyAdd opera-
E tions and consider the equivalent sub-key
N 7-round impossible b
a differential b
b * | * KA * | *
* | * v\\,’\;:' * | *
SB sc MC K|k KA d [ k| ok P -
Inv * Inv * Inv * * Inv * * * | * * | *
— — 9
* * * | ¥ * |k
* * * | ¥ * |k Y z Vv X
* | * * |k
sB T T+ B 1 SC A Mc KA
& ] B . A HE R R
* |k * | * * | % * * *
* |k * |k
SB . o
7-round impossible
— . - b
Figure 5. Impossible differential cryptanalysis of 10-round a differential b
Midori64. 2 b
SB scC * McC * * KA * *
‘In_v * Inv Inv [ * | * Inv [ * | * 9
4.2 Impossible Differential Cryptanalysis of . N INEE INEE
11-round Midori64
SB * * SC * [ k| ¥ MmC ? * |k ') KA ? * | % ?
In this subsection we explain an impossible differential & BT & ] & PR & R 4
1o . . ik AREEE HHEE
attack on 11-round Midori64 including pre-whitening * ¥ ORE ST 2]+ GRC
key shown in Figure 6. The attack on 11-round Mi- w [T e
dori64 is: v Ta]*]* — 22 * 1
AREE AREE
(1) Choose a group of 224 plain-texts which have AREE ANEE

fixed values in all nibbles, except positions
(3,7,8,9,12,13), which is named a structure. A Figure 6. Impossible differential cryptanalysis of 11-round

structure forms approximately 224 x 223 = 247 Midori64.
@




wi=MC™1(k;). Compute MC~1(X1), exclud-
ing KeyAdd operation. Consequently, guess
u1[0,1,3,4,7,8,9,13,15] and calculate Zq.
Hold only those pairs that have zero differences
in positions (2,5,6,10,11,12,14). Hence, the
number of remaining pairs is about 2727728 =
27~1. Afterwards, compare the non-zero dif-
ferences in first column of Xg and keep those
pairs that have same values for the three non-
zero differences. Perform the same procedure
for third and forth columns, too. The proba-
bility for that to occur is about 278%3 = 2724
therefore, the expected number of remaining
pairs is 2771724 = 27725 gveragely. To reduce
time complexity we use early-abort technique
in this step. There are 27124 plain-texts in the
first part of this section and in stage 2 and 3,
24 and 8 bits of the master key are guessed,
respectively. The time complexity of this step
is 27124 x 224 x 28, The second part contains
the dominant term of time complexity and
using early-abort is so beneficial in this part.
At first, guess u1[0,7] and calculate Xg]0, 1].
If AXg[0] and AXgy[1] are the same, guess
u1[9] and compute Xg[3]. The probability of
AXg[0] = AXg[1] is 27* and with the same
probability, the value of X1¢[3] can be found.
Guess u;[1] and u4[8] and calculate Xg[10] if
AXo[0], AXo[1] and AXy[3] are the same and
then compute Xg[9]. Hence, Xg[10] and Xo[9]
are computed with probability of 278. Guess
u1[15] and calculate Xo[8] whenever AXg[10]
and AXg[9] are equal. The nibble Xg[8] is cal-
culated in case that AXg[10] and AXy[9] are
equal. Moreover, AXy[0], AXg[1] and AXg[3]
must be equal, so the probability of calculat-
ing Xo[8] is 2712, Afterwards, guess u;[3,4]
and calculate Xg[14,15] and if AXy[14] and
AXg[15] have same values, guess u1[13] and
calculate Xg[13].

(5) For each remaining pairs, guess u[2,11,12] and
compute Zg[2,11,12] and Xg[5, 6, 7]. Find those
pairs that the values of AXg[5], AXg[6] and
AXs[7] are equal. If at least one pair conforms
to the condition, determine master-key from
corresponding sub-key and discard the master-
key.

Complexity analysis

In step 2, 3, 4 and 5 we guessed 24, 8, 36, 12 key
bits, respectively. Hence, the expected number of the
remaining wrong keys is N = 280 x (1 — 2_8)2%25. If
we want to have small time complexity, we set n =
37.87. Thus, the data complexity is equal to 26187
chosen plain-texts. Moreover, the time complexity
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is about 29963 11-round encryptions and memory
complexity is 24! 64-bit blocks. Table 5 summarizes
the time complexity of each step in the attack.

4.3 Impossible Differential Cryptanalysis of
12-round Midori64

In this subsection we describe the impossible differ-
ential attack mounted on 12-round Midori64. The
impossible differential characteristic that we use in
this attack is as the same as Section 4.2. Figure 7
shows overview of the attack.

(1) Consider a structure of 22* data in state V3

Table 5. Time Complexity of 11-Round Attack on Midori64

Step Time Complexity in One-Round Encryption

) 2n+24 X 224 % E — 2n+46.58

ont24 5 924 5 28 = =

3 16 L
Qn+539n+24 5 924 5 98 4 952 —1 %224 % 28 x 28 x — x
24274 x2%+278 x28 4278 x 212 4 2712 «

4 216 + 2716 % 220 +2716 X 224 + 2720 X 228} —
gn+56 | gn+45.13

n—25
7

3
5 2x212x268x 6 X [L+(1—278) 4+ (1-278)

on—25

ERK 11 x 2128 x (1 —278)

*ERK: Examining the Remaining Keys by using one pair of
plain-text/cipher-text.
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Figure 7. Impossible differential cryptanalysis of 12-round
Midori64.




January 2018, Volume 10, Number 1 (pp. 3—14)

which have different value in (3, 7, 8, 9, 12, 13)
positions and have fixed values in other nibbles.
Each structure consists of about 224 x 223 = 247
pairs. Taking 2" structure, there will be 27+24
data and 2747 pairs.

(2) Find P using V; to reach aforementioned plain-
texts.

(3) Guess k¢[3,7,8,9,12,13] and compute Zs. Keep
only pairs that the value of AZ,[8]=AZ5[9]=
AZ5[10] and AZ5[12)]=AZ5[13] = AZ5[15] are
equal. Thus, the remaining pairs are about
2n+47716 — 2n+31'

(4) Guess kq[11, 14] and calculate Y3[11,14]. Hold
only pairs that AY3[11] = AY3[14], leading to
ont3l=4 — 9427 pairs, on average.

(5) Ask for corresponding cipher-text for remaining
plain—text and find X717 and Z14 :Mcil(Xlly
Keep only pairs that have zero value in
AZ11]2,5,6,10,11,12,14]. The probability of
such event is 2728; thus, the number of remain-
ing pairs is about 272728 = gn—1,

(6) Guess ug[0,1,3,4,7,8,13,15], and compute X1q
(note that uo[9] = uo[8] @ ko[8] & ko[9]). Find
only pairs that satisfy AX;0[0] = AX0[l] =
AXH)[?)], AXl()[S] = AXlo[g] = AX10[10] and
AX10[13] = AX10[14] = AX10[15] Hence the
number of remaining pairs is about 2772%. In
this step, we use early-abort technique to re-
duce time complexity. Details of using this tech-
nique is as follows. Guess ug[1, 8] and calculate
)(1()[97 10] If AXlo[IO] and AX1()[9] are identi-
cal, guess uo[15] and then compute X1¢[8]. In
the case that AX[10], AX10[9] and AX1[8]
are the same, guess uo[0] and compute X14[0].
Considering the known kg[8] and ko[9] which
are guessed in stage 3 and the known wu[8], cal-
culate ug[9] and then X1¢[3]. Guess uo[7] and
then find Xlo[l] if AXlo[O] and AX10[3] are
equal. Afterwards, guess ug[3,4] and compute
X10[14, 15] If AX10[14] and AX10[15] are the
same, guess uo[13] and calculate X10[13].

(7) For desired remaining pairs, guess u1[2, 11, 12]
and compute Xg. If the condition AXgy[5] =
AXg[6] = AXo[7] is satisfied, calculate the
master-key from the corresponding sub-key and
discard the master-key.

Complexity analysis

In step 3, 4, 6 and 7 we guessed 24, 8, 32, 12 bits of
key, respectively. Hence, the expected number of the
remaining wrong keys is N = 276 x (1 — 2_8)2"725.
We set n = 37.87 to reach small time complexity,
thus data complexity is 26187 chosen plain-texts.
The total time complexity is about 290-°! 12-round
encryptions, requiring 24! 64-bit blocks of memory.

Table 6 summarizes the procedure of the attack.

Table 6. Time Complexity of 12-Round Attack on Midori64

Step Time Complexity in One Round Encryption

2 2n+24
3 2n+24 x 224 X E — 2n+46458
4 ont24 924 o 98 % — on+53
2n+24 X 224 X 28 —
1
ont569 s gn—1 5 924 5 98 » 928 x EX
24274 x 244278 x 28 1278 x 28 1 2—12 x 212 ¢

6 2716 x 916 4 9—16 5 920 | 9—20 y 924] — gn+41.29

n—25
S

7 2x212x264 % 1—36 X[14+(1=278)4-+(1-278)

on—25

ERK 12 x 2128 x (1 —278)

*ERK: Examining the Remaining Keys by using one pair of
plain-text/cipher-text.

5 Conclusion

In this paper, we presented two new 7-round impos-
sible differential paths of Midori64 and Midoril28.
Based on these paths, we mounted an attack to 10-
round Midori64, covering pre and post whitening keys,
with data complexity of 26497 chosen plain-texts and
time complexity of 28771 10-round encryptions. Next,
we showed 11-round attack, containing pre whitening
key, with time complexity of 29063 11-round encryp-
tions and data complexity of 26187 chosen plain-texts.
Finally, we mounted impossible differential attack on
12-round Midori64 which requires 26187 chosen plain-
texts and with 299°! time complexity of 12-round
encryptions.
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