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ABSTRACT
With the advancement and development of computer network technologies, the
way for intruders has become smoother; therefore, to detect threats and attacks,
the importance of intrusion detection systems (IDS) as one of the key elements
of security is increasing. One of the challenges of intrusion detection systems is
managing a large amount of network traffic features. Removing unnecessary
features is a solution to this problem. Using machine learning methods is one
of the best ways to design an intrusion detection system. Focusing on this
issue, in this paper, we propose a hybrid intrusion detection system using the
decision tree and support vector machine (SVM) approaches. In our method,
the feature selection is initially done by the C5.0 decision tree pruning, and
then the features with the least predictor importance value are removed. After
removing each feature, the least square support vector machine (LS-SVM) is
applied. The set of features having the highest surface area under the Receiver
Operating Characteristic (ROC) curve for LS-SVM are considered as final
features. The experimental results on two KDD Cup 99 and UNSW-NB15 data
sets show that the proposed approach improves true positive and false positive
criteria and accuracy compared to the best prior work.
c 2019 ISC. All rights reserved.

1

Introduction

owadays, network security is becoming an inN
creasingly important demand. As networks can
become vulnerable to attacks from both internal and
external intruders, IDSs are becoming more important to manage threats and attacks. An IDS helps to
detect unauthorized use, alteration, and destruction
of information systems [1]. IDSs are classified into two
groups: host-based and network-based; Host-based
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IDSs monitor the data and processes of a particular host’s software environment. On the other hand,
network-based IDSs detect attacks through network
traffic monitoring [1, 2].
The detection methods used by IDSs can be categorized into two main categories: misuse-based and
anomaly-based [1, 2]. Misused-based IDSs detect attacks by comparing new traffic data with the signature of known attacks. They have a high true positive rate for known attacks. However, these systems
are not able to detect new attacks. Furthermore, it
is necessary to update the database of attack signatures continuously [3]. Anomaly-based IDSs model
the normal network behavior. A deviation from the
normal behavior model indicates the occurrence of an
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anomaly. The main advantage of this category is its
ability to detect zero-day attacks [3]. Anomaly detection is an estimation technique; Despite the difficulty
of predicting behavior, machine learning algorithms
can help to behavioral modeling, effectively.
A Support Vector Machine (SVM) is an outstanding and well-known machine learning classification
method that can be used to design an IDS. The key
advantage of the SVM is its mathematical tractability and geometric interpretation basic. SVM can be
considered as an empirical risk minimization method
and consequently, defines the theoretical bounds on
its performance. Least Squares SVM (LS-SVM) is a
reformulation version of SVM that solves the SVM
convex quadratic programming problem, faster and
easier, with the higher performance [4]. Also, feature
selection is a useful step before the development of
many machine learning-based systems, such as IDSs
that can improve classifier efficiency.
The feature selection eliminates the irrelevant or
redundant features in each class; It reduces the computational complexity and can optimize the classification results. The most well-known classification for
feature selection approaches classifies these methods
into the filter-based and wrapper-based methods. In
the wrapper-based methods, a classification algorithm
is used to assess various feature subsets. However, in
the filter-based approaches, the best feature subsets
are identified using statistical techniques [5, 6]. Some
machine learning methods can be used to select features in the form of the filter or wrapper techniques.
In the literature, a decision tree is one of the most
popular and influential classifications and predictive
machine learning methods. Decision trees use the divide and conquer method; in each step, they split the
instances according to specific feature values that are
selected using a criterion; Various decision tree algorithms used different criteria to this progress. The decision tree has a high predictive performance in spite
of its small computational effort. It can easily handle
the large datasets and datasets with missing values.
Various researches use the decision tree in different
manners to develop or enhance an IDS. In some of
them, it acts as a classifier [7–15]. Another group of
researchers used the decision tree building criteria,
such as information gain, gain ratio to prioritize and
select the best features [8, 16–20]. In a decision tree
expansion process, after dividing the dataset using different values of the feature with the highest criterion,
the criterion will be computed again because of relation exists between the features. It helps to determine
the maximum and the minimum number of features
in the regular form, but the mentioned approach outlines the number of features manually. However, the
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main flaw of this viewpoint is using the criteria in one
step, without building the decision tree. In such a case,
they are forced to determine the number of features
contractually. On the other hand, some researchers
used the decision tree for extracting the rules for a
misused-based IDS [21].
The decision tree algorithms prefer a tree that is
not complex, with the minimum number of nodes
and depth. Reducing tree complexity increases its accuracy [22]. A decision tree uses some methods like
pruning to getting simply. This paper develops an
anomaly-based NIDS using C5.0 decision tree algorithm to optimizing feature vectors and LS-SVM as
the classifier. We named our proposed method DTLSSVM. The decision tree’s desire to reduce its complexity and simplicity is the foundation of proposed
feature selection [23]. In this paper, we extend the previous method in a new structured way by combining
the filter-based and wrapper-based feature selection
methods [24]. Also, the values of the true negative rate
and false positive rate are added to the normal class
detection results. On the other hand, we assess our
proposed on two well-known data sets named KDD
CUP 99 and UNSW-NB15. Whereas, the previous research has used the UNSW-NB15 data set. Our new
feature selection method is a hybrid model where both
filter-based and wrapper-based approaches are used
to find the best minimal feature set. Accordingly, DTLSSVM has three components that first and second
ones include the hybrid feature selection, and the last
component intends our NIDS detection phase. We
use multiple criteria together to select the features.
Whereas, in the first component, at first, features
without any effect on the demarcation of the training
instances, are eliminated during extending decision
tree using the gain ratio criteria. Then the other novelty of our feature selection is downsizing the remainder feature set by applying the error-based pruning
algorithm with the pessimistic upper bound error criterion to prune the constructed tree, without losing
detection performance [25, 26]. Here, both decision
tree and error-based pruning algorithm try to find the
best feature set relied on the general characteristics
of the data. Therefore, this phase is considered as the
filter-based feature selection approach. Decision tree
and error-based pruning algorithm may tend to select
redundant features; therefore, in the second component, a wrapper-based method is utilized to achieve
the minimum number of features. The second phase
uses the predictor importance criterion, presented in
the C5.0 algorithm, to select feature subsets and then
evaluate them using LS-SVM algorithm. To best of
our knowledge, this is the first attempt of usage predictor importance criterion to rate the features and
choose the feature set in the intrusion detection do-
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main. The output of the second component is the final
feature set which will be used in the third component
to design the final NIDS with LS-SVM classifier.
The rest of this paper is organized as follows. Section 2 presents a review of the related work. The
proposed anomaly detection method is described in
Section 3. Section 4 includes the experimental results.
Finally, Section 5 concludes the paper.

2

Related Work

SVM is one of the most well-known methods of machine learning classification, which has been employed
by numerous researchers to design IDSs. Some machine
learning methods, such as genetic algorithm [27–30],
principal component analysis algorithm [31], decision
tree [19, 32], ant colony [33, 34], and modified mutual
information [35] methods are used with the SVM to
improve its performance. In a proposed hybrid IDS,
the k-means was used for clustering the KDD CUP
1999 training dataset and performing the feature selection, and the SVM algorithm with the RBF kernel was
employed as the classifier [36]. Xingzhu proposed an
IDS using the ant colony method for feature selection
and a feature weighting SVM [34]. Amiri et al. studied
two feature selection methods, viz. linear correlation
coefficient and forward feature selection algorithm
(FFSA) and proposed modified-mutual information
feature selection (MMIFS). They used the LS-SVM
as the classifier. According to the numerical results,
MMIFS performed well as regards feature selection
of the Probe and R2L attacks while FFSA performed
well in U2R, DoS, and normal traffic. However, these
employed methods are statistical methods that only
act by estimating the appropriate results [35]. Sainis
et al. reduce the feature numbers using common feature selection techniques correlation-based Feature
Selection (CFS). They use different machine learning classifier to compare feature reduction techniques.
Dataset KDD cup 99, NSL-KDD and GureKDDcup
are used in this paper to evaluate the proposed method
They identify attacks Dos, Probe, R2L and U2R in
their proposed method [10]. Nskh et al. used the principal component analysis (PCA) method to select the
features. They analyzed the performance of different
kernel functions for SVM; finally, the SVM with the
RBF kernel function was employed as their proposed
IDS classifier. The results revealed that feature selection reduced the training and testing times in the IDS.
This research just considered the normal and attack
class types, and it cannot detect the type of attacks
[31]. Nema et al. proposed a multi-layer IDS. They
have used the SVM as the classifier and employed the
genetic algorithm to perform feature selection. Each
layer detects one of the Probe, DoS, R2L, and U2R attacks in NSL KDD dataset [29]. Moreover, in our last

work, we used a combination of the genetic algorithm
and LS-SVM to select the optimal and appropriate
features for the KDD CUP 99 and the UNSW-NB15
datasets. We provided a new fitness function according to the effect of the features in the LS-SVM detection accuracy [28]. The genetic algorithm has high
computational complexity, and despite the fact that
the genetic algorithm may lead to the optimal feature
set, it has no guarantee to achieve the optional result.
Therefore, we decided to use the decision tree to take
its advantages like simplicity and adaptability.
Peddabachigari et al. proposed a hierarchical hybrid IDS using decision tree and SVM. They used
the ensemble model based on the decision tree, SVM
and their DT-SVM hybrid model. When none of the
basic classifiers can detect a class as well, using the
ensemble approach will not be suitable; thus, the final
results are not appropriate for some class like U2R.
This article uses the accuracy criteria and doesnt mention to others like false positive rate [37]. Mulay et al.
proposed tree structured multiclass SVM to increase
the accuracy criterion of IDS, but they dont prove
their claim using numerical experiences [13]. Similarly,
Teng et al. combined the decision tree and binary SVM
methods to develop a multi-class SVM based on KDD
CUP 1999 different types of attacks. They designed
their IDS for TCP, UDP and ICMP network packets.
Also, they selected the features for these three groups
separately; but they did not mention how they did
it. This proposed IDS improved the accuracy compared to using SVM or decision tree singly. The results
have shown an average accuracy of 89.02% [12]. In the
method proposed by Goeschel, first, the linear SVM
approach was used to divide the data into the Normal and Attack classes. Afterward, the attack traffic
was processed in phase 2 using the J48 decision tree
to specify the attack types. In the next step, nave
Bayes classifier and J48 decision tree were employed
to estimate the unknown instances classes. The decreased FPR was the main finding from this research
but using three classifiers and lack of feature selection,
cause a heavy computational detection and wasting
the time [15]. These works have used the decision tree
as the IDS classifier. In some other studies, decision
tree making criteria, such as information gain, gain
ratio, and chi-square have been used to determine the
features priority for feature selection. Foroushani et
al. proposed an anomaly-based IDS using the decision
tree and k-NN approaches. They employed the “information gain” criterion of the ID3 decision tree to
determine the importance of the features and select
30 more important features [8]. Sangkatsance et al.
proposed a real-time IDS named RT-IDS. In this system, after extracting 12 features from the headers of
the network packets, the importance of each feature
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was determined using the “information gain” criterion.
The strength of the proposed RT-IDS was its ability
to detect the DoS and Probe methods [20]. Moreover,
in another work, the authors used the gain ratio criterion for rating the features. Then they choose the
first 35 features with the heist gain ratio value [16].
Similarly, Latha et al. prioritize the features using
a combination of gain ratio and chi-square criteria
[18]. Janarthanan et al. performed feature selection
by combining the methods of feature selection, including CfsSubsetEval (attribute evaluator) + GreedyStepwise method and InfoGainAttibuteEval (attribute
evaluator) + Ranker method in weka. They used a
random forest classification method to classify the
traffic data. Also, they conducted their experiments
on the UNSW-NB15 dataset [38]. The significant vacuum of such methods is using decision tree criteria
once, without extending a decision tree. Therefore,
they can’t determine the best number of features for
each attack and normal classes separately.

3

Proposed Method

In this paper, we aim to develop a hybrid anomaly detection system using state-of-the-art machine learning
techniques. To do so, our proposed system utilizes both
filter and wrapper-based feature selection methodologies to find the best subset of features, which outperforms our detector. The proposed system adopts the
decision tree as a filter-based feature selection method
in addition to the LS-SVM as the state-of-the-art
learner which is employed in wrapper-based feature
selection and considered as our final IDS. Hence, our
proposed method is named as DT-LSSVM.
Figure 1 depicts the overall architecture of DTLSSVM. It has three main phases, 1) filter-based feature selection, 2) wrapper-based feature selection, and
3) detection. Through the first phase, a subset of features is selected regardless of our detection model.
Since filter-based methods rely on general characteristics of the data, they are particularly effective in
computation time and robust to over-fitting. However,
filter methods tend to select redundant features because they do not evaluate various selected feature sets.
Therefore, they are mainly used as a pre-processing
method, and here we consider filter-based feature selection as the first phase of our proposed system. On
the other hand, in the second phase, wrapper methods evaluate subsets of features which allow detecting
the possible interactions between features. In other
words, the wrapper model requires one predetermined
machine learning algorithm and uses its performance
as the evaluation criterion. Since our system uses LSSVM as its intrusion detector, our proposed wrapper
feature selection searches for the features better suited
to LS-SVM and improves its performance. In the last
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Figure 1. A representation for the proposed DT-LSSVM IDS

phase, named detection, we use the LS-SVM as a machine learning technique to predict the alarm of unseen traffic data. In following, the two main phases
of our proposed system, i.e. the filter-based feature
selection and the wrapper-based feature selection, are
described in detail.
3.1

Phase 1: filter-based feature selection

As shown in Figure 2, phase 1 aims to identify the features in each dataset that more properly distinguishes
each class from the other classes. Here, we consider the
binary classification problem. Hence, for the normal
category and for each attack category, an independent
classifier is built. In each one, the samples of the corresponding category are considered as positive samples,
and the other samples would be considered as negative ones. Thus, through the preprocessing component
of our architecture, the entire dataset is reshaped in
which consists of two classes (i.e. the samples from the
desired category are labeled positive and the samples
from the other categories are labeled negative).
To find the distinguishable feature set, we proposed
a three-layered feature selection mechanism. Firstly,
a decision tree is utilized to find features which can
more accurately distinguish samples according to general characteristics of the data. Secondly, we apply
error-based pruning on the obtained decision tree to
eliminate the features which do not affect the classification error, means the elimination of such features
does not increase the classification error. Finally, we
use a wrapper-based feature selection method using
LS-SVM as its classifier to find the minimal effective
feature set. Please note that the first and second techniques are filter-based feature selection method and
would be done in phase 1.
A decision tree is a classifier that divides the instances with a greedy recursive approach. A decision
tree method consists of the following steps.
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GainRatio (S, A) =

IG (S, A)
(1)
SplitInf ormation (S, A)

Where S presents instances, A is a specific feature,
and IG denotes the information gain criterion [40].
This criterion, which is used to expand a decision tree
using the ID3 algorithm, is obtained via the following
relation.

X

IG (S, A) ≡ Entropy (S) −

v∈V alues(A)

|Sv |
|Sv |
log2
|S|
|S|
(2)

Where Sv is a subset of S in which the value of the
feature A is equal to v for all instances. Entropy(S)
determines the impurity of the S dataset and is calculated as follows:

Entropy (S) = −

c
X

n
[

Pi × log2 Pi

x=1

Xi

i=1

n
[

Xi (3)

i=1

In formula (1), the SplitInf ormation cancels the
effect of the features that have a large number of
values in which have large IG. This value is obtained
by formula (4).
Figure 2. Phase 1: filter-based feature selection

SplitInf ormation (S, A) ≡ −
(1) Consider all the training data in the tree root.
(2) Select a feature for expansion based on statistical
and specific criteria. Here, since our decision
tree is C5.0, the gain ratio is utilized to expand
the tree nodes.
(3) Divide the data based on the values of the selected feature in two or more branches.
(4) Repetition of steps 2 and 3 in a recursive manner on each branch of division. This repetition
would be ended when each following condition
is satisfied:
(a) When all samples are put into one category
after classification
(b) When there is no other feature for expansion
The tree has grown to a predefined size limit The
C5.0 algorithm is an improved version of the wellknown and commonly used decision tree algorithm
named C4.5 [39]. C5.0 is built with a top-down recursive greedy approach and utilizes the gain ratio
to expand the tree nodes; So that, at each stage, the
feature that has the highest gain ratio value is chosen for expansion. The Gain ratio is calculated by the
following formula:

c
X
|Si |
i=1

|S|

log2

|Si |
(4)
|S|

After building our decision tree, an error-based
pruning mechanism is carried out to reduce the classification error caused by the noise or excessive details of the training data [26, 41]. Indeed, error-based
pruning is a more sophisticated version of pessimistic
pruning. In error-based pruning, each node from root
to leaves can be considered to be deleted. Each node
and its sub-tree would be deleted if the pessimistic upper bound error of classification when this node is not
considered is not greater than the upper bound error
when this node exists in the decision tree. Considering
the confidence level of α, the pessimistic upper bound
error is obtained using the normal approximation to
the binomial distribution. This error can be calculated
via the following formula [41, 42].
s
εU B (T, S) = ε (T, S) + Zα

ε (ε (T, S) . (1 − ε (T, S)))
|S|
(5)

In this formula, ε (T, S) is the false classification rate
for tree T in the S training dataset. Moreover, Z is the
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the root node is 100% because all samples are in the
root and consequently, the feature presented in the
root node influences the classification of all samples.
Similarly, this ratio is calculated for each feature in
the nodes [26].
The third level of our proposed feature selection is
a wrapper-based method which is done as following
steps:
(1) Considering training samples using the current
feature set.
(2) Learning LS-SVM using the above training samples.
(3) Evaluating the current feature set by measuring
the performance of LS-SVM on the test samples.
(4) Updating the current feature set by eliminating
the feature with the lowest PI from the current
feature set.
(5) Repeating phases 1 to 4 until the ending condition is satisfied.

Figure 3. Phase 2: wrapper-based feature selection

inverse of the standard normal cumulative distribution
and α shows the confidence level. The following values
are calculated through top-down navigation of the
nodes.
3.2

Phase 2: wrapper-based feature selection

Through the previous phase, a feature set is firstly
selected by a decision tree based on the gain ratio,
and then this feature set is modified according to the
pessimistic upper bound error. Therefore, the input
samples of this phase are presented in the selected
feature space. Here, we aim to develop a wrapper-based
feature selection method to select the minimal best
feature set among the possible feature set outputted
from the previous phase (Figure 3). To do so, firstly
the predictor importance (PI) of each feature in the
pruned decision tree is calculated. Then, the features
are sorted by this criterion.
PI is a feature evaluation criterion which is calculated for each node of the C5.0 decision tree. The PI
of each node specifies the percentage of the training
instances that are divided by the values of the corresponding feature in this node. For example, the PI of
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The ROC AUC criterion of the LS-SVM is calculated to measure the performance of classification in
step 2. ROC AUC is a performance measure for machine learning algorithms. ROC is a graph of True
positive rate against false positive rate. The area under the ROC curve provides a scalar criterion for comparing the performance of different classifiers. This
criterion is between 0 and 1. The closeness of its value
to 1 shows a better performance, and if this criterion
is less than 0.5, the classifier is unacceptable. ROC
AUC is not sensitive to changing the data distribution
as well as it considers TPR and FPR in proportion to
each other.
Algorithm 1 Phase 2: Wrapper-based feature selection
Require: Xtrain is the training sample set, Xtest is the test
sample set, F S is the second feature set selected in phase
1, m is the minimum number of feature which must be in
final features set, N is the size of the second features set
Ensure: Final selected feature set
1: Calculating P I of the features in F S
2: Sorting F S according to the P I of each feature increasing
3: F S0 = {f1 , f2 , · · · , fn } where P I (fi ) < P I (fj ) and i < j
4: for k = 0 to (n − m) − 1 do
5:
Considering training samples (Xtrain (F Sk )) and test
samples (Xtest (F Sk )) using F Sk
6:
Training LS-SVM on (Xtrain (F Sk ))
7:
Evaluating F Sk by calculating the ROC AUC of learned
LS-SVM using (Xtest (F Sk ))
8:
F Sk+1 = F Sk − {fk+1 }
9: end for
10: Find the feature set that has the highest ROC AUC as
the final selected feature set.

According to these advantages we consider this
criterion to evaluate our wrapper classifier LS-SVM.
Therefore, in this phase, those features yielding the
highest ROC AUC values are selected as the final
feature set (Figure 4).
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Figure 5. Find the maximum margin between support vectors
and find the optimal separator [43]

Figure 4. Final LS-SVM classifier

Algorithm 1 presents the Pseudo code of our proposed wrapper-based feature selection method.
In each iteration of the repeating loop, the feature
with the lowest PI is eliminated. Therefore, the feature
set in each iteration (from 0 to (n − m) − 1) can be
modeled as follows:

F S0 = {f1 , f2 , ..., fn } whereP I (fi ) < P I (fj ) and i < j
F S1 = F S0 − {f1 } = {f2 , ..., fn }
F S2 = F S1 − {f2 } = {f1 , f2 } = {f3 , ..., fn }
(6)
...
F Sn−m = F S(n−m)−1 − {fn−m } = {fn−(m−1) , ..., fn }
In the above expressions, F S0 is corresponding to
the output feature set from phase 1. F S1 to F Sn−m are
feature sets that obtained through eliminating feature
with lowest predictor importance criterion in each
loop repetition. It should be noted that m presents
the minimum number of features which is allowed.
We choose LS-SVM classifier for evaluating the feature sets. Generally, SVM is a well-known machine
learning method used for classification and regression
problems. It is a linear binary classifier that can classify the data by finding hyperplane. SVM can also
classify the data which are not linearly separable. It
uses the kernel to map the data into higher dimensional space in where data can be separable through a
hyperplane [44]. One of the distinctions between SVM
and other classification methods is that it considers
the maximum distance between the separators and
the marginal data (Figure 5). In fact, unlike the other
neural networks, SVM reduces the operational risk of
the target function instead of reducing the classifica-

tion error. Hence, it can select the separator parameters precisely and optimally, and it does not obtain
the separator via trial and error.
LS-SVM is a reformulation of the original SVM
which using the least square error. The higher speed
and accuracy, and the solution to the local optimal
problem are the main advantages of the LS-SVM
compare to the original SVM [45].
In our proposed architecture, the network traffic
data are the input to the IDS, and the LS-SVM classifier is trained after the feature selection is carried out
by the decision tree. We use LS-SVM as our model
in the second phase named wrapper-based feature selection. Afterward, we use the learned SVM as our
detector in the detection phase. Hence, our system
can detect different traffic classes to produce alarms
when detecting an attack.

4

Experimental Results

In this section, we evaluate our proposed IDS using two
well-known datasets, named KDD CUP 99 and UNSWNB15. Firstly, these datasets and their characteristics
are presented. Secondly, the evaluation criteria are
introduced. Finally, the experiments and results are
presented.
4.1

Datasets

In this paper, the KDD CUP 99 and UNSW-NB15
datasets are used to evaluate the proposed IDS. The
KDD CUP 99 dataset was developed by MIT Lincoln laboratories based on the DARPA 1998 intrusion
detection evaluation program [46]. This dataset was
developed to study and evaluate the researches on intrusion detection. Lincoln laboratory collected the raw
TCP traffic data of a local area network (LAN) within
nine weeks. The collected data included approximately
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five million connection records, and each record represented a TCP/IP connection with 41 features. The
features of the KDD CUP 99 dataset were grouped
into the following four groups: substantial features,
content features, time-based traffic features, and hostbased traffic features. The attacks contained in this
dataset were also put into five categories, namely DoS,
probe, R2L (remote to local), and U2R (user to root).
Each group included a specific type of attacks.
Moustafa and Slay stated that the KDD CUP 99
and NSL-KDD datasets were unable to support new
attacks by the IDSs. Accordingly, they introduced a
dataset based on UNSW-NB15 network [47, 48]. This
dataset consisted of 9 different attacks (reconnaissance,
shellcode, exploit, fuzzers, worm, DoS, backdoor, analysis, generic, and normal traffic), and each sample has
49 features in UNSW-NB15. This dataset consists of
a total of 2540044 records [47]. These 49 features are
classified into the following 6 groups: flow features,
basic features, content features, time features, additional generated features, and labeled features. The
additional generated feature category is divided into
two subgroups named general purpose features (features no. 36 to 40) and connection features (features
no. 41 to 47) [38].
4.2

Evaluation Criteria

The proposed IDS is evaluated using the three criteria:
1) True Positive Rate (TPR), which is also known
as the detection rate and is obtained via the formula
(7). 2) False Positive Rate (FPR), which is calculated
via formula (8). 3) Accuracy, which is the detection
accuracy and is obtained using the formula (9).

T P R = T P /(T P + F N )
(7)
F P R = F P /(T N + F P )
(8)
Accuracy = (T N + T P )/(T N + T P + F N + F P )
(9)
Where T P denotes the number of attacks records
detected correctly, and F P stands for the number of
attack records which was detected as normal attacks
incorrectly. T N also represents the number of normal
samples assessed normal, while F N shows the number
of abnormal samples considered normal.
4.3

Experiments and Results

The experiments were carried out using a system
running Windows 10 with an Intel Core i7 2.80 GHz
CPU and 16GB of RAM. We used the LS-SVM Lab
toolbox to train the LS-SVM [49]. Given that LS-SVM
is a binary classifier, a separate LS-SVM was trained
and tested to distinguish each class from the other
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Table 1. UNSW-NB15 Selected Features
Class Type

Features No.

Selected Features

Normal

6

36 - 6 - 32 - 33 - 2 - 10

DoS

10

12 - 2 - 30 - 23 - 29 - 41 - 40 - 8 - 5 - 4

Probe

9

2 - 36 - 32 - 30 - 5 - 33 - 37 - 4 - 40

R2L

8

4 - 35 - 40 - 30 - 24 - 2 - 23 - 3

U2R

5

6 - 5 - 32 - 33 - 14

Table 2. UNSW-NB15 Selected Features
Class Type

Features No.

Selected Features

ShellCode

7

4 - 24 - 29 - 14 - 10 - 9 - 23

Reconnaissance

8

24 - 4 - 10 - 12 - 23 - 29 - 14 - 8

Generic

4

8 - 41 - 10 - 2

Fuzzer

15

4 - 10 - 24 - 41 - 13 - 26 - 14 - 11 - 25
16 - 8 - 18 - 29 - 37 - 46

Exploit

15

10 - 41 - 9 - 13 - 16 - 4 - 23 - 12 - 8 25 - 28 - 34 - 26 - 14 - 45

Analysis

14

4 - 37 - 11 - 41 - 42 - 29 - 26 - 33 - 16
- 34 - 23 - 38 - 10 - 14

Backdoor

12

2 - 23 - 25 - 13 - 8 - 28 - 14 - 41 - 10 45 - 29 - 11

Normal

4

10 - 37 - 4 - 41

DoS

16

2 - 29 - 41 - 8 - 37 - 39 - 25 - 9 - 12 15 - 10 - 16 - 7 - 18 - 31 - 4

worm

9

10 - 8 - 23 - 4 - 7 - 34 - 26 - 2 - 18

classes. For instance, in the KDD CUP 99 dataset,
an LS-SVM was trained to distinguish between the
DoS and non-DoS classes (normal, probe, U2R, and
R2L), while another LS-SVM was trained separately
for each of the 5 classes in the KDD CUP99 dataset
and the 9 classes in the UNSW-NB15 dataset.
The KDD Cup 99 and the UNSW-NB15 data sets
have more than four and two million records, respectively. These large data sets are not suitable for SVM
training. Therefore, we randomly selected 6025 records
of KDD Cup 99 as the training set and 7025 records
as the testing set as well as 86736 records of UNSWNB15 as the training set and 122067 instances as testing dataset. Please note that the training data set is
used for feature selection in C5. 0 and the LS-SVM
training.
The machine learning methods used in our model,
namely C5.0 and LS-SVM, are trained using training
dataset. The evaluation dataset is used in the second
phase of our model, namely wrapper-based feature
selection. The final feature set is selected in such a way
that the performance of LS-SVM is the best on the
test dataset. Finally, the evaluation dataset is used in
experiments to evaluate the accomplishment of our
proposed IDS.
The number of final selected features in our proposed feature selection method is not the optimal
number, but we indicated the best number of features
using their importance. We begin with pruning output
features and incrementally eliminate the least significant features in phase 2. In each step of phase 2, TPR
and FPR criterion are considered, and ROC AUT is
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Table 3. Training and Testing runtime per training and testing
UNSW-NB15 instance
Building time(ms)

Test time(ms)

Shellcode

0.3094

0.0633

Reconnaissance

0.0650

0.3520

Generic

0.0577

0.2506

Fuzzers

0.6202

0.0990

Exploit

0.7218

0.1218

Analysis

0.6034

0.1216

Backdoor

0.9101

0.1359

Normal

0.8073

0.1303

DoS

0.7715

0.1627

Worm

0.3853

0.0572
Figure 6. UNSW-NB15 Classes ROC

Table 4. Training and Testing runtime per training and testing
KDD CUP 1999 instance
Building time(ms)

Test time(ms)

Normal

0.0904

0.3304

DoS

0.0993

0.1447

Probe

0.1674

0.0517

R2L

0.0683

0.2858

U2R

0.0552

0.3299

obtained according to the distance between the TPR
and FPR criterions in LS-SVM with the training data.
The ultimate features are those which have maximal
ROC AUC value. Table 1 and 2 show the final features, selected for detecting each class of the datasets.
A significant reduction in the number of features is
clear in these tables. The training and testing runtime
of applying our proposed method on UNSW-NB15
and KDD-CUP99 dataset are shown in Table 3 and 4,
respectively. Figure 6 and 7 depict the ROC curve for
detecting each class in the UNSW-NB15 and KDDCUP99 datasets.
The KDD CUP 1999 or UNSW-NB15 has been
selected as the experimental data set in huge body
of literature. Therefore, we compare our proposed
IDS with some other works that have used machine
learning methods on the KDD CUP 1999 or UNSWNB15 data sets. Table 5 and 6 present the Accuracy,
TPR, FPR and ROC AUCs values for final selected
features in LS-SVM using evaluation datasets; also,
the results of other studies are shown in these tables
to compare with our method based on these criterions.
Each row in these tables is considered for evaluation of
detecting a particular class type. Please note that the
numerical results of the GF-SVM model and proposed
feature selection method in [10] were obtained after
implementing the model and using their suggested
features, and the numerical results of other resources

Figure 7. KDD CUP 99 Classes ROC

Figure 8. UNSW-NB15 Accuracy

were extracted from the presented tables in each article.
Also, in [12], the results are presented for the detection
of TCP, UDP and ICMP traffic instances, separately.
In order to compare it with our work, we consider the
average value of these results. Numerical results show
that our method has been successful in identifying all
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Generic

Reconnaissance

ShellCode

Class

Table 6. UNSW-NB15 Compared Evaluation Values

Fuzzer

Figure 9. KDD CUP 99 Accuracy

Normal

Class

TPR(%) FPR(%) AUC

DT-LSSVM

99.88

99.8

0.099

0.9985

[28]

99.86

99.8

0.068

0.9997

[35]

99.81

99.8

0.23

0.9950

[10]

99.88

100

23.10

-

[12]

92.2

-

-

-

[29]

92.95

-

-

-

Exploit

Accuracy(%)

Analysis

Model

Accuracy(%) TPR(%) FPR(%)
9.69

AUC

99.459

100

0.9516

[38]

94.41

100

100

0.996

[28]

99.30

100

12.50

0.9375

[47]

94.66

97.45

52.50

-

DT-LSSVM

95.37

93.41

2.03

0.990

[38]

93.54

90.50

2.45

0.977

[28]

89.54

88.39

8.93

0.9346

[47]

90.46

87.98

06.26

-

DT-LSSVM

96.12

98.96

7.42

0.9911

[38]

94.01

96.77

9.45

0.996

[28]

85.51

99.26

30.17

0.8402

[47]

97.29

96.49

1.70

-

DT-LSSVM

98.27

98.60

2.04

0.990

[38]

96.19

96.20

3.80

0.961

[28]

96.76

97.38

3.84

0.9803

[47]

96.06

94.34

2.27

-

DT-LSSVM

87.47

87.72

12.83

0.959

[38]

83.52

85.09

18.40

0.950

[28]

79.19

67.31

6.23

0.782

[47]

84.29

88.27

20.57

-

DT-LSSVM

97.69

99.92

27.00

0.866

[38]

93.59

99.57

82.29

0.50

[28]

-

-

-

-

[47]

93.19

99.53

87.14

-

DT-LSSVM

94.67

98.94

59.43

0.70

[38]

93.59

99.59

82.29

0.809

92.55

-

-

-

98.60

97.24

0.039

0.9860

[28]

95.16

93.80

3.86

0.9516

[35]

97.83

96.08

0.44

0.9782

[28]

-

-

-

-

[10]

93.57

90.92

3.80

-

[47]

93.19

99.53

87.14

-

[12]

82.98

-

-

-

DT-LSSVM

89.65

90.23

10.86

0.9470

[29]

97.825

-

-

-

[38]

90.10

92.17

11.73

0.911

[50]

96.6

-

-

-

[28]

83.45

92.89

24.91

0.9451

DT-LSSVM

98.42

92.56

0.74

0.9595

[28]

95.75

84.35

2.59

0.9087

[35]

95.47

79.07

2.15

0.8846

[10]

96.95

84.19

1.20

-

[12]

100 (test with 1 record)

-

-

-

[29]

90.975

-

-

-

[50]

90.2

-

-

-

DT-LSSVM

99.891

75

0

0.8750

[28]

99.891

75

0

0.8750

[35]

99.891

75

0

0.8750

[10]

99.78

65.00

0.07

-

[12]

75.0

-

-

-

[29]

98.425

-

-

-

[50]

84.98

-

-

-

Model

Accuracy(%)

DT-LSSVM

94.35

95.27

6.57

0.9435

[28]

93.19

98.71

12.37

0.9317

[35]

89.529

86.318

7.235

0.8967

[10]

89.09

80.07

1.80

-

[12]

92.76

-

-

-

[29]

99.375

-

-

-

[50]

96.12

-

-

-
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Class

Worm

DoS

Backdoor

[50]
DT-LSSVM

Normal

U2R

R2L

Probe

DoS

Class

Table 5. KDD CUP 99 Compared Evaluation Values

Model
DT-LSSVM

[47]

80.056

92.09

29.46

-

DT-LSSVM

99.33

100

70

0.6285

[38]

99.05

100

100

0.50

[28]

-

-

-

0.996

[47]

99.21

99.98

80

-

Model

Accuracy(%)

DT-LSSVM

98.29

TNR(%) FNR(%) AUC
100

4.38

[38]

98.23

99.90

4.38

0.987

[28]

41.13

6.79

4.98

0.9519

[47]

41.13

6.79

4.98

-

0.9781

TNR(%) FNR(%) AUC

classes and has yielded significant results. The results
of the comparisons show that the proposed method has
achieved better results rather than compared methods
in DoS, Probe, R2L, and U2R classes in KDD CUP
1999 and ShellCode, Reconnaissance, Fuzzer, Exploit,
Analysis, Backdoor, Normal, Worm classes in UNSWNB15 data set.
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5

Conclusion and Future Work

In this article, an IDS was proposed based on a combination of the C5.0 decision tree methods. In the
DT-LSSVM, a decision tree was used for feature selection, because it offers significant advantages in terms
of obtaining the important features through classification. We used C5.0 as the well-known version of the
decision trees. We used the gain ratio in the expansion
of tree, the error-based pruning algorithm to prune
the obtained decision tree, and PI criterion to select
the feature set in the first phase of our model, named
filter-based feature selection. In addition, we utilized
LS-SVM, as one of the most accurate and reliable classifiers in the second phase of our model. Using both
filter-based and wrapper-based feature selection methods led to the high TPR and low detection error rate.
The experiments conducted on the KDD CUP99 and
UNSW-NB15 datasets are indicative of an increase in
the detection accuracy and TPR and a decrease in the
detection error rate using a combination of the C5.0
and LS-SVM algorithms. The use of the proposed feature selection method along with other classifiers will
be explored in future research. In addition, since the
decision tree pruning algorithms are set to find the
most effective feature in each class, the use of various
decision tree pruning algorithms and a combination
of the algorithms will be studied with the aim of selecting the best features.
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