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Abstract
Detection of fake accounts on social networks is a challenging process. The
previous methods in identification of fake accounts have not considered the
strength of the users’ communications, hence reducing their efficiency. In
this work, we are going to present a detection method based on the users’
similarities considering the network communications of the users. In the first
step, similarity measures somethings such as common neighbors, common
neighbors graph edges, cosine, and the Jaccard similarity coefficient are
calculated based on adjacency matrix of the corresponding graph of the social
network. In the next step, in order to reduce the complexity of data, Principal
Component Analysis is applied to each computed similarity matrix to provide a
set of informative features. then, a set of highly informative eigenvectors are
selected using elbow-method. Extracted features are employed to train a One
Class Classification (OCC) algorithm. Finally, this trained model is employed
to identify fake accounts. As our experimental results indicate the promising
performance of the proposed method a detection accuracy and false negative
rates are 99.6% and 0%, respectively. We conclude that bringing similarity
measures and One Class Classification algorithms into play, rather than the
multi-class algorithms, provide better results.
c 2019 ISC. All rights reserved.

1

Introduction

owadays, social networks are highly used and
N
people spend a lot of time on them. Celebrities
and big companies utilize networks to communicate
with their fans and customers. News agencies also
use these networks to broadcast the news [1]. The
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growth of data transmission and confidential interactions among users might be one of the main reasons
why people ignore the negative consequences of sharing personal information on the Internet, especially
when information shared as public data for long times
[2]. alongside the growing popularity and spread of
online social networks, risks and security threats have
also increased, consequently this might affect users’
privacy and trust [3]. Protecting the privacy of users
includes protection of data shared by the users in
their profiles, as well as their communications and
activities in online social networks. [4, 5].
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Regarding the vast amount of data exist in social
networks, malicious activities and attacks such as
phishing, fake accounts creation, and spamming have
increased significantly [6]. In the attack of creating a
fake account, malicious users introduce themselves as
famous people to others [7, 8], and thus they abuse the
reputation of individuals or companies, or by creating
a fake account they manage to control an account
and start to publish false news [9, 10]. Such an attack
is mainly intended to obtain personal information
from the victim’s friends by forging a real profile and
increasing trust in friendly environments for further
deception of the users in the future [11] detecting and
discovering fake accounts through viable approaches
can improve security of active users and encourage
the producers of social network services to increase
the safety level and privacy of their services [12].
Its fifteen years since the first method of detecting
fake accounts in social networks was introduced. Since
then, many studies have been done and the newer
approaches have also challenged some. Although these
studies have generally improved network security and
its effectiveness, new challenges emerge as network
producers are trying to detect fake accounts. Some
of these new challenges are as follows.
A one problem might be due to lack of using similarity measures that consider the strength of
the mutual friends’ network communications
among users. In the present study, however, it
is believed that the more the mutual friendship
network between two users has more connections (more numbers of edges), the greater is
the power of users’ communication and therefore users’ similarity. For instance, we believe
that the similarity between v1 and u is higher
than that of v2 and u because the number of
graph edges of mutual friends between v1 and u
is more than the corresponding number for v2
and u. This has not been considered in previous
studies. Therefore, the CNGE similarity measure in Section 2.1.2 is defined for this purpose.

Assuming part of normal users as fake users
in order to balance dataset, which is an entirely
wrong assumption. To address this problem, the
SMOTE algorithm adopted for generation of the
artificial samples from the class of the fake users,
Therefore, compared to the previous methods,
the classification results improved [15].
Novelty of our research consists of the two following
parts:
In order to eliminate the challenge of not considering communications strength among users,
the present study, based on the theoretical assumptions of the graph, CNGE similarity measure is defined which can appropriately describe
this factor.
To solve the data imbalance problem, using
One Class Classification algorithms rather than
multi-class algorithms are suggested.
The remainder of this paper is organized as follows.
In Section 2, basic concepts are provided. Section 3
gives a review of the related literature. The proposed
method is elaborated in Section 4. Section 5 shows
the experimental results from evaluating the system.
Conclusions and some directions for further studies
will appear in Section 6.

2

Concepts

2.1

Graph Analysis

Based on the results of the previous studies on similarity measures, this study employed the similarity
measures based on common friends or shared connections to form a transition matrix. In what follows,
our used measures are described.
2.1.1

Common Neighbors

Let Γ(ν) denotes the neighbors of the v node. Both
v and u are more similar if they have more common
neighbors [13]. This simple criterion counts the number of common neighbors [14–16].
S(v, u) = |Γ(v) ∩ Γ(u)|

(1)

where Γ(v) denotes the set of neighbors of v.
2.1.2
Figure 1. Six neighbors and two strangers of U target users
are represented by a node and edges mark their friendship
relationships

B. In some of the previous studies, in order to
implement suggested methods some problems
existed, including: Inaccessibility to dataset of
read social networks.
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Common Neighbor Graph Edges

Number of edges represents the strength of the relationship between two nodes in the graph [17] . When
calculating the similarity of the target user u with
user v according to the network, the number of neighbors’ edges of u, v is the number of edges of the neighbors of the target user, that is, a graph consisting of
all the neighbors of u and all of the edges between
the corresponding nodes defined as Equation 2.
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S(v, u) =

log|CN (Γ(v) ∪ Γ(u))|
log(2|Γ(v)|)

(2)

Where CN is the number of neighbors they share and
Γ(v) is the number of edges in the Common neighbor
graphs (u, v) and Γ(v) , respectively.
2.1.3

Jaccard Index

This coefficient is one of the most common metrics in
data retrieval and signifies the ratio of the common
friends in a union of friends for two nodes[15, 18].
This index is formulated below:
S(v, u) =
2.1.4

|Γ(v) ∩ Γ(u)|
|Γ(v) ∪ Γ(u)|

(3)
several algorithms used in the proposed method
are introduced below.

Cosine Index

The cosine index [15, 19, 20] is defined as
|Γ(v) ∩ Γ(u)|
S(v, u) = p
|Γ(v) · Γ(u)|

2.2.1
(4)

where |Γ(v)| denotes the neighbors of v.
2.1.5

L1norm Similarity

This measure is obtained by dividing the overlapping
part of the two nodes according to their sizes as shown
in Equation (5) [21, 22].
S(v, u) =
2.2

|Γ(v) ∩ Γ(u)|
|Γ(v) · Γ(u)|

Figure 2. Different sub-branches of the machine learning field

(5)

Machine Learning

Machine learning is a procedure of using data for generation of an automatic model in a way that a set
of known features is received as input and provides
predictions as output. In other words, machine learning regulates and explores methods and algorithms,
based on how computers and machines can learn [23].
The main purpose of machine learning is to help a
computer (in the most general sense of the word) to
gradually find a higher efficiency in conducting its
designated task(s) as the amount of data increases
[23, 24]. These task(s) might range from automatic
fake detection by observation of several samples out
of the desired fake to the extraction of the patterns
in social networks for users’ classification. Machine
learning is a rapidly-growing field and is mostly used
method in four branches of supervised, unsupervised,
reinforcement and semi-supervised learning. Figure 2
illustrates different sub-branches of machine learning
are illustrated.

One Class Classification

One Class Classification (OCC) is a kind of classification in which one of the classes which is considered as
a positive a target class is well characterized by samples of educational data[25], whereas the other class
which is a negative or a null class. This class does not
have any sample but it has a few accessible samples or
this is not well defined. This unique situation trains
classifiers by defining a positive-order boundary according to the available samples of this class. In recent years, numerous studies have been conducted on
OCC, and researchers have proposed several OCC algorithms to deal with various classification problems
including unavailability of negative-class samples. In
[26, 27], A comprehensive review of such classification techniques is presented. Some algorithms used
in the proposed method are introduced below.
A.1. One Class Support Vector Machine
Scholkpf et al. [28] first introduced the One Class Support Vector Machine(OSVM) as a useful method for
data classification. In this method, using a core function, input data is first mapped to a high-dimensional
space and the origin is assumed to be from the class.
Then, the margin hyper-planes are frequently found,
which best separates the data about the number of
observations, density knowledge parameter P , and
training parameter l from the origin. v shows the parameters of the support vector fractions and distant
points. The formulation of the one-class classifier in
principal status v is shown by Equation 6.
N
1
1 X
min kW k+
Ei − P
2
vl i=1

´
s, t (w, ∅(x1))
≥ P − Ei ,

(6)
Ei ≥ 0, 1 ∈ N , v ∈ (0, 1)
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A.2. One Class Algorithm of the Nearest
Neighbor
For a test sample of v, let u is the nearest neighbor
of the learning data. Also, d(v, u) is the Euclidean
distance between v and u, and dy is the maximum distance between the test sample and its nearest neighbor among all the learning data[13]. The output of
the nearest neighborhood method can be formulated
as follows.
r(v) = d(v, u)/dy
(7)

and statistical theories[29]. Wang et al. [30] presented
an FBI-based social evaluation model. They initially
created a user-initiated social impact by examining
two main factors of user’s own importance and the
possibility of affecting others. They designed a social
impact adjustment model based on the page rank
algorithm by identifying the effect of the friends’ influence.

The value of r(v) when d(v, u) is much smaller than dy
can be considered a sign of the anomaly of v. Sample
v is placed in the ordinary data or very close to it,
and therefore it might show anomalous.
2.3

Principal Component Analysis

Interpretation is one of the main problem in using
big data, because high dimension of data makes it
difficult to handle them. One technique in order to
reduce the size of data is the analysis of the main
components. The key challenge in using the Principal
Component Analysis technique is to reduce data loss
while reducing dimensions. This is done by creation
of the independent variables. The variables Which is
the most informative the highest variance, and these
are new pc variables that lead to a slight reduction
in data. For instance, if the x matrix is a n ∗ p matrix
containing x1, . . . , xp, the PCA is followed by a linear
combination of x columns with maximum variance.

3

Review of Studies on Detecting
Fake Accounts

Many studies have already been conducted to detect
fake accounts in social networks. These methods are
generally divided into three categories as outlined in
[6].

Figure 4. Solution framework [30]

Vigliotti et al. [31] proposed a new approach in
which behavior is classified as normal or anomaly by
checking the p value associated with the occurrence
of that behavior.
3.2

Graph is one of the social network analysis methods.
In this method, the social network is mapped into
a graph, where individuals and organizations form
nodes and their communications form the edge[32, 33].
In social networks, this graph is called a social graph.
A social network graph can be static or dynamic, labeled or unlabeled[34]. Zhang et al. [35] developed a
new method for detecting fake accounts. They compared accounts with high shared followers to detect
fake accounts. The authors in[36], offered a fake account detection system was offered based on users
interactions. The researcher in [37] , Designed a fake
account detection system by combining the graphbased and forwarding-based features. Boshmaf et al.
[38] developed a random walk method to classify fake
accounts.
3.3

Figure 3. different methods for detection fake accounts

3.1

Behavior-based Methods

It has been prevalent to analyze and evaluate users’
behaviors on social networks, and as a result the security risks in the networks increased. Most behaviorbased models are derived from clustering algorithms

ISeCure

Graph-based Methods

Machine Learning Methods

In most of the machine learning methods, classifier
machine is trained by learning algorithms. Egely et al.
[39] developed a new approach to detect fake accounts
based on users’ behavior in the static models trained
by Stream-based features. Sangho Lee et al. [40] combined the clustering and the classifying methods to
provide a new schema for detecting fake accounts.
Kiruthiga et al. [41] proposed a detection system
for clone-based attacks in social networks, Figure 5
represents the structure of using Bayesian network
classifiers, information about the user profile (e.g.,
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Basic information and click pattern) and user’s active time period in social networks are first classified,
then the classes are clustered using the k-means algorithm. These clusters are subsequently sent to the
clone spotter in order to diagnose whether the users
are fake or normal. The authors also used two similarity measures of cosine and Jaccard to improve their
model’s efficiency. The proposed structure was implemented on the Facebook social network, where fairly
good results were obtained.

Figure 5. System Architecture for DCA [41]

Cao et al. [42] proposed a scalable approach to
discover a bunch of fake accounts made by a user. This
approach consists of three main steps, represented
in Figure 6. These steps are Cluster Builder, Profile
Featurizer and Account Scorer.

Figure 6. Cao’s learning pipeline implementing the fake account clusters detection approach. We assemble accounts into
clusters, extract features, train or evaluate the model, and
assign scores to the accounts in each cluster [42]

4

Proposed Mehod

This study has introduced a new method to detect
fake accounts by combination of the graph-based and
machine learning methods. Using the graph, data
about user interactions are extracted by defining some
measures of similarity. Machine learning is also used
to classify the data based on the extracted features.
The classification approach used here is based on the

one class classification so that the classifier can be
well trained according to the features of the normal
class members. The flowchart of the proposed method
is shown in Figure 7.

Figure 7. proposed Method

In this section, our proposed two-phased method
is described.
(1) Preprocessing phase: It involves mapping of the
social network into a social graph, extracting adjacency matrix, calculating similarity features,
and extracting matrix of new features.
(2) Training and detection of fake accounts
Phase 1: Data preprocessing involves the following
steps.
Step 1: In the first step, the social network is mapped
into a graph. In order to map a social network into
the graph, a node is created for each user, and an
edge is drawn between the two nodes for each connection between the users. Next, for calculation of
the adjacency matrix of the graph, if the two users
are connected, the value of 1 is designated to the corresponding row and column elements. On the other
hand, 0 is assumed for the case where the two users
are not connected.
Step 2: Analysis of the previous methods have shown
that any features could not distinguish users of a network, alone. Therefore, in the proposed method several features have been used to improve the accuracy
of fake accounts detection. The purpose of defining
similarity measures is to optimize and to enhance the
quality of the extracted features network users. The
more an extracted feature contains accurate and dis-
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5

Simulation of The Results

5.1

Dataset

The Twitter social network is used by hundreds of millions of users. We have also used
the Twitter dataset which is available online at:
https://github.com/Kagandi/anomalous-verticesdetection/tree/master/data.
5.2

Experiments

In order to simulate our experiments, we have
adopted the 2018a MATLAB software, to which
ND.
Tool
http://www.robots.ox.ac.uk/ $\
thicksim $ davidc/publications_NDtool.php
plugin with one-class algorithms is added.

Figure 8. Mapping Social Network into a Graph

tinctive information, the better that feature can be
used to detect fake accounts. In this step, for each of
the defined measures, such as the number of mutual
friends, total number of friends, Common neighbor,
Common neighbor graph edges, Jaccard similarity,
Cosine similarity, and other measures, the similarity
matrix is calculated.
Step 3: In the next step, Principal Component Analysis is used to reduce the complexity of the initial
space that works based on the similarity matrices and
extraction of the informative features from the similarity matrix that expresses the communication between
the users. The columns of the resulting matrices are
then sorted in ascending order by their corresponding
eigenvalues. A set of highly informative eigenvalues
are selected using elbow-method. next, by applying
nodes’ labels the final dataset is prepared [43].
Phase 2: The following steps shows the phase of
training and detecting fake accounts:
Step1: In this step, which is about novelty detection,
we first normalize the data using the zero-mean and
transforming the unit variance.
Step2: A novel detection method is selected and a
machine is trained with the training data. Here, according to the nature of the data, the SVMSch and
NN 1 methods are chosen to train the machine, and
then the thresholds are calculated.
Step3: The normality or fake of the accounts is determined by entering the new data with respect to the
threshold values.

1

nearest neighbor

ISeCure

(1) First, we select 1000 nodes from the social network graph of Twitter and extract the associated adjacency matrix. In the adjacency matrix,
for every two nodes that are interconnected, the
target element is 1, otherwise 0.
(2) We calculate the similarity matrices from the
adjacency matrix.
For example, in 1 pseudo code of calculating Cosine similarity matrix mentioned. Here
Pseudocode 1 calculating cosine similarity matrix
1:
2:
3:
4:
5:

Cos.matrix ← zeros (1000)//create a matrix
[1000,1000] with zero string
for i = I : 1000 do
Cos.matrix (i,j) ← sqrt(Adj (i,j) * Adj(i,j))
end for
end

Cos.matrix is a cosine similarity matrix between users and Adj is the adjacency matrix of
the network graph.
(3) Principal Component Analysis is applied to any
of the similarity matrices. For example, when
the PCA is applied to the cosine similarity matrix, which is a 1000 * 1000 matrix. It gives a
new 1000 * 1000 matrix as an output that only
the first few columns have information load and
are used in the final data; the remainder does
not affect the results of the work. In the Discussion Section, the number of columns with
the most information load and also the way of
choosing them by elbow method[44] has been
discussed in details.
(4) The first 5 columns of the values with the highest variance, have been selected. The label for
the accounts is applied and the final matrix is
prepared.
(5) Using the OCC-based SVMSch and NN algorithms, we train and test the machine. The re-
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sults of fake account detection are illustrated
below.
This section consists of 5 steps whose pseudo
code is illustrated in Algorithm 2.
- Firstly, by using the demo function the data
(data. x) and the labels (data. y) are read.
- After loading the data set, data are first divided
into three groups of train, validation and test,
and then they are normalized.
- Now, we train the learning machine using an
algorithm, for example, when ND type = ’SVMSch’, that is, with a One Class Support Vector
Machine, we intend to train.
- Then, we use the trained machine to detect
abnormal accounts
- And finally, according to the results of the previous step, we set a threshold value for the distinction of the accounts.

Pseudocode 2 using OCC
1:
2:
3:
4:
5:
6:
7:
8:
9:
10:
11:
12:
13:

5.3

Dunprocessed ← D//D : dataset
N D.type ←0 SV M Sch0
demoN D ← (Dunprocessed , N D.type)
{
d ← Dunprocess //load(which data)
d1 ← d.x //d.x all dataori
d2 ← d.y //d.y class labels
select a p ∈ d//a ∈ d.y and p ∈ d.x
if a == 0 //regard class 0 as normal then
normal_class ← p
else f ake_class ← p
}
end if

Evaluation of Results

In this section, we used actual data of Twitter to
evaluate effectiveness of our proposed method. The
results of SVMSch and NN algorithms are compared.
The classifiers are evaluated based on the confusion
matrix [32]. The variables of the confusion matrix are
defined as follows:
True positive (TP): Number of fake nodes that are
identified as fake nodes
False Positive (FP): Number of normal nodes that
are identified as fake nodes
True Negative (TN): Number of normal nodes that
are identified as normal nodes
False Negative (FN): Number of fake nodes that are
identified as normal nodes

Table 1. Confusion matrix
Predicted
Fake Accounts Normal Accounts
Actual

Fake Accounts

TP

FN

Normal Accounts

FP

TN

The following measures are defined to evaluate the
classifier.
Accuracy: the accuracy of a classifier is calculated by
dividing the number of the correctly classified objects
by the total number of the objects.
Accuracy =

TP + TN
TP + FP + TN + FN

(8)

Sensitivity: it measures the actual positive values that
are correctly detected (for example, the percentage
of the fake accounts that are properly detected).
sensitivity =

TP
TP + FN

(9)

False Negative Rate (FNR): FNR or miss rate represents the number of false diagnostic errors.
false negative rate =

FN
FN + TP

(10)

Recall: recall denote the coverage rate of all classified
accounts,
AUC: A criterion for evaluating the performance of
the classifier and it is equal to the level below the
ROC chart. The ROC curve represents the function of
classifier accuracy. The ROC curve criteria are shown
in equations 14 and 15. It should be noted that if
AUC is closer to 1, the performance of classifier will
be better.
True negative rate (TNR) =TN/ (TN+FP)
False positive rate (FPR) =FP/ (FP+TN)
True positive rate (TPR) = TP/ (TP+FN)
Experiment 1: First 1000 network nodes were selected
and the stages of this method were implemented on
them. The results are shown in Table 2 and Figure 9.

Table 2. Comparison of performance of classifier
Algorithm Accuracy Sensitivity FNR
SVMSch

99.6 %

100%

0%

NN

88.72 %

87.7 %

12.93%

ISeCure
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Figure 9. Comparison of performance of classifier

Figure 10. Comparison of proposed method and Cao’s method

According to the SVMSch algorithm table, all the
fake accounts are properly detected. Besides, the FNR
has not assumed any fake accounts to be normal, and
therefore its performance is entirely correct. The results of using the nearest neighbor algorithm show
that only about 13% of the fake accounts are detected
wrongly.
Due to the fact that in the two-class classifiers, unknown samples with no similarity to the data on either of the classes are classified into one of the two
classes, the performance of a two-class classifier is
inappropriate for these samples and decreases the
performance of learning. In order to solve this problem, in this method we use a one class classifier which
describes data in a particular domain and defines normal accounts. Each account which is excluded from
this description is presumed to be fake. The proposed
method outperforms the two-class classifier Table 3.

Table 5. The results of the comparison of SVMSch in two
cases, 10/25 columns selected after using PCA

Table 3. Comparison of One Class SVM (SVMSch) and linear
SVM (tow-class SVM) algorithms
Algorithm Dataset

Accuracy

AUC

SVMSch

1

99.6 %

1

SVM

1

95.8 %

0.98

In Table 4, a comparison is made between the efficiency of our proposed method and that of Cao’s
method. In Cao’s method, support vector machine
algorithm [45] has been used to identify a cluster of
the fake accounts. The same classifier has also been
used in our suggested method, which has proved to
be more efficient than Cao’s method in detecting fake
accounts âĂŞ as shown in Table 3. The higher efficiency of our suggested method can be explained
by the use of the one-class algorithms (rather than
the multi-class algorithms) which has a better performance in terms of the non-balanced datasets.
Table 4. Comparison of the proposed method and Cao’s
method using SVM
Recall

Accuracy

AUC

Proposed method

99 %

99.6 %

1

Cao’s method

88 %

89 %

0.898

ISeCure

Algorithm Dataset No. of columns Accuracy Sensitivity FNR
SVMSch

1

10

99.6 %

100 %

0%

SVMSch

1

25

95.5 %

99.8 %

0%

5.4
5.4.1

Discussion
Using Elbow Method

In the fourth step, in order to obtain better results,
the elbow method is used to select the number of
columns. Based on the results, after applying the
PCA algorithm, only 0.0.5 of the data had the highest
variance[44, 45] and highest information load. These
data were subsequently used for training and testing
the classifier.
To prove this, a section of the Twitter dataset with
2000 users was chosen, where the final similarity matrix was a 2000 * 2000 matrix. In PCA, the suggested
matrix has 2000 columns.
, the suggested matrix was observed to have 2000
columns. Table 6 clarifies that based on the elbow
method, only the first 10 columns had the highest
information load. As shown in this table, by selecting the first 10 columns, the classification accuracy
was 99.6. However, by increasing the data and selecting 25 columns, the classification accuracy did not
change, which indicates that only 0.05% of the data
were loaded with information and the use of a larger
number of data did not improve the classification
results.
5.4.2

Checking Robustness

In order to evaluate the effectiveness of the proposed
method in different conditions, different data (the first
1000 nodes, the second 1000 nodes and the fifth 1000
nodes) were trained and classified by the suggested
method, and the obtained results were approximately
identical.
5.4.3

Expansion Capability

Increasing the number of nodes during the test led
to better results. As the number of the nodes in this

181

July 2019, Volume 11, Number 2 (pp. 173–183)

Table 6. The results of the comparison of SVMSch in two
cases, 10/25 columns selected after using PCA
Algorithm

Dataset

Accuracy

Sensitivity

FNR

References

SVMSch

1

96.6 %

100 %

0%

SVMSch

2

99.6 %

100 %

0%

SVMSch

3

99.4 %

99.8 %

0%
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