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Abstract
The Internet of Things (IoT) is a very encouraging and fast-growing area that
brings together the benefits of wireless systems, sensor networks, actuators, etc.
A wide range of IoT applications have been targeted and several aspects of this
field have been identified to address specific issues, as well as technologies and
standards developed in various domains such as in radio frequency identification
(RFID), sensors, and mobile telephony, to name a few. This article aims to talk
specifically about the RFID technology and its accompanying communication,
authentication, risk, and security concerns while applied to the IoT field. An
important part of this work is indeed focused on security aspects that derive
from the use of RFID in IoT, especially in IoT networks. The results of our
research work highlighted an excellent integration of RFID in the field of
Internet of things, particularly in healthcare systems.
c 2019 ISC. All rights reserved.
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Introduction

owadays, the Internet of Things (IoT) has inN
vaded our daily life; the entire world has to be
linked through inter-connected objects via the Internet and through appropriate protocols. Applications
in various fields have demonstrated the effectiveness
of this new vision of the world, which makes human
life so much easier. Since objects must be identified,
tags are pasted with a unique identifier and can be
wirelessly identified by Radio Frequency using difI The ICCMIT’19 program committee effort is highly acknowledged for reviewing this paper.
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Email addresses: hadjer_saadi@yahoo.fr,
myagoub@uottawa.ca, rachida.touhamib@gmail.com
ISSN: 2008-2045 c 2019 ISC. All rights reserved.

ferent technologies, the most widespread technology
being the RFID or Radio Frequency Identification
which, in turn, has experienced a great deal. evolution and large propagation with wide applications.
Therefore, our work focused on all aspects of using
RFID as a foundation in the field of IoT.
In 1999, Kevin Aston coined the term “Internet of
things,” which was used for the first time by the MIT’s
Auto-ID Center, a network of academic laboratories
concentrated on RFID and IoT [1]. But what exactly
the Internet of things (IoT) means?
The Internet of Things is a new technology that
makes objects themselves identifiable when they exchange information. It lets persons and objects to
become connected at anytime, anywhere, with anything and anyone, whatever the nature of the objects
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tion of the two very powerful technologies, RFID and
IoT, has a significant impact in the current technological revolution, such as in smart cities, smart roads,
smart medicine, making them intelligent thanks to
the use of RFID technology, but also efficient thanks
to this technological combination.

Figure 1. IoT issues

to be connected [2]. So, this technique forms a system
which is the linkage of physical objects or “things”
embedded with electronics, software, sensors, and network connectivity, that allow objects to amass and
exchange data to further automate the human life, as
summarized in Figure 1.
The Internet of Things offers an interface between
the real and the virtual worlds. Physical objects
have virtual representation, which allows them to
become familiar with a context in which they can
detect, communicate, interact, and share data, information, and knowledge. Using intelligent decision
algorithms in software applications, suitable fast responses can be given to a physical entity based on
the most recent information collected on physical entities in databases and taking into account historical data trends, whether for the object itself or for
similar objects. This opened new horizons for the notion of IoT in many areas such as supply chain management, transport, logistics, aerospace, automotive,
intelligent environments (homes, buildings, and infrastructure), energy, agriculture, retail, etc [3]. Most
frequently used case in RFID technology as a method
of communication, sensor technologies, other wireless
technologies, etc.
This paper is organized in seven sections, after this
introduction and related work we talked about the
principle and architecture of IoT in Section 3. In
Section 4, we coted the RFID as the main communication technology linked to IoT and focused on the
relationship between them. In Section 5 some application domains of IoT are highlighted in Section 6, we
summarized some difficulties and challenges inherent
to their combination and finally, we made the accent
on the aspects of security, authentication, and risks
related to the implementation or use of the emergent
RFID-IoT technology. Then, we ended this paper
with a conclusion.

2

Related Works

To make any application more efficient and for the
purpose of facilitating our human life, the combina-
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Several papers have been written taking this vision in mind, i.e., the use of RFID in the technological world of IoT. Xiaolin Jia et al. [4] talked about
RFID technology and its applications in Internet of
Things, the concept of IoT, its architecture and design goals with a good description of all layers, RFID
concepts and fields of applications. Other researchers
studied the IoT applications in several domains like
in logistics and supply [5], manufacturing, agriculture management, health care and medicine [6] as
further detailed in this paper, smart homes [7], and
intelligent community security system (smart cities)
[8]. J. Sathish Kumar et al. [6] raised another field
of applications, i.e., Vehicle Management [9], where
the information of the cars are sent by RFID tags,
read by RFID readers and incorporated in a large
network of sensors to give all necessary information
to improve security aspects of environment when the
car live his position in the parking.

3

Principle and Architecture of IoTs

We can see the IoT as a massive network of devices
and microprocessors connected through a series of
midway of interfaces where numerous technologies
can be used as RFID, wireless connections may facilitate this connectivity. RFID is used with tags attached to objects to identify and follow them, which is
called traceability. Sensors then are used as principle
device to collect data from the environment around
such objects, all being embedded, thanks to miniaturization and nanotechnology with embedded intelligence which give them the advantage to be smart
while achieving intelligent control of every thing. To
better understand the functionalities of IoT, Figure 2
shows the main blocks constituting a real IoT system
(detailed in Figure 3 along with related services [10]).
Based on the information presented above, the architecture of the Internet of Things can be schematized by a model of three main layers, namely perception, network, and application. As illustrated in
Figure 4, the perception layer (also called recognition
layer) aims to collect information and data identifies
the physical world. The network layer, the intermediate layer, performs processes such as initial processing and dissemination of data. The upper application
layer provides the services. Among these layers, the
inter-mediate network layer is the most important
and can be considered as the “central nervous system” responsible for performing global services in con-
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Figure 2. Principle and different component and functions of
IoTs

Figure 3. Building blocks and technologies of the IoTs

nected objects through the connection between the
two extreme layers, perception and application [10].

4

Communication Technologies in
IoTs

The rapid development of wireless technologies and
the ever-increasing enhancement of information technologies and networking, coupled to miniaturization
of embedded systems, give a powerful mean to guarantee efficient communication between several devices,
objects or things. The main technologies enabling
communications in the IoT domain are summarized
below [10].
4.1

RFID

RFID is a technology that emerged with the beginning of the 21st century. From that, it shows a
very quickly spread. Its signals are used to establish
a point-to-point connection between objects. RFID

Figure 4. Architecture of IoT with most used technologies in
each layer

comprises three major components: (i) a transponder (also called tag or label) for carrying data pasted
on the element or thing to be identified, (ii) an interrogator or reader reading the information or data
transferred, and (iii) a communication channel that
transfers data to a database, a processor or another
system. RFID standards concern both the frequency
ranges (for data communication) and the data format (for data storage on the label). The principal
shortcut of this technology is the serious problem of
collisions between tags or between readers. Some of
the IoT applications using RFID are smart shopping,
smart chips, arts and games, smart environment, security enhancement, intelligent waste management
and health care. So we can even claim that IoT is one
of the direct and widely-used applications of RFID
technology.
4.2

Sensors

Sensors are an essential building block of IoT, they
can have a widespread range of applications. The sensor is the first element of the measurement chain; it
measures and transforms the physical quantities at
its entry into electrical quantities measurable by an
electronic device in an analog or digital form. The
sensors can be subcutaneous, implanted in a purse or
on clothes. Despite their very small dimensions, they
can still receive data from quite long distances. Sensors are indispensable in human life and offer services
in thousands of applications in so various areas such
as in military, environmental, health, construction,
commercial/domestic applications, etc.
As for its physical entity, a sensor can be used alone
or be part of a sensor network (in which case, it is
called “node”). The hardest task is to ensure connectivity between multiple nodes that can be connected
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by a wired or wireless link. A sensor node in a wireless sensor network can be considered as a small, low
power device devoted to exchange information with
data storage units, microprocessors, low power devices, analog-to-digital converters, data transceivers,
controllers, etc.
4.3

Table 1. Technology standards (Radio-Frequency Identification - RFID, Wireless Fidelity - Wi-Fi, Wireless Sensor Network
- WSN; Personal Area Network - PAN, Local Area Network LAN, Peer-to-Peer - P2P)
RFID

Combination of RFID and Sensor
Technologies

Wi-Fi

Bluetooth

WSN

N etwork

P AN

LAN

P AN

LAN

T opology

P 2P

Star

star

M esh, star

P ower

V.low

Low − High

Low

V.low

Speed

400kbs

11 − 10M bs

700Kbs

250Kbs

Rang

< 3m

4 − 20m

< 30m

200m

Combining different technologies can strongly reduce
the gap between the real world of objects and the
virtual world of networks. For instance, a RFID tag
can provide accurate information about the object
to which it is attached such as its nature or position.
The sensor, on the other hand, can provide information about the surrounding environment. The combination of these two technologies, RFID and sensors,
on mobile objects can indeed give a real image about
the position and state of the concerned object. So, an
RFID tag sensor can, comparatively to a conventional
RFID tag, act on the data assembled by the sensor.
Combined with wireless technology, these two technologies can offer a widespread variety of applications
in biomedical, military, smart cities . . . .
4.4

Sensors and Mobile Phones

Mobile telephony is a key element in our daily life,
especially with the explosion of new functionalities of
highly evolved and evolving mobile networks. Mobiles
can be, in fact, considered among the most widespread
communication and data transmission tools. Combined with sensor technology, they can provide accurate environmental information, motion recognition,
and so more.
4.5

Near Field Communication Norm

Near Field Communication (NFC) is a conventional
group of criteria and norms for smart and mobile
phones to realize the communication with each other
on a centimeter scale. NFC devices can be used in
many applications, such as contactless payment systems, credit cards, smart cards and others.

Figure 5. System architectures of IoT and applications at
each layer

Table 1 recapitulates and compares widely used
communication technology standards and characteristics.

5

IoT applications are very plentiful and varied in all
areas of people’s daily lives. They cover large domains of society, industry, and environment. Most
IoT applications are developed around the following
areas: intelligent vehicles, intelligent life and intelligent cities. More precisely, in daily lifestyle, merchandizing, agriculture, smart factory, supply chain,
emergency, healthcare, tourism, and energy, to name
a few [11]. Figure 5 summarizes both the IoT system architectures and the different applications and
technologies related to each layer.

6
4.6

ZigBee

ZigBee is a requirement standard for a group of highlevel communication protocols used to construct personal networks made from small, low power digital
radios. The performance of this standard is its long
range despite of its low power, and that through intermediate devices mesh. Mainly reserved for low data
rate applications, long battery life, and secure network.
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Application Domains of IoTs

RFID and IoTs Relationship and
Applications

Almost of IoT applications are based on RFID communication or sensors technology. To understand the
relationship between these two technologies, we can
summarize it in three types of IoT applications explained below [11]: The smart cities IoT applications
are based on several technologies: RFID, Wireless Sensor Networks as well as single sensors as IoT elements.
Other examples of IoT applications using RFID are
in warehouse and city sense [12]. We can also cite
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the use of RFID in logistics as part of an IoT system
with WSN and single sensors [12]. In healthcare in
particular, several technologies associated with the
IoT (e.g., RFID, NFC, WSN, WiFi, and Bluetooth),
which considerably enhance the measurement and
control procedures of dynamic functions such as temperature, blood pressure, heart rate, cholesterol level,
blood glucose, etc [12].
6.1

RFID Communication in IoT

One of the major technologies used in IoT is RFID,
as it allows the storage of complex data, wireless
communication without line of sight and automatic
identification and traceability of objects. RFID technology was used for the first time during the Second
World War to distinguish between ally and enemy aircrafts. Compared to the outdated barcodes, obvious
advantages make RFID a better and more practical
technology to use with objects of different surfaces,
providing read/write capabilities without any visual
contact and the option to read multiple RFID tags
at the same time [13].
6.2

Application of RFID in IoTs for
Healthcare System

Health applications using the RFID technology in
IoT systems are much diversified, from the location
of medical equipment, to the identification of newborns and patients, to the monitoring and validation
of medical treatments, to the location of patients, to
the management of procedures in medical centers as
well as to the management of surgical processes. The
widespread and rapid use of RFID technologies in the
health field requires the achievement of three main
conditions: reliability of access and management, security of sensitive health information when transmitted via RFID systems connected to the IoT infrastructure, and secure authentication against hostile
interferences and/or attacks in the communication
links between RFID tags and servers. Figure 6 illustrates a typical healthcare system with the different
applications in RFID [11].
A typical example of the application of RFID-IoT
combined technology in a healthcare system is illustrated in Figure 7, where a mobile cardiac telemetrymonitoring platform is presented. With this system,
the patient freedom is significantly improved, since
he/she is connected 24/7.
6.3

Figure 6. Typical RFID-based healthcare system [11]

WSN-RFID in Oil and Gas Industry

The use of Wireless Sensor Networks (WSN) associated to sensors, RFID and IoT in the oil and gas
industry, is a promising field of application, where a

Figure 7. Mobile cardiac telemetry monitoring platform [11]

large number of sensors is used to form a WSN as
shown in Figure 8.
In wireless instrumentation, WSN-RFID are used in
installations in remote and hostile areas, in temporary
installations, in ease of scalability, and in redundant
data collection for production optimization.
RFID and WSN are also widely used for sensing
and traceability of personnel, equipment, containers,
drilling tools, monitoring, and maintenance.
6.4

Defies and Issues of IoTs

Although technologies adopting IoT have become
more and more numerous in the last few years, a multitude of problems must be addressed, which opens
new directions for researchers of this field. The concerns and defies of IoT deal with complex architectures, privacy and security, data intelligence, quality
of service, communication protocols, GIS-based visualization, and more. Furthermore, we have to mention
the challenges inherent to scalability, technological
standardization, interoperability, discovery, software

ISeCure

and Application
14 of RFID Technology in Internet of Things: Communication, Authentication, Risk, and Security ConcernsI — Saadi Hadjer

Figure 8. WSN RFID in Oil and Gas Industry

Figure 10. Application domains and defies of IoTs [10]

Figure 11. RFID for Inter-vehicular Communication

Figure 9. Evolution steps of IoTs [11]

7
complexity, data volumes and interpretation, power
supply, interaction and short-range communication.
Also, some of the major challenges in IoT are related
to collision issues due to the use of RFID technologies, security and privacy concerns, cost, design, and
integration into existing systems.
Figure 9 represents the different steps and evolution of the use of IoT in several domains, like RFID,
according to the evolution of defies.
IoT is intended as a network of a billion people interacting with a million of e-businesses, with a trillion
intelligent devices interconnected thus, leading to a
large number of application domains (as illustrated
in Figure 10 that represents a big challenge to deal
with, i.e., is there a limitation to this defy?
To give a response to this question, a statistics
demonstrated that since 2015, one trillion sensors
linking the physical and digital worlds have been
merged to become the “Internet of Things”, which
implies that the list of applications of smart wireless
is limited only by our imagination.

ISeCure

Security Requests for RFID
Communication

A basic RFID system is composed of a tag, a reader
and a data management system. Certain requirements
must be taken to realize a secured system or secured
mutual transfer of data. Therefore, to be built, a
secured communication should deal with an important
concept, which is RFID authentication. The main
conditions of secured authentication are a mutual
authentication between the RFID components (tag,
reader, and server), confidentiality, forward security,
scalability, and attack resistance [14].
An example that requires a lot of security aspects
is the use of RFID for inter-vehicular Communication
as shown in Figure 11. It includes RFID for communication between vehicles or Vehicle Identification
Systems, where the aim is to determine if a vehicle
registration has expired, to monitor traffic and vehicle speed in construction zones or other pertinent
areas, to ticketing parking, etc.
In this section, we will detail the major axes related
to this primordial aspect, i.e., security, with which we
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can assure confidentially of data exchanged between
the different connected objects of an IoT network.

challenge is needed, but also autonomy.
7.2

7.1

Main Challenges in IoT security

The IoT can give rise to a multitude of applications
in diversified fields with a great financial impact.
Nevertheless, a great number of challenges have to
be addressed for their good functioning, for which we
can quote some as follows [15]:
1) Management of objects with unique identifier:
IoT aims to connect billions of physical objects. So,
a successful identification requires a unique ID number, or Unique Identifier (UID), to avoid any kind of
misidentify or confusion between products. Therefore,
a proper and planned identity management is essential for the dynamic allocation of UIDs for billions
of products or physical objects. This function can be
ensured by the introduction of RFID communication
protocols in the IoT system.
2) Standardization and interoperability: In order
to have a common communication language between
multiple objects from different providers, an international standardization is required to ensure an unified
language and operating mechanism understandable
by all physical objects and sensors in a global environment including an IoT network, a RFID system,
and a WSN, as well as to improve interoperability
and communication flexibility between them.
3) Privacy and confidentiality of information: The
main identification technology used in IoT is RFID
because of its advantages compared to other technologies. For reasons of security and to avoid any kind of
unauthorized access, especially because of the wireless
nature of the communication link between RFID tags
carried by the objects to be identified, it is essential
to guarantee the confidentiality of the information
exchanged. Again, the information from the different
sensors in a wireless system is subject to different possible attacks and must therefore be secured by means
of encryption algorithms to ensure the integrity of
the data at the information processing system level.
4) Security of physical devices: one of the major
challenges is also the guarantee and protection insurance of all IoT objects arranged in different positions, and regardless of their location, against any
kind of attack, physical damage or vulnerability to
non-secure accesses.
5) Network security and autonomy: with the significant number of big data from large wired or wireless
sensor networks, the processing units must guarantee these tasks without loss of information and without external intervention; all these functions must be
ensured by the IoT network, so not only a security

RFID Authentication Mechanism

The encryption algorithms used in the RFID authentication system can be classified into two categories
of cryptosystems: non-public key (NPKC) and public key (PKC). NPKC-based RFID authentication
schemes are much preferred since they offer better
performance because of their simplicity. This simplicity comes precisely from their structure and architecture that are very simple to reimagine, such as
the schemes based on the NPR (cyclic redundancy
code) check which is based on simple operations at
the XOR, AND, and OR bits [16].
Nevertheless, research has shown the inefficiency
of NPKC-based schemes due to the lack of implementation of certain attributes to guarantee secure communication. With the evolution of microelectronic
technology, some PKC algorithms have been directly
implemented in RFID chips.
7.3

Security Necessities for RFID
Communication

As mentioned above, a conventional RFID system
consists of a tag, a reader and a communication management system or a server. So because the communications between these three components are wireless,
it is not secure by nature, which then raises high risks
of spying or loss of data exchanged between tags and
readers. To solve this problem, authentication is necessary. Note that between the reader and the server
the communication is secured thanks to the use of a
security mechanism and an encryption key.
According to the literature, various research papers have identified the requirements for secure RFID
communication as well as strong and effective authentication mechanisms [16].
1) Mutual authentication: an authentication between the reader and the RFID tags is necessary
to secure the communication in this transmission
channel (as already stated, between the reader and
the server the communication is much secure).
2) Anonymity: Tag ID must be encrypted to satisfy
better mutual authentication.
3) The information exchanged between the tags
and the readers must be confidential against any kind
of illegal access by means of encryption before being
transmitted.
4) Availability: The RFID authentication must be
realized during the lifetime of an RFID tag, and the
synchronization of the different functions must be
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[3]

[4]

[5]

Figure 12. Security risks and threats [6]

performed, otherwise, the authentication mechanism
will be invalid.

[6]

5) Transfer security: the authentication mechanism
must ensure the security of data transfer so that it is
protected from any kind of illegal access, which leads
to a violation of the private lives of people.

[7]

6) Resistance to attacks: The RFID authentication
process must be secure against various attacks to
ensure the security of communications within the
RFID system.

[8]

Figure 12 summarizes the main risks and menaces
that can be encountered in IoT communication systems.

8

[9]

Conclusion

The IoT is the new direction of actual life and researches. It uses a diversity of information sensing
identification devices and information processing
equipment. It can be associated with several technologies such as RFID, WSN, etc. to form a widespread
network that deals with intelligent and automated
objects or things thus, facilitating our daily life. This
paper investigates the main applications and challenges of RFID technology, and more particularly in
healthcare, with a focus on this technology as an important and fundamental part of an IoT network as
well as on how to guarantee a secure communication
link between all components involved in this network.

[10]

[11]

[12]
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