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A B S T R A C T

In the biclique attack, a shorter biclique usually results in less data complexity,

but at the expense of more computational complexity. The early abort technique

can be used in partial matching part of the biclique attack in order to slightly

reduce the computations. In this paper, we make use of this technique, but

instead of slight improvement in the computational complexity, we keep the

amount of this complexity the same and reduce the data complexity enormously

by a shorter biclique. With this approach, we analyze full-round LBlock, and

also LBlock with modified key schedule (which was designed to resist biclique

attack) both with data complexity 212, while the data complexity of the best

biclique attack on the former was 252 and for the latter there is no attack on

the full-round cipher, so far. Then we propose a new key schedule that is more

resistant against biclique cryptanalysis, though the low diffusion of the cipher

makes it vulnerable to this attack regardless of the strength of the key schedule.

Also using this method, we analyze TWINE-80 with 212 data complexity. The

lowest data complexity for the prior attack on the TWINE-80 was 260. In all

the attacks presented in this paper, the computational complexities are slightly

improved in comparison to the existing attacks.

c© 2019 ISC. All rights reserved.

1 Introduction

L ightweight cryptography is a new domain in cryp-
tography aiming to design and evaluate of crypto-

graphic primitives and protocols tailored for extremely
resource constraint devices. In the recent decade there
has been an enormous effort specially in symmet-
ric cryptography community at design of lightweight
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primitives such as Piccolo [2], Present [3], LED [4],
Klein [5] block ciphers and Quark [6], Photon [7] and
Spongent [8] hash functions.

LBlock is one of these lightweight block ciphers
with 64-bit block and 80-bit key sizes [9]. Up to now,
the security of LBlock against various attacks has
been evaluated and some papers has been presented
including Integral attack [10], impossible differential
attack [11], zero correlation attack [12], truncated dif-
ferential attack [13], and related key attack [14]. So
far, the only attack which successfully cryptanalyzed
full-round LBlock is the biclique attack [15, 16]. The
attack proposed by the LBlock designers [15], could
reduce the key space about 1.6 bit with 252 data. Hav-
ing concluded the vulnerability of LBlock to biclique
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cryptanalysis is due to some weakness in its key sched-
ule, a modified key schedule is presented to strengthen
it against this type of attack.

TWINE is another 64-bit lightweight block cipher
that has two versions with 80- and 128-bit key sizes
[17]. Apart from designers’ evaluations, it received a
related key attack on the reduced-round TWINE-128
[14], and some external cryptanalysis using biclique
technique on the full-round versions [16, 18]. Here, our
focus is on TWINE-80.

Biclique attack has shown to work faster than brute
force attack in cryptanalysis of full round version
of many block ciphers[19–24], especially those with
generalized feistel structure. This paper focuses on
this kind of attack on some lightweight block ciphers
with emphasis on the data complexity.

Our Contribution

We explain how to improve the efficiency of biclique
attack using the so called early abort technique [25]
in the matching part. We examined this method on
LBlock and TWINE block ciphers and making use
of this technique along with the low data complexity
biclique attack [22], we can dramatically reduce the
data complexity of the attack comparing to the previ-
ous biclique attacks, while keeping the computational
complexity the same (or slightly better).

In all cases (e.g. LBlock, LBlock with modified key
schedule, and TWINE-80), our attacks require 212

plaintext/ciphertext pairs. We show that the modi-
fied key schedule presented by the designers in [15]
still suffers from the same weakness as with the origi-
nal key schedule and we could analyze LBlock with
modified key schedule with computational complex-
ity of 278.74, and data complexity of 212. To the best
of our knowledge, it is the first attack on the full-
round LBlock with modified key schedule. At the end,
we propose another key schedule which resolves this
problem and increases the resistance of the LBlock
against biclique cryptanalysis and still preserve it as a
lightweight block cipher. A summary of the previous
attacks on full-round LBlock and TWINE-80, as well
as our attack, is listed in Table 1.

This paper follows this procedure: Section 2 presents
the improved biclique attack. Section 3 presents a
brief description of LBlock and TWINE-80. We apply
our attacks on LBlock and LBlock with modified key
schedule in Section 4. Also, a new lightweight key
schedule algorithm for LBlock is proposed to enforce
it against biclique attack. We apply our attack to
TWINE-80 in Section 5, and we conclude our work in
Section 6.

2 Biclique Attack with Early Abort
Technique

Biclique cryptanalysis was proposed in [19] as a suc-
cessful attack for cryptanalysis of full round AES.
Moreover, the cryptanalytic results on a large number
of block ciphers shows that this is a generally appli-
cable attack. Our approach enjoys an improvement
in the matching part which dominates the computa-
tional complexity of biclique cryptanalysis. We use
the early abort technique in partial matching part to
avoid additional computations which are not neces-
sary. Early abort technique was first introduced in
improving the impossible differential attack [25]. Al-
most all the biclique attacks can be improved by this
technique to a greater and lesser extent. Better results
are observed for the block ciphers which have lower
diffusion in the data processing part of the algorithm.

The details of biclique attack can be found in [19]
and it is summarized in the other attacks such as
[22]. We briefly explain it here with emphasis on how
to make use of early abort technique in the partial
matching part. In the biclique attack and also in the
improved version of it, the biclique can be constructed
either in the plaintext or ciphertext side. In this section,
we explain the details of improved biclique attack
in the case that the biclique is constructed in the
plaintext side.

Key partitioning. First divide the master key K
into three disjoint sets of d, d and n− 2d bits, namely
Kf , Kb and Kg, respectively. For any constant value
of Kg, we can define a group of keys in which the
keys only differ in Kf and Kb. All keys in a group
are shown by K[i, j] where Kf = j and Kb = i for
0 ≤ i, j ≤ 2d − 1. Then, we repeat the other steps
for each group. We also define the differences ∇K

i =
K[0, 0]⊕K[i, 0] and ∆K

j = K[0, 0]⊕K[0, j].

Biclique constructing. The 3-tuple [{Pi}, {Sj},
{K[i, j]}] is called a d-dimensional biclique with
length l, if:

∀i, j ∈ {0, 1, ..., 2d − 1} : Pi
K[i,j]−−−−→
0,l−1

Sj , (1)

where {Pi} is a set of 2d plaintexts, {Sj} is a set of 2d

internal states and
K[i,j]−−−−→
a,b

denotes the encryption with

key K[i, j] from round a to round b (
K[i,j]←−−−−
a,b

stands for

decryption)(see Figure 1).

The most common method for constructing the
biclique, namely Independent Biclique method [19], is
as follows:

Step 1. Choose a random plaintext P0 and compute S0

as P0
K[0,0]−−−−→
0,l−1

S0.
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Table 1. A comparison of our attacks with the previous biclique attacks on LBlock and TWINE

Block Cipher Rounds Computations Data Memory Biclique Length Reference

LBlock

Full(32) 278.76 264 24 9 [16]

Full(32) 278.4 252 24 8 [15]

Full(32) 278.4 212 24 5 This paper

LBlock* Full(32) 278.74 212 24 5 This paper

TWINE-80
Full(36) 279.10 260 28 8 [16]

Full(36) 278.73 212 24 5 This paper

* With modified key schedule.
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Figure 1. d-dimensional biclique in plaintext side

Step 2. Compute Pi as Pi
K[i,0]←−−−−
0,l−1

S0 for all i ∈

{1, . . . , 2d − 1}.
Step 3. Compute Sj as P0

K[0,j]−−−−→
0,l−1

Sj for all j ∈

{1, . . . , 2d − 1}.

It can be shown that (1) is satisfied for the 3-tuple
[{Pi}, {Sj}, {K[i, j]}], if the related key differential
characteristic of ∆K

j in forward direction does not
share any active nonlinear component with the re-
lated key differential characteristic of∇K

i in backward
direction within rounds 0 to l − 1.

Partial matching with early abort technique.
Partial matching with precomputation and recompu-
tation is the procedure in which all the keys in a group
are tested in an efficient way [19]. In the cases that
biclique is constructed at the plaintext side, partial
matching is performed at the ciphertext side.

In conventional biclique attack, one intermediate
variable, V, is selected in an appropriate position be-
tween round l and the last round. In improved version,
enjoying the early abort technique, we choose two
smaller intermediate variables, namely V (1) and V (2).
In forward direction, we partially encrypt Sj under
key K[0, j] to derive the first matching variable in

forward direction (
−−→
V

(1)
0,j ), and also save all the inter-

mediate states associated to this computations. Simi-
larly, in backward direction, we partially decrypt Ci

under key K[i, 0] to derive the first matching variables

in backward direction (
←−−
V

(1)
i,0 ), and again save all the

intermediate states associated to this computation.

Now suppose that we want to check K[i, j]. In for-

ward direction, for finding
−−→
V

(1)
i,j by encrypting Sj un-

der key K[i, j], i 6= 0, we only need to recompute those
bytes that are influenced by Kb when i changes and−−→
V

(1)
i,j depends on, while the other bytes are not recom-

puted. Similarly, in backward direction, for finding←−−
V

(1)
i,j by decrypting Ci under key K[i, j], j 6= 0, we

only need to recompute bytes that are influenced by

Kf when j changes and
←−−
V

(1)
i,j depends on. If

−−→
V

(1)
i,j 6=←−−

V
(1)
i,j , key K[i, j] is rejected, otherwise we continue as

follows. We continue encrypting and recompute those

parts that
−−→
V

(2)
i,j depends on, in forward direction. Also,

we continue decrypting and recompute those parts

that
←−−
V

(2)
i,j depends on, in backward direction. Now, if

−−→
V

(2)
i,j =

←−−
V

(2)
i,j key K[i, j] is stored as a right candidate

key. The memory required for the attack is bounded
to 2d intermediate states of the encryption algorithm.

Rechecking the candidate keys. Finally, we test
the candidate keys by a valid (P,C) pair to filter out
all the wrong keys and find the correct key.

The total scheme of the improved biclique crypt-
analysis of a block cipher is shown in Figure 2. Dashed
line in the matching part represent the second match-

ing procedure (using V
(2)
i,j ) while the bold line are the

first matching filtering (using V
(1)
i,j ).

The efficiency of early abort technique does not de-
pend on the key schedule algorithm in any case. So,
it can generally improve all the biclique attacks no
matter what the key schedule is, though this attack is
more efficient on those which have lower dimension
(e.g. four), and have the matching variable that can
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Figure 2. Improved biclique cryptanalysis

be divided into two separate parts which depend on
separate intermediate variables, each. The improve-
ment gained by early abort technique can be used in
two directions. In first approach, it can directly re-
duce the computational complexity of the attack with
no improvement in data complexity. In the second ap-
proach it can be used to extend the matching rounds
and consequently reduce the biclique length which
can be taken as an opportunity to reduce the data
complexity.

In this paper we choose the second approach for
cryptanalysis of LBlock [9], LBlock with modified key
schedule [15], and TWINE-80 [17], inspiring by the
algorithm proposed for low data complexity biclique
attack in [22], we found the two differentials in a way
that the resulted attack has extremely less data com-
plexity than the existing ones whilst the computa-
tional complexity is also improved slightly.

3 Brief Description of LBlock and
TWINE

3.1 LBlock and the Modified Key Schedule
Version

Notations. These are the notations used in this pa-
per.
K: Master key.
Ki: Subkey of round i.
ki: i

th bit of master key K counting from right.

≪ n: n-bit left rotation.
XL

i , XR
i : Left and right half of the state of round i

containing 8 nibbles each.

Specifications. LBlock is a 64-bit lightweight block
cipher with a 80-bit key. It has a Fiestel structure
and 32 rounds (Figure 3). The workflow of LBlock is
as follows.

LBlock Algorithm

(1) XL
0 ||XR

0 = Input
(2) For i = 0 to 31

XL
i+1 = (XR

i ≪ 8) ⊕ Permutation(
Sboxes(XL

i ⊕Ki))
XR

(i+1) = XL
i

(3) Output = XL
32||XR

32

where Permutation layer is a byte-wise permutation
and Sboxes layer containing 8 different 4× 4 Sboxes.
So far, LBlock security has been analyzed extensively
[9–14], most of which are applied on reduced variant
of the cipher. In [15] the designers of LBlock presented
the first biclique attack on this algorithm and de-
signed a modified key schedule to overcome their new
discovered shortcomings in the original design.

Key schedule. The key schedule of LBlock composed
of a 29-bit left rotation, applying two Sboxes, and
adding round number for each round. In modified
version, designers use a 24-bit left rotation as well as
two XORs to increase the key schedule diffusion.
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Figure 3. One round encryption of LBlock

The key schedule and modified key schedule of
LBlock is as follows.

• Key schedule:
(1) K ≪ 29
(2) [k79k78k77k76] = s9[k79k78k77k76]
(3) [k75k74k73k72] = s8[k75k74k73k72]
(4) [k50k49k48k47k46] = [k50k49k48k47k46] ⊕

[i]2
(5) Output the leftmost 32 bits of current con-

tent of register K as round subkey Ki+1

• Modified key schedule:
(1) K ≪ 24
(2) [k55k54k53k52] = s9[k79k78k77k76] ⊕

[k55k54k53k52]
(3) [k31k30k29k28] = s8[k75k74k73k72] ⊕

[k31k30k29k28]
(4) [k67k66k65k64] = [k71k70k69k68] ⊕ [k67k66

k65k64]
(5) [k51k50k49k48] = [k11k10k9k8]⊕ [k51k50k49

k48]
(6) [k54k53k52k51k50] = [k54k53k52k51k50] ⊕

[i]2
(7) Output the leftmost 32 bits of the register

K as round subkey Ki+1

For more details, refer to [9].

3.2 TWINE-80

Notations. These are the notations used in this
paper.
K: Master key.
K[i]: ith nibble of the master key K.
K[i, j, ..., k]: Concatenation of nibbles i,j,...,k of the
master key K.
RKi: ith round key which is equal toRKi

0||RKi
1||...||RKi

7.
RKi

j : j
th nibble of ith 32-bit subkey counting from

left (RKi = RKi
0||RKi

1||...||RKi
7).

≪ n: n-bit left rotation.

Specifications. TWINE is a 64-bit lightweight block
cipher with generalized feistel structure. It has two
versions TWINE-80 and 128 working with 80- and
128-bit key length, respectively. The only difference

of these two versions is in the key schedule algorithms.
It has 36 rounds, each consists of eight F-functions
and one permutation. F-function is composed of a key
addition layer, followed by a sbox layer (Figure 5).

Figure 4 shows one round encryption of TWINE.

Key schedule. The Key schedule of TWINE-80 is
as follows.

• Key schedule of TWINE-80.
(1) RK0 = K[1, 3, 4, 6, 13, 14, 15, 16]
(2) for i = 1 to 35

K[1] = K[1]⊕ S(K[0])
K[4] = K[4]⊕ S(K[16])
K[7] = K[7]⊕ (0||CON i

H)
K[19] = K[19]⊕ (0||CON i

L)
K[0, 1, 2, 3] = K[0, 1, 2, 3] ≪ 4
K = K ≪ 16
RKi = K[1, 3, 4, 6, 13, 14, 15, 16]

CON i = CON i
H ||CON i

L is the ith round constant.
Our attacks are independent of Sboxes lookup tables
and constant values. The interested readers can refer
to [17] for more details.

4 Improved Biclique Cryptanalysis of
LBlock

4.1 Attack on LBlock

Attack specifications. Let Kf = k25k24k23k22 and
Kb = k9k8k7k6. As it can be seen in Figure A.1 of
Appendix A, ∆K

j and ∇K
i differentials have not any

shared active bits in key schedule, and so the differen-
tial effect of each can be computed independently.

Now we construct a 5-round 4-dimensional biclique
for rounds 0 to 4. Thus, the intermediate state S refers
to the output state of round 4. As it can be seen in
Figure 6, the differential characteristic of ∆K

j differ-
ence of master key in forward direction does not share
any active Sboxes with the differential characteristic
of ∇K

i difference of master key in backward direction
within the first five rounds. So the biclique could be
constructed here.

The 8th nibble of XR
18 is chosen as the first matching
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variable V
(1)
i,j , and the 3th nibble of XR

18 is chosen as

the second matching variable V
(2)
i,j .

Complexities

Data complexity. Figure 6 shows that there are
three active nibbles in the plaintext for each biclique.
So the data complexity of this attack is bounded by
212.

Computational complexity. We only consider the
number of Sbox computations as the component with
dominate computational complexity in LBlock and
ignore the other linear components. LBlock have 32×
8 = 256 Sboxes for encryption and 2×31 = 62 Sboxes
for key schedule. A single 32-round encryption of
LBlock is regarded as the unit of computation which
is equivalent to 256+62=318 Sbox computations.

As we can see in Figure A.1, there are 9 active
Sboxes for ∇K

i and 6 active Sboxes for ∆K
j in the

key schedule, and also they do not shared any active
Sboxes. So, the normalized computational complexity
of key schedules in a group of keys is:

Ckeyschedule =
62 + 9× (24 − 1) + 6× (24 − 1)

318
= 2−0.14

(2)

To compute Sj in a biclique, 30 Sboxes should be
calculated once (the light gray nibbles) and 10 Sboxes
should be calculated 24 times (the dark gray nibbles)
(see Figure 6, left). Also, for computing Pi, we have to
recompute 3 Sboxes 24 − 1 times (see Figure 6, right).
So, the normalized computational complexity of the
biclique constructing is:

Cbiclique =
30 + 10× 24 + 3× (24 − 1)

318
= 2−0.44

(3)

In forward direction of partial matching (rounds
5 to 17) for each Sj , 20 Sboxes should be calculated
once and 47 Sboxes should be calculated 24 times

to obtaining the first matching variable (
−−→
V

(1)
i,j ). (see

Figure 7, left; The computation of the nibbles in white
is not required). Also, in backward direction (rounds
31 to 18) for each Ci, 29 Sboxes should be calculated
once and 54 Sboxes should be calculated 24 times to

obtain the first matching variable (
←−−
V

(1)
i,j ) (see Figure 7,

right). If
−−→
V

(1)
i,j =

←−−
V

(1)
i,j , we have to obtain

−−→
V

(2)
i,j and

←−−
V

(2)
i,j , which need to calculate 5 Sboxes in forward

direction and 9 Sboxes in backward direction (the
gridded nibbles), respectively. The probability of the

correctness of
−−→
V

(1)
i,j =

←−−
V

(1)
i,j is equal to 2−4 for each

wrong key guess, so for each group of keys, we need to
calculate these additional Sboxes 24 times. Hence, the
computational complexity for checking all the keys
in a group normalized to a full-round encryption of
LBlock is:

Cforward =
24 × (20 + 47× 24) + 5× 24

318
= 25.29 (4)

Cbackward =
24(29 + 54× 24) + 9× 24

318
= 25.50 (5)

Cmatch = Cforward + Cbackward = 26.4 (6)

By using the two 4-bit matching variables, the proba-
bility of accepting a wrong key is 2−8. Also, we check
28 keys in each group. So, the computational complex-
ity of rechecking false keys is:

Crecheck = 28 × 2−8 = 1 (7)

Since all steps are executed for each group, the total
computational complexity of the attack is:

Ctotal = 272 × (Ckeyschedule + Cbiclique + Cmatch + Crecheck)

= 272 × (2−0.14 + 2−0.44 + 26.4 + 1) = 278.4 (8)

The computational complexity of the attack is sum-
marized in Table 2.
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Figure 6. 4-Dimensional 5-round biclique for LBlock

Table 2. Computational complexity of attack on LBlock

Attack step
Number of computations Total

1 24 28
24 (Early

abort)
(normalized
to 318)

Key schedule 47 F 15 F - - 2−0.14

Biclique
Forward 27 F 10 F - -

2−0.44

Backward - 3 F - -

Matching
Forward - 20 F 47 F 5 F

26.4

Backward - 29 F 54 F 9 F

Recheck 28 × 2−8 = 1 Encryption

Total 272 × (2−0.14 + 2−0.44 + 26.4 + 1) = 278.4

4.2 Attack on LBlock with Modified Key
Schedule

Attack specifications. In this case we use the weak-
ness of diffusion of the modified key schedule in back-
ward direction. Consider K ′ is the key state in the
last round and the left most 32 bits of the K ′ is used
for last round subkey. Let K ′

f
= k′31k

′
30k
′
29k
′
28 and

K ′
b

= k′35k
′
34k
′
33k
′
32. As it can be seen in Figure A.2 of

Appendix A, ∆K′

i and ∇K′

j differentials have shared
just 10 active Sboxes in the key schedule, and the
effect of the diffusion of the key differentials on the
remaining parts could be computed independently.

A 5-round 4-dimensional biclique is constructed
at the ciphertext side (Figure 8). The 8th nibble of

the XR
10 is chosen as the first matching variable V

(1)
i,j

and the 3th nibble of the XR
10 is chosen as the second

matching variable V
(2)
i,j .

Complexities

Figure 8 shows that there are three active nibbles in
ciphertext for each biclique. So the data complexity
of this attack is bounded by 212. The computational
complexity of the attack is 278.74. The details of the
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Figure 7. Partial matching for LBlock

computational complexity is mentioned in Table 3.
Also, Figure 9 shows the matching part.

4.3 Our Proposed Key Schedule for LBlock

As it was shown in Section 4.2, although the diffusion
of the modified key schedule in forward direction is im-
proved very much, its diffusion in backward direction
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Table 3. Computational complexity of attack on LBlock with Modified Key Schedule

Attack step
Number of computations Total

1 24 28
24 (Early

abort)

(normalized to

318)

Key schedule 28 F 24 F 10 F - 23.32

Biclique
Forward - 3 F - -

2−1.13

Backward 33 F 4 F - -

Matching
Forward - 1 F 42 F 5 F

26.59

Backward - 32 F 75 F 9 F

Recheck 28 × 2−8 = 1 Encryption

Total 272 × (23.32 + 2−1.13 + 26.59 + 1) = 278.74

Table 4. Computational comlexity of attack on TWINE-80

Attack step
Number of computations Total

1 24 28
24 (Early

abort)
(normalized to

358)

Key schedule 53 F 17 F - - 2−0.14

Biclique
Forward - 3 F - -

2−0.70

Backward 28 F 9 F - -

Matching
Forward - 10 F 49 F 7 F

26.70

Backward - 30 F 93 F 8 F

Recheck 28 × 2−8 = 1 Encryption

Total 272 × (2−0.14 + 2−0.70 + 26.70 + 1) = 278.73

is still limited, hence it is vulnerable to the biclique
attack with matching part in the plaintext side. Since
this weakness arises from the fact that the diffusion
of the key schedule algorithm is not symmetric in the
two directions, a key schedule with symmetric diffu-
sion can strengthen LBlock against biclique attack.
We propose a new key schedule that satisfies the above
mentioned requirement. The proposed key schedule is
as follows.

(1) K ≪ 12
(2) [k21k20k19k18] = s8[k75k74k73k72]⊕[k21k20k19k18]
(3) [k53k52k51k50] = s9[k79k78k77k76]⊕[k53k52k51k50]
(4) [k69k68k67k66] = [k45k44k43k42]⊕[k69k68k67k66]
(5) [k5k4k3k2] = [k29k28k27k26]⊕ [k5k4k3k2]
(6) [k54k53k52k51k50] = [k54k53k52k51k50]⊕ [i]2
(7) K ≪ 12
(8) Output the leftmost 32 bits of the register K as

round subkey Ki+1

In fact, the idea behind using two cyclic shifts at
the beginning and the end of the key schedule (steps
1 and 7) was to construct a symmetric key schedule
in the diffusion viewpoint. The steps 2 and 4 create
a good diffusion in forward direction, and the steps
1 and 3 should do the same in backward direction.

The Sboxes are selected in the way that, if each of
them is activated in one round, it activates two nibbles
in the next round. This property was not the case
with the original and key schedule of the LBlock. As
simulations shows, any active bits of each round key
in this algorithm, quickly diffuses in all the nibbles of
the other round keys, both in forward and backward
direction, after at most 16 rounds.

5 Improved Biclique Cryptanalysis of
TWINE-80

Attack specifications. Using the weakness of diffu-
sion of key schedule in backward direction is the main
idea of our attack. Consider K ′ as the key state in
the last round. Let K ′

f
= k′23k

′
22k
′
21k
′
20 and K ′

b
=

k′7k
′
6k
′
5k
′
4. As it can be seen in Figure A.3 of Appendix

A, ∆K′

i and ∇K′

j differentials have not shared any
active Sboxes in the key schedule, and could be com-
puted, separately.

We could construct a 5-round 4-dimensional biclique
at the ciphertext side (Figure 10). The first and second
nibbles of the internal state in the input of 11th round
is chosen as the first and second matching variable

V
(1)
i,j and V

(2)
i,j , respectively.
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Figure 8. 4-Dimensional 5-round biclique for LBlock with modified key schedule

Complexities

Figure 10 shows that there are three active nibbles in
ciphertext for each biclique. So the data complexity
of this attack is bounded by 212. The computational
complexity of the attack is 278.73. The details of the
computational complexity is mentioned in Table 4.
Also, Figure 11 shows the matching part.

6 Conclusion

We found out that early abort technique, used in
impossible differential attack, can slightly improve
the efficiency of the matching part. Instead of this
limited improvement in computations, we took this
opportunity to increase the length of the matching
part, and consequently shorten the biclique part. This
shorter biclique potentially requires a limited amount
of data complexity.

We applied this method on LBlock, and TWINE-
80 lightweight block ciphers. In the case of LBlock,
a modified key schedule was proposed by designers
to enforce it against the biclique attack. We analyzed
both the original LBlock and LBlock with modified
key schedule. In all the attacks, the data complexity is
212. The computational complexity of all the attacks
are also slightly better than those in the existing at-
tacks. According to high computational complexities,
it should be mentioned that these attacks are not se-

rious threats for the practical security of the ciphers.
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Figure 11. Partial matching for TWINE-80
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Appendix

A Key Schedules of Algorithms

Active bits for     : 9-8-7-6               Active bits for     : 25-24-23-22
K

j


K

i


Figure A.1. Key schedule of LBlock. The bits in dark gray are affected by ∆K
j and the bits in light gray are affected by ∇K

i .
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Round
0
1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31

Active bits : 28-31 in K31 (forward) & 35-32 in K31 (backward)

79-76    75-72   71-68    67-64    63-60    59-56    55-52    51-48                      47-0                                   47-0
47-32,27-0

47-0
47-24,15-0
39-24,15-0

39-0
47-16,7-0

47-40,31-16,7-0
47-40,27-0
47-32,27-8
47-32,19-8

43-32,15-12,7-0
39-36,31-24,15-12,7-0

39-36,31-24,11-0
35-24,7-4

31-28,23-16,7-4
47-40,23-16,3-0

47-40,27-16
47-40,15-8

39-32,15-12
39-36,15-12

39-36,7-0
31-24,7-4
31-28,7-4

23-16
47-40

15-12
39-36

7-4
31-28

47-0
47-12,7-0

47-36,31-0
47-0
47-4

47-32,23-0
47-12,7-0

47-36,31-24,19-0
43-24,15-12,7-0
39-36,31-12,7-4

47-36,23-16,11-0
47-40,35-16,7-4

47-40,31-28,19-4
43-32,15-12,3-0

39-36,27-12
47-36,11-0
35-24,7-4

31-28,19-12,7-4
43-36,3-0

27-16
47-40,11-4

35-32
19-12

43-36,3-0
27-24
11-4

35-32
19-16

43-40,3-0
27-24
11-8

35-32

Figure A.2. Modified key schedule of LBlock. The bits in gray are affected by ∆K
i and the bits marked by ”+” are affected by ∇K

j .
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S2         --
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Figure A.3. Key schedule of TWINE-80
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