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ABSTRACT
Internet of Things is an ever-growing network of heterogeneous and constraint
nodes which are connected to each other and Internet. Security plays an
important role in such networks. Experience has proved that encryption and
authentication are not enough for the security of networks and an Intrusion
Detection System is required to detect and to prevent attacks from malicious
nodes. In this regard, Anomaly based Intrusion Detection Systems identify
anomalous behavior of the network and consequently detect possible intrusion,
unknown and stealth attacks. To this end, this paper analyses, evaluates
and classifies anomaly detection approaches and systems specific to Internet
of Things. For this purpose, anomaly detection systems and approaches are
analyzed in terms of engine architecture, application position and detection
method and in each point of view, approaches are investigated considering the
associated classification.
c 2018 ISC. All rights reserved.

1

Introduction

nalyzing security of Internet of Things (IoT) and
A
its problems can be investigated from two viewpoints: 1) things and 2) network. At things level, IoT
security faces different challenges compared to general computer networks due to its natural constraints
of resources and computational power of things. Insecure communication channel, unsupervised operation
in many applications and heterogeneity of the comprising things at network level makes the networks
vulnerable against intruders and this makes security
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of such networks complicated. Thus, providing security for IoT and the implemented protocols is critical
and requires lots of works to design and develop security mechanisms.
One of the security challenges in these networks is
wireless communication which facilitates malicious operations of the adversary. Even when it is protected by
cryptographic and authentication mechanisms, things
are exposed to wireless attacks either from within the
network (due to the physical intrusion in the network
and nodes and things capturing as well as copying
them) or from the Internet [1]. Another challenge
is dynamic topology which provides the ground for
the adoption of intruder nodes. In addition, routing
protocols, flow control and access control layer protocols try to operate with less computational cost and
overhead, therefore security challenges arise. Another
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challenge of IoT is energy constraint, for example, adversary can make nodes to wake up from sleep mode
without any reason using an intruder node which
broadcasts wake up beacons which makes nodes to
lose their energy and their lifetime is shortened; therefore, IoT has special features which can be described
as security challenges for these networks and this
makes security attainment, a challenge towards developing such networks. Therefore, applying existing
methods for detecting anomalies in the IoT are not
directly possible and is faced with challenges [2, 3].
Anomaly detection from a large amount of heterogeneous data generated by various distributed sources
with different data patterns and considering resource
constraints are some of the main challenges [4].
Security and privacy are an afterthought on many
things today, because manufacturers try to get products to market as quickly as possible. Also about
device’s firmware and different platforms and frameworks, the security evaluations have not been fully
implemented. These and other issues cause vulnerabilities in different layers of IoT. OWASP cited top
IoT vulnerabilities as follows [5]:
(1)
(2)
(3)
(4)
(5)
(6)
(7)
(8)
(9)
(10)

Insecure Web Interface,
Insufficient Authentication/Authorization,
Insecure Network Services,
Lack of Transport Encryption/Integrity Verification,
Privacy Concerns,
Insecure Cloud Interface,
Insecure Mobile Interface,
Insufficient Security Configurability,
Insecure Software/Firmware,
Poor Physical Security.

In this regard, with the exploitation of those vulnerabilities, there have been specific attacks on IoT-based
network, among them, “2016 Dyn cyberattack” and
“Persirai botnet attack” and Aidra can be mentioned.
These botnets are also called the thingbots and comprise of all sort of devices ranging from smart phones
to laptops and the new smart devices like TV and refrigerator. When infected by a botnet the IoT devices
become part of an enormous DDoS 1 ecosystem and
send requests to the target server to crash it. Such
an attack makes it hard to trace the actual source
as millions of connected devices are bombarding the
network together. In 2016 Dyn cyberattack [6], Dyn
came under attack by multiple large and complex
DDoS attacks against their Managed DNS infrastructure originated from Mirai-based botnets by generated compounding recursive DNS retry traffic which
caused major disruption of Internet services. The attack was a botnet coordinated through a large number
1

Distributed Denial of Service
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of compromised IoT devices (more than 100,000 malicious endpoints), including Digital Video Recorders
(DVRs), IP-cameras, printers, residential gateways
and so on, that had been infected with Mirai malware.
In 2017, a new IoT botnet called Persirai has been discovered targeting over 1000 IP camera models based
on various Original Equipment Manufacturer (OEM)
products by taking advantage of UPnP 2 . Persirai
can perform UDP DDoS attack with SSDP packets
without spoofing IP address. Trendmicro detected approximately 120,000 IP cameras that are vulnerable
to Persirai [7].
In the context of IoT IDS survey, a few researches
have been done [8] and in the context of anomaly
based IDS in IoT, no significant work has been done
until the preparation of this paper. Therefore, this
paper reviews and surveys anomaly detection systems
and approaches in the context of IoT and proposes a
classification of works done from different points of
view.
In the following, Section 2 describes anomaly detection and general classification of anomaly detection approaches in general computer networks. Section 3 investigates, analyzes and evaluates researches
on anomaly detection in the context of IoT. Finally,
the paper is concluded in Section 4.

2

Anomaly Detection

Cryptographic techniques are used as a deterrent security layer and defense frontline which can be broken
due to weak security mechanisms in things and wireless environment. On the other hand, intruder nodes
can make insider attacks without considering cryptography (due to authentication and having the encryption keys). For example, they can target system
communications and interactions and disturb system
communications or eavesdrop message contents or
change them and change aggregated information of
the network. Thus, a second defense layer is required
to provide security of the network in which system
interactions are monitored and relevant alarm are
issued upon detecting anomalous behavior in the network. Indeed, this defense system not only monitors
network behavior for detecting anomalous behavior
of the insider attackers but also it is applied to detect
malicious behaviors of unknown external network attackers. In fact, this system is able to analyze and
identify normal behavior of the IoT network to detect attacks and threats of the insider things, external threats from Internet and hybrid attacks of these
two in interactions of internal things and gateways so
that whenever an anomaly is detected, the system is
warned so that more damages are prevented. In this
2
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regard, system behavior and network status analysis
is one of the main problems in managing IoT. This
is why detecting anomalous behavior and anomaly
from network flow is one of the main keys in identifying status and condition of the network. This is
because detecting anomalous and malicious behavior
results in anomaly level in two forms of labeling and
scoring for blocking or eliminating adversary nodes
[9]. Anomaly labeling leads to false positive or false
negative errors, but the fuzzy consequence and the
use of scoring and probabilistic methods in providing
the result of anomaly detection is more appropriate.
By connecting a local network of things to Internet
and migrating from M2M 3 inter-network communications to Internet-based communications, characteristics of the local wireless network of things and Internet
are integrated and have created new characteristics.
Thus, integrating Internet and local network of things
changes challenges and existing solutions; which is
due to considering characteristics of the closed local
network of constrained nodes and Internet simultaneously and integrating them together. To mention
some examples of these features for this network,
open access to local network of things from Internet, physical access to network nodes to compromise
the legitimated nodes, limited resources available for
anomaly detection approaches (considering their overhead), unstable communication links in the network
of things, wireless-specific attacks through insider
intruder and outside of the network-Internet, considering IoT specific protocols (for instance, 6LoWPAN 4 is a lightweight protocol for using IPv6 in low
power networks) and specific architecture of things
and comprising a heterogeneous network of nodes
can be named [9–11]. Aforementioned problems make
conventional anomaly detection approaches not to be
responsive for IoT and proposing new solutions, methods and designing new architectures based on specific architectures of IoT necessary so that lightweight
anomaly detection approaches considering resource
constraints proportionate to security challenges can
be presented. Considering the discussion above for
anomaly detection in IoT, there are strategic issues
which should be analyzed specifically for IoT. To this
end, the following issues can be mentioned:
- Analysis, design and extracting appropriate and
efficient features: these features should be designed such that accuracy of detecting anomaly
and attacks is efficiently high by reducing overhead of monitoring data due to constrained resources.

3
4

Machine to Machine
IPv6 over Low-Power Wireless Personal Area Networks

- Architecture of anomaly detection engine: designing, deployment structure, engine components structure and interactions, information
collector agents, decision making agents and
locating them in the network for maximum efficiency and minimum network overhead.
- Analysis mechanisms and anomaly detection
techniques: analysis and design of processing
procedures such that detection accuracy for
anomaly detection specific for IoT is increased
and computational cost is decreased.
Thus, the aforementioned issues are problems which
should be analyzed specifically for these networks
so that approaches proposed for anomaly detection
in the context of IoT are identified well and these
elements can be used to identify approaches which
can be proposed to detect anomalies in IoT with high
accuracy and low overhead.
After identifying principles of anomaly detection
and its components, anomaly detection systems
should be investigated in general computer networks
so that studies in the context of anomaly detection in
IoT can be analyzed with a good perspective of work
done in this field; thus, in the following, principles of
anomaly detection in general computer networks are
presented.
Anomaly Detection in General Computer
Networks
Researches in the context of anomaly detection in general computer networks are conducted to Intrusion
Detection. In order to obtain a better understanding
in the context of anomaly detection in IoT and analyze the researches in this field, principles of anomaly
detection methods in general computer networks are
given first and then studies in this field are analyzed
and investigated. Understanding anomaly detection
approaches in computer networks and recognizing
their advantages and shortcomings provides the possibility for the researchers to analyze and compare the
existing methods to propose an optimal mechanism
for detecting anomalies in IoT.
Researches and studies in the context of anomaly
detection in general computer networks have resulted
in systems with different anomaly detection procedures. Most of these methods have employed procedures which require high computational and operational overhead to increase detection accuracy. This
is because, in the conventional Internet, constrained
energy and resources is not an acute problem; thus, focus is on increasing detection accuracy. Methods employed for anomaly detection can be classified into two
groups of model-based and similarity-based methods
[12]. In model-based methods, first a normal model
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of the behavior of the network’s elements is defined
and then violations from the model are considered as
an anomaly. In similarity-based models, each data is
compared with other data of the network and collective data and non-similarity with other data of the
network is identified as an anomaly.
In previous studies, some features are mentioned
for monitoring and supervising for intrusion detection
among which, the following can be mentioned [13–17]:
- Time interval between consequent messages for
detecting speed of packet transmission.
- Content of the packet and number of modified packets for monitoring message integrity
attacks.
- Transmission latency for detecting latency attacks in sending packets including black hole
attack or selective forwarding attacks.
- Repeated packet transmission to detect denial
of service.
- Transmitter node identity to detect attacks like
Wormhole, Helloflood, and neighbor discovery
attacks in IPv6 and Sybil.
- Number of collisions for detecting attacks like
jamming.
- Number of packet loss for detecting attacks and
symptoms of dropping, modifying or jamming.
- Amount of energy consumed by network components to prevent distribution of energy consumption in the whole network.
Each of the aforementioned parameters has higher
efficiency in one or several threats or attacks and is
not able to detect all attacks. In addition, it should be
pointed out that a network with limited resources like
limited energy and computational capacity like IoT
is not able to monitor all of these parameters; thus,
attacks and threats should be prioritized according
to application and goal, thus on that basis, extract
and monitor some of features. To this end, researches
conducted in this field have extracted and monitored
different parameters of the network according to their
detection goal.

3

Literature Review

Principles of the methods employed for anomaly detection in general computer networks were studied
in the above. In this section, previous work done
in the context of anomaly detection in IoT are analyzed and classified. These studies are analyzed and
investigated from three different viewpoints and in
each section, investigations are presented considering
the associated classification. First, in terms of engine architecture, hybrid intrusion detection systems
(anomaly-based detection along with signature-based
detection) and pure anomaly-based intrusion detec-
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tion are identified. Second, anomaly detection in IoT
has been investigated from another point of view;
Functionality Position; in which two general groups
are identified. One group is for detecting anomaly
in transport and network layer which generally studies behavior of nodes and network in communication
links, and transport layers and associated attacks
including routing attacks. In another class, studies
are conducted on anomaly detection at service and
application level and interactions and data flow parameters are studied. Third, studies are classified in
terms of the employed method to detect anomaly in
detection engine. In this aspect, different mechanisms
are used to detect anomaly where the most significant ones are anomaly detection methods based on
statistical mechanisms. Indeed, methods based on
SVM, neural network and artificial immune system
are also proposed which are more limited. Figure 1
shows anomaly detection approaches classification
presented in this paper and Table 1 show a brief review of researches done in anomaly detection in IoT
networks.
3.1

Anomaly Detection in terms of
Detection Engine’s Architecture

In research done in this field, three approaches were
proposed for Intrusion detection in IoT. In the first
approach, intrusion detection based on signature is
proposed. In this method, detection phase and attack classification are performed through predetermined patterns. In another class, approaches for intrusion detection in IoT are implemented by combining signature-based methods and anomaly detection
methods which detect intrusion using these two methods simultaneously or sequentially. In the third class,
only anomaly detection methods are used for intrusion detection and predefined signature attacks are
not applicable. In this paper, studies performed in
the two latter cases are investigated. Between these
two methods, focus is on intrusion detection based on
pure anomaly detection methods; thus, most studies
and proposed systems are related to this part. For this
reason and because all of them cannot be described
in this section, therefore Researches conducted on the
case of the hybrid method in this section will be presented by case and pure anomaly detection methods
are described in the following sections related to the
specific proposed method.
3.1.1

Anomaly-based Intrusion Detection
System

In this class of systems, merely anomaly detection
methods are used to detect attacks and identify intrusion in the network. First, the normal behavior of the
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Figure 1. Anomaly Detection approaches in IoT

network is identified and then an intrusion is detected
through identifying violations from normal behavior.
In this method, the signature of attacks is not accessible and only approximation methods are used to detect intrusion. Thus, false negative is one of the challenges of this method but on the contrary, it is able
to detect new attacks and changing behavior of the
network in previously known attacks. Due to advantages of detecting new attacks and changing behavior
of the network, studies have focused on this context.
Thus, due to large number of research done in this
field, studies considering the focus of the proposed
method is presented in more details in the following.
In this regard, authors of [62] have investigated intrusion detection approaches and have compared them
together to apply them to cloud applications based
on IoT and have concluded that intrusion detection
systems based on statistical measures, anomaly-based
detection methods and clustered architecture can be
applied to IoT. It has been mentioned that IoT is
a network of different components and things with
different applications which are connected to each
other. Thus, heterogeneous structure in the topology
of IoT is very common. So, clustering network to different application classes is a suitable approach in
mechanisms based on IoT.
3.1.2

Hybrid Intrusion Detection System

In these methods, intrusion detection engine combines anomaly and signature-based detection methods. This combination is implemented in two ways.
In the first approach, signature-based intrusion detection is at the first layer and then anomaly-based
intrusion detection operates as being suspected to the
network or detecting an anomalous signature. Our
analysis show that, in this approach, detecting suspicious states in the network is a challenge, because the
advantage of anomaly detection in comparison to hy-

brid approach is in detecting states which signaturebased systems are not able to detect. In another approach, signature-based and anomaly-based intrusion
detection systems operate in parallel and their detection objective is different. In this regard, this section
investigates intrusion detection systems which have
employed anomaly detection and signature-based systems as a hybrid Intrusion detection approach.
Analysis of [8] indicates that for intrusion detection
in IoT, a hybrid intrusion detection system is required
in which 6LoWPAN is considered and multilateral
detection mechanism based on anomaly detection and
protocol analysis is offered.
Studies in [34, 35] are also of hybrid intrusion detection type and are proposed in details in section
3.2.2. In addition, authors of [44, 45] have proposed
an intrusion detection system for IoT (Internet-based
heterogeneous sensor networks) which is based on signature and anomaly. This paper has also investigated
in section 3.3.1.
Authors of [36, 37] have proposed a hybrid intrusion detection system in another way. In the proposed
approach, normal profile at activity intervals is detected first and then it is used to detect anomalies in
the behavior of nodes. After this stage, this anomaly
is compared with defined anomalies to extract its
type, then by considering anomaly types that are
detected; intrusion type is detected by predefined expert knowledge rules. These papers have defined and
classified anomalies and attacks imposed on the network very well. In [36], results of intrusion detection
and normal profile of each node are sent to the upper
layer, based on which, network detects intrusion. In
[37], employing rules resulting from expert knowledge
in anomaly detection is described and generalization
of the work remained for future works.
In [42, 43], A Hybrid Intrusion Detection System
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Engine Architecture

Functionality Position

Detection Method

[18] Liu et. al

Description
Jacquard coefficient

[19] Kasinathan et. al

6LoWPAN DoS attacks detection

[20] Ding et. al

Latent correlation

[21] Yang et. al

Data aggregation anomaly
detection

[22] Lyu et. al

Pure Anomaly Detection Network and Application Layer Statistical network data analysis

Hyper-ellipsoidal clustering

[23] Ageev et al
[24] Chen et al
[25] Eliseev et. al

******

[26] Gunupudi et. al
[27] Pacheco et. al
[28] Onal et. al
[13] Le at al
RPL

[29] Thanigaivelan et al
[30] Mayzaud et. al

Pure Anomaly Detection

Routing and Transport Layer

Statistical network data analysis

[31] Summerville et. al

Deep Packet Inspection

[32] Wang et al

*****

[33] Wang et al
[34] Raza

Hybrid

Routing and Transport Layer

Statistical network data analysis

*****

Network and Application Layer Statistical network data analysis

*****

[35] Raza et. al
[36] Fu et al

Hybrid

[37] Desnitsky et al
[38] Pongle et al
[39] Tsitsiroudi et al

Pure Anomaly Detection

Routing and Transport Layer

****

Blackhole and wormhole detection

Hybrid

Routing and Transport Layer

****

Optimum-path forest algorithm

[40] Surendar et al
[41] Sarigiannidis et al
[42] Bostani et al
[43] Sheikhan et al
[44] Amin et al

Hybrid

[45] Trilles et al
[46] Machaka et al

Network and Application Layer Statistical network data analysis

Based on CUSUM algorithm

Pure Anomaly Detection

[47] Moshtaghi et al
[48] Yu et al
[49] Hoang et al

Pure Anomaly Detection Network and Application Layer

PCA

*****

Pure Anomaly Detection Network and Application Layer

SVM

*****

[50] Zhao et al
[51] Zheng et al
[52] Shilton at al
[53] Zissis et al
[54] McDermott et al
[55] Jain et al
[56] Sedjelmaci et al
[57] Thing et al
[58] Granjal et al

Hybrid

Hybrid

[59] Domb et al

Hybrid

[60] Tama et al

Pure Anomaly Detection

[61] Sedjelmaci et. al

Network and Application Layer

Neural Network

Pure Anomaly Detection

Hybrid

Neuro-fuzzy
****

Network and Application Layer
Statistical network data analysis
Routing and Transport Layer

Threshold based method

Network and Application Layer

******

Random-Forest algorithm

Network and Application Layer

*******

Game theory

Table 1. IoT Anomaly detection literature

for Internet of Things based on MapReduce approach
with the aim of distributed detection is proposed.
The proposed model use supervised and unsupervised
optimum-path forest model for intrusion detection.
Granjal and Pedroso [58] proposed a hybrid intrusion detection system for CoAP based network. This
work design and implement various predefined rules
and threshold for transport, network and application
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layers to detect malicious nodes and remove them
from network interactions. Also intrusion prevention
is done through node blacklists. The point is detection of new types of attacks and Internet side attacks
by predefined scenario in the presented approach and
it seems that defining new detection scenarios is required. Finally, they implemented and evaluated experimentally the proposed approach and impact on
critical resources of sensing devices and of its effi-
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ciency in dealing with the considered attacks. Implementation and evaluation of resource usage is done
by Contiki Simulator.
3.2

Anomaly Detection in terms of
Application

As mentioned, a class of researches has studied
anomaly detection and attacks at lower layers of the
network and another class of researches has investigated anomaly detection at application and network
layer. In this regard, first class detects routing related
attacks including blackhole, wormhole. The second
class detects attacks including application attacks,
network attacks and attacks from Internet.
3.2.1

Anomaly Detection at Application
Layer

In this class of studies, the focus is on detecting attacks on interactions data or network service. In the
first class, attacks aim to destruct, forge, modify or
deviate the interactive data at application layer. In
the second class, attacks aim to disrupt the service
and network function. Most researchers focus on detecting anomalies at application layer, so there are
some works in this context, thus this section cannot
investigate them all by case. Considering what the
paper has focused on, details are described provided
in the following sections. Some of the researches in
this context are associated with detecting anomalies
in industrial data [63–65] and Industrial-IoT [66]. In
this class, a real application service of IoT like smart
homes [67, 68] or application of IoT in industry [69]is
considered and According to context and application,
different techniques are employed for data anomaly
detection.
3.2.2

Anomaly Detection in Routing and
Transport Layer

In this class of researches, routing attacks in
6LoWPAN-based networks and attacks in transport
and network layers are investigated. In this regard,
[13, 35] have investigated detecting routing attacks in
6LoWPAN-based IoT networks. In this context, authors of [34, 35] have proposed SVELETE intrusion
detection system for IoT aiming to detect routing
attacks including wormhole, selective forwarding and
so on. Authors of [13] have also investigated providing security of IoT using intrusion detection systems.
In this study, the purpose is to make IoT resistant
against vulnerabilities and security threats of quality
of service on 6LoWPAN platform and focus is on attacks imposed on routing protocols considering QoS.
In [29, 30], a framework is proposed for anomaly

detection in IoT in which nodes in distributed manner evaluate their neighbors by using RPL (Routing
Protocol for Low-power and Lossy network) in their
own way. In [29] nodes transmit evaluation results to
their parent nodes through a control message on RPL
platform and higher layer nodes transmit the message to edge router nodes or gateways. Finally, edge
nodes are responsible to verify anomalies of nodes and
notify nodes periodically. Evaluating and reporting
anomalous behavior in network layer and isolating
anomalous node is performed at link layer. This is
due to prevent anomalous node’s data does not enter
the higher layers of the network for processing. Structure of detection modules and isolation of anomalous
nodes in network layer might be beneficial for optimality of packets’ data processing in network layer and
preventing extra processing of anomalous nodes packets in link layer. This paper has not discussed implementation and evaluation of the mentioned method.
In [30], a structure is proposed for distributed passive monitoring which multi-instance feature of RPL
protocol is used to propose several network routing
topologies. In this method, network nodes are divided
into two groups. One group is constrained nodes and
the other group is watchdog nodes which eavesdrop
interactions of a homogenous network of things and
monitor nodes passively and evaluate them and offer
their results to the sink nodes for a comprehensive
evaluation of the network status. These two networks
are formed by two different topologies and two separate RPL samples forming the network and are linked
to higher nodes.
EyeSim [39] and VisIoT [41] are intrusion detection systems with visual assistance for representing
the status of nodes’ links. Mentioned systems detect
wormhole links to detect black hole attacks. Sink node
is responsible for nodes monitoring in order to detect
links of black-hole and monitor neighbors, routing tables of each node and next step in packet routing and
transmission and detect intruder nodes through investigating this information. The main focus of these
papers is based on graphical representation of nodes’
links to each other for analyzing and monitoring nodes
and network and representing results obtained from
security evaluations like detecting black-hole links.
Also in black-hole attack detection, InDReS [40] is a
system which detects and prevents intrusion through
emphasizing on detection of black-hole attacks and
isolation of malicious node. In the proposed method,
network nodes are divided into categories with a head
as watching node which monitors packet drop count
of its surrounding nodes and finally uses the information obtained from monitoring neighbors and scores
each node using Dempster Shafer theory and detects
the malicious nodes through comparing the score
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with a threshold and informs the network to isolate
it. NS2 simulator is used to evaluate the proposed
work. In the simulations, assumptions are: network
nodes are homogeneous, the network is connected to
the Internet and head is not captured.
3.3

Anomaly Detection in terms of
Detection Method

Detection engine and the approach used for detecting anomaly apart from system architecture and its
application and based on detection method plays the
main role in anomaly detection approaches survey.
Researches are divided into two groups in terms of detection mechanism. In one group which includes the
most work done, detection approach is based on network data analysis. The other limited group studies
deep packet inspection for anomaly detection.
3.3.1

Anomaly Detection based on Network
Data Analysis

This method is based on applying different algorithms
for supervising and monitoring network and application level data as anomaly detection feature. All
network data including content of interaction data between nodes at application layer and the parameters
of network traffic flow are monitored and analyzed
so that if their values are changed whether in terms
of values exchanged at application layer or values of
traffic flow, deviation from normal behavior is detected. Different algorithms are proposed for detecting anomalies based on these data but most methods
employ statistical mechanisms in detecting normal
behavior of data at application and network layer
and deviation from it. Some recent studies are also
proposed, in which artificial immune system, SVM
classifiers, neural network and PCA based approaches
are applied to network data for detecting anomalies.
Anomaly Detection based on Artificial Immune System
Authors of [70–72] have investigated the overall
review of the applying artificial immune algorithms
for anomaly detection based on using network level
data on IoT and their system architecture. In [70], a
general architecture is proposed in which a central
service provider and some agents are predicted for
detecting anomalies at gateways. They proposed general architecture and application of artificial immune
algorithms for anomaly detection and work on details
of detection method and practical evaluation might
be for future.
Anomaly Detection based on SVM
For detecting anomalies based on SVM classifiers,
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[52] has proposed DP1SVM which is a one class SVM
with update feature for learning data model. This
paper has focused on extracting the associated SVM
and update method. A set of environmental features
in a sensor network comprising 9 sensors is used for
evaluation and data samples of a sensor during twoweeks are used for testing the proposed SVM and time
curve required for learning and updating the model is
also presented for data of that network. Also, authors
of [51] have investigated applying a one-class SVM
as a general structure. Applying the aforementioned
methods for implementation in constrained nodes of
IoT should be considered in terms of overhead and
cost.
Anomaly Detection Based On Neural Network
Artificial Neural Network is another method used
for anomaly detection for Internet of Things. In this
method, an artificial neural network used to model
network data and do clustering on aggregated data
form end nodes. Advantage of this method is its usability in different and diverse area in supervised
and unsupervised manner, so in different contexts,
it can identify and learn network data model and
detect anomaly data. This excellence requires providing more data to tune its neurons organization and
weighted connections for identifying data pattern and
overall data model. Some works used neural network
along with and in comparison to other machine learning methods.
In this context [54, 55] investigated Neural Network and SVM method and compared their result in
anomaly detection and demonstrated the promise of
both computational intelligence techniques in effectively detecting intrusions; although SVM performs
better results with smaller sample size than neural
network. Authors of [57] study deep learning approach
for anomaly detection in IEEE 802.11 Network. This
work examined the utilization of different techniques
as the activation functions for the hidden neurons in
the proposed neural network for attack detection and
classification.
Anomaly Detection based on Principal
Component Analysis
Authors of [48–50] proposed a model for intrusion
detection in IoT which is based on dimension reduction algorithm and a classifier. The proposed model
uses Principal Component Analysis (PCA) to reduce
dimensions and complexity of various data from a
large number of features to a small number. After data
complexity reduction, a classifier with less overhead
and complexity can better detect the data anomalies.
By applying this method, they hope to execute sim-
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pler detection method in IoT constraint nodes with
less complexity and resource usage.
Anomaly Detection Based on Statistical
Mechanisms
In this class of approaches, a statistical model of
network’s behavior parameters resulted from data
flow processing of the network interactions is comprised implicitly or explicitly [16]. It is necessary that
this statistical model or behavior profile is generated
in a normal condition without anomaly. After this
stage, in time intervals, the profile is updated based
on network behavior. In order to detect anomaly, obtained data from network behavior is compared with
reference profile and a degree of anomaly or a label is
assigned to it according to the amount of deviation.
Considering policy of the method in presenting the
output, a degree of anomaly or a label is presented
as anomaly result. Presenting anomaly label is done
through comparison with a threshold where determining a threshold according to conditions is challenging.
Authors of [19] have presented an architecture for
detecting denial of service attacks at network side
which is proposed centrally in managerial component
of Low Power networks based on 6LoWPAN. For detecting attacks, packets’ size threshold rule is used.
In order to evaluate the proposed approach, penetration test and flooding attacks traffic flow are used.
Authors of [24] have proposed a general architecture
for anomaly detection in IoT in which network nodes
are divided into three groups. Local detection at node
level is associated to working nodes and data collectors; after anomaly signs, associated node which detects anomalies and finally the decision maker node
decides about its being anomalous considering prior
scores of the node. For detection procedures, this
work has mentioned comparing average of data with
a threshold. Authors of [23] have investigated cumulative parameters of the statistical distribution of data
flow and anomaly is analyzed and detected through
fuzzy inference from cumulative statistical parameters
like mean, variance and etc. this paper has focused
on flow analysis technique and practical evaluation
is performed through generating synthetic statistical
data.
Liu et.al [18] have examined using of Jacquard
coefficient as a measure for detecting data similarity
and detecting distance between data instead of using
similarity measures like Euclidean distance. In this
paper, general data generated by MATLAB are used
as statistical features for implementing and evaluating
the proposed algorithm and anomaly detection.
[22] Proposed a Fog-Empowered anomaly detection scheme based on hyper-ellipsoidal clustering al-

gorithm. In the fog computing model, the Fog layer
and the Cloud layer nodes perform the clustering and
anomaly detection process and end nodes do not run
clustering process on the data. This anomaly detection scheme improves timely detection of anomalies
and saves energy consumption in the network by reducing process end node process overhead.
Cumulative SUM algorithm is employed in several
papers [44–46, 73] as a scoring classifier based on
SPC for analyzing data series aiming for anomaly detection. In anomaly detection section of [44] which
was presented in section3.1.2, this method is used to
detect anomaly in data collected from the network.
In order to evaluate the proposed method, a network
with mesh topology is created randomly using NS2
which communicates data randomly and applies the
proposed method to detect anomaly in data flow and
attacks like denial of service. Authors of [45, 73] have
proposed a framework for anomaly detection system
in Internet of Things. An anomaly detection system
based on this framework is proposed for environmental monitoring systems based on the above algorithm.
In the proposed framework, a brokering approach
is used to receive and process data from different
types and protocols from different nodes with different standards in different processing layers. In fact,
the proposed approach is to consider a broker for each
class of nodes so data of that class is received and
converted to the standard format and is offered to
the detection module (CUSUM) for anomaly detection. Indeed, discussions in this paper point out that
CUSUM has constraints and disadvantages in applying and implementing procedures for detecting some
anomalies including trend change in the above system. As mentioned, this paper has proposed a framework for a data series analysis in a network of nodes
and anomaly detection in IoT is an example of realizing this system. Detection algorithm parameters and
deployment structure of detection modules and features being analyzed and details of anomaly detection
method are issues which should be presented by authors of that paper. [46] Has also employed CUSUM
to detect DDoS attacks emphasizing on detection of
TCP SYN flooding attacks in IoT. In the proposed
paper, the above method is applied for anomaly detection and investigate adjustment of algorithm parameters and their impact on the efficiency of the
method and analyze balance between detection rate
and false positive rate and balance between detection
rate and latency in detection. In order to evaluate
the proposed method, DARPA data are used and for
simulating IoT, attack data are added to the data.
Papers [32, 33], evaluate efficiency and quality of
service of the network to detect anomalies in qualitative parameters of the network and parameters as-
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sociated to quality of service and efficiency are modeled in order to maximize utility. That is, parameters
of QoS in all nodes of the network are measured in
normal condition and if measured parameters are different from normal values, anomaly is detected. For
instance, latency and hop count are mentioned as
examples of the quality of service parameters.
LCAD [20] is an approach for anomaly detection
in different data series based on Latent correlation
method. In the proposed method, correlation vectors
are computed first using correlation matrix which represents link between different sections of data. Using
latent correlation vector (LCV), associated latent correlation probabilistic model among data is computed.
Finally, applying the probability distribution model to
data and estimating matching between data and the
associated model, data anomaly is detected. It should
be mentioned that using central limit theorem, it is
assumed that there are a few numbers of anomalous
vectors, accordingly, probabilistic distribution model
which is used to detect anomaly, is constituted. In
order to evaluate the proposed method, three outlier
detection methods are compared to detect anomaly
on industrial data. Analysis show that what should
be considered about the proposed method is that
its overhead and computational complexity on constrained nodes and online anomaly detection should
be considered.
Eliseeve [25] has proposed a method for detecting
anomaly from data flow in the central server without
inspecting flow content. This method employs crosscorrelation of request-response features in the server
flow to analyze network behavior and evaluate it
through correlation of requests and responses to the
current flow of the network with its normal state. In
order to evaluate this correlation, Pearson correlation
coefficient and neural network one-class classifier are
employed. Considering discussions in the proposed
paper, the first method is not efficient if request
content is not considered due to the dependency of
response to request content, because different requests
generate different responses even if they are of the
same size, thus this method cannot be employed in
heterogeneous networks. Thus, this method can be
used in servers with simple and similar interactions
and the paper has suggested using the second method.
But it should be said that the second method is not
suitable to be implemented in constrained nodes and
it should be employed in high power nodes like edge
router nodes.
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3.3.2

Anomaly Detection through Deep
Packet Inspection

Authors of [31] have detected anomalies through deep
packet inspection of data being interchanged in the
network and they have claimed that anomaly can
be detected by comparing packets bit by bit and by
pattern matching. In this method, first, the normal
pattern is learned by data packets being transmitted
among nodes of the same type and adjusts parameters
of detection pattern through bit distribution of each
class of nodes and finally, after learning phase, detects
anomaly in packets data through pattern matching
and using logical operation applied to bits. Finally, in
order to evaluate the proposed method, assumed that
communication protocols of nodes are simple, thus
data packets are very similar to each other and can
be compared at bit level to detect anomalies through
pattern matching.
Heterogeneity in context, application and data being transmitted in IoT are the problems which should
be considered in the above analysis. This is because,
exchanged data at bit-level can be completely different by their contextual values to compare with others.
Another issue that makes this method, challenging is
Internet-side attacks that which are not necessarily
recognizable by bit matching and bit level analysis.

4

Conclusion

As mentioned, works done investigated from three
points of view. In engine architecture, most studies
have focused on pure anomaly detection in contrast
to hybrid IDS. In functionality position point of view,
researches done both in the transport layer and detection of routing related attacks as well as application layer and data anomaly detection. In detection
methods point of view, most works are done on statistical data anomaly detection. As a summary two
field more taken into consideration: first, anomaly
intrusion detection at transport layer and routing related attacks. The other one is statistical anomaly
detection on the network and application layer data.
Most studies in this context are general and have not
considered specific features of heterogeneous and constrained networks of IoT and mostly a general model
and framework without practical evaluations on IoT
specific data and platform has been proposed.
The main issue with the proposed approaches in
the literature is the detection approach overhead in
terms of computation, communication and time complexity for execute in IoT-based limited nodes for
real time anomaly detection. Another important issue
of works done on IoT anomaly detection is the heterogeneity of things and context and applications. A
general anomaly detection approach cannot provide
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a separate diagnostic model for any type of application and data and for different infrastructures and all
the protocols and data exchanged can be completely
different. Based on analysis of works done in the literature, simultaneously address these two issues and
achieve high accuracy in detecting anomalies in IoT
is an open problem. Thus, in order to propose a comprehensive anomaly detection system in IoT apart
from infrastructure protocols for context independent
and different applications to detect data and network
anomaly, heavy work is required. In this regard, heterogeneity and constraint resources of IoT nodes and
diversity of applications and contextual data types
are significant issues that needs to be considered in
order to achieve an all-purpose global anomaly detection approach for entire IoT network with heterogonous cluster of nodes.
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