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ABSTRACT
Communication security of wireless sensor networks is achieved using
cryptographic keys assigned to the nodes. Due to resource constraints in such
networks, random key pre-distribution schemes are of high interest. Although in
most of these schemes no location information is considered, there are scenarios
that location information can be obtained by nodes after their deployment. In
this paper, we propose a novel probabilistic key pre-distribution scheme, for
large-scale wireless sensor networks which utilizes location information in order
to improve the performance of random key pre-distribution substantially. In
order to apply the location information of the nodes in key distribution process,
we partition the network into some regions and use graph coloring techniques
to efficiently assign the random keys. The proposed scheme has a superior
scalability by supporting larger number of nodes and also increasing the
probability of existence of a shared exclusive key among the nearby nodes, i.e.,
the probability of having an isolated node is significantly reduced in comparison
with the existing random key pre-distribution schemes. Our simulation results
verify these terms.
© 2017 ISC. All rights reserved.

1

Introduction

chieving high level of security in networks which
A
communicate over an open media such as wireless networks is an important issue. In order to check
confidentiality and integrity of data messages in such
networks, the messages need to be encrypted. It is
necessary to distribute a number of secret keys among
the network nodes for establishing secure encrypted
communications. However, providing a key manage-
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ment mechanism for a large-scale network without an
additional infrastructure is a very challenging task.
In this paper, we study large-scale stationary wireless sensor networks in which the nodes have constraints on communication capability, computation
power, storage space. Also, there are constraints on
network features like lack of a prior knowledge of postdeployment configuration, and vulnerability of nodes
to physical capture. Notice that it is not sensible to
entrust the responsibility of agreement on keys to ordinary nodes, e.g., Diffie-Hellman algorithm, in an
extensive network; because, in addition to the restrictions of nodes, high traffic congestion is imposed to
the network. Furthermore, in this case nodes need to
somehow authenticate themselves before establishing
a secure link, which itself is a challenging matter.
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One solution for key management in large-scale
networks is to assign keys in early stages such as during
manufacturing or deploying stage of the network nodes.
The proposed methods in the literature based on this
idea consist of three phases: (i) key pre-distribution, (ii)
shared-key discovery, and (iii) path-key establishment.
In the first phase, keys are produced offline and are
stored in the memory of the nodes. In the next phase,
each node discovers its neighbors with whom it has a
common key and establishes secure links with those
neighbors. Finally, in the third phase, pair of neighbors
which possess no shared-key, establish a path with the
aid of those nodes that have a common key after the
second phase and communicate with each other over
that secure path. They can also use that secure path
to establish a shared-key with each other [4].
In this paper, we propose a new location-based probabilistic key pre-distribution (LPKP) scheme in which
a novel key assignment technique and a secret key
establishment method are used in the first and second phases. In the presented scheme, the third phase
is done similar to the existing methods. Before describing the idea of the LPKP key pre-distribution
approach, we review some preliminaries on dividing
the network into zones, concept of graph coloring, and
different classes of assigned keys.
– First, we divide the area of the network into a
number of zones, which are called cells. The size
of each cell is set based on the radio range of
nodes such that every two nodes in two adjacent
cells be able to communicate with each other;
as illustrated in Figure 1. It should be stated
that these cells just define regions in which the
location of nodes is important and they should not
be confused with the concept of cells in cellular
networks. Cells can be square, hexagon, etc. in
shape in order to fit together and evenly cover
the area of the network. However, in general, we
can use different shapes to cover the network. In
this paper, without loss of generality, we consider
square cells to simplify illustrations of our key
pre-distribution scheme and the analysis.
– We put upon the idea of graph coloring in our
approach. Graph coloring is the assignment of colors to the elements of a graph subject to defined
constraints. Simply, colors are assigned to either
the vertices (vertex coloring) or the edges (edge
coloring) such that no two adjacent vertices (or
edges) share the same color [1–3]. In the LPKP
scheme, a color is assigned to each cell in such
a way that no two adjacent cells have the same
color. For a network with square cells, we can use
9 distinct colors to fully color the network cells
under this constraint. Figure 2 depicts a proper
coloring (here, instead of different colors, we use
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various hachures) for the square cells in an area.
Here, the colors are assigned deterministically,
but this can be done in various forms with 4 or
more number of colors. We assume that nodes are
stationary (fixed in their location) after deployment; accordingly, we can use GPS coordinates
in deployment phase to figure out the color of the
cell in which each node is settled.
– Eventually, after formation of cells and definition
of the colors, LPKP scheme assigns two classes of
keys to each node based on its location and the
color of its cell: primary keys and secondary keys.
I Primary keys are assigned to the nodes randomly; and by using these primary keys, nodes
can establish secure links with their neighbors.
Since the allocation of primary keys to each
node is done by chance, it is probable that some
keys are used as shared-keys in different locations in the network. Therefore, a vulnerability
is imposed to the network against node capture; which is common in most of pre-shared
key methods. In order to address this susceptibility, secondary keys are defined in LPKP.
II Secondary keys are assigned to the nodes based
on the cell in which they are settled. Secondary
keys are merged with primary keys in such a way
that all primary keys that are common among
nodes remain common after being combined
with the secondary ones. Secondary keys are
incorporated with primary keys in order to
decrease the probability that a key is used as
a shared-key more than one time in the whole
network.
The scheme is described in details in Section 3. Note
that from now on, we use the term “keys” for primary
keys, unless it is mentioned secondary keys.
In the LPKP scheme, the size of key-pool only
depends on the average number of neighbors for each
node (which is proportional to the average number
of nodes in each cell). This means that the size of
key-pool does not grow by increasing the area of the
network. Therefore, our approach possesses a superior

Figure 1. Relation between the size of each cell and the radio
range of nodes.
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scalability and probability of existence of a sharedkey among neighbor nodes compared to the existing
methods.
We analyze, evaluate and compare the performance
of LPKP scheme in terms of the total number of keys
in the networks, the size of key-rings for each node,
connectivity degree of secure links, and etc. with the
existing related schemes. Our simulation results verify the superiority of our proposed scheme in largescale stationary wireless sensor networks. For instance,
compared to other pre-shared key approaches, our
presented scheme has a higher probability that the
graph of the network become connected and it supports larger number of nodes. As a basic example, in
LPKP, the probability that the graph of the network
become connected is two times the basic scheme; or under the same conditions, our proposed method could
support seven times larger networks than the basic
scheme. On the other hand, in order to acquire the
aforementioned advantages, LPKP approach needs to
decrease the size of the key-pool which results in the
fact that keys been used as primary keys more repeatedly. To overcome this shortcoming, in this work we
present the idea of employing the secondary keys by
the nodes in each cell.
Notably, the present work completes our previous
conference paper [5] and provides more technical details and some new ideas for key pre-distribution.
The remainder of this paper is organized as follows:
In Section 2, we briefly discuss related work. In Section 3, we describe our proposed LPKP scheme for
key pre-distribution. Section 4 presents the analysis of
LPKP scheme. In Section 5, the evaluation and simulations results of LPKP scheme are presented. Finally,
we conclude the paper in Section 6.

2

Related Work

In this section we briefly review various probabilistic
key pre-distribution schemes that can be employed in
multi-hop wireless sensor networks.

L. Eschenauer and V. D. Gligor proposed a random key pre-distribution scheme for wireless sensor
networks in [4]. In this approach, a key-pool of KP
distinct keys is generated randomly and a unique identification (ID) is assigned to each key. For each node,
kr keys are randomly chosen from the key-pool and
in accompany with the ID of each key is stored in the
memory as the node’s key-ring. After the network deployment phase, each node broadcasts a message to
its neighbors which contains a list of its key-IDs. The
neighbor nodes receive and compare the IDs with their
own key-IDs. If there is a common ID for a neighbor
node; it means that the neighbor and the node have a
shared symmetric key. Our proposed scheme has been
developed based the idea of this work, from now on,
we refer to it as basic scheme.
The basic scheme has been used as a framework
of posterior key pre-distribution schemes in wireless
networks. For instance, [6] and [7] combined Blom’s
method [8], and Blundo’s method [9], with the basic
scheme respectively and presented a new scheme. [10]
changed the basic scheme in such a way to gain a higher
resilience against node capture. In this work, in order
to establish a secure link between two neighbor nodes,
the nodes require to have at least q keys (instead of
at least one) in common among their key-rings.
Du et al. presented an approach in [11] which utilizes
the basic scheme in accompany with the deployment
knowledge to improve the performance of the basic
scheme. It is assumed that the deployment of nodes is
non-uniform. Hence, knowing that which nodes have
the probability to settle near each other will benefit
the key pre-distribution scheme. The idea beneath
this approach is to divide the key-pool into smaller
groups of key-pools so that each group of key-pools
corresponds to a specific group of nodes which are
more likely to be neighbors. The goal is to let keypools corresponding to nearby groups of nodes share
more keys compared to distant groups of nodes. In [12]
Du et al. have proposed an improved scheme in which
they have combined their presented scheme with their
DDHV (Du-Deng-Han-Varshney) approach in [6].
Kong et al. were inspired by the scheme presented
in [11] and proposed their own scheme. But, instead
of utilization of rectangular partitions, they got use
of hexagon ones and showed that under the same
conditions, their presented method attains a higher
probability of local connectivity and more resiliency
against node compromise compared to [11].

Figure 2. An example of partitioning the area of a network
with square cells and definite color (hachure) assignment for
each cell.

In [14], Anjum presented a LDK (Location Dependent Key) management scheme; a location-based approach for key distribution in wireless sensor networks.
This scheme not only increases the probability of connectivity of nodes, but also reinforces the resiliency
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against node compromise. In this approach, a random
set of keys are allocated to each node prior to deployment. After deployment phase, actual keys are chosen
among those sets. Also, [16] uses the location of nodes
in order to decide which keys should be assigned to
each node. The author shows that this approach reduces the number of keys that is needed to be stored
on the memory of each node, whilst compromise of one
node will affect communications only in that neighborhood.
Faghani et al. used of Anjum’s LDK approach and
presented their own sectorized LDK scheme which
does not require any information related to the deployment of nodes [15]. They contend that their presented
scheme improved key resiliency and moreover, nodes
could be added to the network at any time.
Gaur et al. proposed a scalable method in [17] which
guarantees fully pairwise secure connectivity among
all neighbor nodes.
There are also some key distribution schemes which
utilize location information to achieve a particular
goal. For instance, [18] and [19] present a locationbased method which is used in hierarchical networks.
[20] and [21] employ location-based approach in order
to made the network resistant against insider threats
and node compromise, respectively. Also, various key
management schemes for wireless sensor networks are
presented in [22] and [23]. A survey on key distribution
schemes for wireless sensor networks has been provided
in [22].

3

Proposed LPKP Scheme

In LPKP key management scheme, we consider a largescale wireless sensor networks; in which, the nodes are
stationary and distributed uniformly random over a
large area.
The LPKP scheme is founded on Eschenauer and
Gligor’s method [4] (which we referred to as “basic
scheme” henceforth). The main objective is to determine the size of key-pools for achieving a full and
secure connectivity among nodes with high probability
(w.h.p.).
Our goal is to have a shared key w.h.p. between
every two adjacent nodes to establish a secure link,
and use these links we establish secure paths among
the network nodes. Due to limited processing power
and memory space of the nodes, we should introduce
a distributed key pre-distribution scheme which requires low processing power and memory at each node.
Foremost, as the radio range of the nodes is given, we
have to consider the size of the cells in such a way
that every two nodes in contiguous cells be within the
radio range of each other. According to Figure 1, the
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relation between the radio range of each node and the
length of each square cell is following,
√
r = 2( 2 × L)
(1)
where r is the radio range and L in the length of each
cell.
3.1

Primary and Secondary Key
Distribution

In LPKP scheme, key-rings that are stored in each
node’s memory depend on the color of the cell in
which every node is going to reside. As mentioned
in Section 1, the colors are assigned to the cells in
such a way that every two adjacent cells have distinct
colors. Obviously, there will be some neighbor nodes
which are settled in two adjacent cells with different
colors and they need to have a shared-key. To have this,
primary keys are randomly selected from some keypools which are correspondent to the colors of nearby
cells and are stored in the corresponding key-rings.
For example, with assumption of square cells with
9 definite colors, we create 9 distinct key-rings for
each node in order to communicate with nodes within
its own cell or other 8 nearby cells. Each key-ring is
selected from its corresponding key-pool. Note that
totally, we have 45 disjoint key-pools;
 36 cases are for
choosing 2 cells out of 9 cells (i.e., 92 ) when two nodes
are settled in two different cells and 9 remaining cases
are for choosing 1 cell out of 9 cells when two nodes
belong to the same cell.
As the nodes are scattered in the network in different
ways, it is possible that a node does not reside in the
expected cell with the expected color. In this case,
again, all the key-rings in the node’s memory are
usable; because, the latter cell is still neighbor to all 8
remaining cells. As a result, the misplaced node could
find common keys with its neighborhood yet.
An alternative scenario for assigning keys to each
node is to allocate all the 45 distinct key-rings to
each node, while these key-rings are chosen from corresponding key-pools. In this scenario, it is assumed
that nodes could reside in every cell with every color.
So, it is not certain in prior that each node is going
to be settled in which cell with the specified color.
As a result, by assigning all possible key-rings, each
node can find common keys with its neighbors and
finally establish a secure link with them. In this paper, we base our assumptions on the first scenario and
evaluate the performance this scheme.
In the start-up phase, each node figures out that
with which neighbors it has common primary keys.
If two neighbor nodes find just one key in common,
they establish a secure link using that key; otherwise,
if they find more than one common key in their key-
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rings, they have to build a single shared-key in terms
of those common keys to communicate with. Thus,
they incorporate those keys to acquire a new key. This
incorporation could be the output of a hash function
which takes the common keys as the input or the XOR
of those keys.
Furthermore, there is a chance that the shared
primary key of two neighbor nodes are being used
elsewhere in the network. This means if a node is
compromised, it is probable that its keys are being used
as shared-keys in other places in the network. This fact
jeopardizes the security of other links and empowers
the adversary to eavesdrop other communications.
This made us to present secondary keys in order to
increase the level of security in the presented scheme.
As stated before, secondary keys are assigned to nodes
regard to their locations. As a result, by utilization of
secondary keys and combination of them with primary
ones, the resulted keys would not appear elsewhere in
the network. Consequently, after a node is captured,
its key-rings are not functional for eavesdropping in
other parts of the network.
In the LPKP scheme, after the start-up of the network, and after all those aforementioned phases, i.e.
key pre-distribution, shared-key discovery, and pathkey establishment, have passed, some secondary keys
are needed to be assigned to nodes and be merged
with primary ones in key-rings in order to alter the
shared-keys in such a way that shared-keys will not be
repeated elsewhere in the network. These secondary
keys should be allocated in a way that after these
keys are combined with primary keys, those adjacent
nodes which have keys in common (established secure
links), still have keys in common. In other words, by
deployment of secondary keys the connectivity of the
secure links should not be changed; neither any secure
link should be removed nor new secure link should be
added to the network.
For instance, one way to incorporate primary
and secondary keys is to compute hash(Primary k
Secondary), where k denotes concatenation; or,
Primary ⊕ Secondary, where ⊕ denotes XOR operation. It is clear that if a primary key is common
between two nodes, after being combined with a secondary key, the result would remain common between
those nodes.
The following procedure is considered in the LPKP
scheme in each cell in order to assign secondary keys
to nodes:
1) A node is selected as a cluster-head in every
cell. The selection of a cluster-head can be done
randomly or based on a specific criteria [24–27].
2) Cluster heads pick randomly one key which is

Figure 3. Employing a secondary key by the nodes in each
cell.

not used as a shared-key out of the key-ring corresponding to the cell in which they are settled,
i.e. kri,i .
3) Thereupon, they send the chosen key to the
neighbors through the formed secure links; including nodes in their own cell and in the adjacent cells; as depicted in Figure 3. As it is
expected that the graph of the network be connected by utilization of primary keys, all the
neighbors would receive the sent secondary key
with one or more hop transmissions.
4) All the neighbors amalgamate the received secondary key with their shared-keys they possess
with nodes in that cell and construct a new key.
Hereinafter, those nodes get use of this new key
to communicate with nodes within the cell they
obtained the secondary key from.
It is not far from reality that by the start-up of
the network, no node is compromised. As a result, by
dispatching secondary keys through secure links that
are constructed by primary keys, nodes could collect
secondary keys securely and no secondary key would
be disclosed to the adversary.
It should be stated that as each cell dispatches its
own secondary key to its adjacent cells, shared-keys
for transmission and reception differ from each other.
For instance, suppose that nodes a and b reside in
two adjacent cells and have a common primary key in
their key-rings. Without loss of generality, both nodes
a and b are considered as cluster-heads of their own
cells. Node a issues its secondary key to all adjacent
cells including the cell containing node b; and vice
versa. Thus, the sent key from a to b varies from the
key that b sends to a. As a result, after primary and
secondary keys been combined, node a calculates a
new secret key in order to encrypt sent messages to b,
while b computes another key for encrypting the sent
messages to a. Indeed, nodes a and b exploit different
secret keys to communicate with each other.
Lets denote the secondary key issued by node a
as Sa , the secondary key sent by node b as Sb , and
the shared primary key between node a and b as Pa,b
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which is obviously equal to Pb,a . Suppose that each
node compute Primary ⊕ Secondary to calculate a
new secret key. Consequently, node a computes the
secret key for communication to b as:
Ka,b = Pa,b ⊕ Sb

(2)

where ka,b denotes the secret key that node a uses for
encrypting sending messages to node b.
Similarly, node b computes the secret key for communication to a as:
Kb,a = Pa,b ⊕ Sa

(3)

so on. As a result, analogous to the key-pools, at
least 45 distinct hash functions are required in the
network. These hash functions can be used for creating
temporary secret keys between neighbor nodes which
vary over time. Hash functions take the original key
and time value as their input and generate a new
key. Since the output of hash functions is completely
irrelevant to its input, the adversary will not be able to
distinguish the keys after they are passed through the
hash functions. Although this mechanism reinforce the
security of the network against cryptanalysis attack,
it is still susceptible to node compromise.

4

Analysis of the LPKP Mechanism

It is evident that Ka,b and Kb,a differs from each
other. In other words, in the communication between
two adjacent cells, the ingoing traffic is encrypted
with a distinct key from the outgoing traffic. This
fact hardened the fact for the adversary who sniffs
the communications between every two node that are
residing in different cells as they send and receive
messages that are encrypted with distinct keys.

In LPKP approach, the size of each key-ring is kri,j
which is randomly chosen from a key-pool of size KPi,j .
An important question that arises here is that what
is the suitable size for KPi,j and kri,j to acquire a
desired connectivity probability of pc ?

Furthermore, according to the explanations regarding to the assignment of secondary keys, the number
of allocated secondary keys is proportional to the number of cells in a vicinity. Here, for square cells, each
node needs to store 17 secondary keys in its memory;
1 key for send and receive in its own cell, 8 keys for
transmitting messages to adjacent cells, and 8 keys
for receiving messages from nearby cells.

Note that in LBC scheme, the sizes of key-pools
and key-rings only depend on the average number of
neighbors nodes for each node (which is proportional
to the density of nodes) while in the former schemes
they are computed in terms of the whole number of
nodes in the network. This means our scheme shows
a superior scalability as the number of nodes grows in
the network compared with the previous approaches.

3.2

Key Revocation

As soon as a node is compromised, it is indispensable
that all its neighbor nodes revoke all the keys that
exist in the compromised node’s key-rings. Various
methods have been proposed which enable nodes to
identify compromised nodes pursuant to their misbehaviors [28–30]. After being ascertained that a node
is compromised, all its adjacent nodes remove their
shared-keys and thus their secure links with that node.
To attain a higher level of security, after key revocation, LPKP performs secondary key distribution once
more.
3.3

Re-keying

Whenever it is needed that re-keying be accomplished,
in LPKP scheme, one way is that the procedure of
distribution of secondary keys takes place. Another
way is to allocate 9 different hash functions to the
nodes in each cell to be used for communicating with
nodes located in 8 adjacent cells and also with nodes
in their own cell. Each hash function is used to vary
the keys in the corresponding key-ring. For instance,
among these 9 hash functions, one is used to change
keys in kr1,1 , another is used for keys in kr1,2 , and
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4.1

Key Distribution Analysis

Memory of each node restricts the number of keys
that could be stored. So, in practice, the size of keyrings must be determined by the size of memory. To
figure out the size of key-pools, a theorem from random
graph theory is applied here, [31] and [32].
pc = lim Pr [G(n, pij ) be connected] = e−e
n→∞

−c

(4)

where G(n, p) is a random graph with n nodes and pi,j
is the probability of existence of an edge between two
nodes. Also, c is a positive constant which is related to
the value of pi,j by the following formula (as n grows
to infinity):
ln n
c
pi,j =
+
(5)
n
n
To have a connected graph, it is sufficient that the
graph which is made up of nodes from any two adjacent
cells be connected and also, to have connectivity inside
each cell.
First we compute KPi,j for the case that two nodes
are in different cells. Constant c is obtained from (4)
as follows:
c = − ln(− ln pc )
(6)
Moreover, pi,j is obtained from (5) by setting n to
be approximately the number nodes in two adjacent
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cell.

Thus, equation (14) would be written as:

To tie in pi,j to the size of KPi,j , we have,
pi,j = 1 − Pr[two nodes do not have a shared key]
(7)
In order to have two nodes with no key in common,
the first key-ring is arbitrarily drawn out of KPi,j keys,
while the second key-ring must be chosen among the
KPi,j − kri,j remaining keys. Therefore, the number
of cases for the first and the second key-rings are as
follows respectively,


KPi,j
KPi,j !
=
(8)
kri,j
kri,j !(KPi,j − kri,j )!


KPi,j − kri,j
(KPi,j − kri,j )!
=
(9)
kri,j
kri,j !(KPi,j − 2kri,j )!
So the probability that two nodes do not share any
common key can be calculated as following:


KPi,j KPi,j −kri,j
((KPi,j − kri,j )!)2
kri,j
kri,j
=


KPi,j KPi,j
KPi,j !(KPi,j − 2kri,j )!
kr
kr
i,j

i,j

(10)
Thus,
pi,j = 1 −

((KPi,j − kri,j )!)2
KPi,j !(KPi,j − 2kri,j )!

(11)

As depicted in simulations, KPi,j is in the order of
10, 000. Hence, it is almost infeasible to compute the
exact solution of (11). As a result, we use Stirling’s
approximation for m!, where m is a large number; i.e.,
√
m
m! = 2πm( )m
(12)
e
Consequently, by using (12), pi,j is approximately
equal to:
pi,j ∼
=1−

kr
(1 − KPi,j
)2(KPi,j −kri,j +0.5)
i,j
kr
(1 − 2 KPi,j
)(KPi,j −2kri,j +0.5)
i,j

(13)

The size of KPi,j can be obtained based on (13).
However, still computing KPi,j through this equation is hard and time consuming. We reformulate the
equation as following:
kri,j
ln(1 − pi,j ) ∼
)
= 2(KPi,j − kri,j + 0.5) ln(1 −
KPi,j
kri,j
− (KPi,j − 2kri,j + 0.5) ln(1 − 2
)
KPi,j
(14)
Since the size of key-ring is much too smaller than
the size of key-pool, the proportion of kr to KP is too
small. Thus, the following approximation can be used
for small δ:
ln(1 − δ) ∼
(15)
= −δ

kri,j
ln(1 − pi,j ) ∼
)
= 2(KPi,j − kri,j + 0.5)(−
KPi,j
(16)
kri,j
)
− (KPi,j − 2kri,j + 0.5)(−2
KPi,j
Finally, KPi,j could be computed as:
KPi,j ∼
=

2
−2kri,j
ln(1 − pi,j )

(17)

Similar formulas can be derived for the case that
two nodes are located in the same cell. Just in equation
(5), n must be considered as number of nodes in a cell,
which gives us smaller key-pool sizes. For simplicity,
in the proposed scheme we assume the size of key-pool
and key-ring for the latter case is equal to the former
one, where two nodes are located in two adjacent cells.
4.2

Security Analysis

In this section, we investigate the possibility of leakage
of keys when x nodes are compromised. As key-rings
are assigned to nodes based on their location and each
key-ring is chosen out of a particular key-pool, the
adversary needs to compromise nodes in specific cells
to gather a sufficient number of keys to be able to
perform a successful attack.
Assume that the adversary compromises x nodes
and obtains x number of key-rings for a given color
(krl,m for given l and m). The best event for the
adversary is when these key-rings mutually disjoint;
which is almost true according to Figure 7 and 8. As
a result, the adversary would attain almost x × krl,m
keys from KPl,m .
The average number of secure links that each node in
cell with color m possesses with nodes in the adjacent
cell with color l is n × pm,l ; where n is the average
number of nodes in each cell and pl,m is the probability
that every two adjacent node share at least one key.
As a result, on average, the total number of secure
links that nodes in cell with color l form with nodes
in cell with color m is equal to n2 × pm,l .
Now, we want to pursue what the hostile can acquire
by compromising x nodes. First, we have to see what
are the probabilities that two neighbor nodes share
exactly one key, two keys, and so on. By using (14),
the probability that any two adjacent node share at
least one key (pl,m ) is computed. pl,m could be also
written as:
pl,m = p1 + p2 + p3 + . . .

(18)

where pq denotes the probability that two neighbors
have exactly q keys in common; and, p1  p2  p3 
....
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In order that two key-rings have exactly q sharedkeys, the first key-ring
should be drawn out the whole

l,m
key-pool ( KP
),
then
those q common keys should
krl,m

be chosen from the selected key-ring ( krql,m ), and
eventually, the remained krl,m − q keys of the second
key-ring must be chosen from the remaining key-pool
l,m −krl,m
( KPkr
); indeed,
l,m −q

 


KPl,m
krl,m
KPl,m − krl,m
(19)
krl,m
q
krl,m − q

krl,m

q
krl,m −q


KPl,m KPl,m
krl,m
krl,m

(20)

As p1  p2  p3  . . . , it is more probable that
an adversary be able to eavesdrop the communication
between two nodes with just single key in common,
rather than overhearing a link among two nodes that
have more than one key in common.
In order to compute p1 in terms of pi,j , we rewrite
(11) as:
pi,j = 1 − p0
(21)
where

KPi,j KPi,j −kri,j
kri,j
kr
 i,j 
KPi,j KPi,j
kri,j
kri,j



0

p =



(24)

As KPl,m is much larger than krl,m , p1 could be
approximately written as:
p1 ∼
=

2
krl,m
(1 − pi,j )
KPl,m

(25)

According to (17), the equation above would be
written in the simplified form as:
− ln(1 − pi,j )
p1 ∼
(1 − pi,j )
=
2

(26)

After the adversary achieves x number of krl,m , the
probability of a successful attack, i.e., the probability
that at least one secure link, which is formed by utilization of just one shared-key, among two adjacent cells
with colors l and m become vulnerable is equal to:
x krl,m
pSA ∼
= n2 p1
KPl,m
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We desire that an adversary could not be able to
perform a successful attack by compromising x number
of sensor nodes; i.e., pSA  1. Thus:
4 krl,m
x
(29)
2
2
n (1 − pi,j ) (ln(1 − pi,j ))

By applying secondary keys, as stated before, the
adversary is not able to perform a successful attack in
a region in the network by getting use of the achieved
key-rings of compromised nodes in another location
of the network.

5

Simulation Results

In this section we describe the results of MATLAB
simulations for the proposed scheme. We focus on
the performance of the scheme for distributing the
primary and secondary keys and compare it with the
basic scheme.
5.1

Thus,
2
krl,m
(1 − pi,j )
KPl,m − 2krl,m + 1

(28)

(22)

By comparing (20) and (22), p1 would be calculated
as:
2
krl,m
p1 =
p0
(23)
KPl,m − 2krl,m + 1

p1 =


2
x n2 − ln(1 − pi,j )
(1 − pi,j )
pSA ∼
=
krl,m
2

Consequently, by compromising x nodes where x
satisfies the above condition, the antagonist could not
fulfill any successful attack.

Consequently, pq could be calculated as:



KPl,m krl,m KPl,m −krl,m
pq =

Thus,

(27)

5.1.1

Evaluation of the Presented Scheme
Numerical Analysis

In this section, we numerically analyze the presented
scheme from different perspectives.
First, we present a simple numerical example to
illustrate how the scheme works. Calculations for obtaining the size of key-pools are based on (14). Consider a network with 100 nodes which are distributed
randomly in a region of 100m×80m. Suppose that the
radio range of the nodes is 50m. Hence, the length of
√ = 17.68m and the average number
cells would be 250
2
100 ∼
of nodes in each cell will be 17.68
2 = 4.
Assume that the desired connectivity for graph
is pc = 0.99, meaning that the network is almost
certainly connected. Using (5), we obtain c = 4.6 and
from (6), we have pi,j = 0.8349. Figure 4 depicts a
network with the above parameters whose nodes are
distributed randomly. The lines indicate that the two
neighbor nodes have at least one shared-key. It can be
seen that the network graph is connected via secure
links.
Next, we assume that each node can store 225 keys
in the memory. So we can assign 25 keys to each keyring (25 × 9 = 225). From (14), we set KPi,j = 560.
Therefore, we need to generate 44 × 560 = 25200
distinct keys to feed all key-pools. Just to give another
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Figure 4. Graph connectivity over secure links for 100 nodes

example, under the same condition, if the size of kri,j
is reduced from 25 to 20, KPi,j decreases to 360 and
thus totally 16200 keys are needed.
Figure 5 shows the effect of the average number
of nodes in each cell on the probability of sharing at
least one key. The probability of existence of a shared
secret key decreases while the number of neighbors
grows. It also shows that when the desired probability
for connectivity of graph boosts, the probability of
sharing a key increases as well. Note that a little
change in pc has a significant impact on pi,j . For
instance, if the average number of nodes in cells is
10, when pc increases from 0.99 to 0.999, pi,j elevates
approximately from 0.4 to 0.5.
Next, we study the effect of number of neighbor
nodes on the total size of key-pool. Figure 6 depicts
that the relation between these parameters is almost
linear. While the mean number of nodes in each cell
boosts, the size of key-pool elevates either. This figure
also illustrates the relation between the size of keypool and the size of key-ring.

0

10

20
30
40
Average Number of Nodes In Each Cell

50

Figure 6. The size of key-pool vs. the average number of
nodes in cells, when pc = 0.99 and kri,j = 20 and 25

Finally, according to (29), the threshold for the
number of compromised nodes (i.e., x ) which does not
enable the adversary to perform a successfull attack
for the aforementioned example is 46. As stated before,
each cell contains 4 sensor nodes in average; as a result,
in such network, the adversary should compromise
nodes in approximately 12 cells. On the other hand,
by applying secondary keys, the shared-keys vary from
cell to cell. Consequently, the antagonist is not able
to carry out any successful attack.
5.1.2

Security Analysis

From now on, we investigate the security of our presented scheme.
Note that in our scheme only the nodes which their
keys are chosen from the same key-pool have a chance
to possess common keys in their key-rings. Since the
key-pools are utilized based on the color of the cells,
most of the nodes with the same color will be distant
from each other, and this fact hardened the matter
for the adversary.

1
Pc=0.99999
Pc=0.9999
Pc=0.999
Pc=0.99

Probability of Sharing at Least One Key

0.9
0.8

Consider the first example with 100 nodes distributed randomly in the network of size 100m × 80m.
Figure 7 shows the number of times that all of the primary keys in all key-pools are allocated to the entire
network nodes. As illustrated in the figure, 10339 keys
are assigned to just one key-ring (one node); 3951 keys
are repeated in two key-rings (two nodes), and so on.
It is obvious that the summation of the values in the
figure should be equal to the size of key-pool (25200
keys). It should be stated that as key assignment is
random, these results would vary in each run.

0.7
0.6
0.5
0.4
0.3
0.2
0.1
0

5

10

15
20
25
30
35
40
Average Number of Nodes In Each Cell

45

50

Figure 5. The probability of sharing at least one key vs. the
average number nodes in cells, when kri,j = 24.

In the previous case, the repetition of keys does
not mean that those keys are used as shared keys.
Indeed, we just count the number of times that keys
are assigned to different key-rings in distinct nodes.
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Figure 7. The number of repeated primary keys vs. the number
of repetition of primary keys.

Figure 9. Difference between the LPKP scheme and the basic
scheme from the perspective of pi,j .

Here, Figure 8 depicts the number of times that those
keys are used as shared-keys among neighbor nodes.

repeats is equal to 14.33. If the network size grows to
5000 nodes with average 5 nodes in cells, a key repeats
82.64 times on average.

As shown in Figure 8, for the previous example,
2651 keys are used to secure just one link, 285 keys
are utilized as shared-keys twice, 229 keys are used
to secure three links, and etc. In other words, out of
a key-pool of size 25200, 10.5%, 1.1%, and 0.9% of
the keys are used to secure one, two, and three links
respectively.
It is obvious that as the network size grows without
any change on the average number of nodes in cells,
the probability for existing at least one shared-key
between two neighbors does not change; so, the size
of key-pools do not vary either. But, as the total
number of nodes increases, we have more key-rings
that should be chosen from a fixed key-pool. Therefore,
the primary keys are used more repeatedly in keyrings. For example in the case that there are 5 nodes
in each cell, for total network size of 500 nodes, the
average maximum number of times that a primary key
3000

5.2

Comparison Between the LPKP and the
Basic Scheme

We compare the performance of our key distribution
scheme with the basic scheme from different aspects.
First, consider the aforementioned area with fixed
total number of nodes. By varying the number of
neighbor nodes, we can compare the probability of
existence of a shared-key. Figure 9 shows the probability for these schemes. It is assumed that the total
number of nodes in the network is 1000 with desired
connectivity of 0.99. This indicates that our method
improves the probability of existence a link between
two neighbor nodes.
Figure 9 indicates that our scheme has a higher
probability of existence of secure links between two
adjacent nodes. For instance when the average number
of nodes in each cell is 10, pi,j from basic scheme is
equal to 0.1292 but our approach results in 0.3798,
more than two times.

The Number of Shared Keys

2500
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1500

1000

500

0

1

2
3
4
5
6
7
8
9 10 11 12 13
The Number of Times That Keys Are Used as Shared Keys

14

Figure 8. The number of shared-keys vs. the number of times
that primary keys are used as shared-keys.
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The next comparison could be made in terms of
key-pool size. Similarly, we consider the conditions
analogous to previous example. In addition, the size
of key-ring is equivalent to 225. The result in Table 1
indicates that our approach is economical in terms of
number of required keys for the key-pool. For example,
there are 5 nodes in each cell, on average each node
has more than 45 neighbors. In this case basic method
results in 167393 keys in the key-pool for totally 1000
nodes. But as analyzed earlier the total key-pool size
in our approach is equal to 25110.
Finally, for the last comparison, we study the scalability of our proposed method. To do this, we again
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Table 1. Comparing the key-pool size in the proposed scheme
and the basic scheme as the density of nodes grows.

Number of neighbor nodes
Average number of nodes in a cell
Key-pool size
Number of neighbor nodes
Average number of nodes in a cell
Key-pool size
Number of neighbor nodes
Average number of nodes in a cell
Key-pool size
Number of neighbor nodes
Average number of nodes in a cell
Key-pool size

Basic
scheme

Proposed
scheme

45

-

-

5

167393

25110

90

-

-

10

366245

59985

225

-

-

25

961086

151830

450

-

-

50

1951999

292365

Table 2. Maximum number of nodes for having a shared-key
among neighbors with a certain probability.
Basic scheme Proposed scheme
Network Size

100

751

Probability of Sharing a key

0.1688

0.1644

Network Size

200

1471

Probability of Sharing a key

0.0929

0.0921

consider a region of 100m × 80m and scatter a defined
number of nodes in that region with radio range of
50m. It is assumed that the desired probability for
graph connectivity is 0.99. The probability of existence of link between two neighbor nodes is computed
based on (4) and (5). As our scheme has a higher
probability, we add nodes to the network till the probability of existing key between adjacent nodes in our
approach become close to the basic scheme. The results are depicted in Table 2.
For instance, we spread 100 nodes in the mentioned
area. Then the probability that two neighbor nodes
have a shared-key in basic scheme is computed which
is equal to 0.1688. The number of nodes in the network increased until the probability of sharing at
least one key between two neighbors in our proposed
method become close to that probability. In this case,
our scheme can support 751 nodes under the same
conditions.

6

Conclusion

We presented a novel location-based key management
scheme for symmetric key pre-distribution based on

Eschenauer and Gligor’s method. Our scheme uses the
location information of the nodes for choosing the keyrings which results in higher probability for existence
of secure link between two neighbors. The presented
scheme is designed in such a way that the places in
which the same key is used are distant from each other.
Therefore, if a node is compromised, it can cause only
a local security issue. Because, by utilization of secondary keys those compromised keys are useless in
other parts of the network. So, the network is resilient
against node capture. Furthermore, unlike other key
distribution methods that are dependent to the total
number of nodes in the network, our proposed approach is dependent to the density of the nodes; as
a result, it shows a senior scalability for large-scale
wireless sensor networks.
Our simulation results verify that in large-scale
wireless sensor networks with stationary nodes, our
proposed scheme can randomly pre-distribute keys
based on the location of the nodes with a higher probability for shared-key existence compared to the basic scheme. In addition, in our scheme it is easier to
control and manage the keys if some of them compromised locally. On the other hand, as the presented
method is just dependent to the density of nodes, the
size of key-pools do not increase as the network size
boosts. Thus, in order to address this deficiency, we
introduce secondary keys.
Finally, as stated in the content, our proposed
scheme does not rely on the network size; on the contrary, it is based on the density of the nodes. So, as
it can be seen in the simulations, the graph of the
network is connected within each cell too. As a result,
the presented method could be employed in networks
that each nodes has a small number of neighbors; like
hierarchical wireless sensor networks in which it is sufficient that all the nodes within each cluster form a
secure link with their cluster-head.
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