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ABSTRACT
In this study, a novel approach which uses combination of steganography
and cryptography for hiding information into digital images as host
media is proposed. In the process, secret data is first encrypted using the
mono-alphabetic substitution cipher method and then the encrypted secret data
is embedded inside an image using an algorithm which combines the random
patterns based on Space Filling Curves (SFC) and the optimal pair-wise LSB
matching method. We employ a modified Imperialist Competitive Algorithm
by Genetic Algorithm operations, namely Discrete Imperialist Competitive
Algorithm (DICA), to perform the optimal pair-wise LSB matching method
and find the suboptimum adjustment list. The performance of the proposed
method is compared with other methods with respect to Peak Signal to Noise
Ratio (PSNR). The PSNR value of the proposed method is higher than the
state-of-the-art methods by almost 4dB to 5dB.
© 2015 ISC. All rights reserved.

1

Introduction

owadays, with the growth of computer networks
N
and internet-based applications, digital communication has become an essential part of most infrastructure. The convenient and timely usage of on-line
services and easy data sending through the Internet
is useful for individuals as well as organizations. However, the public networks such as Internet are not
reliable because of copyright violation, counterfeiting,
forgery and fraud. Therefore,confidentiality and security of digital communications are serious issues in
sharing top secret information through a public channel. Cryptography and information hiding are two
major techniques for safe communication. Cryptography is a method of secret communication in which
sensitive information are written in meaningless forms
∗ Corresponding author.
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@mail.uk.ac.ir (F. Zarisfi Kermani), kuchaki@uk.ac.ir (M.
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ISSN: 2008-2045 © 2015 ISC. All rights reserved.

so that only the trusty receiver can recover them [1–4],
but it may cause suspicion. Information hiding, including watermarking and steganography schemes [5],
consists concealing secret data into digital multimedia such as text, image, sound and video files (called
cover/host media) so that the secret data is invisible
and undetectable [6]. Watermarking is the practice
of imperceptibly altering a piece of data in order to
embed information [7]. The steganography is the art
and science of using each digital multimedia to embed secret data in an undetectable way. We note that
the secret data does not need to relate to the host
media [8–10].
In image steganography, a digital image is selected
as a digital media cover to hide a secret message.
The image containing a secret message is called stegoimage. Steganography methods are categorized into
spatial domain and frequency domain methods. Embedding in frequency domain methods like BSS [11] is
carried out by modifying suitably selected coefficients
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in a transform domain such as DFT 1 , DWT 2 , and
DCT 3 . On the other hand, methods like OLSB [12],
OPAP [13], IP [14], HSV [15], PVD [16] and SM [17]
in spatial domains work directly with pixels. The most
common and simple method for spatial domains is to
manipulate the bit planes of each pixel of the cover image. Because these methods mostly use the least significant bit plane of each pixel for the embedding process,
they are called LSB-based steganography methods.
We can divide LSB methods into two sets: 1) LSB
replacement, and 2) LSB matching. In the first set,
the LSBs of each pixel store the bits of secret message.
The methods of the first set can be easily implemented,
but the distortion of the stego-image produced by
them, comparing with other methods, is very high.
This is a very important problem because the quality
of stego-image is an important criterion for evaluating
the performance of a steganography method. Methods such as OLSB have been proposed to solve this
problem using different optimization algorithms like
GA 4 [12] or CSO 5 [18] to obtain an optimal LSB
substitution matrix. OPAP [13] is another method
that improves the quality of stego-image by adjusting
the pixel value after hiding secret data and in IP [14]
each section of secret data is either inverted or not, in
order to achieve the best quality of stego-image. However, they are not very successful because they use
the raster scan to select the cover pixel. The ARIP
method [19] is a combination of OPAP and IP and
uses the random scan based on Space Filling Curves
(SFC) to select suitable cover pixels for the embedding
process. ARIP has the best quality stego-image and
higher embedding capacity than the older methods
but in compression with LSB matching methods does
not perform very well.
In this article, we propose a novel steganography
method that uses LSB matching method and random
scan based on Space Filling Curves to improve the
performance of the ARIP method based on the MSE
and PSNR parameters. In this method, the cover
image is divided into a non-overlapping blocks of equal
size and then the part of ciphered secret data, using
the mono-alphabetic substitution cipher algorithm,
is the same data embedded repeatedly according to
four random scans based on Space Filling Curves
(Hilbert-SFC, Moore-SFC, ZigZag1-SFC, Z-SFC) and
the optimal pair-wise LSB matching method. The best
scan with minimum distortion i.e. minimum Mean
Square Error (MSE) and maximum Peak Signal to
Noise Ratio (PSNR) for each block of cover image are
1
2
3
4
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identified and fixed. A binary code (00, 01, 10, and
11) is assigned to each of the four random scans.
The binary code of the fixed scan and the suboptimum adjustment list, which is obtained by using the
Discrete Imperialist Competitive Algorithm (DICA),
for each particular block of cover image are stored
as the key. Although encrypting the secret data has
no effect to the visual quality of the stego-image but
in order to make access to secret data for hackers
difficult, it is better to add the cryptography step
before the embedding stage in steganography methods. Thus we combine a cryptography method and
our proposed steganography method in this article.
The rest of this paper is organized as follows: in Section 2, some works that are relevant to our propose
are mentioned. Also, three necessary preliminaries are
introduced and described in Section 3. In Section 4,
the proposed steganography algorithm according to
the combinational method based on random scans
and DICA is discussed. The experimental results are
given in Section 5 and in Section 6, the complexity
and performance of the proposed method is analyzed.
Finally, Section 7 and 8 summarize the main conclusions and suggest the further works, respectively.

2

Related Work

Since the proposed method is categorized in the spatial
domain, in this section we go over some steganography
methods that try to improve the methods on this
domain like LSB replacement and LSB matching.
In the LSB replacement methods, the LSBs of the
cover image pixel bits are exchanged directly by the
secret information bits. In VRS [20, 21] has been used
a pixel’s dependency on its neighborhood to find out
the smooth area and sharp area in cover image and to
estimate the amount of secret data to be embedded
into an input cover pixel. Also in [22], all of the image
pixels have been classified into 8 regions and then
the 8 distinct ordering coding have been applied to
each region by the developed partial optimization
encoder. Thus, the most effective ordering, means
that the minimum number of bits has been altered
to each region, is obtained. These methods try to
improve the security and guarantee to construct the
final stego image with minimum distortion in compare
with simple LSB replacement. Another way, which
has been proposed to improve the performance of
simple LSB replacement method, is the method of
randomized process and optimal LSB substitution [12,
18]. Farther, finding an optimal substitution matrix in
this method, which can help decrease the differences
and increase similarities with cover image, can be
considered as an optimization problem. In [23] we
proposed one compound meta-heuristic method, by
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using both PSO 6 and SA 7 algorithms, to find optimal
substitution matrix.
Therefore, first we found an optimal substitution
matrix by use of PSO-SA algorithm and encoded
secret image by using the obtained matrix. Finally,
we embedded the encoded secret image into cover
image by replacing. Also in [24] a semi-reversible data
hiding method has been proposed. So that, firstly
interpolation methods are used to scale up and down
the cover image before hiding secret data for a higher
capacity and quality. Secondly, the LSB substitution
method is used to embed secret data.
In the LSB matching methods, if the secret bit does
not match the LSB of the cover pixel, the value of
the cover pixel is randomly increased/decreased and
otherwise is not changed. In the last years, the more
researchers tried to improve and modify this strategy
with maintaining its principles. In [25] the complexity
of each cover image pixels is calculated by a complexity measure based on a local neighborhood analysis
and a threshold. Then suitable pixel is chosen and
if its LSB value is not matched with secret bit then
the pixel value is randomly changed. In this article we
tried to find and determine the secure location of the
cover images that are more suitable for embedding.
In [26] the Markov chain distance based on the secondorder statistics has been chosen as the security metric,
for this reason two improved LSB matching method
have been proposed to make this security metric as
small as possible. In the first method, the empirical
Markov transition matrix of a cover image and the
pseudorandom number generated by a pseudorandom
number generator are used to determine the modification directions of randomly added/subtracted by 1.
In the second method, the Genetic Algorithm (GA)
is used to find the optimum matching vector. In [27]
the LSB matching revised image steganography has
been expanded and an edge adaptive scheme which
can select the embedding regions according to the size
of secret message and the difference between two consecutive pixels in the cover image has been proposed.
Also in [28, 29] researchers tried to modify pair-wise
LSB matching method (Mielikainen’s method) to improve the visual quality of the stego images and then
increase the security. Therefore, they applied the quantum gravitational search algorithm (QGSA) and Genetic Algorithm to search an optimal solution among
all the permutation orders.

3

Preliminaries

In this section, we discuss three main requirement processes. Section 3.1 presents the data hiding method
6
7
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based on simple LSB matching [4] and improved methods of its like Mielikainen method [30] (is called pairwise LSB matching) and optimal pair-wise LSB matching [6], respectively. Section 3.2 describes the Imperialist Competitive Algorithm (ICA) and Section 3.3
introduces the Space Filling Curves (SFC).
3.1

Simple LSB Matching

In this method, instead of always replacing the LSBs of
the cover image pixels with secret bits, if the secret bit
does not match the LSB of the cover pixel, the value of
the cover pixel is randomly increased/decreased, otherwise the pixel value of the cover image is not change.
Because, the numbers of pixels that are changed in
this method are large, the analytic methods such as
the proposed method in [31], which are based on the
center of mass (COM) of the histogram characteristic
function (HCF), can detect the existence of embedded
secret data in stego-images. To solve this problem, the
pair-wise LSB matching method is proposed.
3.1.1

Pair-wise LSB Matching

Mielikainen in [30] modified the simple LSB matching method which simultaneously considers two pixels of the cover image (xi , xi+1 ) and two secret bits
(mi , mi+1 ) as described in Figure 1 and each time obtains two pixels of the stego-images (yi , yi+1 ) so that,
the value of the ith secret bit, mi , is compared with
the LSB of the cover image’s ith pixel, xi , and the
value of the (i + 1)th secret bit, mi+1 , is compared by
the function of xi and xi+1 as follows:
f (xi , xi+1 ) = LSB bxi /2c + xi+1



(1)

The visual quality of stego-image obtained by the
pair-wise LSB matching method is better than that
obtained by simple LSB matching method, but it can
be improved by finding the optimum adjustment list
of secret bit pairs that has the best matching with
cover pixel pairs. That it is explained in the following
section.
3.1.2

Optimal Pair-wise LSB Matching

This method assigns a score to each case of the ordinary
pair-wise LSB matching method as follows:
• Case 1: If the pixel pairs of the cover image is
copied to the stego-image. The score is T1 .
• Case 2: If one pixel of the cover image is unchanged and the other one is modified randomly
then, the score is T2 .
• Case 3: If one pixel of the cover image is unchanged and the other one is modified deterministically then, the score is T3 .
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Figure 1. The flowchart of Meilikainen’s method.

Since it is better to keep the cover pixels unchanged,
we must have T1 > T2 > T3 .
The score of each cover pixel pairs and secret bits
is now calculated and the score matrix is obtained as
follows:
MLs ×L

h

= {m(i, j)|m(i, j) ∈ {T1 , T2 , T3 }, 1 ≤ i ≤ Ls , 1 ≤ j ≤ Lh }
(2)

where Ls and Lh are whole numbers of secret stream
pairs and also cover stream pairs, respectively and
m(i, j) is the score matching of ith pair of secret
streams and j th pair of cover streams. In what follows
we assume that Ls = Lh .
After obtaining the score matrix M, the adjustment
list J = {j1 , j2 , . . . , jk , . . . , jLs } is generated by selecting Ls elements and so that just one element of
each row and column of score matrix M is selected.
After generating the adjustment list, the total score
is calculated as follows:

f (j) =

1 X
fM

m(i, j),

f M = LS × T1

(3)

where Ls is whole numbers of secret stream pairs,
m(i, j) is the score matching of ith pair of secret
streams and j th pair of cover streams and T1 is the
maximum assigned score to each case of the ordinary
pair-wise LSB matching method.
It is obvious that different adjustment lists can be
produced by selecting elements of score matrix M differently so an adjustment list with higher total score
is the best adjustment list that is called suboptimum
adjustment list. The stego-image produced by using
this suboptimum adjustment list is closer to the cover
image and has higher visual quality in comparison
with two previous methods. Therefore, the suboptimum adjustment list can be obtained by applying
an optimizing algorithm. The method proposed by
Xu [6] uses an Immune Programming (IP) strategy to
achieve the suboptimum adjustment list using total
score as the criterion for optimization.
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3.2

Imperialist Competitive Algorithm

The Imperialist Competitive Algorithm (ICA) is a new
socio-politically motivated global search strategy that
has recently been introduced for dealing with different
optimization tasks [32]. This evolutionary optimization strategy performs well with regard to both convergence rate and global optimum achievement [33] so,
ICA as an optimization algorithm is used in many different situations such as industrial planning, resource
allocation, scheduling, pattern recognition and image
encryption.
As with other evolutionary algorithms, this algorithm starts with an initial population. Each individual of the population is called a country. There are
two types of countries: imperialist states and colonies.
Initially all the colonies are divided among the imperialists based on their power. Imperialists with more
power possess more colonies. The imperialist states
together with their colonies form empires.
After forming initial empires, the colonies in each
empire start moving toward their relevant imperialist country (assimilation policy). A sudden change
in power, organizational structures or other sociopolitical characteristics in a country is called a revolution. This process often occurs after assimilation
and causes some colonies in each empire randomly to
change their positions. The percentage of colonies in
each empire that are involved in the revolution process is called the revolution rate. Consequently, after
executing two steps i.e. assimilation and revolution,
all colonies take up new positions. It is possible that a
colony of an empire reaches a better position than the
imperialist so that their positions are reversed and
the algorithm is continued by the imperialist in the
new position.
The total power of an empire depends on both the
power of the imperialist country and the power of its
colonies. This fact is modelled by defining the total
power of an empire as the power of the imperialist
plus a percentage of mean power of its colonies and is
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calculated according to Equation 4.
T.Cn = cost(imperialistn )+ζmean{cost(coloniesof empiren )}
(4)

where T.Cn is the total cost of the nth empire and ζ
is a small positive number in [0, 1]. In the final step,
we have a competition among the imperialists. In this
step, all empires try to take the possession of colonies
of other empires and control them. The imperialistic
competition gradually brings about a decrease in the
power of the weaker empires and an increase in the
power of the more powerful ones. This is modelled by
picking some (usually one) of the weakest colonies of
the weakest empire and starting a competition among
all empires to possess these colonies. Based on their
total power, each empire will have a likelihood of
taking possession. It is not certain that these colonies
will be possessed by the most powerful empires, but
these empires will be more likely to possess them.
Several criteria can be used to stop the algorithm.
One idea is to use a number of maximum iterations of
the algorithm, called maximum decades, to stop the
algorithm. Or, the end of the imperialistic competition,
when there is only one empire, can be considered as
the stop criterion of the ICA. The algorithm can also
be stopped when its best solution in different decades
cannot be improved for several consecutive decades.
The flowchart of the Imperialist Competitive Algorithm is shown in Figure 2

straight line and then are turned around. These curves
are suitable for approximating square images. Peano
or Z-SFC is another kind of Space Filling Curves introduced by Peano in 1890 [40]. Moore-SFC is similar
to the Hilbert curve, but the rotation of basic curve
in each quadrant of higher orders is different. Also,
Zigzag-SFC is similar to the Peano curve but traverses
an image in the neighborhood of leading diagonal. Figure 3 depicts the order 3 of Hilbert, Peano, Moore and
Zigzag SFCs, respectively.

4

The Proposed Method

In this article, we combine the advantages of Space
Filling Curves and optimal pair-wise LSB matching
method to obtain a stego-image with a quality better
than the existing methods. In additional, we use an
encryption stage over the secret bit sequence before
embedding stage to increase hardness of accessing to
secret data. In the other words, the proposed steganography method in this article can be divided into three
phases:
• Phase 1: Ciphering secret bit sequence by monoalphabetic substitution cipher algorithm.
• Phase 2: Embedding the ciphered secret bit sequence according to optimal pair-wise LSB matching method and Space Filling Curves.
• Phase 3: Extracting the secret bit sequence from
the stego-image and deciphering it.
4.1

3.3

Space Filling Curves

A Space Filling Curve is a one-to-one mapping from
an N-dimension space to a one-dimension space which
traverses just once through all points in an arbitrary
dimensional space. SFCs are used in algorithms of
image processing based on the spatial coherence of
nearby pixels [35] such as compression [36], encryption [37] and hiding information [37].
In the field of image processing, scanning with space
filling curves can be identified as a mapping from a
two dimensional (2-D) image plane to a 1-D pixel sequence [35] so that, the resulting sequence of pixels
are processed as required the final image is obtained
when the (possibly modified) pixel sequence is placed
back in a frame alongside the same SFC [37]. Thus,
every curve has two free ends which may be joined
with other curves. The basic curve is the order 1. To
derive a curve of order i; each vertex of the basic curve
is replaced by the curve of order i − 1; which may be
appropriately rotated and/or reflected to fit the new
curve [39]. In this article, we use four famous SFC in
orders 2 and 3, namely Hilbert-SFC, Peano-SFC (ZSFC), Zigzag-SFC and Moore-SFC, in the embedding
phase. The Hilbert curve traverse three points in a

Ciphering Phase

In this phase, the secret bit sequence S is ciphered
by using the mono-alphabetic substitution cipher algorithm [41] which is a bijective (i.e. one-to-one and
onto) mapping function. So that, the bit locations in
S are numbered sequentially from 0 to n − 1, where
n is the secret data sequence size. Finally, the new
stream S 0 is made by changing the each of bit location
x in S to the new location g(x) according to Eq. (5)
g(x) = (k0 + k1 x) mod n

gcd(k1 , n) = 1 (5)

where k0 and k1 are two constants used as keys, and
gcd(., .) means the greatest common divisor. This randomization process can produce a meaningless stream
S 0 which is difficult to detect unless the receivers understand the cipher process and own the two keys (i.e.,
k0 and k1 ).
4.2

Embedding Phase

In this phase, we combine the SFCs and optimal pairwise LSB matching method to embed the ciphered
secret bit sequence S 0 at a cover image C by using the
algorithm that is shown in pseudo code of Algorithm 1.
According to the brief discussion in the Section 3.1,
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Figure 2. Flowchart of the Imperialist Competitive Algorithm [34].

Algorithm 1 Pseudo code of embedding phase.
1: Function
Embedding(array
C[m][n],
array
S 0 [1][65536],array RP [1][k])
2:
Divide the cover image C with size m × n into N
blocks with size k.
// according to the order of SFCs,
block size is 4 × 4 or 8 × 8
3:
for i = 1 to i = N do
// i is the block counter.
4:
for RP = 1 to RP = 4 do
// RP identifies
the random pattern corresponding to the one of the SFCs
5:
Traverse the ith block according to random
pattern RP and obtain sequence of pixels, C 0 [k].
6:
Divide C 0 [k] and k bits of the ciphered secret bit
sequence (i.e. S 0 [k]) into non-overlapping pairs and obtain
the sequence of pixel pairs C 00 [k/2] and the sequence of
secret bit pairs S 00 [k/2].
7:
Compute the score matrix M [k/2][k/2], as described in Section 3.1, by using the two sequences C 00 [k/2]
and S 00 [k/2].
8:
Recall the described DICA in Section 4.2.2 with
C 00 [k/2], S 00 [k/2] and M [k/2][k/2] as its inputs and return
the best − order[RP ][k/2], as its output.
9:
Sort the sequence S 00 [k/2], according to best −
order[RP ][k/2] and obtain the sorted sequence S 000 [k/2].
Perform the pair-wise LSB matching method, as
10:
shown in Figure 1, for sequences C 00 [k/2] and S 000 [k/2]and
obtain the sequence of stego pixels ST [RP ][k].
11:
Retrieve the sequence of stego pixels ST [RP ][k]
according to random pattern RP to achieve the ith block
of stego-image.
12:
Compute M SE[i][RP ].
13:
end for
14:
M SE[i] = min(M SE[i][RP ]).
15:
Assign the value of key[i, 1] and key[i, 2] based
on Table 1;
16:
Assign key [i, 3 . . . 2+k/2] = best−order[RP ][k/2];
// best-order is the output of DICA for the RP that is
corresponding to the SFC with minimum MSE value.
17:
Obtain the pixels of the ith block of stego-image
H based on ST [RP ][k] and random pattern RP ;
18:
P = P − k; // P is equal to the remaining length
of ciphered secret bit sequence after embedding k bit.
19:
if P > 0 then
20:
continue;
21:
else
22:
break;
23:
end if
24:
end for
25: end Function
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Figure 3. Space Filling Curves (a) Hilbert-SFC, (b)
Peano-SFC, (c) Moore-SFC and (d) Zigzag-SFC.

the matching method is based on the adaptation of
the least significant bit of pixel pairs of the cover
image with bit pairs of the secret bit sequence. For
this purpose, it is enough that the 2-D image (i.e.
cover image) is transformed to a 1-D pixel sequence. In
this article, we use four famous SFCs in orders 2 and
3 for scanning the cover image and finding the best
arrangement of cover pixel pairs that are suitable for
applying the optimal pair-wise LSB matching method.
Thus outset, we divide cover image into blocks so that
the size of blocks are equal with order of SFCs and
then for identifying that which type of space filling
curves that are shown in Figure 3 is suitable for each
block of cover image, we assign the binary codes 00,
01, 10, 11 to the each of them, respectively. Finally,
a particular binary code will be fixed for each block
based on finding the best arrangement of pixel pairs
for each of them.
Table 1. Allotted binary codes to each of space filling curves.
RP

key[i, 1]

key[i, 2]

1

0

0

2

0

1

3

1

0

4

1

1

In this article to find the suboptimum adjustment
list that can produce the best quality stego-image, we
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modify the standard Imperialist Competitive Algorithm into discrete version of it as is explained in the
coming section.
4.2.1

Discrete ICA (DICA)

We know that the standard ICA, which was described
in Section 3.2, is widely used for solving continuous optimization problems. Because it is a new optimization
algorithm and has higher convergence speed than existent optimization algorithms, researchers have tried to
modify this method for solving discrete optimization
problems such as the problem described in this study.
So, for making discrete ICA that is suitable for solving this problem, we applied two operators of Genetic
Algorithm i.e. double point crossover and mutation instead of assimilation and revolution in standard ICA,
respectively.
4.2.2

Finding the Suboptimum Adjustment
List by Using DICA

Based on the brief discussion in the Section 3.1, a
suboptimum adjustment list has the highest total
score as calculated according to Equation 3. Since
the arrangement of the secret bit pairs are changed
according to this list, therefore it is possible that the
produced stego-image according to an adjustment
list with higher total score has more distortion in
comparison with the produced stego-image according
to an adjustment list with lower total score. The visual
quality of gray level images can be computed based
on two parameters namely PSNR 8 and MSE 9 as
follows:
 2552 
P SN R = 10 × log10
(6)
M SE
W X
H
X
2
1
M SE =
Sij − Cij
W × H i=1 j=1

(7)

where, Sij and Cij are respectively the intensity of ij
pixel of the stego-image and the cover image and W
and H are the pixel numbers for the width and the
height of the cover image, respectively.
The proposed discrete ICA in this study tries to
optimize two objective functions simultaneously: the
total score of an adjustment list and the visual quality
of stego-image that is produced by using that adjustment list. Therefore, fitness function of DICA will
contain both. Since the DICA is a multi-objective optimization algorithm, one of the traditional approaches
called weighting method, which aggregates the various objectives into single objective, is used. Hence, we
shall optimize:
8
9

Peak Signal to Noise Ratio
Mean Square Error

F = 0.5 × f (J) + 0.5 × P SN R

(8)

where, f (J), the total score of an adjustment list is
the first objective and PSNR, one of the criteria for
measuring the visual quality of the produced stegoimage, is the second objective. Since both objectives
have the same importance, the assigned weight value
for each of them is equal. In this subsection, the details
of performing the steps of DICA are described.
1) Initialization
In order to construct the initial empires, at the
outset by using one of the four SFCs that are shown
in Section 3.3, we convert the cover image to sequence
of pixels, then divide the sequence of pixels and sequence of secret bits into non-overlapping pairs and
generate the score matrix M with dimensions Ls × Lh
according to Section 3.1. So a country is defined as
follows:
country = [c1 , c2 , . . . , cl ],

l = 1, 2, . . . Lh

(9)

where cl is the position of the lth secret bit pair in the
score matrix M.
After generating all countries by randomly selecting
different elements of the score matrix M, we compute
the fitness value according to Equation 8. A number
of the countries with high fitness value are selected
to be imperialist states while, the rest of countries
form the colonies. These colonies are shared between
imperialists based on their power, so that the more
powerful imperialist state has more colonies.
2) Assimilation Policy
The assimilation strategy in DICA is completely
different from the standard ICA. In each empire, a
double point crossover operator of Genetic Algorithm
is applied to each imperialist and colonies as the parents resulting in off-spring. Notice that the off-springs
are always distinct but they may not be valid. To
illustrate, a simple example is presented as follows:

As shown above, both new countries as the off-springs
are invalid because there are elements that are repeated while others are missing. In order to solve
this problem, we select a repeated element randomly
and replace it with a missing element as follows:

Checking and modifying as a validation procedure
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are performed after generating off-spring. Finally, the
fitness value of the new countries (off-springs) is computed based on Equation 8 and then the off-spring
with higher fitness value is selected as the new colony
country, replacing its parent colony.

R = [r1 , r2 , . . . rNimp ] r1 , r2 , . . . rNimp ≈ U (0, 1)
(13)
D = P −R = [D1 , . . . , DNimp ] = [pp1 −r1 , . . . ppNimp −rNimp ]
(14)

3) Revolution
As has been said, the revolution policy in DICA
is different from the standard ICA. In each empire, colonies are randomly selected according to
the revolution rate and the mutation operator
of Genetic Algorithm is applied. In this step, in
order to inhibit generation of invalid countries,
two random points are selected and the values
are interchanged. This strategy is shown below.

4) Exchange the Position of Imperialist and
Colonies
During any movement corresponding to assimilation policy or revolution process, it is possible that a
colony of the empire reaches a better position than the
imperialist. In this case, the algorithm will continues
based on a new imperialist.
5) Imperialist Competition
After computing the total power of each empire according to Equation 4, the weakest colony (or colonies)
of the weakest empire is selected by other empires and
the competition to possess this colony begins. Each
imperialist participating in this competition, according to its power, has a chance of possessing the colony.
To start the competition, at first, the weakest empire is selected and then the possession probability
of each empire is estimated based on the normalized
total power of an empire according to Equation 10
and Equation 11.
N.T.Cn = maxi {T.Ci } − T.Cn

(10)

Nimp

Ppn = N.T.Cn /

X

N.T.Ci

(11)

i=1

The empire with maximum ppi − ri takes control
of the given colony.
During the imperialistic competition, weak empires
will slowly lose their power and get weaker. At the end
of process, just one empire will remain that governs
all colonies.
6) Convergence
Steps 2-5 are repeated until the iteration number is
equal to given maximum iteration number or we have
found one empire.
4.3

Extraction Phase

In this phase, we try to extract secret bits by using
the following algorithm that is shown in pseudo code
of Algorithm 2. Finally, for obtaining the original secret bit sequence, we decipher the extracted sequence
of this algorithm by using the mono-alphabetic algorithm in Equation 5 and keys k0 and k1 .
Algorithm 2 Pseudo code of the extraction phase.
1: Function Extraction(array H[m][n], array key[N ][2 +
k])
2:
Divide the stego-image H with size m × n into N
blocks with size k.
// according to the order of SFCs,
block size is 4 × 4 or 8 × 8
3:
i=1 // i is the block counter.
4:
while i ≤ N do
5:
Obtain the RP value according to values of key[i, 1]
and key[i, 2] which have been shown in Table 1.
6:
Traverse the ith block of stego-image H according
to random pattern RP and obtain a pixel sequence H 0 [k].
7:
Divide H 0 [k] into non-overlapping pairs and obtain
the sequence of pixel pairs H 00 [k/2] and perform the
procedure shown in Figure 4 and obtain the sequence of
secret bit pairs E[k/2].
8:
Sort the array E[k/2] according to values of
key[i, 3 . . . 2 + k/2] and obtain k bits of the embedded
ciphered secret sequence in ith block.
9:
i=i+1
10:
end while
11: end Function

where T.Cn is the total power of the nth empire and
N.T.Cn is the normalized total power of nth empire.
The possession probability of each empire is computed
according to Equation 11.
In order to divide the given colonies among the
empires, a vector P is formed as follows:
P = [pp1 , pp2 , . . . ppNimp ]

(12)

Now vectors R and D same size as P are defined. Each
element of R is random number between 0 and 1.
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Figure 4. Extraction procedure.
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5

Experimental Results

According to our researches, the steganography methods based on LSB matching are better than the methods based on LSB replacement in embedding the confidential data in cover images. To prove this claim, we
use four images of 256 × 256 pixels with 8-bit gray
level that is shown in Figure 5 as cover images and
the random stream of 0s and 1s as secret data. As we
know, the visual quality of stego-image and embedding capacity of cover image are two important criteria in evaluating a steganography method. Because
the embedding capacity of the mentioned methods are
identical so, our comparison is focused on the visual
quality of stego-image. To perform this comparison,

Figure 5. The cover images in our experiment, (a) Lena, (b)
Baboon, (c) Jet and (d) Gandhi.

we divide the cover image into 4 × 4 or 8 × 8 blocks
and use the Z-SFC, Hilbert-SFC, Zigzag-SFC and
Moor-SFC scans and the adaptive selection of them
for a particular block of cover image. After selecting
the best scan for the particular block, we apply the
each of three steganography methods based on LSB
matching. So, to demonstrate the enhanced quality
of the stego-image through the steganography methods based on LSB matching, the obtained results of
them are compared with the results of the OPAP [13],
IP [14] and ARIP [19] methods based on LSB replacement, as shown in Table 2.
In Table 2, it can be shown the MSE and PSNR
values produced by ARIP method are better than
the OPAP and IP methods. This enhancement in the
quality of the produced stego-image is because of the
adaptive selection of a SFC scan for each of blocks
based on the nature of the secret data. But finding the
suitable SFC scans, cannot be useful. The important
reason of this event is absolute changes of the LSBs of
the cover pixels that are different from the secret bits.
So, trying to reduce these changes will be absolutely
effective in the visual quality of the produced stegoimage. Two methods namely simple LSB matching
and pair-wise LSB matching were designed to certify
this suggestion. Thus it can be seen that ARIP method
in comparison with these methods is weaker.
Although the matching procedures produce the
stego-image with the almost good visual quality, but
finding the pixels of cover image which the LSBs of
them have the best matching with the secret bits
will be surely useful for obtaining the stego-image

with the more good visual quality. So finding the
suitable SFC scan for each particular block and as well
as applying the matching procedures for embedding
phase is the base idea of this article, so this idea
looks as an optimization problem. So, to solve this
optimization problem we use the modified Imperialist
Competitive Algorithm namely DICA and set the
parameters of it as shown in Table 3. As a result,
detecting the best list of the most consistent of the
cover pixels with the secret bits, in addition to finding
the suitable SFC scans and applying the matching
procedures for each particular block, can be caused
the significant enhancement in the obtained PSNR
values of the proposed method in comparison with the
other mentioned methods in this article.
In general, we observe in Table 2 that embedding the
data in the cover image with more details like image
Baboon, produce the stego-image with higher visual
quality. So, decrease in details of the cover images like
image Gandhi, make them unsuitable for embedding
process. Also we see that increase in block size (of
4 × 4 and 8 × 8) causes decrease in the visual quality
of stego-image.

6

Complexity and Performance
Analysis

Although because of slow convergence of DICA, finding a suboptimum adjustment list by using DICA is
time-consuming, but we can guarantee that the proposed stego technique provides the confidential image
with highly secure protection. In order to validate this
statement, the following analysis has been performed.
For the 4 × 4 blocks, the total number of same
size and non-overlapping blocks for each image with
256 × 256 pixels are 4096. So a hacker with no information about the keys and by using the brute force
strategy should be done 8! × 4 work to find the suboptimum adjustment list and the optimum random
pattern, respectively for each block. Therefore, the
total work that is done to extract the embedded secret information from received image without keys
is 4096 × 8! × 4. Similarly, for the 8 × 8 blocks, the
complexity level is 1024 × 32! × 4. So this security
level estimation reveals the robustness of the proposed
stego against hackers.

7

Conclusion

In this paper, we have proposed a steganography
method which uses a combination of the four random
patterns based on Space Filling Curves with optimal
pair-wise LSB matching that tries to find an optimum random pattern for each block of pixels of cover
image and confidential data. The optimal pair-wise
LSB matching method works according to the idea,
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Table 2. The implementation results.
MSE

PSNR

MSE

PSNR

4× 4

4×4

8×8

8×8

—–

—–

0.5018

51.1251

IP [14]

0.4002

52.1080

0.4481

51.6171

ARIP [19]

0.3873

52.2503

0.4346

51.7499

Simple LSB matching

0.3869

52.2553

0.4371

51.7251

Pair-wise LSB matching

0.2999

53.3607

0.3354

52.8745

The proposed method

0.1137

57.5732

0.1349

56.8316

—–

—–

0.4996

51.1446

IP [14]

0.4019

52.0896

04538

51.5622

ARIP [19]

0.3877

52.2458

0.4456

51.6414

Simple LSB matching

0.3864

52.2603

0.4359

51.7371

Pair-wise LSB matching

0.3006

53.3514

0.3369

52.8560

The proposed method

0.1126

57.6174

0.1340

56.8621

—–

—–

0.5007

51.1350

IP [14]

0.4002

52.1080

0.5004

51.1376

ARIP [19]

0.3851

52.2751

0.4447

51.6501

Simple LSB matching

0.3889

52.2324

0.4398

51.6985

Pair-wise LSB matching

0.3013

53.3402

0.3350

52.8799

The proposed method

0.1149

57.5298

0.1340

56.8589

—–

—–

0.4975

51.1629

IP [14]

0.3904

52.2157

0.4964

51.1725

ARIP [19]

0.3789

52.3456

0.4567

51.5345

Simple LSB matching

0.3839

52.2892

0.4385

51.7110

Pair-wise LSB matching

0.3006

53.3514

0.3364

52.8617

The proposed method

0.1156

57.5014

0.1370

56.7654

Cover image

Method
OPAP [13]

Lena

OPAP [13]

Baboon

OPAP [13]

Jet

OPAP [13]

Gandhi

Table 3. Parameters setting for DICA algorithm.
Parameter
Number of variables
(Dimension)

Value
8 and 32 for blocks 4 × 4 and
8 × 8, respectively.

Number of initial country

20

Number of empires

5

Revolution rate

0.1

Iteration number

30

that considering the similarity between secret bits
and LSBs of cover pixels and obtaining the best order with highest degree of similarity, can produce a
stego-image with high visual quality in comparison
with simple LSB matching and pair-wise LSB matching methods. Therefore in this article, we proposed a
modified Imperialist Competition Algorithm, namely

ISeCure

DICA, which was suitable for solving discrete problems and applying it to find a suboptimum adjustment
list. This algorithm considers blocks of the cover image
and the suboptimum adjustment list corresponding
to each block is reserved as key and is sent to receiver
to extract the original secret bits stream. In addition,
ciphering the secret data using mono-alphabetic substitution cipher algorithm before embedding process,
increases its security.

8

Future Works

The steganography methods can be categorized in the
receiver side based on the additional necessary information apart from the stego image. For this reason,
the steganography methods are classified into blind
and non-blind types. In the blind type, the receiver
with only having the stego image can be easily extracted the secret bit sequence. Whereas, in the non-
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blind type, for the correct executing the extraction
phase in the receiver side, additional information is
needed. The steganography methods in blind category
are more secure than the other category. As mentioned
in Section 6, our proposed method guarantees that
stego image has the high security protection, but can
convert it into the one of the blind category methods by combining it with one of the blind methods
or the lossless compression algorithms and or embedding the key file in the cover image. Also, by altering
the optimization method with one of the evolutionary
methods such as PSO, COA and SFCs with the other
curves such as Spiral, Sweep, Graymight improve the
results.
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